R 5 KR IhEE
B &%

&

DEFEY

KR Y

BEEH

B

BERECEREHERE
BEREXETHA MmN ERE
BRRSHEREETHHERERIRE
BRTEREETHHNEHHEY
{# Amail_logs

{55 FR B 44 BR Bt

tHEAE A

masr

AXEMENMAEENBHRERE(ESA), EBHZL(CES)RELERKE(SMA) LRIEFTE
$E¢1§L%ALI&1¢A1§1_?’IHF§}3FF?%HE*%

DB R

B’R
SREBCBELTEME

. EFBESA/CES/SMABIGUIZCLI,
- BECLI EMgrepmnfo
. ZEESA/CES/SMA LTl BT E RS,

BRA T
AXHFEABTRARERBAEBIRA,

ANHNEARBBRBEERETREANEEMEL. XPEAZNAMBERELRERR (HEK
) BVHERERRE) . MREHPEEREFT | FRARECHEAETAESTRERNTE,

HRER

HESA/CES/SMA LB BT BT , REENERERGWHFA , B AREEBEPER®RS
o Email_logsEH4RM F  EHEHATSERERBAR | e ERBR ERE BESH
L)\J_m/%iﬁﬂuﬂkﬁo



B
RERGCEEHEES

FEESA/CES GUI L , Ejfin ZMonitor > Scheduled Reports , 1T B FfRo

F ] Monitor Mail Policies Secunty Services Networl System Administration

Scheduled Reports

Available Reports

Add Scheduled Report... |

All
Report Type Report Title Time Range Delivery Format | Schedule | Next Run Date
Executive Summary Executive Summary Previous 7 calendar days Emailed and Archived PDF Daily ;;Ii#lffégﬂg; :00
| Delete |

£SMA GUIE , S EBFBA4>HRE>5EEE , W TEFR.

aifva]ne Cisco M3g0

CISCO  Content Security Management Appliance

Management Appliance

] Reporting Message Tracking Message Quarantine

Scheduled Reports

Available Reports

| Add Scheduled Report... |

all
Report Type Report Title Time Range Delivery Format | Tier | Schedule | Mext Run Date
Executive Summary Executive Summary Previous 7 calendar days Emailed and Archived PDF ALL | Weekly {zér-#lflaégbgiun
Delete |
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FEESA/CES GUI L , EEZESystem Administration > Return Addresses , Z1 NEIF 7~ :



(] Meniter Hail Policies Secunity Services Network System Administration

Return Addresses

Return Addresses for System-Generated Email

Anti-Virus Messages: | "Mail Delivery System”™ <MAILER-DAEMON @hostname>
Bounce Messages: | “Mail Delivery System™ <MAILER-DAEMONShostname=
DMARC Feedback: | "DMARC Feedback™ <MAILER-DAEMON@ hostname:»

Motifications: = "Mail Delivery System”™ <MAILER-DAEMON®hostname
Quarantine Messages: | “Mail Delivery System” <MAILER-DAEMON@hostname=

Reports: | "Cisco IronPort Reporting” <reporting@hostnames ﬁ
All Other Messages:  “Mail Delivery System”™ <MAILER-DAEMON@hostname

Edit Settings... I

£SMA GUI L |, EfF|EE>RAEE>RE #bht , 20T BFFR.

sivar)ie Cisco M390
CISCO  Content Security Management Appliance

Return Addresses

Return Addresses for System-Generated Email

Bounce Messages: | "Mail Delivery System” <MAILER-DAEMONShgstname:s
Reports: | “Cisco Reporting” <reparting@hostname= h

All Other Messages: | "Mail Delivery System” <MAILER-DAEMONEhostname:

Edit Settings... ]

FESMA CLI L :

M690.lab> addressconfig

Current bounce from "Mail Delivery Systen! <MAl LER- DAEMON@onai n>
Current reports from: "Cisco Reporting"

Current all other nessages from "Mil Delivery Systenm <MAl LER- DAEMON@onai n>

Choose the operation you want to perform

- BOUNCEFROM - Edit the bounce from address.

- REPORTSFROM - Edit the reports from address.

- OTHERFROM - Edit the all other nessages from address.

RE RS TB4ERRE TRE

FEESA/SMA/CESHICLI L :



C680. esa. | ab> grep "PERIODIC REPORTS: The Report Task has sent the report" gui_logs

Thu Jul 18 01:00:01 2019 Info: PERI ODI C REPORTS: The Report Task has sent the report "Executive
Sunmary" to recipients "matt-reports-address@i sco. conf

ERBET "FERE. A%, guilogREEKETRENE L, E1X7T WLLREURERE
(RBEE ) -

EEERFERT  SETHREER , BERHANBREFRERIENERE  FREETREFUE
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HEESA/CES L , AR E#EE ARSI,
HEECE T SMTPEK F 2 2 3t B+ fa] AR 25 (exchange) KISMA |, B EEEIX,

BREHERLETFB4NB4ESH
&£ FAAmail_logs

FEESA/CES/SMA L Hmail_logsH , HHEENEBP ERMN B AtbutEFgrep@ T,

C680. esa. | ab> grep -i "reporting@c680.esa.lab" mail_ logs

Thu Jul 18 01:00:01 2019 Info: M D 379004 From <reporting@680.esa.lab> To: <matt-reports-
address@i sco.conp, ... 1 total recipients

#grep LB RHMIDIRERER R TFTERE . EHVRBBET TR,
ERREABIAIMID:

C680. esa. | ab> grep "MID 379004" mail logs

Thu Jul 18 01:00:01 2019 Info: M D 379004 From <reporting@680.esa.lab> To: <matt-reports-
address@i sco.conp, ... 1 total recipients

Thu Jul 18 01:00:01 2019 Info: M D 379004 queued for delivery

Thu Jul 18 01:00:02 2019 Info: Delivery start DCID 13920 M D 379004 to RID [O0]

Thu Jul 18 01:00:02 2019 Info: Message done DCI D 13920 M D 379004 to RI D [ 0]

Thu Jul 18 01:00:02 2019 Info: Message finished M D 379004 done

LERAERTTEREEFHHNRE. KHEEEFHBHE , mail_logsi&EE RE 4 RDCID
x0ax MID xo0oxx EJRID [0] RS PR BLA0 75 SRR BB RIMID 300000K

EFFEHRETEFBAERERIZERFANERER , FB4REDCIDMEABAIMIDnumber LABR
REABHNRRE, RENTOHBERTEE "FTERS) EFBMARERNERRER,

C680. esa. | ab> grep "MID 379004" mail_ logs

Thu Jul 18 01:00:01 2019 Info: M D 379004 From <reporting@680.esa.lab> To: <matt-reports-
address@i sco.con», ... 1 total recipients

Thu Jul 18 01:00:01 2019 Info: M D 379004 queued for delivery

Thu Jul 18 12:51:01 2019 Info: Delivery start DCI D 13920 M D 379004 to RI D [0]

Thu Jul 18 12:51:01 2019 Info: Bounced: DCID 13920 MID 379004 to RID 0 - Bounced by destination
server with response: 5.1.0 - Unknown address error ('553', ['Domain of sender address



Thu Jul 18 12:51:01 2019 Info: M D 379005 was generated for bounce of M D 379004
Thu Jul 18 12:51:01 2019 Info: Message finished M D 379004 done

BEBRT , A BARARSF L AIHEERE 7B  MEDCIDEELESAEERBERKIIN
SMTPE£E,
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EESA/CES_t , EffnEIMonitor > Message Tracking.

ESAME L |, B | B B IR> TR 44 IR o> ER ¢+ Bk .

Eéﬁﬁ%#AJ WESMLT , AENBERGABIHETEH RGN , WRFTRBESEHH

FEARPIG | B4 At Breporting@C680.esa.lab.

Message Details
Envelope and Header Summary

Recerved Time: | 18 Jul 201% 02:51:01 [GMT)
HID: | 379005, 379004
Message Size:  NfA
Subject: | (empty subject)
Envelope Senderi | (no sender)
Ervelope Recspients: | [na recpeent)
Masiage 1D Header: WA
Cisco IronPort Host: | sydess (10.66.71.122)
SMTF Awth User 1D: | Nf&
& Attachments: W&

Sending Host Summary
Reverse DHS Hostname: | WA
IP Addiress: | WA
SBRE Soore: | WA

Froceszing Details

18 Jul 2019 02:50:5% (GHT] | SHTP debvery connection [BEID 135920) opened from Cisco fronPort mterface 10.66.71.122 to [P sddress 173,37.147.230 on port 25.
18 Bul 2019 02:51100 (GMT)  Delivery connection (DCID 139200 successfully scoepted TLS protocol TLSwL. 2 cipher ECOME-RSA-AESISE-GOM-SHAISS |
18 Jul 2019 02:51:00 (GHT) | (DCID 13920) Delivery started for message 379004 to RID [0].

18 Jul 2019 02:51:00 (GHT) | (DCID 13920) Message 379004 to RID O bounced by destnabon server. Reason: 5.1.0 - Unknown address grror ('S53, ['Doman of sender address
<repartang B ofad. ealab> does not resalve.’])

18 kil 2019 02:51:00 (GHT)  Mestage ITO004 Dalvery Status: BOUMCED
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