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(DC1500, DC2000, DC3500, DC400)
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-HARZ RE @R , EEREFREFEEENTRENFEYRE , T —ERELHEHEN
thEERI S —ERE,

- HANREEREREE, HAERTLUBBRXRMETK , BIbERFEMRE —EEESF.
- HAR B BB H EEIPTEE8305E T B/

- HENHARSHERADE K ERTRESISESEHNREAHERERSHEE, ARED
FENSESEREKE , RILRFHER , ASHBITUKAR/100E,

- MRBHEHABHSHBEZERRE , BRATEHA | RAREHFREK,

. MBBEAEARHARE | BIEEZEHEHA, EEM%5.3.0/RFAKE5.4.000 , FEREAHREE
, Rk E#% , £ EDefense Center L #1TREFHEH-

- MEDCLEEEZNBBRKERYMER AN RGERE, —EXRBEABEE , 5—1E
REEEHEDCAL,

e EEMERRREALRE K RATSIRT —EER , RACFERBHNERK,
- FAURTEEDCHER BES |, Bt , FESECMHERHEIRIDC,
- FTEZEREEMER —EDC, EHEDCZERLEE.
- REREQMEDCEZEHF.

- DCRIZ&FEE, Hl0 , MRERDC1HMBRERAE , AlS —EHEDC2FT 2K EAERER
$EIDC-1, ©HEELSMERRE , W EFERHEREDC-1FIDC-2RE %,

HEMzHEOHLAERR
HADC¥ RS XKk, ELHREEHER AEMEL. BETUBBEARBIRE , W ERLEE
EREKE .
RRA S HRE
- AZBLDAPELE — EfinE|System > Local > User Management > External Authentication
- ERE (AN ) —ERERF>EE>EHEEES-ERE
- BERFERAEAE — B 2R (System)>Zith(Local)>fE i & B 2 (User Management)>{ F

% £ 8 (User Roles)
W

- |MEER — EMEHN>RE>WMEWR
WERENERE (£ "Rk, BIT)

- IEERIREE, ARKE, ERXEE, SSLEKM., MIXGIEXRE. BHRENRAU, SHMEL



BENREREER,

- ARRA ( A#FISRU ) — EffnEPolicies > Intrusion> Rule Editor > Local Rules,

CHBBRERIR, EHEM, MRRBREHAERSE (SEEBRNEMEEN ). AREMRPRERE
B, EAEXNAE , UAREASEHRE,

- BERERARAIS

- AR P HLDAPER — BT FEM>ERE

B — ERIIEMSRESRER (1 TEEL T)

ZERM

- NAT# 8| — ERZEDevices> NAT

.- VPN#R Bl — Efi £ Devices > VPN

- FEREEA (BREBBREE ) AERN SRS, SAKENBFREVELEEHEFE
EZERIZHN — ERIKE>-REERE

- BEEARRASE

- AR B ERIEB

- RIRFBE FLEITAR N R B

- BERERR. BEREITERENBESER

- BiEE. REBHHERE

- Sourcefire# BIE#T(SRU), i#thIEE {7 & %l E(GeoDB)FMiwEAE # E(VDB)E#

DCzEMRESEE

- FAERRDPNEREREER
- NMAPZ#

. EEE

. {EE#E4R

. FERHIE

. Estreamerfl ¥ A & Fin
- fROEREER

- FtE

- B

- B

- BITARREIR

RTE
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. BELAREHFHVDE
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IRk



- FARERREESRFA , REHEFLREEFHREAESBNERAERF. E2USAA
2l , FHBRIEHBBEF —BAEEERERS.

- BAMARERFEAHRABNE AR EERE, NREMESEHERE R 2R
, IEfMEDCLHAF, BR , e EREMEERN, - BENEERRERMFILRE
, WECEB R EWIER  WHRER , WEMRR :

Save Error

There is already a policy with that name.

OK
- FMERS SR D ER A RS T PR I AR
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UTREESTAENSESR,
B TR B AR BARA SR VDBIRA MR B EH R AR,



Model Defense Center 1500

Serial Number BZDW14300158

Software Version 5.4.1.2 (build 38)

0S Sourcefire Linux OS 5.4.0 (build126)
Snort Version 2.9.7 GRE (Build 262)

Rule Update Version 2015-11-16-001-vrt

Rulepack Version 1606

Module Pack Version 1837

Geolocation Update Version None

VDB Version build 258 ( 2015-11-10 22:58:57 )

T2, EEFEERNAWMBERE , 558 EESystem > Local > Registration , 21 N E TR, #ERIL
DCLEBmME,

Ul System | Help v m

Local » Updates Licenses Monitoring v Tools »

Configuration
Sourcefi 9

Registration

For techr mail support@sourcefire.com
orcallus USerManagement 4,4 453 1901

Cisco su  System Policy

For technical/system questions, e-mail tac@cisco.com
or call us at 1-800-553-2447 or 1-408-526-7209

Copyright 2004-2014, Cisco and/or its affiliates. All rights reserved.
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High Availability eStreamer Host Input Client

Click here to establish this as the primary Defense Center.

C Click here to establish this as the secondary Defense Cen@

TBATRERIR , RESETER , U TEM R, FEIEDCHIPFIEESR, WHRAMAMMbU
EHRZNEE RIS —HINAT ID,

High Availability eStreamer Host Input Client

Primary DC Host *  [192.0.0.10 |

Registration Key * ‘c\sco ‘

Unique NAT ID \ ‘

Register

SERS BRF PR , MR IEFE , 7512 — TRegister, EAIUFE N TERTHNER :

High Availability eStreamer Host Input Client

© Success
High Availability peer 192.0.0.10 added successfully.

Host Last Modified Status | State

192.0.0.10 2016-04-25 10:26:51 Pending Registration @0 P |

EXRTEHBDCLEEETHA , YEEEEFZDCLEEET.,
TER6.BATNEREREDCHEE., EMfEISystem > Local > Registration.

f£High Availability B8 T , # — T Click here to add as the primary Defense Center , 21 T~ EF 7R :

High Availability eStreamer Host Input Client
Click here to establish this as the primary Defense CentD

Click here to establish this as the secondary Defense Center.

SR RS R6R  RREEREE , MTEAR :



High Availability eStreamer Host Input Client

Secondary DC Host *  1192.0.0.20
Registration Key * cisco
Unique NAT ID

|_Register

¥I8EEIDC 1P, RHEESHBDCHIRHMMEBETMEEBANAT ID,
SRS RFIPHEFMENR , #—TRegister, sEMTHKE , iSH R "Success, BHH , I FEFR

High Availability eStreamer Host Input Client

© Success x
High Availability peer 192.0.0.20 added successfully.

Host Last Modified Status State

192.0.0.20 2016-04-25 10:29:44 Completing post-registration (ca@) P

5-107 8% , HANE EME 2 K.
SERHARVRREM[E] 25 K9 FEE5-107 88

B

—$—SHE , RIFLNDCREEHREENERS T AM.

B, BEZTEHE | #YSystem >Local >Registration , M1 T EFI 7 :

High Availability eStreamer Host Input Client

High Availability Status

Peer Address yaddle-sftac.cisco.com

Peer Model Defense Center 1500

Peer Software Version 5.4.1.2-38

Peer Operating System Sourcefire Linux OS

Last Contact 21 seconds

Local Role Active & Primary

Status Active - HA synchronization time: Fri Nov 20 05:45:03 2015

Switch Roles Synchronize

Break High Availability

Handle Registered Devices Unregister devices on other peer B

Break High Availability

S ER2 BB Z System >Local >Registration 2NEF 7~ :



High Availability eStreamer Host Input Client

High Availability Status

Peer Address yoda-sftac.cisco.com

Peer Model Defense Center 1500

Peer Software Version 5.4.1.2-38

Peer Operating System Sourcefire Linux OS

Last Contact 46 seconds

Local Role Inactive & Secondary

Status This DC became Inactive: Fri Nov 20 05:54:49 2015

Switch Roles Synchronize

Break High Availability
Handle Registered Devices Unregister devices on other peer E

Break High Availability

RER: AR

RERMHE T AMNERYEHRS R,

- IR {EDCHETCPES305 LEEE , HAHAR A L IRRE L &AM OB,

- FERARER A P B 2 B #R R B FH LLTCP#8305,

- MRMBRNER T T HSHRENBIFRE , HARUBE KK EM_PeersRiZH 7 AR Y
ERENFMER,

R

. fECisco Firepower 8000% 5|8 B I &t Bt 4k
- FiresightR it {& /i F {5.4.1
- B Z BB H - Cisco Systems



/content/en/us/support/docs/security/firepower-8000-series-appliances/200306-Configuration-of-Stack-on-the-Cisco-Fire.html
/content/en/us/td/docs/security/firesight/541/user-guide/FireSIGHT-System-UserGuide-v5401.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	配置系列3防禦中心的高可用性
	目錄
	簡介
	必要條件
	需求
	採用元件

	背景資訊
	高可用性功能
	對等體之間雙向共用配置
	DC之間未同步配置

	設定
	配置高可用性的前提條件
	配置高可用性

	驗證
	疑難排解
	相關資訊


