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Create Login Domain 0D

Name: S_TACACS
Realm: TACACS+

Description:

Providers: +

Name Priority Description

APICEAEEE

Providers: W +
Name Priority Description
lsr‘.-lecr an option |v (1] [ |A ] l
Create TACACS+
Provider

APIC TACACSIEHER

SER3.ERISE IPHUFEIHE  ERLAER  ILEFEERRERMKEEPG), B— T sumvi§
TACACS+RMHEAMEIBTAEES,



Create TACACS+ Provider (2 ]

Host Name (or IP Address): 52.13.89

Description:

Port: | 49 -~

4

Authorization Protocol: ( CHAP MS-CHAP PAP

Confirm Key: | --oeees
Timeout (sec): |5 S
Retries: |1

Management EPG: | default (In-Band) ~ @

Disabled Enabled

Server Monitoring:

APIC TACACSIRREXRE

Create Login Domain (2 I

Name: S_TACACS
Realm: TACACS+ "

Description:

Providers: w +

MName Priority Description
52.13.89 1



Authentication 0 o

ABN LDAP RADIUS TACACS SAML RSA

&+ K.
Host Name Description Port Timeout (sec) Retries

52.13.89 43 5 1

TACACSIRHEN IR

ISE #HAE
TR EBEE=RREFR>BREEFH. Al Device Types FE MK EH,

= Cisco ISE

Network Devices Network Device Groups Network Device Profiles External

Network Device Groups

‘ All Groups / Choose group

& Add i import (I Export »v =
] Name Description
[ -~ All Device Types All Device Types
0 APIC
ISEXERR KB

S EB2 E i T Administration > Network Resources > Network Deviceso 12 1EAdd | ERAPICEBMIPHsE, | £
EEMA, A "TACACS+, BREUAH TIEE TAPIC, , ¥ EZRAPIC TACACS+EMREREEHE
ANZEN, & — T submite



= Cisco ISE Administration - Network R

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server

Network Devices _ _
Network Devices List > APIC-LAB

Default Device
Network Devices

Device Security Settings

MName APIC-LAB
Description

IP Address W *IP: 62.188.21 ! 32 {é}
Device Profile & Cisco ~ @
Model Name ~
Software Version ~

Network Device Group

Location All Locations ~ Set To Default
IPSEC No ~ Set To Default
Device Type APIC ~ Set To Default

[ ~ RADIUS Authentication Settings

~ TACACS Authentication Settings

Shared Secret «- Show Retie | ©

HEEIMBEESR1NTR2,
S ER3. LA I ERE LW EREAASISEER Active Directory® & ;

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-
integration-for-cisco-ise-qui-and-cli.html,



https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html
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= Cisco ISE Administration - Identity

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Groups User Identlty GFOU pS

=Q
B e

+ Add {i Delete )y Import Ty Export v
> [ Endpoint Identity Groups

> 3 User Identity Groups Name ~  Description
O SR ALL_ACCOUNTS (default) Default ALL_,
B I APIC_RO ®

O % APIC_RW

x|

S5, (A& ) BE E= > Administration > Identity Management > Identity. Click Addfz 2 3 — {8 fE Read Only AdminfH

EMadminfEAE, BEEACERAEIEISRITEMYNFEE.

Administration - Identity Management

= Cisco ISE
Identities Groups External Identity Sources Identity Source Sequences Settings
—
Users
Latest Manual Network Scan Res... NEtwork Access Users
-+ Add % Change Status oy Import oty Export @ Delete
Status Username ~  Description First N\ame LastName Email Address User ldentity Groups
O B Enabled % APIC_ROUser APIC_RO
APIC_RW

O Enabled ¢ APIC_RWUser

S ER6. 8B = >Administration > Identity Management > Identity Source Sequenceo 1878 &8 FF IR 1FEAdd , EE R M , AD
Join PointsfA 2 12 intemal Usersflldentity Source, FETreat asif the user was not found and proceed to the next storein the
sequence-FiEEAdvanced Search List Settings , ?ﬁfﬁﬁ — T saveo



= Cisco ISE Admi

Identities Groups External ldentity Sources Identity Source Sequences Settings

- "

v |dentity Source Sequence

rearme APIC_ISS

Description

v Certificate Based Authentication

" | Select Certificate Authentication Profile W

~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints iselab
Guest Users Internal Users

All_AD_Join_Points

>
&

~ Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

v Do not access other stores in the sequence and set the " AuthenticationStatus® attribute to " ProcessError”

0 Treat as if the user was not found and proceed to the next store in the sequence

565 F 3

= 7.1 E>work Centers> Device Administration > Policy Elements > Results > Allowed Protocols 2 EAdd , E&X R



, YW ELHZE F Allow CHAPHAllow MS-CHAPv1 from Authentication protocol/& &, i#iESave,

= Cisco I5E

I ey Identitias Lsar |I:‘|EI"|'|i|.'!|l I3I'I'.‘IIJ|'.'I'5 Ext |d Sources Metwork Rasoursas
ntlrl'dlmrll' :I dioepd Profocois Sarases Ll I.|'|I'_:.'l.l:_:';;i I"I'l'\ﬂ':r:l}l

Allowed Protocals
Matwnrk Conditions H
Mdarme

Eozuls L= TACACS Frofesol

PRI FIRS Dascription

TACALCS Command Sata

.

TS Frohilpe

+ fAllowed Protocols

Authentication Protocols

Only Augthanticatlion Protosols rolevant 1o TACACS ang
dispdaryad.

B siow PARTASC
dllow CHAP
Allow MS=CHAPY

TACACS A FF B E

8.5E 8 2 = >Work Centers > Device Administration > Policy Elements > Results > TACACS Profileo B — TNadddRIFE T HHY

7§$J:E’9E’|¢Eﬁﬁﬂﬁﬂl§*§$RaN Viewo Brlf_—FSaveo

- EEWEMAE ; cisco-av-pair=shell:domains=all/admin/

- REEEEMAE : ciso-av-par=shel:domains=all//read-all
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= Cisco ISE Work Centers - Device £

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Adr

TACACS Profiles » APIC ReadWrite Profile

sonditions >
TACACS Profile
letwork Conditions »
Name
tesults ™ APIC ReadWrite Profile
Allowed Protocols
TACACS Command Sets
Description
TACACS Profiles
Y/
Task Attribute View Raw View

Profile Attributes

cisco-av-pair=shell:domains=all/admin/

4
Cancel
TACACSREE
Overview Identities User Identity Groups Ext Id Sources Network Resources
I
Conditi > 1
oritigns TACACS Profiles
Network Conditions 5
Results N
Allowed Protocols é? Add Trash v
TACACS Command Sets
TAGAGE Profiles [ Name Type Description
[J APIC ReadOnly Profile Shell
[ APIC ReadWrite Profile Shell

TACACSEEEMABEEERERESR

5%9.@?55 >Work Centers > Device Administration > Device Admin Policy Set o Eﬁ%ﬁ'%%% ) fﬁ%%ﬁ ) ﬂtig
BEESBRIPEINEERAncE, BEESB7TPEBILTacACsPocd e EARFTHNIHE , REREE

Saveo
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User ID
APIC_ROUser
Password
Version 4.2(7u)
Domain
S_TACACS
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Welcome to APIC

What's new in version 4.2(7u)

*

Floating L3out Ul Enhancements:

Docker EE (Kubernetes) container integration * User-defined Ul banner

L4-L7 Services support in vPod » First Time Setup wizard

Backup PBR destination e Simplified L30ut creation

Support for 64 Remote Leaf pairs » EPG to leafs deployment view
View Release Notes

Getting Started Explore Support
What's New in v4.2(7u) Configuration Guides Online Help
Online Videos (YouTube™) Knowledge Base Articles Troubleshooting
View All Tutorial Videos APIC Communities imentati

B Do not show on login ( Review First Time Setup ) Get Started

APICEUDEFA
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= Cisco ISE Operations - TACACS
Live Logs
Ty Export To
Logged Time Status Details Identity Type Authentication Policy Authorization Policy Ise Node Network Devic...
X e Identity ~ Authentication Policy Authorization Policy Ise Node Network Device N
Apr 20, 2023 10:14:42.4.., F APIC_ROUser Authorizat... APIC => APIC Admin RO PAN32 APIC-LAB
Apr 20, 2023 10:14:42.2... a APIC_ROUser Authentic... APIC > AFIC Authentication Pa... PANIZ APIC-LAB

Last Updated: Fri Apr 21 2023 00:14:53 GMT+0200 (Central European Summer Time)
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Debug Profile Configuration

Debug Wizard contains predefined debug templates with the help of which you can troubleshoot issues on ISl

SR EFRWRENER , RRE— Tsae

e Add e = Debug Nodes

[ Name Description Status

[0 802.1X/MAB 802.1X/MAB DISABLED
[ Active Directory Active Directory DISABLED
[[] Application Server Issues Application Server Issues DISABLED
[:| BYOD poertal/Onboarding BYOD portal/Onboarding DISABLED
[[J Context Visibility Context Visibility DISABLED
[[] Guest portal Guest portal DISABLED
[ Licensing Licensing DISABLED
[0 M™nT MnT DISABLED
[ Posture Posture DISABLED
[ Profiling Profiling DISABLED
D Replication Replication DISABLED
TACACS TACACS DISABLED

FEREEREE



= Cisco ISE Operations - Troubleshoot
Diagnostic Tools Download Logs Debug Wizard

Deabug Profile Configuration
Debug Profile Configuration> Debug Nodes

Debug Nodes

Debug Log Configuration

Selected profile TACACS

Choose on which ISE nodes you want to enable this profile.

[ Host Name Persona Role
PAN32 ciscoise.lab Administration, Monitoring, Policy Service PRI[A), PRI{M)
SPAN32 ciscoise.lab Administration, Monitoring, Policy Service, ... SEC(A), SECIM)
] ¥

REEBHIEE

*ﬁ&%#ﬂlﬁ%ﬁ@ﬂ%ﬁﬂ%ﬁ?ﬂ’g H%f\ , Operations > Troubleshoot > Download logs ZZU-FFE'ZI'_\ .

AcslLogs,2023-04-20 22:17:16,866,DEBUG,0x7f93cabc7700,cntx=0004699242,sesn=PAN32/469596415/70,CPMSession
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