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Cisco Smart Licensing

CS5M On-Prem
104.2360
cssm.testlab.local

DNS and CA
10.4.23.39

— Rt B
EVMWARE ESXi E Z#CSSMAZRRA .

1. T&Cisco I0S®, BRI LAER T — @&
. https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. FBVMWARE ESXiF#IISO,

IR F-EREFRERS,


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

vmware ESXi

[ Register a v C

T Navigator = i | g |
» [ Mozt Datastores Adaplers Devices Persisient Memory

Manage

Monitce rj Hew dalasiore

Q Search

&) Virtual Machinas [ o] Harme v DiveType ~ Capacity ~ Previsioned v Free - Type v Thnpio. v Actess v
¥ Storage ]| Bl datastone 1 55D BT0.76 GB 1.42 GB 802,33 GB VIMFSE Supporied Singhe
= [ datastorei 1 Hems
Monitor 4
Mors storage...
£3 Hotworking [ 1]
ERBERER
JE—TEVEHUBINERRK (&),
’_J',.---——----._'L
r @@ (& Refresh
§ datastorel & .sod.sf
1l ([
B [oatastore1]
Close

BB #%

FEARRBIF , B TCSSMERIK :



{2 Datastore browser

f Upload [ Delete [= Move [} Copy @2 Create directory | (3 Refresh

E datastore1 ] .sdd.sf
i CSSM

E [datastore1) CSSM/

Close:

R
4. B—T LE , REERLMISOER.

EDpﬂ'\
- = 4 & » ThisPC » Downloads PR Search [

Organize = Mew fodder

-~ K,
N

a Qu
mr < Today (1)
S5M_On-Prem-8-202304
4cC A
3 Yesterday (9)
E P Earlier this week (17)
C Earlier this year (34) N pe o
fi Along time ago (25)
fi
5
= Thi
e >
File name: | SSM_On-Prem-8-202304 “ Al files
Conce
L&ISO

B, ISOERMUNCSSMERIRKF



ﬁ Datastore browser

¥ Upload Download [ Delete | Move [[§ Copy

= datastore1 ] .sdd.sf

#7 Create directory | (@ Refresh

%) SSM_On-Prem-8-2...

@ CSSM

ISOLEBEERK

5. BMIERMER. S EIERMR>EM/EMRVM,

vmware ESXi

roobF10.4.23.58 ~

= Wirtual Machines

{T_ﬁc::ale | Risgisties VM) ]

)., virtual maching w  Slabus v Used space

¥ Refresh

w  Guest 05

w | Host name

q Search

~ HostCPU ~ Hostmem..

No iterms to display

BINHVME01S

6. BREVNMERMEE K RRE-TT—F,



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest 0S How would you like to create a Virtual Machine?

3 Select storage
4 Customize settin

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel

I HVME02S
7. RBERETHEIH

2R mAERMSESRNEE,

AN  BIEESXi 6.0XE S RAHESXi 6.55 F FhRA,
REMEXERHKRS : Linuxo

REEZRFRA : BECentOS 7 (641417t ) HEAM2.6x Linux ( 644L7T )

B‘i rNeXt_] (-F_i ) o

41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest OS
2 Select a name and guest OS Specify a unique name and OS5
3 Select storage
4 Customize setting Mame

CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 wirtual machine w
Guest OS family Linux ~
Guest OS version CentOS T (64-bit) v

Back MNext Finish Cancel




VMAEBHIOS

8. BEREF , RBE-TT—%,

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

| 2 Select a name and guest 0S Select the storage type and datastore

' Standard ! Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

RiFEE
9. RE T :
« CPU : RD4E, BEBRNVCPUREBRREHEEER



i EREENERERFRENN  SEERFNROBEREERER, FlW , 48
VCPUBLEEER ERAEERE , SEEE1EZ .

« [d cPU

Cores per Socket 1 Sockets: 1

- FCEfE : 8GB
- TERE : 200 GB , WHERHEEI IR EHRA "REEEIE. -



» 3 Hard disk 1 200 GB g

Maximum Size 869.33 GB
Location [datastore1] CSSM TAC Browse... |
Disk Provisioning @ Thin provisioned

() Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly Zeroed

HiRRAERE

« WEEAEF :EIE1000TEFER , REBZIFHEEER,

~ HM Network Adapter 1 MINENNGIT o
Status Connect at power on
Adapter Type E1000e e

REM R
- CD/DVDXE# : iE$F "Data ISOfiles , REFEHUSOE R,

f& Datastore browser

& upload | Download [5} Delete |- Move L[5 Copy £ Createdirectory | @ Refresh

& datastore1 sdd.sf Q SSM_On-Prem-8-2...

. Oy
| vmimages im CSsSMm
S5M_On-Prem-8-2023...
292GB

Wednesday, July 26, 2...

ISORR {5

EREIHENSRE |, SUURERENHE,



#1 New virtual machine - CS$M TAC (ESXi 7.0 U1 virtual machine)

' 1 Select creation type
w 2 Select a name and guest O3
v 3 Select storage

hdl 4 Customize settings

5§ Ready to complete

Customize settings

Configure the virtual machine hardware and virlual machine additional options

» |l crPu

» MR Memory

*» O3 Hard disk 1

* [ SCSI Controller 0
SATA Controller 0

B USB controller 1

4 v i
8 GB ~
200 GB -.,

ViMware Paravirtual

UsSB 2.0 v
» M Network Adapter 1 WM Network w Connect
» % CDIDVD Drive 1 Datastore ISO file . [ Connect
L i Video Card Specify custom setfings wr
Back || Next Finish Cancel |
FEVMEE01
& "Nexty (T—%).
_— s
10. B-— T EMKo
?j‘.l New virtual machine - C5SM TAC (ESXi 7.0 U1 virtual machine)
¥ 1 Select creation type Ready to complete
¥ 2 Sslectaname and guest 05 Review your sefiings selection before finishing the wizard
+ 3 Select storage
' 4 Customize settings
b4 5 Ready to complete Name CSSMTAC
Datastore datastore
Guest OS name CentOS 7 (64-bit)
Compatibility ES¥i 7.0 U1 virlual machine
vCPUs 4
Memory 8GB
Network adapters 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDED
IDE controller 1 IDE 1
SCSI controller 0 Viware Paravirtual
SATA controller 0 New SATA controller
Hard disk 1

Back MNexct

| < Fn:nsh'“j Cancel
_ ! |

HWEVMEE02



CSSM On-Prem B#IEELE .

1. EVMWARE ESXif , EMEERMBE T RIZFERMSR  RRE-THTHR.

vmware ESXi”
13 Mavigat . 51 Mocalhosbiocaldomaln - Virtual Machi
= [ Host
Manage T Creatn | Regsior Vil @E i & Retiosh | Actons @, Search
Monitod Wirtual maching v Sals v Used space v Guest 05 w Mol namn ~  Host CPU
(5 CSSM TAC S Momal 308 GB ContDS 7 (B4-bit) Unikriown 0 MHz
= 4 Storage [ 1 Qs s
» £ dataston
Moriicd
More storage... :55!::&(: P
a2l O w05 T (G4-be)
€3 Natworking ﬂ Computtdty
Wibhwane T M
CPLs 4
Memory f-4e ]
=) N-C]
=R REE

2. WA A ZEBREREEVMIESHIE, EIEConsole > Open browser console,

| 1 localhost.localdomain - Virtual Machines

“  Host momory v

0 MB

1 Rems 4

owwz

MEMOAY |
1]

STORAGE E

.08 GB

¥4 Create / Register VM | | (W& Console | |

lj' Open browser console

P Virtual machine "

B 5 cssMmTac

& Open console in new tab
Quick filters...

| & Launch remote console

3. Download VMRC

AR EEE MR IRE

3. B E B MBRERE o

‘ W Open console in new window

W Fo
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-
M On-Prem Installation
System Settings:
Hostname: SSM-0n-Prem
Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |
Hardware Settings:
CPU Model: Intel(R) Xeon(R) CPU ES-2699A v4 @ 2.40GHz CPU Threads: 4 Architecture: 64-bit
Total Systermn Memory: 8174636 kB ee Memory: 4330340 kB
Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled d Enable USE: Disabled i |
Network Settings:
Network Device: ensl192 ~
IPv4 Configuration IPv6é Configuration
Method: Static v Method: Disabled
Address 10.4.23.60 Address
Metmask: 255.255.248.0 Prefix:
Gateway: 10.4.16.1 Gateway:
Configure DNS: Specify more than one with commas
10k.23.20
Help GK!

B—T Ok UEESEMFCLIOS,
4. RBLZHEBEFABYETR , BERELEFREFEIRRAL,
B cssm

R RRRREREREER B RN R R
Authorized access only!?

Disconnect IMMEDIATELY if you are not an authorized usert??
All actions Will be monitored and recorded
R R IR R R R R R R R R R R R R R R R R R R R R iR R AR g dhi i gdi i gniRE

39M-0On-Prem login:

5. ¥TBA2IE 25 M 4 A https:// <ip_address_CSSM>,



— ' O B hitps/ 1042360844378 loginTrediectURL=%2F 7

On=Prem License Workspace cI1Sco

Walcoma to Smart Software Manager On-Prom whae you can lecally manage

Log I ntD an EXIStI ng ACGOU nt Smast Licensing and perform local Account Management funcions for your

arganization.

Ugsr Narma

Password

Forgol Pagsword

CSSMBAEME
EAFRREAER
ER#&R&% : admin

5 : CiscoAdmin | 2345

6. BIBEMWES.
7. B FHIGUIER,
8. BEEXM AR, (=Bl : hostname.yourdomain ) .

EEBEBERT , cssm.testlab.localififii EAF#NAE,

Welcome to Cisco Smart Software Manager On-Prem

1 STEP 3 ’ 4

Hast Comemen Name

Froducts that support Stnng SS1 Cerd Checlendg require the S5k On-Prem's "Host Cormmon Name® to matkch the “destnation™ URL address. For exampla
=  Products usng Smar Transpor must use both the “license smar url™ configuration and the “cssmtestiab local™ value in the URL siring
s« Logacy products using Sman Call Home must use both the “destination address hilp™ configuration and the “cssmoiestiab bocal™ value in the URL siring

If the above URLs do not match expectations, refer to the 35M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the cormect
value,

Thé option bo configure altematinig names (SAN) 5 available in Admin Console under Secunty -* Cartiicalas and can be conliqured after the initial Sabup.

cssm.lestlab. kocal

esck (LN



e YN T
9. BMBAHWELE , AERIE—TApply.

~y Yy
pd )

Review and Condirm

Once you click “Apply”, you will be redinected to the login page whare you will nead to login with your nnw password. Pleasse ensure you have secursly stored your password for

future logins

Review and Confirm

Languags Seieced Englizh
Password Rese! Y3
Hast Common Mame: scemitac.ciscolac com

-

CSSMA#AERE B FE Mo

HCSSMEBEHEEERFRS

HLEERKEERFHES R MR LHCSSMEIH,
1. AT —EELETHENEREERS
https://software.cisco.com/

2. RBREEFEZUREERL Y THEEFT TR,

Smart Software Manager Download and Upgrade
Track and manage your licenses. Download new software or updates
Convert traditional licenses to to your current software.

Smart Licenses.

Manage licenses > Access downloads >

Manage Smart Account EA Workspace
Update your profile information and Generate and manage licenses
manage users. purchased through a Cisco

Enterprise Agreement.

Manage account > Access EA Workspace >

Afgnq—'j ]Q

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including
demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Access MCE >



https://software.cisco.com/

3. EMIEEYENEDRFEABNERIRFNEHE, E4AERETH , ER

InternalTestDemoAccount67 F1AAA MEX TEST,

: atlear]n,
Cisco Software Central cIsco

Q o &

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Flay (PnP). Smart Sofiware Manager

Cigco Software Central = Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: AAA MEX TEST =

General Licenses Product Instances Event Log

Virtual Account
Descriptian: Only for tests

HEANER
4. $TBCSSM GUIIEEAdmin WorkspaceiZIH,

R silian]n
On-Prem License Workspace CISCO

Smart Software Manager On-Prem

=

License

Trach and managl Smarnt Lichnung

@ IntemalTesiDemoAccountsT cisco.com

SL Product Details Support  Help

Agmin Workspace ‘ He®ao, Local Admin - Log Out

3t

Administration

Ciol an Accound fer your oiganiabeen Tha Account musl b agpaand By your Syshom

Admerilyater o Syshom Opamior Bofonn @ can B it

Submd a requost for accoess fo an exsdng kcal Accound Apgeoval mus] B granted by o Smard
Accoun] Admeneiieeior for your kecal Account

Aiodily tho peoperies of your Accounts and associate exsing User is wiih Accounts

CSSM=EEE,

5. ABIZ$E Accounts,



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization



https://software.cisco.com/
https://software.cisco.com/

Generate CSR

“BETETON MAme

Ccssm testiab, local

Testlab
J00mry
klexco -
Mexico City
Mexico City
ST 3N AN
SEC AAA
2048 -
S | ATbErTE b [T
cssm testiab local

Generate Cancel

CSREFHEA.
4. 25EBCSR : BEEFMEN , BFERAXEFRH "#EWindows CABVEE | .
5. LEECARE,




Browser Certificate

Add Generate CSR
localhost B
n (Default Certificate) v 5 | certs
_ Home Share View
CA Certificates v 4 » This PC » Desktop » certs

Add -
#*
. |

Description Sul 4 A R
| CSSM cer Root CA
]
IEE EERCA,

¥ — T Proceed,

3

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-console

ssh admin@<IP>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console, After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another rebool, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

‘ Procead

e,



6. MARALBREREE , ARE—THRE,

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivoe | Root CA.cer
] Cancel
HIRIBCA,

7. LEHCAZEENCSR(CSSMERBE).

Browser Certificate
| = | certs
Add Generate CSR - Home Share  Wiew
« % = Dusktop » ours v
logalhost R
a (Default Certificate) g
CA Certificates . - LR
Add . CS5M cor Rt CA
L]
£ items
Search by Description
Description Subject Expiras On Created Actions
RootCA IDC=com/DC=ciscotac/CN=ci: 2026-Jul-24 09:26:34 2023-Jul-30 19:41:06 Actions

EELECSSMEBEE.



AR IR ERMNRGT , PEARETFEREMNCAR, BR , MREERBHE
APEREE  RPERERLEN,

8. A& , MEMEREHCRE,

Browser Certificate

Add Generate CSR

cssm.testlab.local EXPIRATION DATE 2025-JUL-16
| a M C EFMULAE

CA Certificates

Add
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9. FESSMAH#E B I T hE : BEFF A TR R,

; e
On=Prem Admin Workspace CIISEIO Log Out

Smart Software Manager On-Prem Systom Hoalth
Q ';'-\..A:l'.'.'.:l\_'l'-: B wSiing wel
Baerver Har EELMLOn-Pred
- Wersion B 0@ NH
ALCES Habvwork Suppoi Liptirre A g
Klsnagament Canilar
Resource MMonitor Percentage
ora
L
DISK B
AoonuiE Soourity Syncfwonizabion
il - Feamba 3T Hba
. @ o
AP Teclkt Sallings Ugam

THERMH.

10. B EEFFF .

wi]uat]n,
Cisco

Smart Software Manager On-Prem

= 1t

License

On=Prem License Workspace Admin Workspace & Hello, Local Admin  Leg Out

Administration

Sman Licansing
Riguast An Ascoun!

Track and Manage Smai Liconsing

Gl an ACcount Tof Your ofganizaton. This Account must Ba approvod by yeur Sysiom
Audminisirabor of Syslem Operalor balone i can be used.

Roquast Actess 10 an Existing Account
Submi a ol Tor Booads 10 an gaksbng locall Account. Appeoyal misst ba grantod by & Srngat
Aot Admerealratd 1of your kotal Accour

CSSMEERAHM

1. ERENAMERIRSE | A% 1% — TNew Tokendf 3% — T Proceed,



Smart Licensing

Alerts Invantory GConverl to Smart Licensing Reports Proferences Activity

Local Virtual Account:  Default

Ganaral Licngas Product Instances SL Using Policy Event Log

Local Virtual Account

Descriplicn This is the defawlt virtual account created during company account creation,

Default Local Virual Acstunt: Yas

Product Instance Registration Tokens

The registration iokens below can be used o register now proguct instances i this Local Virtual Account For products thad support Smart Transpor, you must configure the Tllcense smart url™ on the:
product o use the Sman Transpor Registration URL. For prodwcts that support Smart Licensing Using Policy thal use cslu as transport, you must configure the “Hcense smarl ransport cslu” to use tha

CELU Transport URL.  For legacy products that still use Smart Call Home, you mus! confiquee the “destination address hifp™ on the product 1o use the  Smart Call Home Registrasion URL. The
recommended method iz Sman Transpodt. Pliease consull your Products Configuration Guide for salting the destination LRL value.

R RIEER,

12. BBV THRITERYE,

Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Default
Description
Expire After 30 Days

Enter a valve belween 1 and 3339, but Cisco recommends a maximum of 30 days

Max. Mumber of Uses

The taken will be expired when eithear the expiration or the maximum uses is reached.

Allow export-controlled functionality on the producs registered with this token ©

Create Token Cancel |

BIIAER




Registration Token

THREFEET.

13. 3T BISE GUI: & ffi ) Administration > Systems > Licensing , #2% ZhiZRegistration
details , I#1ZESSM On-Prem server Host 5% , A% 85 E S,

License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose Permanent License
Reservation 10 enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree 1o the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

0 Permanent License Reservation

0 Specific License Reservation
“ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Reqgistration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

AR AR B AT,

14. ESSMAER A AR £ L& ASSMAER A AR2% FQDN , A& L —T M.



SSM On-Prem server

EE  BMSEETHMORB LEETH#E+E , RAISEFERA IS BECSSMEN EiR, &7
LA A IPH#b 11X #hostname + domain , {8 2% FAhostname + domain



15. &% , FEM K.

o Server Response

Smart Licensing registered successfully

ST E 52
#Windows CAEMN EE,
MREGEBREERHENNEES | BULEAHITTIEE :

1. ITBAWebi2IE 23 3 B fin E http://localhost/certsrv/
2. #&— T Request a certificate.

“ 2> G (D Iocalhost/certsry O 3 (o - :“

Microsoft Active Direclory Certificate Services — legonatwork-WIN-GIMMSUQGGE0-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicale with over the Web, sign and encrypl messages, and, depending upon the lype of certificate you request, perform other securily lasks,

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, of certificate revecation list (CRL), o to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Cedtificate Services Documentation.

View the status of a pending certificate request
Download a CA cerificate, cerdificate chain, or CEL

3. #&—T Tadvanced certificate request. o

Microsoft Active Directory Certificate Services - ciscolac-ca

Request a Certificate

Select the certificate type:
Weh Browser Cedificate
E-Mail Protection Certificate

Or, submit arj advanced certificate reguest.

EREBRER,

4. TTRZAIERKCSR, ARBEREFAWRE F FSaved request k.


http://localhost/certsrv/

----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BENVEALMDUNpE IRV IFNG IR 1BNMaC 24T BERVBAYT AR 1 YHOSWCWYDVQQIDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBGE09 1 gPOMa Xt BHFGQDNVCewEQEY Ly anuFShid/ f TuZ Jo¥ fwSsYFAJOPSV
11XdrWSGkD/ IBrwisKhnel+K IFyjSziveEFdBZ 14A0+yG1x TuEu+ JREYFjLBNFAI
1tl2geSaMFRE /HEXEXDLFbAFRVE+9SgRALESrEVE i 1oc VI8 Induc TALBYCighrs
WVFATe6EMeb i S S Dk RBGEUOL +FADuKARAUSEHRVHERK 2XFCm BuBF 2 Tev e TF
Knk2+zamoHt i RTw/ cDQ4n2 12807 Ce sNECDT WGl EFufrqink alad S+eXbadAgHB
ANGEM] Awligkghk 1 GBBC04 T ZARMBRGAIVIEQQYHBRCFHN Y2 18VMUY 21 ZY 298
Y 29 tMABGL 5065 TR IDOEBOWUAAS TBAQALY + 3qRrOvHPEAZ ok KN HOBRES 106 R
fdg+ICEIGEPEABINpOENVPLL MVIHSYeB 05 pogdcdbtu/VTH/ EQS1AaGQRNfPug
HGdPwBuk PRWCydy s BEEERUGEF yHMaWt NGRTwtAZ I9UP ToLAVP+LNRT 2Ue Sk ab o4 Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HVxOuSI50kMLAHUe T 7bMos BOWAT eS8 S Dulime / 7 1 5y By g T Ak 8Ny Dz pUSR
(X TR TFORCS FASUUMAXQR+ TCqLAUK T obBa i Uk v I Th+hLCBBAR+ YD1

----- END CERTIFICATE REQUEST-----

RXEE

=]

¥ —TSubmit® , SEBTHREE,

[ Microsoft Acthve Directory Certit. % | +

L 0 @ localhostfcertsryjcertrgutasp v e @ & o

Microsoft Active Direclo

Submit a Certificate Request or Renewal Request

To submil a saved request to the CA, paste a base-84-encoded CMC or PKCS #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

Enk2ez4moHt IRTn/ (D882 T IEPTCHINBLITAWEE =
AAGGH] kB ghighk 1 C5wOBL Q4T ZARMEBEATLY
Basnfdusronded TR IRHANG 505 Lb S0QEBCWUAASTDAQALT + g
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead
(CME or HGdPwEUk PRIy dy s SEERUGEFyHHaWENGRTwEAZ 2T
PHOG #100r | SOTKANGNk 3wn Ebdehixz5 /8VEpd1CCOTULOMERTAE
PHE #7) HVx S BOORML B TToNo s SOWRTV T SR Dubisey / §
FRITATTEGHE 3P OSULME 08+ TCQ L ALK T B L'
----- EMD CERTIFICATE REQUEST----- .

' b

Additional Attributes:

Alfritaitis

5 IHETHRCAZFEHEHE., EfiEhttp:/llocalhost/certsrv/IiEE THRCAFE, FEHEFCRL,

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the lype of centificate you request, perorm olher securily tasks.

You can also use (his Web site 1o download a certificate authority (CA) certificate, certificate chain, or canlificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation.

Select a task:
Request a certificate

Wigw thi slatus of a clind] cerificale request
| Download a CA certificate, cerificate chain, or CRL |

THBCA,

6. ff FiBase64#miE 5= T HCAEE,


http://localhost/certsrv/

Microsoft Active Directory Certificate Senices = ciscotac<a

Download a CA Certificate, Certificate Chain, or CRL

To trust cerlificates issued from this cerification authority, install this CA cerificate chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerificate and encoding methad.

CA cerfificate:

Enceding method:

O DER

® Base 64

Download CA cerificate
ownloa cerincate chain

Download latest base CRL

EARGARE,
EWindows Server 18 iNIDNSE2 8%,

MREEEES |, FEMNISEFMCSSM FQDN,

1. FTHIDNSEE 2 : EWindowsZEFZsF# A "DNS, , REFTHDNSEHR,



DNS:EIE,

2. B3 Em &R EE>1EFENE,

2 DNS Manager

File Action View Help
ke ﬁ 2ill:a il E ﬂ ng
£, DNS

~ H WIN-2UQRQOIVHTS
~ || Forward Lookup Zones
msdcstestlablocal
. testlab.local
Reverse Lookup Zones
1 Trust Points
| Conditional Forwarders

i E

Mame

,-_l_rnsdcs

:_iltes

—_tep

1 udp

::l DomainDnsZones

j ForestDnsZones
E-|{sa me as parent folder)
E—I{sa me as parent folder)
E-I{sa me as parent folder)
E_lasl:-lse32p3-’|3m

E—I frne

EjMn-Zuqrqo1'th5

Type

Start of Authority (SOA)
Mame Server (NS)

Host (4)

Host (A)

Host (&)

Host (&)

Data

[207], win-2ugqrgoivh75tes..
win-2ugrgo1vh75.testlabl..
1042339

1042321

104.23.61

104.2339

Timestamp

static
static
TA6/2024 10:00:00 AM
static
static
static



DNSEEE,

L ER—THBER LWEEZHIMIEE "New Host (A or AAAA) |



Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons
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