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Secure Client File

File cijects rapresent fles wsed for remate access VPN policy confgurations. Thay can contain Secure Cllent profile and image les

Add Secure Client File (7]

chent_image Name:* 51 3 62-webdeploy-i9.0kg Secure Glent Image A
Datauit- Extomal- Drowser-packagn i 51362 -westscopioy-k ip Sacun Clont External Hrowsos Pa + 0
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| Secure Client Image v
Description:
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Allow Overrides
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MNew Extended Access List Object [7]

M

l redirect 1 ]

Entries (0)

Sequence  Action Source Source Port Destination Destination Port Application Users SGT

Mo records to display

Allow Cverrides

FMC _Add Redirect ACL Part 1
SER 6.2. FHIEDNSHRE, ZISEPSN IPHut Y RENHRARF[EHEBREEEM 2. AFHBHNRE, ESBREFEM, K-
T Save,

Add Extended Access List Entry [7]

Action:

© Block " I

Logging:
Default hd

Log Level:

Informational v

Log Interval:
300 Sec.

Network  Port @ Application @ Users @ Security Group Tag

Awvailable Networks (™ =+ Source Networks (0) Destination Metworks (1)
‘Q, Search by name or value any ISE_PSN_ ..

IPva-Private-192.168.0.0-16 @

IPv4-Private-All-RFC1918

IPvG-IPv4-Mapped
IPvi-Link-Local

IPv&-Private-Unigue-Local-Addresses

IPvG-to-IPvd-Relay-Anycast

rtp_ise Enter an IP address | Add | . Enter an |P address . Add

Cancel

FMC_Add Redirect ACL_Part_2
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Entries (4)
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S ER 7. EfiFObjects > Object Management > RADIUS Server Group, ##—TAdd RADIUS Server Group.
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= RADIUS Server Group
|

RADIUS Server Group Objects contain ane o mare references to RADIUS Servers. These AAA servers are used 1o authenticate users logging in through Remote Access VPN connections.

Hame

FMC_Add New_Radius Server_Group

SBR71EHEEE,. WEEnableauthorize only, #ZEnable interim account update, & Enable dynamic authorizations,

Add RADIUS Server Group (7]

Name:*

rtpise

Description:

Group Accounting Mode:

Single v
Retry Interval:* (1-10) Seconds
10
Realms:
v

Enable authorize only

Enable interim account update

Interval:* (1-120) hours

|24

Enable dynamic authorization

Port:* (1024-65535)
f ]

Cancel Save



FMC_Add New Radius Server_Group Part_1
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Add RADIUS Server Group [7]

Enable authorize only
Enable interim account update
Interval:*

24
Enable dynamic authorization
Port:*

1700

Merge Downloadable ACL with Cisco AV Pair ACL

o After Cisce Befere Cisco AV Pair ACL

> AV Pair ACL

RADIUS Servers (Maximum 16 servers)

New RADIUS Server

1P A Hostname:®

Authentication Port:™
1812

Key:*

Conficrn Kay:-*

Accounting Port:
1813

Timeout:

] — w

IP Address/Hostname Connect using:

Routing ® Specific Interface

inside_zone ||

[ redirect - |

FMC_Add _New_Radius Server_Group_Part 2

%88 8. Effi T Objects > Object Management > Address Pools > IPv4 Pools, 3 — T Add IPv4 Poolsifi 2 Name, | Pv4 Address Range#/l
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Pk pool contains st of [Pud addresses, it is used for mansgement/dispnastic interlace with chastering, o for VPN remote aecess prodles
Add IPvd Pool @
u r
posiure_pocl_87_5 U

posture_pool

Description

Pvd Address Range®
192.166.6.30-192.168.6.100

1 ipaddr-ipaddr e.g., 10.72.1.1=10.72.1.150

Allow Cverrides

L] Conhgure davice ovarmides in the sddness pool obsect 1o
avaid IP address conflicts in case of object i shared across
multiple devices

» Owerride (0)

Dinplaying 1 - 2 of 2 rows

FMC_Add _New_Pool
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Enrollment Type 232 Self Signed Certificate, 32— T Certificate ParametersE & , #A% £ £Common NameFCountry Code, A% #E—T

Save,

Firewall Management Center

Overviow Anabyils Policias Dirvtests

Cert Enroliment

A comhca

Add Cort Enrgliment

Marne®

Chlsicrmation  Ceditcate Paramelers  Key  Revocation

Envolmant Typa:

4 Comman Name (G is mandalory for sall-signed certiicate that is vsed in Ramate Access
L wonfgere CN, pase navigats 1o cate Parameters’ fab.

Nipkdation Lisage: B Psec Chant S5L Cliant S5L Sarver

Alorws Dverrides

FMC_Add_New_Cert_Enrall

Doply O @ & @ fangni -

s
_m Cart Enroliment O Filter
igring Rrgaats (C5Rs) aed cbitaining kdon e spaciied CA. Thase sctivities occur in
Tvo
Add Cert Enrallment @ e ra |
et 3
Hama® rs |
dama.vpn ol Fa
Descripton
B - —
Inchude FGON: | Don't use FODN in cortifcate  +
Inchuce Dervica's IP Address:
Common Hame (CHI: | demo exmmgls. com [
Oegarization Una (OU): |
Degarization (O]
Localty (L]
Saate (ST
Country Code (C): | GN
e
st Dinieo's Sarial Nusbar
Ao Overrides
Displagng 1 - 304 3 e Pagal1  |af1 c

S 10. BfnF|Devices > Certificates, BHIEAdd , FEDevice F:ZEFTDHE R , ECert Enrollment MZ LB BB EEM. 2 — TAdd,

Firgwall Management Center o anaps  roscies cb ntegeation

Filter

Al Cartifeatss »

- Ensibivs A Tye Ity Canibeass Expiry A Cantibeats Expln

Add New Certificate [+]
Add a new centificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device®
I Posture-FTD-CML27 v |

Cert Enrollment*:

demo_vor| v

Cert Enroliment Details:

Mame: demao_vpn
Enroliment Type: Self-Signed
Enrollment URL: NfA

Cancel

FMC _Add New Cert To FTD
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Remote Access VPN Policy Wizard

@ Foscy Assignment 7 | Connection Frofie 3| Securs Clent 4| Access & Certificate 5 Summary

Targeted Devices and Protocols

This wizard wil guide you through the required minimal sieps to conhgure the Aomobe
Aezaus VPN palicy with & rew user-dohned conneetion prokle,

Dwscription:

VPN Protocols:

@ sa
MG Prec-mivi
Targeted Devices:

Moenilably Devices Splpcted Divices

@ Sepech Postura-FID-CARLZT §

WFH-FTO-Posture-CML;

FMC_New_RAVPN Wizard 1

Before You Start
Bedore you stan, ensure the following configuration
s 10 b in place 10 compiate Romots Accoss
VBN Policy.
Authentication Server

Conguni LOCAL oF Rl of FLADIS Sefs
o 550 1o authenticate VPN clents.

Secure Client Package

Make sure you hine Secure Chant package for VPN
Glient downicadesd o you hove the relevant Gisco
credentials to download it curing the wizard.
Davice Interface

Interfacis should be sireacy configured on tangeted

denices S0 that they £an be used as 2 Seourity Zone
of intarface rows 1o anable VPN accoss.

bepy O, @ & @ somin b spoune

Cancel |

%88 11.2.#E Authentication Server, Authorization Server, Accounting Server iR 12 5t Bi Bt iB M radiusf@ fR2548, M THEBEE,
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Remote Access VPN Policy Wizard

1) Poicy Assignmen 1) connoction protse 3 Secur Cliont + | Accoss & Coreteatn 5 | Summary

Famas
Uer

Connection Profie:

21U 4 -5
5

Gonnmction Profikes specity the i for 0 WPN

These polich 1@ Crnating the

el e, how AAA, i accomplshid and how addresses are assigred. Thay also nclude user atiribulos, which

ane dehned in group policies

Connattion Prokis Mame® | posture_vpn

I @ This nama is configured & 0 connection Aliag, it Can b used 1o CONNECT 13 the VPN patoway

& g (AL
Specity 2 . certificates or both], and the AAA servers that wil be used for VPN
connactions
Authentication Method: | AAA Oinly v
I A wtican 5 ripise *| + |

Faltisck to LOCAL Authantication

I Authorization Server. ripize ¥ +|

I Accounting Servers | msied - +|

Client Address Assigament:

FMC_New RAVPN Wizard_2

Depiy Q@ 3 @  sama vk ce

[Ccancen | [Tacx | IFFEER

S B 11.3.7E1Pv4 Address PoolsHEZ LRI BL E A B #B. TEGroup Policy BB RIE BHHEREE. R — T Nexto
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Fi'ewal'-.Manternent center Overview Analysis Polcies Devices Objects Integration
Remote Access VPN Policy Wizard
1 | Policy Assignmant °0=m:mproh 3 | Secure Clent 4 Accoss & Corsfcate 5 Summary

Actounting Sener el | +

Cliont Andress Assignmant:

Elient I acdrass can be asslgmd1mmw HEP server and I rdress pools. When muliple opiions ar
seducten. IP addioss. is et of ., DHCP server and P acdnss pool

Use i Server (Realm or RADILS only) @
Use DHCP Servers
Use I Address Pools

1Dyt Address Pools: | posturs_posl

1PvE Address Pools:
Group Policy:
A i olty b 8 Cbction of uih-Sreted Bisaion pltint whith dnk ss8igned 1 Slest whan & VN

connection is established. Select of creabe a Gro
Growp Policy:™ [ Ronn_0p il b

Edit Group Policy

[ooen ] [3omx ;

FMC_New RAVPN Wizard_3

S 11.4BRLinuxBUKEVERENS 8. 32— T Nexto

= Flr.eﬂal! Managamenl enter Owordew  Anshais  Polcier  Dinvicod  Objests  Integestion Coploy O WP 1 @  adwn e cpcipe

Remate Access VPN Policy Wizard

1) Paliey Assigrmant 2| Conneetion Prodl 'mna-n: 4 Agcoss & Comfiesty 5 | Susmmaey
L]
L 1u_ A B
“'u"_:" Seeurs Chent — o ) i)
P

Secure Clignt Image

The WPN gateway can ssomatically downioad the latnet Secure Clkent package 10 the clent device when the VPN
initiated. ¥ chogsing the O for package.

IDownioad Secure Clent packages from Cisco Software Downdoad C

Sty Fotvedee butions o
Secure Chant File Obiject Name Secwen Cliet Pachage Name Operating System
chent_image Gieo-pncu-chont-win-5.1 362 -webdop Windows -
B _5_1_3_62 elpeopntun - chont: bkl <51 383 -wabd. . Linux -

Canced [ Back
FMC_New_RAVPN Wizard 4

SB 1M5BREBVPNNTHENNE. BEESBOFEMFTDAEREEM, 2 — TNext,
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Remote Access VPN Policy Wizard

) v 2 Profike 1) Sscure Client omkmm 5 | Summary
o
r v o -
o - g |
el l—l ouiide  yem 0
[ Satwe Clorn L t Drvice
Ann

MWetwork Interface for Incoming WPN Access
Sebect o creste s Interface Group of 8 Secwity Zone that containg the netwerk intefaces wann
i

Interta: ol Socurity Zone:®

e )

® Enable DTLS on member interaces

dh A the devices mest have interfoces as part of the Interface GroupySecurity Zone selected.

Device Certificates

Duvica corsificatn (sl calied idontity cantifcate) identies the VPN gatewary 12 the remote sccess
clutnis. Sekect a ceriibcate which |s used fo authenticate the VPN gaimway.

[Ceﬂilncme Encgliment * demo_vpn b I'i‘

B3 Enecll ihe sekcted cerifcate object on the target devices
Access Control for VPN Traffic

Al decrypied e in the VPN tunnsi is subjecied 1o the Access Control Policy by default. Seiect
i3 option 1 bypass decrypted trafhe from the Accoss Control Pokcy

[ iypass Access Controd polkcy for decrypted trafic (sysopt parmit-von]

FMC_New_RAVPN Wizard 5

vepoy O, @ & @

| cancer

SHRNMCENEEMLEERIHEBEN. WR—YIEE , 5BIR— TFinish, IRFEBREM[MAZR , FBIX— T Backe

Firewall Management Center

Crvervien Aralysis Polcles Devices Oibjects Integration

Remote Access VPN Policy Wizard

1 | Policy Assigaeent 2 | Gonnection Profile 3 | Secute Clrt 4 | Actoss & Corstcate .Mm
® —
L g o ol
:‘m":“ Secue Chen at =

N
Devics
AsL

Additional Configuration Raquirements

Remote Access VPN Policy Configuration
Firowall Maragerrs Gontor wil conbgun an RA VPN Polley with the following settings

Afer the  wisd  completes, the

Mama: Edtuns_ven conbiguration needs bo be completed for VPN o
Denicn Targets: Ponture- F10-C0R37 weork o nll Sevice tapees.
Cannecton Prodi: oo @ Access Gondrel Policy Update

Connection Allas: postum_ven

. An Access Coniol rue meat Be defined 1o sk

VPH frafhc on all targeted devices.
Auathentication Methodt  AAA Oy

Sushentcation Server:  Re (RADAIS) © NAT Exsmption

Attt fi S rpe ¥ NAT iz onabled on the targoted devices, you

hecounting Serwer: ripie must defres & NAT Policy 10 uermpt VPN mafic,
Adiress Assigrment @ DNS Configuration

Acginass from AR - To mesobar Roainama specibed in ARA Senwrs

DHEP Servers: - or CA Servers. configure DNS using FlenCondg

Address Pools (), PoIRI_pbdl Pokicy on the Higoied dedices.

Address Pools [PYE); - © Pont Ganfiguration

Group Pokicy: SRR S5L wil be rablod or port 443,
Secune Chant Images Bu_%_1_3_62 Prec-iKEvz uses port 500 and Cllet Sarvices
Intortace Objests utside_one wil be ensbiad on pon 443 for Secure Clant
imge dowsload NAT-Ti

Device Gerficates: dema_ven T

try et and will use port 4500,

Please enswe that these ports are ot used in
NAT Policy or othar services before depioying
Devica ksnlity Gertificate Enroliment e s

A Hetwork interface Configuration

Certicate enrcilment object ‘demo_vpn’ s not instaled on one of mone targesed

admin

Eack

bepiy O, @ 0 @ admiae

‘Hide SECURE

FMC_New_RAVPN_ Wizard 6

HER 1244 E AR B BIFTDUASE BRI 7 UV PNAR RS,

Cancel
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Connaction Prodig ACcuss Imodsces Actvanced
+

Hama ARA G Policy

AL B
Dl WEBVPNGroup Authorization: am

AL

Authentication: ripise (RADILIS)
posture_vpn Authorzston:  nipise (RADILS) iy poasn_go 1 selscind | @ 1 pending . o

Accousting:  ripiee [RADILS)

FMC_Deploy FTD
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S B2 13. Bfii ZWork Centers > Posture > Network Devices, ##— TAdd.

Work Centers / Pagture

J|  Bookmarks Dverview Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

BE  Dashbosrd

Network Devices

i Context Visibility

Salested 0 Tats 4
A, Operations
Il Policy
Name -~ IP{Mask Profils Nams Location Typs Description
A Adminisiration
] 2 Cisco Al Locations Firawall
. g Cisco Al Locations Firewall
O Wz, . & Cisce Al Locations Firgwall
Tk tive Hel
L O o 2 Ciseo Al Loeations Firawall

ISE @i _#EE

S 13.1.32 4 Name, IP Addressif [6) T REIEH,



sl |dentity Services Engine Work Centers / Posture

c15€0

) Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

rk Devices List » New Network Device

Network Devices

| MName posture-FTD
Description
2
Al
o P Address . [P -, e I 32 il
?
Device Profile &% Cisco ¥ O
Modal Name v
Software Version w

Network Device Group

Location All Locations ~ Set To Default

IPSEC Is IPSEC Device ~ Set To Default

ISE_Ehn_FEEE 1

S BB 13.2.BHRADIUS Authentication SettingsBREX 5 58, 12 Shared Secret, 3% — T Submits

Werk Centers 7 Pesture

ices Engine

Pl bssamares Gverww  MotworkDavices  ChentBuovisioning  Policy Elements  Poalwe Policy  Policy Sets  Trowbshoot  Reports  Serlings

RADILS Austhandication Sottings

RADIUS UDR Sattings

'Y Conmtent Vietrty

X operatisn

[
I

Wisactive Help

RADIUS DTLS Sattings

DTLS Rageiad
Suares Secrat asdenite
ok Bort EL]

'
can Seet ¥ requed Capsenst)

DHE Mame

Geraral Settings
Enete oy
Ky Encrypiios. Exy

Mainsge
Bathamticater Code
oy

Ky bngrt Formast

© ASEN ) HEXADECIUAL

TACACS Authentication Settings
= SHNMP Settings

Advarcod TrustSee Settings

ISE gh0_FEE 2

S ER 14, #ECiscolk B8 T & T & ¥4 B8 = 4 % # ci sco-secure-client-linux64-4.3.3139.0-isecompliance-webdeploy-k9.pkg , Y HERR T E 48 =/
mdSRERFEACiscolk B TEEME , *RMERERTHF. SEST1H R I T 83 E Fcisco-secure-client-linux64-5.1.3.62-webdepl oy-
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S B2 15. B EIWork Centers > Posture > Client Provisioning > Resources, & — TFAdd. i##ZAgent resources from local disko

' ldentity Services Engine

Work Centers / Posture

|} Overview Network Devices Client Provisioning Policy Elements Posture Policy
-
- Ciient Provisioning Palicy

Resources

| Resources
<

Client Provisioning Portal

O Agent resources from Clsco site
a
O I Agent resources from local disk I
Al =
B Native Supplicant Profile
| Agent Confliguration
2 m) Agent Poeture Prafile
AMP En; Profile

| 3.1.3.062

] CiscoSecureClientDeskioplinux 5.1.3.062

Ci limntCo indows 4,3.4015.8192

Ci lientCi oduleLinux 4.3.3139.0

CiscofgentiessWindows 5.0.03061

CiscoAgentlessDSX 5.0.02061

0O o0 0 0

CiscoTemporalAgentWindows 5.0.03061

CiscoTemporalAgentOSX 5.0.03061

ISE_Upload_Resource

B8 15.1.38#2Cisco Provided Package.

Identity Serv

J| Bockmarks

Dashbaard

Policy Sets Troubleshoot

Type e
WinSPWizard

Natlve Suppiicant Pro...
Native Supplicant Pro...
MacOsXSPWizard
CiscoSecureClientDe...
CiscoSecureClientDe...
CiscoSecureClientCo...
CiscoSecureClientCa...
CiscoAgentiessWind...
CiscoAgantless05X
CiscoTemporalAgent...

CiscoTemporalAgent...

Work Centers / Posture

N b o Pudcy Dot Agont Resowces From Locsl Disk
R TE—— Resources
o e LY . . Agent Resources From Local Disk
4, Operations
1) Policy
Category | Cisco Provided Packoge - |
&,  administration
Al Work Cantars I Chodse Fie | socura-_oploy-k9 DK:I

7 Interactive Help
w Agent Uploaded Resources

Name

Type

psktoplin,  ©

ISE Upload_Resources 1

Version Description

5.1.3.62 Ci

Reports

Version
3200

Mot Applic...
Mot Applic...
2.7.01
5.1.3.62
§.1.3.62
4.3.4015....
4.3.3139.0
5.0.3061.0
5.0.3061.0
5.0.3061.0

5.0.3061.0

Settings

Selected O Total 16

Last Update

2023/07/04 06:54:02

2016/10/07 04:01:12

2023/07/04 07:55:16

2023/07/04 06:54:02

2024/05/08 10:20:06

2024/05/08 10:31:28

2024/05/08 10:26:57

2024/05/08 10:34:00

2023707704 06:54:10

202307704 08:54:14

2023/07/04 06:54:03

2023/07/04 06:54:07

Description

Supplicant Pror
Pre-configurec
Pre-configurac
Supplicant Pror
Ciseo Secure ¢
Cisco Secure (
Ciseo Securd
Cisco Secure €
With CM: 4.3.3
With CM: 4,3.2
With CM: 4.3.3

With CM: 4.3.3

2412 Choose File_t Ecisco-secure-client-linux64-5.1.3.62-webdepl oy-k9.pkg. 3% — T Submit.




5t . E185 8814 L Hcisco-secure-client-linux64-4.3.3139.0-i secompliance-webdepl oy-k9.pkgo

S B 16. BfiiE]Work Centers > Posture > Client Provisioning > Resources. 2 —TAdd. i##EAgent Posture Profiles



ldentity Services Engine Work Centers / Posture

] Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Clini Provisioning Policy

P | =S Resources

Clignt Provisioning Portal

.\ Selected 0 Total 16
4 Ade
2 o Agent resources from Glsco sie i ol Lastbipaata DascHviion
Agent resources from local digk oSecureClientDe... 5.1.3.62 2024/05/08 10:31:28  Cisco Secure Client for Ii...
al
Nathwe Supplizand Profile ve Supplicant Pro... Net Applic... 2016/10/07 04:01:12 Pre-configured Mative 5...
O Agent Configuration oSecur¢ClientCo... 4.3.3139.0  2024/05/08 10:34:00  Cisco Secure Client Linu...

2 O ntPrafile Not Appllc... 2024/05/08 10:37:17

AMP Enabiur Prafila
EEERES mProfile Not Applic... 2024/05/16 15:15:49

ISE_Add_Agent_Posture Profile

S B8 16.1.32Name, Server name rules(I S H RAVRE BFARR(E), E— T Save
F# : linux_agent_profile

AIREFBBARA : *.example.com

Identity Services Engine Waork Centers / Posture

) Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Palicy )
SE Posture Agort Profile Settings > Mew Profils

1l | Fsources
> .
Clignt Provisioning Portal Agent Posture Profile
\ Name *
l linux_agent_profile
Deserigtion:
F
Al
Agent Behavior
)
Paramater Valis Déacription
Enable debug log No b Enables the debug leg on the agent

ISE_Add_Agent_Posture Profile 1



Work Centers / Postu

] Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshaot Reports Settings
-

- Clignt Provigioning Policy

ol | Resourcos Posture Protocol

'S

Glient Provisioning Portal
- Parameter Vilue Description

This is the agent retry period if there is a Passive Reassessment

q PRA retransmission time 2 i communication failure
F 1 Retransmission Delay ED sees Tirme (in secondz) to wait before retrying.
rﬂ Retransmission Limit 4 Number of retries allowed for a message.
Enter any P address or FQDMN that Is routed through a NAD. The NAD
Discovary host detects and redirects that hitp traffic 1o the Glient Provisioning
) portal,

By default, AnyGonnect sends discovery probes to all the Gisco ISE
Discovery Backup Server List F— PSNs sequentially if the PSM is unreachable. Choose specific PSNs
e a5 the backup list and restrict the nodes to which AnyConnect sends
discovery probes.

A list of wildcarded, comma-separated names that defines the

- *mxample, =g -
Server name rules ple.con| sarvers that the agent can connect to. E.g.  *.cisco.com

A list of IP addresses, that defines the all the Policy service nodes
Call Home List that the agent will try to connect to if the PSN that authenticated the
endpoint doesn't respond for some reason.

Agent will continuously try to reach discovery targets (redirection
Back-off Timer 30 s06s targets and previously connected PSNs) by sending the discovery
packets till this max tirme limit is reached

ISE_Add_Agent_Posture Profile 2

$EB 17. B ZWork Centers > Posture > Client Provisioning > Resources. 32— TAdd. i##EAgent Configuration,

Work Centers / Posture

] Overview Network Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

= Client Provisioning Policy

| —— Resources

Cliant Provisioning Partal
Selected 0 Total 16

L Add All ol

(
| [ Version Last Update Description
2 — Agent resources from Cisco site
O Agent resources from local disk oSecureClientDe... 5.1.3.82 2024f05/08 10:31:28 Cisco Secure Client for li..
1
” a Mative Suppicant Profile we Supplicant Pro... Mot Applic... 2016/10/07 04:01:12 Pre-configured Native 5.,
a oSecureClientCo... 4.3.3139.0  2024/05/08 10:34:00  GCisco Secure Client Linu...
6 o T
: a Agent Posture Profile ntPrafile Mot Applic.. 2024/05/08 10:37:17
0 ARRP Eritiler Praofie MPrafile Mot Applic.. 2024/05/16 15:15:49

ISESE IR EE B

FRAT2EEFMER -

EIAEERNEMS : CiscoSecureClientDesktoplLinux 5.1.3.062
&% : linux_agent_config

SRR - CiscoSecureClientComplianceModulelinux 4.3.3139.0
BEUZELT 2 VPN, Diagnostic and Reporting Tool

B B 18 RiB B ISERIF R £7FE : linux_agent_profile



£ — T Submit.

Identity Services Engine Work Centers / Posture

[ ] Overview Metwork Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
=
- Cikgnt Provisiening Policy
3l | Resources * Select Agent Package: CiseoSecuraClientDeskiopLinuy 5.1.3.062 w
o
Client Provisioning Portal * Configuration

linux_sgant_config

\ Narna:
|

Description:

Description Value Notes

* Compliance .
Module

npliar inux 4.3,

Cisco Secure Client Module Selection

ISE Posture

Secure

Firawall O
Posture

Metwaork

Wisibility D

Diagnostic
and Reparting
Taal

Profile Selection

[‘ ISE Posture  linux_agent_profile hd I m
Cance!

ISE_Add_Agent_Configuration_1

S8 18. EfiEIWork Centers > Posture > Client Provisioning > Client Provisioning Policy, EfE{TE R EBH KR RE — TEdit . EE

Insert new policy below,

Identity Ser Work Centers / Posture
] Ovarview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
= F — = "
|| Shant Provionhi Pellcy | Client Provisioning Policy
1 Resources
e

Cllant Provisioning Partal Defing the Client Provisioning Policy to determing what users will receive upon login and user
X For Agent Configuration: version of agent. agent profile, agent compliance module, and/for agent customization package:
For Native Supplicant Configuration: wizard profile andjor wizard. Drag and drop rules to ehange the order.

] Windows Agent, Mac Agent, Mac Temporal and Mac Agentiess polickes support ARMEL, Windows policies run separate packages for ARMA and
Intel architeetures. Mac policies run the same package for both architestures.
F For Windows Agent ARMES policies, configure Session: OS-Architecture EQUALS armB4 in the Other Conditions column,

Mac ARME4 policies require no Other Conditions armGd configurations.
provisioning palicy fod an OS5, ensure that the ARMEA palicy is 81 the 1og of the condilians lis1, ahead of policies
tod in this window.

W you configuie an ARMES cliem
Al withaut an ARME4 condition, This is because an endpeint is matched sequentially with the policie:

L Rule Nama Identity Groups Operating Systems Other Gonditions Rasults
-] W0E Any Appie 105 AN Conditian(s) t Clsco-1SE-NSP Edit
] Android Any Andid Caondition(s) t Clsco-1SE-NSP

Duplicate abave

Duplicate below

inser new policy above




hn_shiE_SRE_KE

SR 18.1. BEMMEN
AL : Linux
EERM © Linux All

R : linux_agent_config

¥ — T Done Save,

Work Centers / Posture

] Overview Metweork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
= . . . .
B cten rorining potey Client Provisioning Policy

Resourcns

Clion Previsianing Partal Dafing the Cliant Provisianing Palicy to datarming what usars will raceiva upan kegin and usar sassion inltiatian:
% Far Agent Configuration: version of agent, agent profile, agent compliance madule, Ana/or 3gent CUGMEZAton package
For Native Supplicant Configuration; wizard profile andfor wizord, Drag and drop rules te change the arder,

L] Windaws Agent, Mac Agent, Mac Temparal and Mac Agentless poficies suppart ARMES. Windows policies run separate packages for ARMA and
Iintel architectures, Mag policies run the same package for both architoctures,
‘ For Windows Agent ARME4 policies, configura Session: OS-Architecture EQUALS armG4 in the Other Conditions column.

Mac ARMB4 policies require no Other Conditians w64 configurations.
If you configure an ARMES client provisioning policy for an 05, ansure that the ARME policy is at the top of the conditions list, ahead of policies
Al without 8n ARMG4 condition. This is because an endpaint is matched saquentially with the policies listed in this window.

w
i Ruls Name Identity Groups Operating Systems Other Conditions: Results
| 05 Any Apgile I05 Al i Condition(s] CHeo-ISENSP Edit
| Andiid Ay Andeoid Candiglon(s) Chico-I5E-N5P Edit
| Linux Any Linux All Condision(s) linux_sgant_config Exlit

ISE Add_New Provising Policy 1

$E% 19. B ElWork Centers > Posture > Policy Elements > Conditions > File, #—TAdd,

Ceonters / Postu

[ ] Owerview Network Devices Client Provisioning Paosture Palicy Policy Sets Troubleshoot Reports Settings

s
Coaditiann . . .
File Conditions
o Anti-Matware
a o— Selected 0 Total 385
Antl Vs
1 Appbesssn
Nama Description Filo namo Gandition Typa
Compsund
4
Dicsonary Compound O < NP 37 W51 Cieco Procdeflined Check:... SYSTEM_PROGRAMSAC.. Cisco-Defined
Al ) -
DNy Spl [ ecows st rkEitzears ms. Glsco Procofined Checi.. SYSTEM_ROOT\sysnativ.. Gisco-Dafined
Disk Eneryption
o 304 uS13... Clsco Predefined Chesic... SYSTEM_3ZUmagehipdll  Ciaco-Dofined
Exteml DataSource
| o .. Clsco Prodefined Checic... SYSTEM_ROOT\sysnatlv.. Cisco-Dafined
Firews o Giseo Procelined Checic,, SYSTEM_ROOT\winaxs\a,, Goce-Dofined
Haidwide AlFRales
0 W10_64_1709_K845803,.. Clco Prodefined Chesk:... SYSTEM_ROOT\sysaathv.. Cisco-Dafined
Pateh Masagiment
_— [0 oe e reassssss wsia-o.. Cisco Precefined Chasic.. SYSTEM_I2UWitrustdll  Cisce-Dafined
iy
Soren O pe_WI_KNZRRI0TE_MS13-...  Cieco Predefined Check:... SYSTEM_3\Scrrun.dil Cisco-Defined
Femice o v . Gisco Procefined Checic.. SYSTEM_ROGT\SysWo.. Gisco-Defined
vse
o w2_enz u Ciatn Prodafined Chasks,, SYSTEM_IMWIZesys  Coca-Difiaed
[0 oowio_ce20e0836 M5 15, Cisco Predefined Checi:... SYSTEM_32Edgehtmidil  Cisco-Defined
Remediatians
o WH1_g4_KBI043553 M. Gikco Procefined Chesic,. SYSTEM_ROOT\sysaaliv.. Giaco-Dofined
PR
! & taco-
A oS [ Glsco Prodefined Chec SYSTEM_ROOT\sysnativ...  Clsco-Defined
Authoriration Prifias o Cisco Prasalingd Cha SYSTEM_ROCT\gyans Coca-Difined
Dommissdshin ACLs -

o PE_WT_KBI0TE801_MSIE Glsco Procofined Ches: SYSTEM_32\WindZsys Cisco-Dofined

ISE Add_New File Condition

SR 191 BEFMER :



Z % : linux_demo_file exist
EERME © Linux All

BRAR  EREFE

FEEME  home, Desktop/test.txt

BREHET . F&E

2 — T Submit.

dentity Services Engine Weork Centers / Posture
() Ovarview HNetwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troublashoot Reports Sattings
-
P : b Pl Candition

il

L Aritl-Matwarn File Condition
0\ Amti-5pyware

Arti-Vius Namo * linux_domo_file_exist ]
| Appkiaticn
Description

1 Gompsund

a Dictionary Comgaund I Coomting 5 i Al ]v

Dietionay Simple

Gk Compianco Modulo Ary version

Extemal DasaSicurce + Fila Typé Flotsisionce

I Fil

e * Filo Path homa I Dsicton/tast tat '

Hardwarn Astributes

® File Opsoratos Exists
Patch Management

Fagianry

Strign

use

Ramadiariaas

Fequiremants
ABrwed Protecals
Autharization Profiles

Downioadable AGLE

ISE_Add_New File Condition_1

S B¢ 20. EfiEWork Centers > Posture > Policy Elements > Requirements. 1E{Ea3R Bl & A KB — T Edit . 122 Insert new

Requirement.
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§' fogkmarks Overview  Motwork Devices  Client Prowisioning | Polley Elements | Posture Pollcy  Polioy Sets  Troubleshoat  Reparts  Settings
Dashboard
[——
. =
1 Content Visibility Ao
Aovi-Srwins )
& Operations Requirerments
0 Poliey tamn Dparating System Gompalance Medule
[ W —— ueng ko merber g matd ANF_w_wi_at  tun
B Adminisiration Fangama
[ S— e T T ROV T . e ANV el e
Work Centers
Al Dctionary Sigie PR R——— raen—— g %o warier wsing matd AN winlasi e
sk Enerypeon -
T R —— [ T — ning matd  ANY_si_widel  Swn  AmpASDefemeistosiin e
T Interactie Help E Aoy iinssation_Msc  for  Mac O uwng dn o sarmer usy meUH ANFnma_isl T Meskage Test sy 1
-
— Boy_Wi_Dafeion Msc  for  Mac DSX uEng  Txor marber wng  Aget met#  ANF_si_mac_del  Swn  AmpMDeTemedusonlsc  Edit
Harforarn & rates Aoy S lastabaton Mat e Mag OSX [T g gt metd ANY_sa_wi_iasl W Mlesisgs Tast Osly
Pich Mpssgerap Ay _A5_Defnivion, Mg tar Mag O g Eu o maripr Py Agerr il AN _as_reas_del man AnpASDeiRermaaist okl
Peghanry
iabancn W far  Wiadews A8 [ — ung  Agest .t [ESp T ———
Script
& Aty MM Detbn Wi far Wisdews M1 wng e wwng  Agust o man AmAMDe et
vt
an for  Mac 05X udng oo e wng  Agwt mat it an  Massge Tast Onty
Moy M Defetion lse  for  dse OBX Uy using  Agest mar i WA AR st
Hemadistions Ay _AA_imainliasicn._Lin dar Unem AN ] Ax o labar ming Agerr mat hen  Select Remadatons
I oy A Dteion L bor Liowm A [— - et RO —
prm—— ey —, R —— [ — [ — vt en L0
Aaidrtablish Pridies Defat_apo¥ia_Requrem  for  Wisdown A w0y Ao et waing matd DefwH_ADEVI_ GO Men  Select Remecations
Dirmwiiaanie ALY R refiion_Wia
Defeus_AppVia_Begurem  for  Mac 08X wang 4 waing  Agest metd  Dedsl_Appia_Co e Selwct Bemecatiom
i M sy hes
tor Wisdrws 42 vy 4 vy Apest meUH  Hatmare_llbuw  Wen  Select Memsoetens
e
Defasin_bardware_Ametet  dor e D g A o ey il e Skl 1 Revebaanont

3 Reairemest_Ma

MNote:

BT cludti o AT If AERIED Gubiebl (05 [feb GRBTAING KrATH Ard N1 HBITR MG MM

Bapma it oy AT B 08 SOOI B0 1 ADBEC AT CONGORY. [COMased b 1P Frirviaion By Caaegary o Proviaion By Even
Bpmaideitiing Al 0 SO0 bB0SLali b Airpelieds Posluie triv.

i oAl Hardwaen Conitions, il EXtbinal Dt Bsros Coninions.

ISE_Add_New_Posture Requirement

HER20.1. REEFME
ZR : Test_exist_linux
EERE © Linux All
EBRMER A xHESRE
REER B . KE

&4 : linux_demo file exist

# — T Done #Save,



Overview

Natwork Dovices

Conditions w
Ati-Matwacs

At Sy

At irus
Aggitcanian
Composnd
Dictiznary Compound
Dictisnary Simpie
Disik Escrystion
Extemad CataSoerce
Foa

Flegwal

Hardwarn Altritatm
Pateh Mabgemasr
Regisy

Script

Service

uss

Rinwed P

Samnorizasion Profies

Dwnloadable ACLS

Work Centers / Posture

‘Client Provisioning Policy Elements: Posture Palicy Policy Sets Troubleshoot Reports Settings
ity A

Requirements
Name Operating Systam Complisncs Modubs Poaturs Typs = Acthons
Tosk_uxisi_lnux for  Linux A1 waing  dxor st using  Agent metil  leux_demo_fle_ax ithen  Select Remediations

u

Any_AV_IRslation Wi for  Windsews AN W Do sarier usisg  Agem mathl  AWY_mi_win_ingt  then  Massaps Tt Duy
Any_A¥_Daficition s for  Windews AN wing 3o sariler Agers malll ANT_m_win_gel  then  AmAVDafsrediatosiin
Any_A% Instslafian Win  far  Windswes AN B e usleg  Agest =atl  ANY_si_win sk thes  Masssge Texl Oely
Any_AS_Defiomon Win  for  Wingews AN wung  3xor eariier usg  Agess math  ANT_as_win_del  then  AnyASTefRemedanioniin
Ay _A_isanallation st for  Mat DEX DK ke usig  Agem mall AWY_wmac_inat  then  Messape Ten Oy
Any_A¥_Dafirition Mac  for  Mas 05X wling 3.t cariler uieg  Ages math ANT_sv_mit_oef  then  AmdDefsmediatonie:
Any_A% insistston_ Mse  for  Ms: OEX saing  Jxer eariler urg  Agert matH  ANY_sa_msc_inat then  Mowssge Taxt Osy
Any A5 Detinon Mas  for Mas 05X wHng 3 r eariier ukeg  Agens matH AN amac el then  AmphiDefRemedationkas
Ay AM_bansbution Wi for  \Windeews AN I P usieg  Agem malll ANT_Bmowi_inel  then  Messsps Text Ony
Any_AM_Defisition_Win  for  Windows AN waing Aot usieg  Agest matil  ANT_sm_wi_del  then  AmyAMOw(Remediticiin
Any_AM_tuesbstisn_Mse  for  Ma: OEX waing usng  Agert math  ANY_sm_msc_iewt  then  Massgs Taxt Oy
Any_AM_Dgfeition_Msg  for  Mas DSX [ wping  Agens matH  ANY_am_msc_del  then  AmpAMDeRemadistioiss

Nate:

Dermedistan Athen b fileied baied o5 the osar

iy ipatas and o1

b esa salection

Remedistion Auisns se ol soplicabie lor Aselication Conditions (Esnligured using the Prevision By Cabegery of Pravision By Everything eptions), Hanswars Conditions, and Externsl Dals seurce eositions

Bemediasons Actins are ot

ISE_Add_New_Posture Requirement_1

Dibcabie for Apentiess Postie Type.

Edit

Edit




AR FHBEEAL, LinxREZXEXEShIBTEEREE,

S B 21. BfiEIWork Centers > Posture > Policy Elements > Authorization Profiles, 3 —TAdd,
SRR 211 REFMER

H %8 : unknown_redirect

B EVZEL 5 #2 Web Redirection(CWA,MDM ,NSP,CPP)

1EE Client Provisioning(Posture)

ACL : EEM



& : ERERTEAOMYE (FER)

* Identity Services Engine

) Overview Network Devices
'E

Conditions w
I"?! Anti-Malware
,\ Anti=Spywate

Anti=Virus

' Application
'} Campeund

Dictignary Compaund
Al Dictionary Simple

Disk Encryption

External DataSource

File

Firewall

Hardware Attributes

Patch Management

Reglstry

Seript

Service

use

Romadiations »

Requiremenis

Allawad Protozals

| Authorization Profiles

Downleadable AGLs

Client Provisioning Palicy Elements

Authorization Profile

" Mame unknown_redirect

Dascription

* Access Type
ACCESS_ACCEPT

Network Device Profile 2t Cisce v i@

Service Template 0
Traek Movement Om
Agentless Pasture 0

Passive ldentity Tracking [ (7)

~ Common Tasks

) veice Domain Permission

‘Weab Redirection (CWA, MDM, NSP. CPP)

Tllent Frovisioning [POsture]

[ static 1P/Host name FQDN

Posture Palicy

ACL redifeet

[ Suppress Profiler CoA for endpoints in Logical Profile

ISE_Add_New_Authorization Profile_Redirect_1

Palicy Sets

Work Centers / Posture

Troubleshoot Reports Settings

~  Value Client Provisioning Portal (def -~



Bzt : WACLEBBEHE MM BEEFTD LR ENY EACLEBHES.

SR 2EEAMUBYSMEREREER , ATHAENHERNRRRHUFEER.
## : non_compliant_profile

DACL#%# : DENY_ALL_IPv4 TRAFFIC

H % : compliant_profile

DACL## : PERMIT_ALL_IPv4 TRAFFIC



it TERBEREREESARMANTERRMAIDACL,

S B 22, B Z|Work Centers > Posture > Posture Policy. E{ET# AR 23— FEdit . iE#ZInsert new policy.
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P Boskmarn Owerviow  Hetwork Davices  Cilant Provisioning  Posicy Elments Pollcy Sats  Trosteshoot  Reports  Settings

B5 cashasnd

Posture Paolicy

Cont et Viaibitsty

AL opritions
L
Statun Palicy Options Rl Nama Iasrsny Groepn Oparung Sywema Complisace Medule Fouture Typs Cber Condiiora Eequiremanis

4. Adwisistration

oy Gpacen L ™ s 03 Lanrine agmt [U——
A ek Combars B .

P doy [rpes - Tampirsd Agoos [rapTe———

L

Isnactive Help o Py B [P —— P Wit 48 an e g A

iy

[A—— L sy e £ Frpeee agan

FAr—— e TR [ - S —
iy Cemcen Deteut_ieeiva,_Foics.Wn - Wonsoms A3 Larimar At

Py pacas - Wssoms A8 P Tamprsl Ages
“ i 03 p— P

— o [ P Tomporet Aqet
[y — - ree— - agam

iy psas sy re— P Tampaeai Ageos
ey Dulins . [ e At

O ey g . e 0 - Temporsi At
ey g s ¢ 0 by re—p. e .

ISE_ Add_New_Posture Policy
HER 221 BEFMER :

R H|EF : Demo_test_exist_linux
B0l FE

EERIE : Linux All

ERMER  4AxHEBFRA
ARRER B : (LR

TR : Test_exist linux

# — T Done #Save,
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Posture

Policy (EEIN

Duofirs the Posturs Polcy by coafiguring ruies basad on aporsting system and/or othar candétions.

(] Paiey Optiors wlt_Fewwall_Pulicy_Mse ey Mme 08X A e imter Agent Dedsuin_Firewsil_eguire
1
O Poksy Options Datault_Frawall_Policy_Msc_te L Mac 05X 4o e Tampoea Agant Dataum_Firrwall_Reguirs
Al ment.Mac_tempor
) Poley otions Defauit_Fieewsil_Deticy_win e [rer—— ax ot e agant Detsum_Firewsil_Resuire
ment_Win
i O Pokzy Options Dafwult_Fienall_Policy_Win_te Ay Windows Al A5 o ey Tampoesl Agnt Datauh Flrewsl_Rewiie dit
mporal ment_Win_tempoead
(] Paicy Optiom Dalsult_Harswars_Amiibutes B hrp ne 08X dx e imter Agant Dedsut_Marware_Anrit
oiicy_Mac utes_Regeimment_bac
O Pokay Optios Dafawit_Hardware_Aniibues P Ay Mac 05X o ey Tempors Agant Detauh_Hadwire AlTD E
oy Mac. tamgeiral wies_Reguirement, Mac
temessral
m} Pulcy Option Dafauit_Hardwars_Asiribuses_P Ay Windews A1 4.x or later Agant Diefauit_Hardware_Atinik
elley_Win [EET———
a Polay Opu Dafair_Hargwars_Anribwes P L Wendaws A 4 0r e Tampoes Agant Detauin_Hardwace_ A
wicy, Win_tsmpo wies_Reginemant Wis_t
el
Boly Opbiors Bisck_Policy_Win A Windows A1 Ao e Agent USH_iisk
Pulicy Gptiors 5B, Block_Paticy_iWin rp Windares A 4 0r lmer Tampoes Agant USE_Block_temptent E
tempaisl
Dame,_tast_sxist_firex Aoy —— ax o tate agant Tast_sait_Snvm

[ B oy omon

ISE_Add_New_Posture_Policy 1

S8 23. EfiFWork Centers > Posture > Policy Sets, 3 — T BAInsert new row above,

shbaard

Centert Vintslity
A opemtns
U Poiey

P

Iniaracsive Haip

Policy Sots

Snatun  Polbey Sut Marms

ISE_Add_New_Policy Set

$EB231. BE

HimER

REEERE | B AERE

enerigtion

Dt poscy wet

&4 - B SHREE B P Z FA[FTD IPHb L]

E_—F Save o

Cwarview  Motwork Dovices  Clant Provisioning  Policy Dlemants Pollumneu: Troublashoot  Reperts  Settings

Allgmed Protoois [ Borver Saguence s Actions  View
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4 Contest Vieipity
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ISE_Add_New Policy Set 1

SR 23 2B -T>LBAKKBE, HREME, THENRAREEZIHORERR . B—TSave,
Edcompliant_profiletd &

E2non_compliant_profile R &

S #HNE&unknown_redirect
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Ubuntu_Browser_VPN_Login

hetps://demo.example.com/

CSCOE+/logon.htmliztform_title text

.za) -
Grou
Username | |
Password | |
Logon
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Cisco Secure Client Installati x - = i &=

[«

&« C O & https:;//demo.example.com/CACHE/stc/2/index.html B s80% ¥ @

alali
ey

Secure Client

Download & Install

Download Cisco Secure Client and install it on your computer.

Download for Linux

© Instructions

Ubuntu_Browser_VPN_Download_1

T H 9 #E B Acisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sho
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Cisco Secure Client Installz
stc/2/index.html

O & https://demo.example.com/CACHE/s

« C
Library = &)

Organize~ Clear Downloads ' Search Downloads

» (O History
; cisco-secure-client-linux64-5.1.3.62-core-vpn-webdeploy-k9.sh

’ O
9.6 MB — example.com — 11:39
> © Tags
> ¥ All Bo...
@ MSIrucTons

Ubuntu Browser VPN _Download 2
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=) demo.example.com/+CSC - 1 v -

= » O Ol&a ttps://demo.example.com/+CSCOE+/logon.html#form_title_text bk, @ @

o B B

General Media Permissions IR

Website Identity
Website: demo.example.com
owner: This website does not supply ownership information.

Page Info — https://demo.example.com/+CSCOE+flogon.html#form_title_text - O x

Verified by: C=CN,CN=demo.example.com View Certificate

Privacy & History

Have | visited this website prior to today? No

Is this website storing information on my computer? Yes, cookies Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.

Help

Ubuntu Browser VPN_Cert_Download

S ER 27 $TBAUbuntu® B L A9 #& . B Elpath home/user/Downl oads/Z £ Cisco Secure Client,

<#root>
user@ubuntu22-desktop: ~$

cd Downl oads/

user@ubuntu22-desktop:~/Downloads$

I's

ci sco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

demo-example-com.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

user@ubuntu22-desktop:~/Downloads$




sudo ./cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

[sudo] password for user:

Installing Cisco Secure Client...

Migrating /opt/cisco/anyconnect directory to /opt/cisco/secureclient directory
Extracting installation files to /tmp/vpn.zaeAZd/vpninst959732303.tgz...
Unarchiving installation files to /tmp/vpn.zaeAZd...

Starting Cisco Secure Client Agent...

Done!

Exiting now.

user@ubuntu22-desktop:~/DownTloads$

S 28.5FUbuntuE Fix EVPNFIE R E,

<#root>
user@ubuntu22-desktop:~$

cd Downl oads/

user@ubuntu22-desktop:~/DownTloads$

I's

cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh

deno- exanpl e-com crt

user@ubuntu22-desktop:~/DownTloads$

openssl verify denp-exanpl e-comcrt

CN = demo.example.com, C = CN
error 18 at 0 depth lookup: self-signed certificate
Error demo-example-com.crt:

verification failed

user@ubuntu22-desktop:~/DownTloads$

sudo cp denp-exanpl e-comcrt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/DownTloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added

, 0 removed; done.
Running hooks in /etc/ca-certificates/update.d...
done.



user@ubuntu22-desktop:~/Downloads$

openssl verify denp-exanpl e-comcrt

demo-example-com.crt: OK

S B8 29 1£ UbuntuZ F i L 3T BACisco Secure Client , #87%& BX Zh A%V PNE £ 2l demo.example.com,



Cisco Secure Client = (= &

(@) AnyConnect VPN |~ Statistics @ About

TIr

CI5CO
Connect to: | demo.example.com | 1t ‘
Group: posture _vpn

Username: |sefest

Password: teeseeREETY

¥, Disconnect

Connected to demo.example.com.

Ubuntu_Secure_Client_Connected

SR 30.1TR BB LS BB EE @ ZEISE CPPPIF N EMMEYL, RISECPPFIF TEFBEW K EREH B A<cetificates.crt, LA
T 21 AFirefox# T T HAE 51,



) Device Security Check = @ + - B X

« C O https://demoise.example.com:8443/portal/PortalSetup.action?portal=ee39fdo. ¥ =

i i 3 e — x
WESRITILSE l°g n to this Page Info — https://demoise.example.com :8443/portal/PortalSetupaction?... - O X

M LG (=]
O kK s =
General Media Permissions BRI

Website Identity
Device Security Check Website: demoise.example.com

. Qwner: This website does not supply ownership information.
Your computer requires s in ) . .
Verified by: CN=demoise.example.com View Certificate
Start Privacy & History
Have | visited this website prior to today? No k
Is this website staring information on my Yes, . Clear Cookies and Site Data
computer? cookies

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the
network.

Help

Ubuntu_Browser  CPP_Cert_Download

S ER 30.1.5FUbuntu®E Fiw LHISE CPPRIFEE.

<{froot>

user @ubuntu22-desktop:~/Downloads$ |s
cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh
demo-example-com.crt

ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

sudo cp ise-cert.crt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/Downloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added
, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

SR 31.7E1SE CPPPI F L BhiEStart .



(L) Device Security Check % -+

« > C QO G https:;//demoise.example.com :8443/portal/PortalSetup.action?portal=ee39fdo ¥ =
©@ vou must log in to this network before you can access the Internet. X
Client Provisioning
Device Security Check
Your computer requires security software to be installed before you can connect to the network.
Start
Ubuntu Browser CPP_Start
% B832. Click here to download and install Agent.
() Device Security Check % | + B e &
€= IE https://demoise.example.com :8443/portal/ClientProvisionStart.action?from=C ¥ =
X

©® voumust log in to this network before you can access the Internet.

i 1 - I
cisco Client Provisioning F

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

- + This is my first time here

1. You must install Agent to check your device before accessing the networld Click here fo download and install Agent

2. After installation, Agent will automatically scan your device before allowin
3. You have 20 minutes to install and for the system scan to complete.

Note: With some browsers, when you click Download, the script is directly saved in the configured Downloads folder in your

sysiem.
Tip: Leave Agent running so it will automatically scan your device and connect you faster next time you access this network.

":: You have 20 minutes to install and for the compliance check to complete

+ Remind me what to do next

Ubuntu_Browser_CPP_Download_Posture

S BB 33.1TBUbuntu®E Bk Lk, B E 284K =T £ & &/ B8 R home/user/Downl oads/

<tfroot>

user@ubuntu22-desktop:~/Downloads$ Is
ci sco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denpi se. exanpl e. com 8443_0NcLgcMJRf yZmR6HoL



cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh
demo-example-com.crt
ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denoi se. exanpl e. com 8443 ONcLgcMJRf

user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$

./ cisco-secure-client-ise-network-assistant-linux64-5.1.3.62_denpoi se. exanpl e. com 8443 _0NcLgcMJRf yZnR6Hol

Cisco Network Setup Assistant

(c) 2022-2024 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks
Cisco ISE Network Setup Assistant started. Version - 5.1.3.62

Trusted and Secure Connection

You are connected to

demoise.example.com

whose identity has been certified. Your connection to this website is encrypted.
Downloading Cisco Secure Client...

Downloading remote package...

Running Cisco Secure Client - Downloader...

Installation is completed.

$EB 34.7EUbuntuB FiRUI L , iR HCisco Secure ClientY EFITHE . ISER KL £ 5P L8 E 28 36 R IE LT,



Cisco Secure Client - O

(@ AnyConnect VPN |~/ Statistics @) ISE Posture ® ~bout

NI
CISCO

Connect to: v It

Conneckt

Ready to connect.
Ubuntu_Secure Client |SE Posture Installed
BB 35.4TBUbuntuE Fim E 9 #R IR, B 218k home/user/Desktop ( ERESHRERATAFEANERG S ) , REEBEI—E

test.txthE 3= LM 2 | SE L B & HY R =054

<#root>
user@ubuntu22-desktop: ~$

cd Deskt op/

user@ubuntu22-desktop:~/Desktop$



echo test > test.txt

mE

EAAHRR  BRENEEREEFER,

S 1.45VPNELE EIUbuntu F i £ 9 demo.example.com,

Cisco Secure Client

(@) AnyConnect VPN ‘ |~ Statistics

@) ISE Posture

CISCO

Connectto: | demo.example.com

Group: posture _vpn
Username: | isetest

Password:

¥, Disconnect

‘ Connected to demo.example.com. \

© About

BT _Ubuntu 24 B Fin_DEF

HER 2. EUbuntu® F iy £ B9 I SER IR R £ FTERRE



Cisco Secure Client - o x

(@) AnyConnect VPN |~/ Statistics @) ISE Posture \ @ About

T
CISCO

A9

Compliant.

Network access allowed.

Verify_Ubuntu_Secure_Client_Compliance

SR 3. EISELMRadiusLive Log. i ElOperations > RADIUS Live Loge

aheie |dentity Services Engine Operations / RADIUS
|} Live Logs Live Sessions
=
1 Misconfigured Supplicants Mii figured Davi RADIUS Drops: Client Stopped Responding Repeat Counter

X 0 0 0 0 0
.

Refrash Show Wikhin
i Mever w Latest 20 records -~ Last 24 hours
R 1l
Al
Time Status Details Identity Endpoint ID Profile Status 1 Poliey Authorization Policy
3 w Idontity Endpein ID Endpairt Profile Posture S1atus Authantication Paliey Autharizatian Policy
Muy 29, 2024 DIDB:4E, 798 PM [} 3 atest 2:54:00:1 T:BB:FA Ubuntu-Warkstation  Compliant Firewnll Posture »» Dofault Firgwall Pastuse »» Compliant
May 20, 2024 (9:08:48,798 PM | -] Py CH Firawall Pesture Firawasll Postuse == Compliant
May 29, 2024 09:08:13.570 PM | -] a otest 52:54:00:1T:BB:FA Ubuntu-Warkstation  Pending I 3 Firewall Posture »» Default Firgwall Posture »» Unknawn




%% _ISE Livelog

S AFEBSSHRERAEEZEFTD CLI,

<ffroot>

>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftdv741>

enabl e

Password:
ftdv741#
ftdv741#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : isetest Index : 33

Assigned IP : 192.168.6.30 Public IP : 192.168.10.13

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 51596 Bytes Rx : 17606

Pkts Tx : 107 Pkts Rx : 136

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : posture_gp Tunnel Group : posture_vpn

Login Time : 14:02:25 UTC Fri May 31 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb007182000210006659d871

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 33.1

PubTlic IP : 192.168.10.13

Encryption : none Hashing : none

TCP Src Port : 59180 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Tlinux-64

Cient OS Ver: Ubuntu 22.04 LTS 22.04 (Jamy Jel | yfish)



Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62

Bytes Tx : 6364 Bytes Rx : 0
Pkts Tx : 1 Pkts Rx : 0O
Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 33.2

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 59182

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 6364 Bytes Rx : 498

Pkts Tx : 1 Pkts Rx : 6

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4_TRAFFI C- 57f 6b0d3

DTLS-Tunnel:

Tunnel ID : 33.3

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 56078

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 38868 Bytes Rx : 17108

Pkts Tx : 105 Pkts Rx : 130

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4A_TRAFFI C- 57f 6b0d3

bad 329
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/compatibility_doc/b_ise_sdt_33.html#reference_zvp_mv4_lsb
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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