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") AMPEnabler:
nl Downloading AMP for Endpoints...

Scanning system ...

'ﬁ AMP Enabler:

nl Downloading AMP for Endpoints...

ERATEHBEIUER  WRKGEFESER , AIAMPE EE RIS ERN WebfA A28 T &I
ZHRAMP,



[

¢y Cisco AnyConnect Secure Mobility Client | B S|

Compliant.
Metwork access allowed.

!ﬁ“ AMP Enabler:

nl Downloading AMP for Endpoints...

'Y Cisco AnyConnect Secure Mobility Client e B 3|

Compliant.
Metwork access allowed.

AMP Enabler:
nl Installing AMP for Endpoints. ..

-

Compliant.
Metwork access allowed.

) AvMPEnabler:
nl AMP for Endpoints installed.

AMPE &R R o
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Scan Now

——

History

Settings

» . Status: Connected
| Scanned: 6/30/2016 5:07:27 PM
Policy:  Audit Policy

About

ZRFHAMPHERER , FETHziplER+H B EMEicarFH, BAZREIEHBEHLAMPE,

s : P MISK. LOWMEDAE TIHESE TIES ORlY I you are
cicar ==
R Y Il it provide any help to remoe these files
You have chosen to open: ¥ scanner 1o seek such help.
|, elcar_com.rip

which i Compressed (ripped) Folder (184 brytes)
firorme hitpea/fsecure.sicar.ong

What should Firefoo: do wath this file?

eicarcoma.zip

@ Openwath | Windows Explorer (default)

4

308 Bytes
ave File
Do this gutomatscalby for files lke this from new on. HCarcomz. zip
308 Byles
| ok || Conce | NUR
We understand (from the many emails we receive) that it might be difficult for you to @ \ warnlng I

__/ Threat Detected

S4B880a.2p.part has been detected as W32 EICAR.16Q1.

miust refer to our standard answer concerning support for the test file. We are sorry
will not provide AV scanner specific SUpport. The best source 1o Bt such information
which you purchased,

After all, your scanner believes it Is a virus infected file and does not allow you to aru:q

Please contact the support people of your vender. They have the required expertise t
Headhess 10 say that you thould have read the wser's rranual first before contacting th

€] 2of2 o

AMPE iR
BB ALUERAAMPE R Z 4 ERNFEME D,
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Dashboard e e -~

ju SERE [eprin gt Mg Purgeiiny Al D) hay Ralirgahy

Hezmita Depten sy Aiarwars (T daya ) Hets Detectieg Hetwor Thresls [T deys)

FULRHES K- P v, D0 1 .

ERNAERE. BRBRENENNFAET , TUR-TRAUIEZSREBH I,

siluanlas 4 Vit

I ;'.\i"\"i;:l [Dr :_r'cl:: nts bt (F gy OPCURCETE o Bappert  THeln R Mottt iLagiOul
Cushoosd  Anslyss - Cusbeesk Comvol = Repons  Mansgemeni = Aooouns = a
Dashboard

[dvarwarw Evoraty Haal Mg

El Fiiter: {Mew] & fiiact n Fitor J

Evart Typm o Tl Dopbntoet + g AR G

Filamy o e | e B M e i

= Py T —— .

£ slosrrarye-PC anampla com detociod QESOPRG. e part s WIZECAR 1651 BF S R Ouermcion: Nolfeen 20060830 HESTI0 UTC
Fibg Detetthees Dbasction T WIR DICAR Hig!
Corviaeies’ [l Fingrial [SHA-258) T ESabdof felesdsd i =
Cortrteenis fbonama T OM0PT i part
Flapat ALy e A b o Termar QbGP Rl g o
Fik S (B | 184

Parpn Fingarmeind {5HA- 5 T IATOAE Tkl | -
Parers Flesi T fin doad

ERANEEEISERSIE |, &R LLE M E|Accounts > Applications

el ANP for Endpoints o coctons (7 quyyy  ATOUNCOMoNts . Support  ?Help & My Account 6 Log O

Dashiboard  Analysis -~  Outbepalkl Control - Reports  Managemen - Accounls - Saarch e

A " i Thase ane applications extarmal 1o FirsAMP, such as Souwcafing's Dalenss
PP cations Caantar, that you have authorizod o 20coss your business' data.
Hare you can deauthorize registersd applications, thus revoking heir
AMP A 7 1-47T 7 i1
MP Adaptor 4d4047de-479 d-9551-6a0 82ae65D 0 i 1 O yOU OM1 08 e gons. thos
F ) ) gaautharizing them and complaledy remaving 1Hem Irom the FraAlR
 Edit @ Devegister sysiam.
AMP Adaptor feB0e16e-cdeB-4dTi-al36-545416aa5614
o You can currently autharize Debense Canter appliances. to receha
SEdt ® i siraaming FirsAMP events for imegration with the Delenss Cariler.



ISE

FEISEAS LEINERRERE  BAETEERNURERAEESRE. RERFFESER , igE
J%CoA Reauthit 77 B E HPermitAccessH B B S =,

PR TONAL LheLagE 0 TACACS et b Tl e e SO

L L L
—_—

e e L - | Fmetgarr e I B BEZEE D e e e 1 P St
0 0 14 3 0
e L e

D @ e foes lorm Dilme T

. Thaha ] Hemad vy L rriguiesd £3 Lrvgmeed P R Ferisater Py Byl Friay Arrgwion P, A
1 e 4
- o L. T P L] & d e wim w1 s e w1k imma FEET]
o [0 i . P [-] & i e s Dt il s g G B, Fuels T
o [ ] -] & s
A 54 e i -] 3 an [reve s - (e e = e o (o i b
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COMPROMISED ENDPOINTS BY INCIDENTS COMPROMISED ENDPOINTS BY INDICATORS
[Ep. P ] e e - Sl e
Ll A Viglgaifal Gl il e Pradard Daavoifide]  [aLBSIARDI L] Pl Lirem hinliss, High
REPACT LIFVTL LY BT LEVEL

M#J:J 1 N

Chetwsts  hazd  BTosh- HEd KNG~ Chenge dcforssion = Ol Thessl & WoneesbdSes  Erpofd~ bmger= MDA Acfiorm
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=
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“hesls Identity Services Engine = Conteca Visibility ¢ Oparations * Policy v Administration ¥ Work Contarg

[ 454 4a]

Endpoinis  Metwork Devices

Endpoinis COudA 00148048

C0:4A:00:14:8D:4B oz B

MAC Address: CO:4A:00:14:80:4B
— Usamame:; alice

Endpoint Profile; WindowsT-Workstation
:‘E Carrgnt IP Address: 10.82.148.26

Location;
Astributes Authentication Threats Yulnerabilites
Threat Datected
Ty IMCIDENT
Severity: Paintul
Reported by:  AMP

Reporded at:  2016-08-30 11:27:48

ERAZRRNVBESAR  BUNE "REENKK, AE LREFRIKAMACH LI EFAANCE
B (WRERE , st ), SiE , B "EdiRE) UKL,

e 3 i
% ey Servees Drgra e

P et (e

T D Cosples . Coviard Camntaser e s i
COLERCARSED ENDPOINTS BY INMCIDENTS COMPROAESED ENDPOINTS BY IMCRCATORS
R ageaa Deviem ey Farsd B L e e ~ S gt
[P Fasafugs o ®
Dhese 4w Wi s el riE SPTCdek 1 e Y b FFEEE Cal v BT A Frred L=
[LESEs % ST e S T———— |5 Treidl S T L fala™  OEn®.  CErTa TRy U T Ry g Truapaoera (6

A Ny LSl

Al Pt B

A, P s [T e L Tamrsin m o T LR
Erd T e e @ harse

] Ak Y [ foo S e Pk ARl il il et

IR I1EE T CoA Session Terminate , ISEE€&iXCoA Disconnect , ZFimig R L BB
.



Other Attributes

ConfigVersionld 72

Acct-Terminate-Canse Admin Reset

Event-Timestamp 1467303830
MNetworkDeviceProfileName Cisco

Device CoA type Cieco Cad

Device CoA port 1700

NetworkDeviceProfileld 403caffc-Ta2 T-41c3-80bb-2 796403 | alEd
IsThirdPartyDeviceFlow false

AcsSessionlD clecBBac-6d2C-4h5d-0bh-T1 691411 5744
MNetwork Device Profile Cisco

Location Location®All Locations

Device Type Device TypefAll Device Types

Device I'P Address 1062, 148,120

ClscoAVPalr audit-session- id=0a3e 94 TRODOD0SabST7 548 1d

RER: AR

EZERISELRARAR , FFEMEIAdministration > System > Logging > Debug Log
Configuration , i##ETC-NAC Node , ¥#4Log Level of TC-NAC T+ ¥ Xt ADEBUG

whest  identity Sorvices Enging Fowean § oot Wby b Clesticrn

= Syite 0 ety MBAapETErE P Netwoi Reddortid ¢ Devicn Ponal Management podlad Sacviced ¢ Fobd Sacvics ¢ PaisteiD ¢ Thieat Caniric NAG
Depioymaent  Licensing FConificales TLogging ¢ Manenanod Upgrade  Backup & Fesiore ¢ Admin Acosds ¢ Semings

- ]
S Dabug Lavel Configuration
Permote Logging Targets
Loy g Edt B Reset bo Dol
Masnage Catalog Component Narme = Log Level Dezriptan
Debug Log Configueation Te-hiA JiL |
Collpetion Fiter O TenAC DEBLG TEHAL log message
EREM A —irflog. B LABEEAISE CLIE H TR HE

| SE21- 3ek/ admi n# show | oggi ng application irf.log tail

BREEZRAMPEREIK



2016- 06- 30 18:27: 48,617 DEBUG [ | RF- AMQP- Di spat cher-Notification-0][]

cisco.cpmirf.amgp. NotificationDi spatcher:processDelivery:53 -::: —
comcisco.cpmirf.service.lrfNotificationHandl er$M/Noti fi cati onHandl er @f ac8043

Message{ nessageType=NOTI FI CATI ON nessagel d=THREAT content='{:c0:4a 00:14:8d:4b[ {"
":{"Inpact_Qualification":""},"":1467304068599vendor " AMP""": " Threat Detected"}]}', priority=0,
ti mestamp=Thu Jun 30 18:27: 48 CEST 2016, angpEnvel ope=Envel ope(deliveryTag=79, redeliver=false
exchange=irf.topic. events routi ngkey=irf.events.threat),

amgpPr operti es=#cont ent Header <basi c>(cont ent -t ype=appl i cati on/j son cont ent-encodi hg=nul

headt s=nul | headts=null renent-nmode=null priority=0, correlation-id=null EVENT timestanp=nul
t ype=NOTI FI CATI ON user-id=null app-i d=fe80el6e-cde8-4d7f-a836-545416ae56f4, cluster-id=null)}
2016- 06- 30 18:27: 48,617 DEBUG [ | RF- AMQP- Di spat cher-Notification-0][]
cisco.cpmirf.service.lrfNotificationHandl er: handle: 140 -::::: —

Message{ nessageType=NOTI FI CATI ON nessagel d=THREAT_EVENT content='{"c0:4a:00:14:84:4b": [{"
":{"Inpact_Qualification":"Paulse"},"": 1467304068599vendor "aMpP", "":Threat Detected"}]}',
priority=0, timestanp=Thu Jun 30 18:27:48 CEST 2016, anqgpEnvel ope=Envel ope(deliveryTag=79
redel i ver=fal se exchange=irf.topic.events routingKey=irf.events.threat),

amgpPr operti es=#cont ent Header <basi c>(cont ent -t ype=appl i cati on/j son cont ent-encodi hg=nul

headt s=nul | delivery-node=null priority=0, correlation-id=null reply —to=null timestanp=nul
t ype=NOTI FI CATI ON user-id=null app-i d=fe80el6e-cde8-4d7f-a836-545416ae56f4, cluster-id=null)}
2016- 06- 30 18:27: 48,617 DEBUG [ | RF- AMQP- Di spat cher-Notification-0][]

cisco.cpmirf.amgp. NotificationDi spatcher:processDelivery:59 -::::: —545416

Envel ope(del i veryTag=79, redeliver=fal se exchange=irf.topic.events

routi ngKey=irf.events.threat)#content Header <basi c>cont ent -t ype=appl i cati on/j son content -
encodi ng=nul | headers=nul | delivery-nmode=null priority=0, correlation-id=null reply-to=nul
expi ration=null nessage-i d=THREAT_EVENT ti nest anp=nul | type=NOTI FI CATI ON user-id=null app-

i d=f e80el6e- cde8-4d7f - a88836- a556, id=

2016- 06- 30 18:27: 48, 706 DEBUG [ | RF- Event Processor-0][]

cisco.cpmirf.service.lrfEvent Processor:parseNotification:221 -:::: —

Message{ messageType=NOTI FI CATI ON nmessagel d=THREAT_EVENT content =' {"c0: 4a: 00: 14: 8d: 4b": [{"
"“:{"lInpact_Qualification":""},"":1467304068599vendor" AMP""": Threat Detected"}]}', priority=0
ti mestanmp=Thu Jun 30 18:27: 48 CEST 2016, angpEnvel ope=Envel ope(deliveryTag=79, redeliver=false
exchange=irf.topic. events routi ngkey=irf.events.threat),

amgpPr operti es=#cont ent Header <basi c>(cont ent -t ype=appl i cati on/j son cont ent-encodi hg=nul

headt s=nul | delivery-node=null priority=0, correlation-id=null reply —to=null timestanp=nul
t ype=NOTI FI CATI ON user-id=null app-i d=fe80el6e-cde8-4d7f-a836-545416ae56f4, cluster-id=null)}

ERRENERASEEEIPAN
2016- 06- 30 18:27:48, 724 DEBUG [ | RF- Event Processor-0][]

cisco.cpmirf.service.lrfEventProcessor:storeEventsInES:366 -:::: —PAN - c0:4a:00:14:8d:4b
{incident={Inpact_Qualification=Pain},tine-anp=1467304068599=PAN Ti tl e=}
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