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B ¥ F Administration > System > Certificates > Certificate Management> System certificate. BB
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il Identity Services Engine Home  » ContextVisibiity  » Operations ~ Administration

» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing v Logging  » Maintenance  Upgrade ¢ Backup & Restore  » Admin Access ¢ Seltings

<]
= Certificate Management System Certificates For disaster recovery it is recommended to export certificate and private key pairs of all system cerificates.
J Edit | == Generate Self Signed Certificate | == Import X Delete ||, View
Trusted Certificates Friandly Mame Used By Portal group tag Issued To
OCSP Ciient Profile WIS
Certificate Signing Requests Default self-signed server certificate E:s:'gh;gltlif;:;?l'gcmin' Default Portal Certificate Group ise-1.ise.local

. o QU=ISE Messaging Service, CN=ise-1.ise.l
Certificate Periodic Check Setti... ocalfiCertificate Services Endpoint Sub CA  ISE Messaging Service ise-1.1s8. local

- ige-1#00005

= Certificate Authority

pGrid ise-1.ise.local

Cartificate Authority Certificates
Default self-si gr‘ed saml server \.Pl'tlflcd & -

Internal CA Settings CN=SAML ISE.ise.local SAML SAML_ISE ise.local

Certificate Templates a2



MR EFR , #EExport Certificate and Private Key, BIAREZL ASBEF TN FREMN RS, B
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Export Certificate’ Default self-signed server certificate' x

(") Export Certificate Only

(®) Export Certificate and Private Key

*Private Key Password | |

*Confirm Password | |

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.
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iE ¥ Z Administration > System > Certificates > Certificate Management > Trusted Certificate , 1%
— TFlmport , 20~ EF R

‘dies Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers

» Identity Management  » Network Resources ¥ Device Portal Management  pxGrid Services

Deployment  Licensing | ~ Certificates | » Logging » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

<]
~ Certificate Management Trusted Certificates
System Certificates J Edit |bImport| @ Export 3¢ Delete O View
Trusted Certificates [] Friendly Name a Status Trusted For Sel
OGSP Client Profile [J Baltimore CyberTrust Root Enabled Cisco Services 02
[J Cisco ECC Root CA 2099 Enabled Cisco Services 03
Certificate Signing Requests " 2 : " :
[J cisco Licensing Root CA B Enabled Cisco Services [1)8
Certificate Periodic Check Setti... [ Cisco Manufacturing CA SHA2 @ Enabled :E:f‘;:soti;u;ture 02
} Certificate Authority . p— Endpoints
[] Cisco Root CA 2048 # Disabled ek . SF
[J Ccisco Root CA 2099 B Enabled Cisco Services 01
M Cisco Root CA M1 M Fnahled Cisen Servires ?F



il Identity Services Engine Home » Context Visibility » Operations + Policy = Administration » Work Centers

b |dentity Management  » Network Resources ¢ Device Portal Management  pxGrid Services

Deployment  Licensing | ~ Certificates | » Logging » Maintenance Upgrade » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File DefauItselfsignedsemrcerti.pem
System Certificates
Trusted Certificates Friendly Name | ISE_Self_Signed
DCSP Client Profile Trusted For: ;

Cerlificate Signing Requests
Trust for authentication within ISE

Certificate Periodic Check Setti...
Trust for client authentication and Syslog

+ Certificate Authority
[ Trust for certificate based admin authentication
[ Trust for authentication of Cisco Services
[] validate Certificate Extensions

Description |
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SR EAERES,

1. 00K EFr~ , BEZEAdministration > System > Certificates > Certificate Management , R#BHE
Import,. MIRARESIB TEEEAE , HIEHR ENRBEEHRRE.

"tut Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» Identity Management  » Network Resources  # Device Portal Management  pxGrid Services

Deployment  Licensing | ~ Certificates | » Logging » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Setltings

0
~ Certificate Management System Certificates i, For disaster recovery it is recommended to export certificate and private key pairs of all syster
& . - - 1] ~ .
System Certificates J/ Edit |5 Generate Self Signed Certificate o> Export | | Delete || O View
Trusted Certificates Friendly Name Used By Portal group tag
OCSP Client Profile ¥ lee-1
EAP Authentication,
Certificate Signing Requests Default self-signed server cerificate Admin, Portal, RADIUS Default Portal Certificate Group i
DTLS
Certfficate Periodic Check Sett... OU=ISE Messaging Service,CN=ise-1.is
i i e.local#Certificate Services Endpoint Su  ISE Messaging Service
> Certificate Authority b CA - ise-1#00005

OU=Certificate Services System Certific
ate,CN=ise-1.ise.local#Cerlificate Servic pxGrid
es Endpoint Sub CA - ise-1#00003

Default self-signed saml server certificat SAML
e - CN=SAML_ISE ise.local

> ise-2
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5.3 7 ¥ — T Submit , T EF R,

‘tuehr Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers
+ Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing » Logging  » Maintenance Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management Import Server Certificate
System Certificates I * Select Node |ise-1 v
Trusted Certificates
OCSP Client Profile * Certificate File Browse... [|Defaultselfsignedservercerti.pem
Certificate Signil uests
i I' Private Key File ~ Browse... Iaefaultselrsignedsemercerti.puk
Certificate Periodic Check Setti...
} Certificate Authority Password | sesseees

Friendly Name | ISE_Self_Signed i
Allow Wildcard Certificates [ i

Validate Certificate Extensions [ | i

Usage

[0 Admin: Use certificate to authenticate the ISE Admin Portal
[0 EAP Authentication: Use certificate for EAP protocols that use SSLTLS tunneling
Se Iect Req u ired [J] RADIUS DTLS: Use certificate for the RADSec server
[ pxGrid: Use certificate for the pxGrid Controller
RO' Ie [0 SAML: Use certificate for SAML Signing

[] Portal: Use for portal
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