R FIPEE R EBMABEE
H %

/\

WE_

,‘Hﬁb
C10009 #Y AL &
ISEFEVELE
TEB1IEmMEE
FER 2 WinikiEE
S 3 EIMEREE
SB AR B GERH R
S5 BMEERR
B
EL & MAB Bl
BLEMABZ %
B 1. MABERZR ~ B
BB 2 MABERRE 2 &

1. FESEARPHRBI Y %

2. BB ARPHREIH B BT
#X1.EEESVIFIP
ER2 KABESVIMIP

3. |=HIPEE

b

)

i

AXENMEMABE ERIPKERBFTAURMABS 1357 R BABER TR A =

AR

BHNEBRABBLTEHE



- BREORESIZNEE
« Cisco Catalyst#y & &

BRA T
ANAHNERARBRIBATRENEERRAE

- Bo#ERESIBERS. IEHEN
- C1000-48FP-4G-L 15.2(7)E9

ANFHEARBRBRBEERETREANEEMEL. XPEAZNAMBEERERREER (HEKR
) BAAREREE . MREHEEEFT , FEARECERAEAESTRERNTE,

SES

AXEN BB FMABE O RENEERERE.

£ K &

Win10 PC1 (MAB) Win10 PC2 (Capture PC) Win10 PC3 (Gateway)
192.168.10.10 192.168.10.20 192.168.10.100

Vlianl2 192.168.10.254

Gil,"O.f'Z‘ilfUB I Gilfﬂ/

I ™| \/|lan 14 e Pl
8 lxx10]  [Fe— 1.xx.151

A,
@
G1/0/1 GO

C1000-48FP-4G-L Core Switch ISEv

BREA

EEMABE (0 BREAKTh , BEEEFSIE (RKRELEHRBEAEZEELE ) Win10 PC1%E , SHEERI
pingBHEEA(Win10 PC3), LtEAITHRHEMWIN10 PC1 AP EZRE| R,

FERERT , IPEERMKEEARPHRIIEEEREAMABH N E LA, BWindows PCEZEIE
B IP2E B R M B9 Catalyst IR HBEEF | Windowsi ATRE S #URIZI Pt & 2R, HIREEERERA
TSI A AR S O HAR W BARPIREI ( EE A IPH#4EA0.0.0.0 ) , ER A IPHuEZR,

#ERE

LB ERHIERTMABE ERIPREBRBNITA.



C1000H KV Bl E

iE2C1000 CLIFH&/MEE,

aaa new-model

radius server ISE33
address ipv4 1.x.x.191
key ciscol23

aaa group server radius AAASERVER
server name ISE33

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/4
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/2
Switch port access vlan 12

Switch port mode access
authentication host-mode multi-auth
authentication port-control auto
spanning-tree portfast edge

mab

// for packet capture
monitor session 1 source interface Gil/0/2
monitor session 1 destination interface Gil/0/3

ISEFRHVELE
SR1ENEE

BREEE-RREE , FEENZRALIEINC1000KE,



- £# : C1000
« IPH#3E : 1.x.x.101

= -lul Identity Services Engine Administration / Network Resources

J Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM ]

[l shibog o i
Dashboard Network Devicos Mow Mo Iy
ow Mo twedl Dovico

I context Visibility

Metwaork Devices

4. Operations

I Palicy

4. Administration

Work Centers

iIP Address 1 1.1 101 22 I

7 Interactive Features

¢ Gray

Location All Lecations ~
PSEC Is IPSEC Device
Device Type All Device Types w
RADIUS Authantication Sattings

RADIUS UDP Settings

Protoco RADIUS

I Shared Secret clsco123 I 1

BN E
SR 2 B INAEHERE

BMEERUAMESRE | MIRE IR ELIE K REIMAC,

Add Endpoint

- YIIEES o

HER 3EMKME

B R EE>REEE | FNR+ WKL,

- REEEELZFE : C1000_MAB
o R : A mabilEs



« &4 : Wired_MAB
. AFNHE/RREEFS - FERRBEIHE

i Identity Services Engine Policy / Policy Sets

! Bookmarks Paolicy Sets

Saatus  Policy Set Nama Description Condisio s

I8 SRR S
SR 4B & 47 B0 KRG

B EIRME , BEC1000_MABIE I & 17 5 & K B&

- A1 : MAB_authentication
o &4 : Wired_MAB
- 5 . AR IE

180 5 47 58 7 SR AR
HER 518 IR AR R BE
B EIRIEE , BiEC1000_MABE IR HEK

- #HAIL T : MAB_authorization
« &4 : Network Access_Authentication_Passed
. #£8 : PermitAccess

Status  Rule Name Conditions

1N A SR

BRRE

Rosults

Profiles

Allowed Protocols | Server Sequence  Hits  Actions View
I Datault Notwerk Accass | 5 ¥
>
Use Hits  Actions
&
Options
Options
ecurity Groups Hits  Actions



it EMABZ Hil

1E 1T show ip device tracking all % LI HESR I PR B B M THEEE B .

<tfroot>
Switch #

show i p device tracking all

Global IP Device Tracking for clients =

Di sabl ed

BEMABZ %
S 1. MABERE Z |l

E1Tshow ip devicetracking dl T F AR 2 ERA T IPEERBETHAEE,

<tfroot>
Switch #

show i p device tracking all

Global IP Device Tracking for clients =

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

S$EB 2. MABERE 2%

#Win10 PC1#134{LMAB & 12 B2 2% 3658 1T show ip device tracking al | &5 LATEE2GigabitEthernet1/0/2 L | P B 55 ME AU AR BB,



<ffroot>
Switch #

show i p device tracking all

Global IP Device Tracking for clients =

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

192.168. 10. 10

b496.9115.84cb 12 GigabitEthernetl/0/2 30

ACTI VE

ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

SRIEIENREIEHE

i 1T show authentication sessions interface GigabitEthernet1/0/2 detailstn 5 AREERMAB S (D B X & 5F

<#root>
Switch #

show aut hentication sessions interface G gabitEthernetl/0/2 details

Interface: GigabitEthernetl/0/2
MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: B4-96-91-15-84-CB
Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 114s

Common Session ID: 01C200650000001D62945338
Acct Session ID: 0x0000000F
Handle: OxBE0O00007

Current Policy: POLICY_Gil/0/2



Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

mab Authc Success

SR 4 FEFRRadiusEN B B 56

TEISE GUIF ERR ZI#RE> RADIUS>EIRE BES |, FEREMAB B BB ENEE B &5

Live Logs Live Sessions

Ableanfigurod Supplleants Miseonfigunsd Notwark Devicos RADIUS Drops
0 0 0
Time Status Dutalls  Repea.. Identity Endpalnt 10 Endpolnt Profile  Awthentication Pollcy

Cilunt Steppad Responding

Authorization Pollcy

1

Reopest Counter

0

wmest 70 records o Last 3 houss

Authorlzation Profes 1P Addrass Matwork Du.

P ASIMAE o Wetwork D

B [::::t] . . ; s r

SR 5 RBDIPKERMNENIFHER

E 1T show interfaces GigabitEthernetl/0/2r 5 LARERE GigabitEthernet /O/28 M A CHl 31t

<#root>

Switch #

show i nterfaces G gabitEthernetl/0/2

GigabitEthernetl/0/2 1is up, line protocol is up (connected)

Hardware is Gigabit Ethernet, address is 3c41.0e4f.1782 (bia 3c41.0e4f.1782)

EERaREED , BRARPHEIZ 830 HGigabitEthernet1/0/2/&i% — R

74 ©1:26:01, 357866 3c:4l:@e:4f:17:82 IntelCor_15:84:ch
75 81:26:01.357988 IntelCor_15:84:ch 3c:41:08:4F:17:82
113 81:26:30.825787 3c:4l:0e:4f:17:82 IntelCor_15:84:cb
114 81:26:30,825919 IntelCor_15:84:cb Jc:41:0e:47:17:82
138 @1:26:59.688695 3c:41:0e:4F:17:82 IntelCor_15:84:ch
139 81:26:59.6838876 IntelCor_15:84:ch Jc:4l:0e:4f:17:82
158 ©1:27:28.392691 3c:4l:0e:4f:17:82 IntelCor_15:84:ch
159 91:27:28.39291@ IntelCor_15:84:ch 3c:41:02:4F:17:82
179 81:27:57.827636 3c:4l:0e:af:17:82 IntelCor_15:84:cb
186 @1:27:57.827784 IntelCor 15:84:ch 3c:41:0e:4F:17:82

ARP#FAI

ARP

68 Who

68 192.

68 Who

68 192.

68 Who

68 192.

68 who

68 192,

68 Who

68 192.

has
168.
has
168.
has
168.
has
168.
has
168,

192.168.108.18? Tell ©.9.0.0
12.18 is at b8:96:91:15:84:ch
192.168.10.187 Tell ©.90.0.0
10.10 is at b4:96:91:15:84:chb
192.168.10.187 Tell 0.0.0.0
18.1@ is at b4:96:91:15:84:ch
192,168.10.167 Tell 9.90.0.0
18.18 is at b4:96:91:15:84:ch
192.168.10.187 Tell ©.0.0.8
10.18 is at b4:96:91:15:84:cb



EERGHEET  BIETARPHRRK X )5 1Pt 1t %0.0.0.0,

,‘ Wireshark - Packet 74 . pciPassthru0

Frame 74: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:41:8e:4T:17:82 (3c:41:8e:4f:17:82), Dst: IntelCor_15:84:cb (b4:96:91:15:84:ch)
¥ Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPwv4 (8x@588)

Hardware size: @

Protocol size: 4

Opcode: reguest (1)

Sender MAC address: 3c:4l:8e:47:17:82 (3c:4l:@8e:47:17:82)

sender IP address: 8.8.8.8

Target MAC address: IntelCor_15:84:cb (b4:96:91:15:84:ch)

Target IP address: 192.168.18.18

ARPHRAI Y 5 A0 & A

Bl

Catalyst3 #4411 PE B BR HE 2 88 7] RE & FE A 1A 5 |1 Pib 11k 430.0.0.0MARPER IR | EEWindows PC_E /Y|Pt it BT 28,

ATRERARIR T R

BEATRENRRE R
UTREERNEREAENSERRS BRI LA@%E%#%B]EERO

1. 3EEARPHR B9 EX

E1Tip device tracking probe delay <1-120>%5 5 MAEEIE IR B RIRHMARPIRIER EiX, iy ©F /o 5F 3 M 1 1 01 B S 3% U P/f| ap R85
FRI<1-120>% | SRR AEE HRREER S — iR THREFEN | Pith it R EX RBIH T 881,

BT R B & 10sH ARPHRBIZEE (9 7R il

Switch (config)#ip device tracking probe delay 10

iE1Tshow ip device tracking all 5 5 AAFEFR EESBEL TE o

<ttroot>

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30

G obal | P Device Tracking Probe Delay Interval = 10


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP
Total number 1interfaces enabled: 1

Enabled interfaces:
Gil/0/2

2. BLEARPERAIN B ER

iE 1Tip device tracking probe auto-source fallback <host-ip> <mask> [override] i3 SLE RARPEAIR R IPHE s, AL ST , ARPIRAI
IPRFRZ0.0.0.0, MBEMAEVLANFH ZIREER N E(SV)WIPH N |, REWMRSVIKERE Pt , Blg B EFHE Xt

BT ;R4 <host-ip>Ei i %0.0.0.200,

Switch (config)#ip device tracking probe auto-source fallback 0.0.0.200 255.255.255.0 override

EX1.EREESVIFIP

EARMNED | ARAHITMABE 3B FH N HE (GigabitEthernet1/0/2)5% E T SVI IPHEdE ( vian1289IPiit ) |, FItEARPHREIAYRIPHb b
FikA192.168.10.254,

iE{Tshow ip device tracking al |65 55 LAFESR B BRIV ERE o

<tfroot>

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled

Probe source | P selection order: SVI, Fall back 0.0.0.200 255. 255.255.0

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP
Total number interfaces enabled: 1

Enabled interfaces:
Gil/0/2

EENaREED | BRARPHEIZ 5307 HGigabitEthernet/0/2/8i% — R



182 13:31:63.121397 3c:41:8e:4f:17:c1 IntelCor_15:84:ch
183 13:31:03.1216088 IntelCor_15:84:ch 3cid4l:@e:4fi17:cl
123 13:31:33.886355 3c:41:0e:4f:17:cl IntelCor_15:84:cb
124 13:31:33.806582 IntelCor_15:84:ch 3ci4l:Be:4f:17:cl
144 13:32:01.534263 3c:4l:8e:4f:17:cl IntelCor_15:84:ch
145 13:32:01.534377 IntelCor_15:84:cb 3c:4l:8e:4f:17:c1
163 13:32:38.386323 3c:41:0e:4f:17:cl IntelCor_15:84:cb
164 13:32:30.386325 IntelCor_15:84:ch 3cid4li@er4fi17:cl
182 13:32:59.184148 3c:41:0e:4f:17:cl IntelCor_15:84:cb
183 13:32:59.184318 IntelCor_15:84:cb 3c:4l:8e:4f:17:c1

ARPHRAI

EEROHEEYT |, ERARPEAIMN X T IPHi 5192.168.10.254 |

M Wireshark - Packet 102 - pciPassthrud

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

68 Who

68 192.

6@ Who

68 192.

6@ Who

68 192.

68 Who

68 192.

6@ Who

68 192.

EERSVI (vian 12)83IP,

has

168.

has

168.

has

168.

has

168.

has

192.168.18.18?

18.1@ is at b4:

192.168.18.18?

18.18 is at b4:

192.168.18.187

10.10 is at b4:

192.168.18.18?

18.1@ is at b4:

192.168.10.1687

.18.10 is at b4:

Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:

168.18
84:ch
168.18
84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

.254

.254

254

254

254

¥ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPw4 (8x@388)
Hardware size: 6
Protocol size: 4
Opcode: request (1)

erge Fil gdare H 47 e 4

sender IP address: 192.168.18.254

Target IP address: 192.163.18.18

ARPHRBIHY FE 40 E B

EBR2KREBSVIHIP

EARED , ARARPEAIN B #2192.168.10.10/24 , R KREFESVI IPHt , BIRIPHHE%192.168.10.200,

MIERSVIRY I PHE 3L,

Switch (config)#int vlan 12
Switch (config-if)#no ip address

i 1Tshow ip device tracking al |6 5 LARESR B BRIV EL E

<tfroot>

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled

jcl (3ci4l:@e:af:l7:cl)

Target MAC address: IntelCor_15:84:cb (b4:96:91:15:84:ch)

Probe source | P selection order: SVI, Fall back 0.0.0.200 255. 255.255.0

Frame 182: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:4l:8e:4f:17:cl (3c:41:8e:4f:17:c1), Dst: IntelCor_15:84:chb (b4:96:91:15:84:ch)



192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number 1interfaces enabled: 1
Enabled interfaces:
Gil/0/2

EERSHEYT |, BERARPEE R &30 HGigabitEthernet1/0/28% — X,

176
177
196
197
217
218
238
239
257
258
278
279

13

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

=50
39:
39:
39:
39:
39:
4a:
4a:
4
4a:
41:
41:

ARP#FRAI

EEROEESR | ERARPHAINERX S Pl 2 FikA192.168.10.200,

M Wireshark - Packet 176 - pciPassthrud

180.
8a.
290
29.
58.
58.
27.
27.
57.
57.
27.
27.

167788
167975
131512
131616
724683
724858
746620
746784
248571
248782
193284
193419

3ci4l:ge:4f:
IntelCor_15:
3c:4l:0e:4T:
IntelCor_15:
3c:41:8e:4F:
IntelCor_15:
3ci4l:ge:4f:
IntelCor_15:
3c:4l:8e:4F:
IntelCor_15:
3c:4l:ge:4f:
IntelCor_15:

17:
84
182

17

a4
182

17

a4
182

17

a4
182

17

a4
182

17

84

82
ch

cb

ch

cb

cb

ch

IntelCor_15

3ci4l:@e:af:
IntelCor_15:
3c:4l:8e:4T:
IntelCor_15:
3ci4l:@e:af:
IntelCor_15:
3c:4l:@e:4T:
IntelCor_15:
3c:41:8e:4F:
IntelCor_15:
3cid4l:@e:af:

184
17:
a4
17:
84
17:
84
17:
a4
17:
a4
17:

ch
82
cb
82
cb
82
ch
82
cb
82
ch
82

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

68 Who

68 192,

68 Who

68 192.

68 Who

68 192.

6@ Who

68 192.

68 Who

68 192.

68 Who

68 192,

has

168.

has

168.

has

168.

has

168.

has

168.

has

192.168.18.182

18.18 is at b4:

192.168.10.187

18.18 is at b4:

192.168.16.182

18.18 is at b4:

192.168.18.187

10.18 is at b4:

192.168.18.182

16.18 is at b4:

192.168.18.182

.18.18 is at b4:

Tell 192.168.1@.20@

96:91:15:
Tell 1a2.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

168.18.

84:ch

Frame 176: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:41:8e:4f:17:82 (3c:41:8e:41:17:82), Dst: IntelCor_15:84:cb (b4:96:91:15:84:ch)

Protocol
Hardware
Protocol

% Address Resolution Protocol (request)
Hardware

type: Ethernet (1)
type: IPv4 (@x2380)

sizre: 6
size: 4

request (1)

Sender MAC address:

Sender IP address: 192.168.18.280

Target MAC address: IntelCor 15:84:ch (b4:96:91:15:84:ch)
Target IP address: 192.168.18.18

ARPHRBI Y FE 40 E B

3. SR FIZ A1 PEE B IR it

iE1T ip device tracking maximum O #LAE 1P E R,

3c:41:@e:47:17:82 (3c:41:8e:47:17:82)



AR ESTATREEERIPEERK K MEARMNIVHBERFIAE.

Switch (config)#int g1/0/2
Switch (config-if)#ip device tracking maximum O

B 1Tshow ip device tracking all %+ A HEER GigabitEthernet1/0/2 L | PEE & BR BE RO IR BE

Switch #show ip device tracking all
Global IP Device Tracking for clients = Enabled



Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface Probe-Timeout State Source

Total number interfaces enabled: 1
Enabled interfaces:
Gilo/2

BFEIPDTEBRIE


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html
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