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certs-api-controller mecensas 2
Certificates 2
fapifvl/carts /certificate-signing-request Gel all ConiScate Signing Requests from PAN v B
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~

fapifvlfcarts/certificate-signing-raquast/{hostlama}/{id} Getthe carificate signing requast for a ghvan ID —

m fapifvlfcarts jcartificate-signing-requast/{hostName}/{id} Delese the cerificate signing request for a ghen 1D —
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<ttroot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name__=="_main

url ="

https://10.106. 33.92/ api/vl/certs/systemcertificate/l SE- DLC- CFMEO2- PSN

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}



basicAuth = HTTPBasicAuth(
"Api Admi n", "Adm n123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())
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Return Code:

200

Expected Outputs:

{'response’: [{'id": '5b5b28e4-2a51-495¢-8413-610190e1070b', ‘friendlyName': ‘Default self-signed saml server certificate - CN=SAML _ISE-DL C-CFMEQ

RIDEUS B EEMHNRBEBE

LAPIRBIEEN EHE MIDRUBED RN RRIENFEE
B1L  APIFIURKREERR,

&II{

[¢]

F*E g
https://<ISE-PAN-IP>/api/v1/certs/system-

URL certificate/<ISE-Node-Hostname>/<ID-Of-
Certificate>

B £ FlOpen APIIR F B %

= $£% : application/json

= Content-Type : application/json

828 BERGEENEIRENDEAANBRERS EHHEFENURL,



Cisco ISE API - Certificates ™ “®

Servers
| MIEpE:N10,106,33.92:44240 - Infurred U~

certs-api-controller e cers am R

~
fopifvifcerta/certificate-aigning-requeat Gelall Cenificate Signing Requests from PAN v -
FapisvLfenrts certificate-signing-request Ganese a Cotiicate Skning Request (CSR) v
Sapifvlfeerts  certifieate-signing-request/{hosthame ]}/ {1d} Gt cerifcass signing reguest for a gives ID v
IEEEE0) /5vi/o1/certs/cartiticate-signing-request/{hosthame}/{id} Diisls the catifcats sigeing regqaist or s ghosn 1D v 8
fapd/vifcerts/certificate-signing-request/export/{hostnane}/{id} Expon a CSR i a ghven CSRID and hegtname E -
fapifvlfcerts/certificate-signing-request/internediate-ca Geneas an intemedan CA CSR (corticaty sigaing request) v o

Jopdivifenrts/ise-root-ca/regenarate Regeneate entie insemnal CA contifcato chain including ot CA on the primary FAN and subcedinate CAS on the PSNs (Applicabie only for internal CA sendce) s Il
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[ GE1 Japi vl eerts  systen-cortifiente/ {hosthame)/{id )I-:u-: syt contiScate of a particular nods by ID Al
This AP provides details of 3 sysiem certificate of a parcular node Bassd on gven hostrame and 15

AP| URI

F3F : LT RPythonRIEH R, BRI AR, BHISE IP, FRAEZEBNEER. ZTFAEH
THpythonfE =X,

HERISEEZIE TpythonNTF R AIM R B 2 MR 1F RITFAVER.

<ttroot>

from requests.auth import HT TPBasicAuth import requests requests.packages.urllib3.disable_ warnings() if __name__ =="__main_ ":url ="

https://10.106. 33. 92/ api/vl/ certs/systemcertificate/l SE- DLC CFMEQ2- PSN 5b5b28e4- 2a51- 495c- 8413- 610190e1
" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

" Api Admi n", "Admi n123"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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Return Code:
200

Expected Outputs:
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<tfroot>

from requests.auth import HTTPBasi cAuth import requests requests.packages.urllib3.disable warnings() if _name__=="_main__":url ="
https://10.106. 33. 92/ api/vl/certs/trusted-certificate

" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

"Api Admin", "Adm nl123"




) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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Return Code:

200

Expected Outputs:

{'response’: [{'id": '147d97cc-6¢e9-43d7-9928-8cd0fa83e140', ‘friendlyName': 'VeriSign Class 3 Public Primary Certification Authority’, 'subject: 'CN=Ver
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<#root>

from requests.auth import HTTPBasicAuth import requests requests.packages.urllib3.disable warnings() if _name__=="_main__":url ="
https://10.106. 33. 92/ api/vl/certs/trusted-certificate/147d97cc- 6ce9-43d7-9928- 8cdOf a83e140

" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

" Api Admi n", "Admi n123"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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