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oAgentlesswWind.. 5.0.529.0 2023/05/17 23:11:: With CM: 4.3.2868.6145
ve Supplicant Pro... Not Applic... 2016/10/06 15:01: Pre-configured Native S...
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Clsco R TEREWin dow i TN for Windows With GM: 4.3.4
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Dear User,

We regret to inform you that your recent attempt to
complete the Agentless flow has failed. This process
is crucial for your seamless interaction with our
system, and its failure may affect the functionality and
services you can access.

Thank you for your attention to this matter. We
apologize for any inconvenience this may have
caused.
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(a ™ i =
(& Protocol and Pons ) (® Tcp)
@ Action O upp
@ Profile
Al Does this rue apply to al local ports or specic local pors?
O Al local ports
s ™
@® Specific local ports:  [5569] ||
L Example: 80, 443, 5000-5010 J
ook [T ]| el
T A |
=
1 E 8
B3G-ERF-REANESRT—FT :
ﬂ Windows Defender Firewall with Advanced Security on Local Computer Inbound Rules Actions
2 IS&‘::L::‘"::“ Name Group Profile  Enabled  Action  Ove ™
s
¥y Connection Security Rules @ @FirewallAP1.dIl,-80201 @FirewallAPLdIl,-20200 All Yes Allow Ne &3 NewRule...
> M, Monitoring i @FirewallAPLAIl -20306 @FirewallAPLdll -80200 All Ve Allow No Profil
& New Inbound Rule Wizard X
fy State
Action ly Grouy
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps: n
@ FRule Type What action should be taken when 2 ction matches the specified conditions? List...
@ Protocol and Ports e ™
— |@ Allow the connection
o m/ | This includes connections that are protected with [Psec as well as those are not.|
@ Profle ) '
. () Allow the connection if it is secure
@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.
Customize... |
() Block the connection
ST I =
. bl |

B



F45-HEBHEET , EPDomain. PrivatefPublicBREN A1 , A%IR—TNext :

i e et v A ey on o oo -
: m‘:ﬁ::}u;:ﬂ Name Group - Profile  Enabled  Action  Ove” || Inbound Rules
B Connection Security Rules @FirewalIAPI.dil -80201 @FirewallAPL.dll-80200 All Ves Allow  No ||gd NewRule.

» B, Monitoring 3 G FirewallAPLdll -80206 @FirewallAPLdIL-80200 All Yes. Allow No iy Pro
ﬂ Mew Inbound Rule Wizard x
ly Stat
Profile ly Gro
Specify the profiles for which this rule applies.
Steps:
@ Rule Type When does this rule apply? List...
@ Protocol and Potts
I
@ Action [ Domain
& Profie) Applies when a computer is connected to s corporate domain.
; Na'ne. Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[ Public
Applies when a computer is connected to a public network location._
\
T e ==
O
BRERE
= P = .
FESH-ERBT , BARAETE , fla0AFFEIE5985 LEAPower Shell , REBE—T MK :
&3 Inbound Rules A § . 7
&3 Outbound Rules Name Group Profile  Enabled  Action  Ove* || Inbound R
Py Connection Security Rules @ @FirewallAPI.dll 80201 @FirewallAPL.dlL,-80200 Al Yes Allow  No| || g3 NewF
» B Monitoring {0 @FirewallAPLdIl -80206 @FirewallAPLdIL-80200 All Yes Allow _ No
@ New Inbound Rule Wizard X
Name
Specty the name and description of this rule.
Steps:
@ Rule Type
# Protocol and Ports
@ Action ) )
@ Profie (Nome: I
" | [Alow PowerShell Port 5985 |
Doscick gional)
p— —————,
D | =




Shell B AN E FinBIRSN AR B A it EESFF

ShellBANEFinBBRLSASEAHERSHFTH, ERIRERAEHEHENTE  FREUTIR

EWindowsGUIF | X TERTE (Settings) > "EIEE T, (Computer Management) > " Zx#th{ F & F#H 1 (Local Users and Groups) > ©
FEAE L (Users) > MEIEFEAEIRS L (Select the User Account)(EZAflH , |MAEIRFEED) > "IRERIKE (Member of) , lRE %
ZAEBAdministratorsil,

@

File Action View Help

oo 2@ XE | HEE
A Computer Management(Loca\. Name

v i System Tools %, Administrator Built-in account for administering... Users -
@ Task Scheduler

Full Name Description Actions

Event Viewer ? 29:’“:::" - Agentless Properties ? X More Actions »
efaultAccoun
@l Shared Folders E“.G . o : —— "
v (B Local Users and Groups 3 Dues ) General |Member U1} Profile 9
Users B NotAdminAgentless More Actions »

- Member of:

] Groups B posture  rmr——
= o il # Administrators
(R) Performance E&,WDAGUtllltyAccount E s

A Device Manager
v 2 Storage
== Disk Management
_-:-, Services and Applications

Changes to a user’s group membership

Remove are not effective until the next time the

user logs on.

OK Cancel Apply Help

A3 B IR S R AR
FEEBRFEWINRM EERER

RS EE5985 L BHTTPELEWIinRMEERR :

C: \Windows\system32> winrm enumer ate winr m/config/listener Listener Address=* Transport = HTTP Port = 5985 Hostname Enabled
= true URLPrefix = wsman CertificateThumbprint C: \Windows\system32>

R Power Shel I3E i BR EEWinRM

BEBRBETETECEEAHBME , FITUTISR

# Enable the WinRM service Enable-PSRemoting -For ce # Start the WinRM service Start-Service WinRM  # Set the WinRM service to start
automatically Set-Service-Name WinRM -StartupType Automatic

AR



C: \Windows\system32> Enable-PSRemoting -Force WinRM is already set up to receive requests on this computer. WinRM has been updated
for remote management. WinRM firewall exception enabled. -Configured Local AccountTokenFilterPolicy to grant administrative rights

remotely to local users.

C: \Windows\system32> Start-Service WinRM

C: \Windows\system32> Set-Service -Name WinRM -StartupType Automatic
Powershel % ARV7.IREBRAE . FFHLEEBCURL vI.AHEFIRA
I 1EWindows L& Power ShellflcCURL B A
BAREEANZBEERETHPowershel ; cCURLHA RS TMAERERXZREE !
IETEMEPower Shell AR

5 Windows :

1. Open Power Shell :

SHWin + X, $R7%1Z#ZWindows PowerShell 2 Windows PowerShell (Admin)o
2. B{THT : $PSVersonTable.PSVersion

- LS H R £ R EE Y Power Shel IF AR ZARFEHE o

EEMBCURL ARAE

£ Windows :

1 TRGSRRE :

HRWin+R, #Acmd , R#EE— TEnter,

24T S : curl —-version

WHETERRE RN CURLIRA,

EWindowsZ & L # 25 PowerShell flcURL iR Z4< 49 i

C: \Windows\system32> $PSVersionTable.PSVersion Major Minor Build Revision ----- ----- ====- ----- 7119041 4291
C: \Windows\system32>
C: \Windows\system32>

C: \Windows \system32>curl --version curl 8.4.0 (Windows) libcur1/8.4.0 Schannel WinI DN Release-Date: 2023-10-11 Protocols: dict file
ftp ftps http https imap imaps pop3 pop3s smtp smtps telnet tftp ftps http https Features: AsynchNS HSTS HTTPS-proxy IDN IPv6 Kerberos
Largefile NTLM SPNEGO SSL SSPI threadsafe Unicode UnixSockets c: \Windows\system32>



Hitbia R

SR EREEBESEEEEREIHETWINRMIELR | Set-Item WSMan:\localhost\Client\TrustedHosts -Va ue <Client-1P>

C: \Windows\system32> Set-Item WSMan:\localhost\Client\TrustedH osts -Value x.x.x.x WinRM Security Configuration. This command
modifies the TrustedHosts list for the WinRM client. The computersin the TrustedHosts list cannot be authenticated. The client can send
credential information to these computers. Are you sure that you want to modify thislist?[Y] Yes[N] No [S] Suspend [?] Help (default is"y"):
Y PSC: \Windows \system32> -

B 4-Authentication NegotiateF-Credential 5| {#test-wsman cmdlet 2B R IR B EWIinRMREM T A MEEMNEATE © test-

wsman <Client-1P> -Authentication Negotiate -Credential <Accountname>

MacOS

Power shell ¥ BRv7.1HESiRA. FRiGESEEBCURL v7.4EEARA :

fEmacOSLk :

1. PRI .

SE T TEApplications > Utilitiest # EI#& i

21T : pwsh -Command '$PSVersionTable.PSVersion



B -BEAEREPowerShelZ ir(pwsh), IREE , BALUEBHomebrew TR (EREBCRE
Himebrew ) : brew install --cask powershell

1EmacOSk :

1 AR :

JE T £ Applications > Utilities % 2I#& .
2HITHS : ourl --version

I T AERTRR L REMNCURLIRA,



HRMacOSE Fif , BiRISSHIYIE22 4 A TR BESA T F ik

B -

LB ARRIFRE

HEApplei B B i B System Preferences,

2 BAEREA

HEHA,

- i Remote L ogin35 18 MY R AT 2.,

FE4RAllow access for iBIAERERIEEHERERME, BIFAI usersRFEMac EEAARIRF WEAEREZEBSSHE A
3. BASEM AERE

MRBATHAE , BEERRE AFFSSHER.

B Z System Preferences > Security & Privacy > Firewall,

BER KNSRI R

BERBH I AFFEARemote LogingSSH, MRKRII | FR— TAddRE#(+)EITE M,
4EBRIHMARERIZE22 (MNBRE)

HApplications > UtilitiesT B Terminal EARER.

AE M pfetl i S & E R BH A SR B MG FE{R B 22 AT BAARAE : sudo pfetl -sr | grep 22
JNRIE22KRITRY | WA LAF B AN BILLSRFFSSH : echo pass in proto tcp from any to any port 22 | sudo pfctl -ef -
5. BIESSHERR :

R E AR BT A RISSHE F i,

- B A HIPHHHE R FImacOSE Fif - ssh username@<macOS-client-1P>

- 1RFERE A H IR S Bifusername , FimacOSE 5 i H9 | Pith 31t # #<macOS-client-1P>,
EiMacOS, FiEREsudoerSIERTEHULFE , WBRRIFELNBERRKN :
EEmMacOSKIRE  BABREERRETHNTHTRENEES S EREE,

VEFRM

- macOSE I L EE S F5 T A

BERRABRIRD T,



E#Sudoer SEEENS B
1. BRI -
ST £ Applications > Utilitiesd #% Bl#& i

2. #mEBSudoer SIE = :

AE Avisudodp © A R & fmEBEsudoersiE R, ERATHRRMEFERNSHRIEMF LR, sudovisudo

- RIBRTERAEEERR,

IEMHEERS :

FEVisudofRiERR T , EMIERERERERUNED . BEBRT , EREAERKELR.

AFTIBMREE

BT, AEENFERERFERER OSSR T & Tsecurity M osascriptdy < B FF AT #E -

NOPASSWD: /usr/bin/security, /usr/bin/osascript

-FAmacOSE I 8 #Y B E Al & & B E f<macadminuser name>,

5. ffFALRE -

SRR TERRERS (nano) , FBIRCH] + XIBH , RABRYEREN , REREnaBEERER.
CHNRERviRvim , FFREsc, 8A : wq , RBEEMeFFELEL.

6.ERFEE N

-REREREY , B NETEEEMsudost TRV BT, BHIRR :

<macadminusername> ALL = (ALL)

sudo /usr/bin/security find-certificate -a sudo /usr/bin/osascript -e 'tell application " Finder" to display dialog " Test"'

EFRTBAOSHTHTELS S,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



