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172.18.124.35128 172.18.124.154/128 10.32.50.50i24
Lol Al T 172.18.124.34128 | 172.18.124.157128
\ | > : e
PIX Internet Checkpoint Firewall
—= "cisco_endpoint” Router RTPCPVPN —
Network Network

192.168.1.X124 10.32.50.X24
“inside_cisco" "cpinside”

L

ANEEARGFETINEE,
PIXE &

Pl X Version 5.3(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane ci sco_endpoi nt

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol snmp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

nanes

access-list 115 permit ip 192.168.1.0 255.255.255.0
10.32.50.0 255.255.255.0

access-list 115 deny ip 192.168.1.0 255.255.255.0 any
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pager lines 24

| oggi ng on

no | oggi ng tinestanp

no | oggi ng standby

no | oggi ng consol e

| oggi ng noni tor debuggi ng

no | oggi ng buffered

| oggi ng trap debuggi ng

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

nmtu outside 1500

nmu inside 1500

i p address outside 172.18.124. 35 255. 255. 255. 240
i p address inside 192.168.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.36

nat (inside) 0 access-1list 115

nat (inside) 1 0.0.0.0 0.0.0.000

route outside 0.0.0.0 0.0.0.0 172.18.124.34 1

ti meout xlate 3:00:00g SA 0x80bd6alO, conn_id = 0
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server conmmunity public

no snnp-server enable traps

fl oodguard enabl e

!--- IPSec configuration sysopt connection permit-ipsec
no sysopt route dnat

crypto ipsec transform-set myset esp-des esp-sha-hmac
crypto map rtpmap 10 ipsec-isakmp

crypto map rtpmap 10 match address 115

crypto map rtpmap 10 set peer 172.18.124.157
crypto map rtpmap 10 set transform-set myset
crypto map rtpmap 10 set security-association lifetime
seconds

3600 kilobytes 4608000

crypto map rtpmap interface outside

!--- IKE configuration isakmp enable outside
isakmp key ******** address 172.18.124.157 netmask
255.255.255.240

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash sha

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet tinmeout 5

ssh timeout 5

terminal wdth 80




: end

[ K]

Crypt ochecksum dc43c44e4513d3633a3f c7b1c3802c79

L6t iPd

1. ARIKEMIPSectV R EFIRER MU EEME |

$5i121ZProperties > Encryption AR ER &= 2

HFRFREEPIXTARRE — M. PIXTERIKEEFZRKEA86400% ( =14407#E ) , @B T
R HEITIEH : isakmp policy # lifetime 86400PIX IKE4 778 A LA7E60%]1007'86400EL & -
PIXTEERIPSect K £28800% , BB T v S HEITIEH : crypto ipsec security-
association lifetime seconds #/&

A] LABLE 120-86400% BYPIX IPSecE 78,

ar

143

Change SKIFP Seszzion Key

Ever |'| 20 Seconds [0 for infinity)
Ewvery 110485760

Bytez [0 for infinity)

Henegaotiate IKE Securnty Azzociations eveny

5P allocation range [hex):

From

To

1440

Reneqotiate IPSEC Securty Azsociations every |EEEEIEI

Properties Setup
High &wailabiity | IPPoolMAT | Accesslists | Deskiop Security
Securty Policy ] Tratfiz Control ] Services ] Log and Alert ] Security Servers
Authentization ] S MDefender ] LDAF Encryption ConnectContral
SKIF Manual IPSEC

100

[it

mikLtes

zeconds

l
l
|

k.

Cancel

Help

2. 1##EManage > Network objects > New ( ZiEdit ) > Network , A EHEZEHAZE
("cpinside") R ELE Y R, ELEEPIXGTHFHNERE (¥ ) B —3 : access-list 115



permit ip 192.168.1.0 255.255.255.0 10.32.50.0
Metwork Properties

Gereral | MAT |

M arne:

P Address: [10.32.50.0 Get address |

Met bask: |255.255.255.0

Comment; Color: I ] 1r|

Location: Broadcast:
|7'f=' Internal & External |7'f=' Allowed ¢ Dizallowed

ak. Cancel Help

255.255.255.0
3. iZ#¥Manage > Network objects > Edit A fREEPIXE L is S RIS AR ( "RTPCPVPN, &
B ) RN R : crypto map name # set peer ip_addressfELocation~ , iZ#ZInternal, ¥

R Type , #EGateway, FEModules Installed T , ##HVPN-1 & FireWall-18E 5 |, [F 653
FManagement StationZxH 5 #2




Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
[ Flood(z ate-1 versmr 141 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help

4. i®##Manage > Network objects > New > Network , &PIX#& HE /Y 7\ EB("inside_cisco")# % Bl &
HR, EXLAREPIXSHAER (E—1E ) #82%—3 : access-list 115 permit ip 192.168.1.0
255.255.255.0 10.32.50.0



Metwork Properties

General | MAT |

M ame:

P Address: [192.168.1.0 Get address |

Met Mask: |255.250.2556.0

Caomment: Calar: I I 1r|

|' Lacation: |' Broadcast:

i Internal & Esternal % Allowed T Dizallowed

O Cancel Help

255.255.255.0

5. i###Manage > Network objects > New > Workstation , &#\Z8( "cisco_endpoint, )PIX#3E3
FgHR, EREALLSHTHPIXNME : crypto map name interface outside’s "uiE, T , i#
1 THAEB. . BRAType , EEFEGateway, EXK : TEZEAHVPN-1/FireWall-18xE 5 .




Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

M ame:
IP &ddress: |172.18.124.55 Get addrezs
Cornrment;
— Locatior: Type:
™ |nternal ©* External ’7 " Host % Gateway
— Modules Inztalled
[ WPM-1 & Firgt/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Werzir (4.1 [
I | Cormpression versmtn (4. |~

[T Management Station Color: I- vI

aFk. I Cancel Help

6. i###Manage > Network objects > Edit AR B & 2R 2 ( B4 "RTPCPVPN. ) VPNE
B, =5 , BEHM K ALETHRETBERERMEE (BA "cpinsides ) AF. &
Encryption schemes defined T , IBIZFIKE , A% 1% — T Edit.



Workstation Properties |
Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthEL|_'*|
— Domair: — Encmyption gchemes defined: ——

™ Walid Addresses(of Interfaces) ™ B=1 Manual IPSEC
& Other: r SKIP
. r @ FT
[T Esportable for SecuRemate Edit... |
= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help

7. EXDESMEMIKEB LR ELL T % : isakmp policy # encryption des

8. BIKEBME X ASHAIHZE , LIEIELL TS : isakmp policy # hash sha® LA FERIE : X
SEiZEAggressive Mode, iEH Supports SubnetsExEX 5 #, #EAuthentication Method T , i#
I Pre-Shared Secret@i#1E, LthiEHERLLIES —3K : isakmp policy # authentication pre-



Generall Interfacesl SHMP‘I MAT I Cerificates  ¥PN |.-i'-.uthE 11

KE Properties k >

General I
— Key Negatiation Encrpption Method(z): - — Hazh Method: —
[~ MDE

r CasT
r IDES IF SHaAT1

— Authentication Method:
W Pre-Shared Secret Edit Secrets. ..
[T Public Key Signatures [EGrfigure..,

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

share
9. #2— T Edit Secretsi% EFE L A £ LABEPIXar © — 3 : isakmp key key address netmask




Workstation Properties |

Generall Interface&l SHMF'I MAT I Certificates  WFM |.-'3-.uthE 1 | "I
I

IKE Properties h X
General |
Shared Secret
— Shared Secrets List:
Peer Mame Shared Secret

ciscoendpoint

mEEE

E di

Remove

Ok Cancel |

Ok, | Cancel | Help |

aF. | Cancel | Help |

netmask
10. i###Manage > Network Objects > EditEA#m#E "cisco_endpointy VPNE#. E£DomainT
, 1B1FOther , AR IBEPIXHE A ( BA"inside_cisco" ) » TEEncryption schemes
defined ~ , iBIZIKE , &A% — TEdit.




Workstation Properties |

Eenerall Interface&l SHMF'I MaT PN |

— Domairn: — Encryption zchemes defined: ——
" Disabled I = Manual IPSEC
" Walid Addresses(of Interfaces) W [
& Other; r SKIP
I% inzide_cizco j
I | Ezpartabie far Secutemate Edi... |
= rattic Eantrel g g
I | Titrrar irafhic: Eental Legais

aF. Cancel Help

11. BRIKEEHEDESME AR E LA T+ : isakmp policy # encryption des

12. BIKEBMERASHA1IHE , IRIE LI T4+ : crypto isakmp policy # hash sha® 2 A T &%
E : BUHZ##EAggressive Mode. &M Supports SubnetsZEEU 552, 1EAuthentication
MethodF , &+ Pre-Shared SecretZ U7, LLEHE FE LTS : isakmp policy #
authentication pre-



Generall Interfacesl SHMF‘I MNaT I Certificates  ¥FPM |.-'-‘-.uthE 11

KE Properties k by

General I
— K.ey Megatiation Encroption Method[z]: - — Hash Method: —
I~ MD3

r CAST
r IDES IF SHAT

— Authentication Method:
I Fre-Shared Secret Edit Secrets...
[T Public Key Signatures [Earfigune..

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel | Help |

share
13. ¥ — T Edit Secrets AR EFRH A MR EBLPIXa5 S : isakmp key key address netmask

IKE Properties X |

General |
Shared Secret

—Shared Secrets List:

Feer Mame Shared Secret

BTPCEVEN

HEHE

Edit

Remove

Ok Cancel |

Ok, Cancel | Help |

netmask
14. £ "SRKEEHREESS , REP , BA—FHE , HPRFMBEEH A Tinside_ciscoy M
cpinsides (#¥m@ )., Set Service=Any. Action=Encrypt#ITrack=Long.




15. £ "#R4E, BB T , B—T#HEMEncryptE R , A% I1ZIZEdit properties LAFL & I 2 R 1% .
[rity Policy - Standard | 459 Address Translation - Standard | EEF Bandwidth Policy - Standard |

16.

3/ RTPCPYPN - Check Point Policy Editor

File Edit Yiew Manage FPolicy “Wndow Help

H S A & By 2S5 5E 6 B EE g s P BEET &

5 Secuity Policy - Standaid |I§| Address Translation - Standard | FFF Bandwidth Palicy - Standard |

m Source

Service Action

| Destination

%‘ inside_ci=zco %‘5 cpinzice l ) ]
I . %‘ cpinzide % insice_cisco @ Any ﬁl‘ Encrypt Ej Long |.E o
1| | o]
For Help, presz F1 RTPCPVEN Riead \writa

Pt P Host

Pt P Host

Pt | dap-Servers

Pt | ogical-Servers

£8) Idap

*w |oad_agent

(o]

=i
8
i

% Cpinside

% inside cisco

—&' inzide_cisco

%‘ cpinsile @ Any '!r

i;’i desi-unresch
S EChO-reply
S echo-request
e Icmp-proto
S info-reply

EHP |nfe

S mask-reply

i _|_ Firmi
@ Any @ Ay E e ot hey |
EME pmmel pmei st el wl f
k

BEIKE , AR R — T Edit,

Enciyption Properties

General |

— Erncryption zchemes defined: —

- o

" I Manual IPSEC

™[] SHIP
™ [y Pz

ak. Cancel Help

17. 72 TIKEB ., &8 L, BduELEMY , SEENU TS HRHPIX IPSecE#i— 3 : crypto



ipsec transform-set myset esp-des esp-sha-hmacft "&Eif: T | BENFZ+ERTEBY
(ESP), MZEEEXERDES , ERTEMLERSHAT , T AFFHNEERAEE L AR
PIX#8E8 ( #84 "cisco_endpointy )., #®—T "OK), (HEE ),

IKE Properties Ed |

eneral |

Transfarm:
I}S &% Encryption + D ata Integrity [ESP)

i~ Data Integrity Only [4H)

Encryption &lgorthnn:

D ata Integrity

Allomwed Peer [ateway:

[T Use Perfect Forward Secrecy

aF. Cancel Help

18. BLEREH % , 7ECheckpointi®#E HiEZPolicy > Install A £ 88 e £ 3K,

debug. showHlclearis

AEHRHENEATRARERENEERE EEER.
WHEZFITS(EHERTFER) XEE Eshowin T , It TEAJREM R showds & H Y 5 4.
B HdebuglE w28l , FFL2HBMDebuglE THEERMA,

Cisco PIX Bf X i

- debug crypto engine — B R EBHTNEMBEZNINZ S| ZHRBEHE R
- debug crypto isakmp — BB EIKEEHHEE.

. debug crypto ipsec — #RIPSecE#,

- show crypto isakmp sa — R ¥ &8 F AT A ERIIKEZ £ BH(SA).

- show crypto ipsec sa — R E T T2 BB E AN E.

. clear crypto isakmp sa — ( RELEE ) BRATE BB IKEELR,

. clear crypto ipsec sa — ( {EELEE ) MIBRATEIPSecR £ BE

BnEy:

HRAESBRI4ATARN "RERE=SR, BEDS TREE, REA "Ry, it "EFE®mERSRL P
e R EERNRE, BRI AN T SERNEFMBE

C:\ W NNT\ FW\ 4. 1\ f wst op
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C\WNN\FW\ 4. 1\ fwd -d

EZ—REP

C:\WNNT\ FW\ 4. 1\ fwst art
X

g & —{EMicrosoft Windows NTZ& g,
B L ERAUL TS ERRER EHSA:

(aif

fw tab -t IKE_SA_table -x
fw tab -t ISAKMP_ESP_table -x
fw tab -t inbound_SPI -x
fw tab -t ISAKMP_AH table -x

It 7£Are you sure [E1 Zyes?HzE R

REREDE AR

RERENEA TR NG EEE TR,

 Fcg
EERES E N MR E S @A B0 AN B AL HREEN R GBS L

Bo WMRPIXERMMBACLAKREE A PUE | E'Jﬁﬁ—fﬁlé?ﬁ'iﬂﬁo flan , R A%10.0.0.0 /245110.0.1.0
RANAEIRREESSEERES , RIS EM#%410.0.0.0 /23,

PIXHY R4 8 H = 45

ci sco_endpoi nt# show debug
debug crypto ipsec 1

debug crypto isakmp 1
debug crypto engine

debug fover status

tx Of
rx Of
open Of
cabl e O f
t xdnp O f
r xdmp O f
ifc O f
rxip O f
txip O f
get Of
put Of
verify Of
switch Of
fail O f
frsg O f

ci sco_endpoi nt# term mon
ci sco_endpoi nt #



| SAKMP (0): begi nning Quick Mdde exchange
M I D of 2112882468: 7df 007241 PSEC( key_engi ne):
got a queue event..

| PSEC(spi _response): getting spi 0x9d71f29c(2641490588) for SA
from 172.18.124.157 to 172.18.124.35 for prot 3

70

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.35

QAK_QM exchange

oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payload. nessage |ID = 2112882468

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SAlife duration (VPI) of 0Ox0 0x46 0x50 O0xO0
| SAKMP: aut henticator i s HVAC SHA

| SAKMP (0): atts are acceptabl e. | PSEC(val i dat e_proposal _request):
proposal part #1
(key eng. msg.) dest= 172.18.124.157, src= 172.18.124. 35,
dest _proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

| SAKMP (0): processi ng NONCE payl oad. nmessage | D = 2112882468

2112882468
2112882468map_al |l oc_entry:

| SAKMP (0): processing | D payl oad. nessage ID
| SAKMP (0): processing | D payl oad. nessage ID
allocating entry 3

map_al loc_entry: allocating entry 4

| SAKMP (0): Creating | PSec SAs
i nbound SA from 172.18.124.157 to 172.18.124. 35 (proxy
10.32.50.0 to 192.168.1.0)
has spi 2641490588 and conn_id 3 and flags 4
lifetinme of 28800 seconds
lifetime of 4608000 kil obytes
outbound SA from 172.18.124.35 to 172.18.124.157 (proxy
192.168.1.0 to 10.32.50.0)
has spi 3955804195 and conn_id 4 and flags 4
lifetinme of 28800 seconds
lifetime of 4608000 kil obytesl PSEC(key_engine): got a queue event...
IPSEC(initialize_sas): ,
(key eng. msg.) dest= 172.18.124.35, src= 172.18.124. 157,
dest _proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 28800s and 4608000kb,
spi = 0x9d71f 29¢(2641490588), conn_id= 3, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. msg.) src= 172.18.124.35, dest= 172.18.124. 157,
src_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 10. 32. 50. 0/ 255. 255. 255.0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 28800s and 4608000kb,
spi = Oxebc8c823(3955804195), conn_id= 4, keysize= 0, flags= 0x4



return status is | KMP_NO ERROR2303: sa_request, (key eng. mnsg.)
src= 172.18.124. 35, dest= 172.18.124. 157,

src_proxy= 192.168. 1. 0/ 255. 255. 255.0/0/0 (type=4), dest_proxy=
10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

prot ocol = ESP

transforne esp-des esp-sha-hmac , |ifedur= 28800s and 4608000kb
spi = 0x0(0), conn_id= 0, keysize= 0,

fl ags= 0x4004

602301: sa created, (sa) sa_dest= 172.18.124.35, sa_prot= 50, sa_spi=
0x9d71f 29¢c(2641490588),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 3

602301: sa created, (sa) sa_dest= 172.18.124. 157, sa_prot= 50, sa_spi=
Oxebc8c823(3955804195),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 4

ci sco_endpoi nt# sho cry ips sa

interface: outside
Crypto map tag: rtpmap, local addr. 172.18.124.35

| ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer: 172.18.124. 157
PERM T, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: O #send errors 0, #recv errors O

| ocal crypto endpt.: 172.18.124.35

renote crypto endpt.: 172.18.124.157

path mu 1500, ipsec overhead 0, nmedia ntu 1500
current outbound spi: 0

i nbound esp sas:
i nbound ah sas:
i nbound pcp sas:
out bound esp sas:
out bound ah sas:
out bound pcp sas:

| ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.32.50.0/255.255.255.0/0/0)
current _peer: 172.18.124. 157

PERM T, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed
#send errors 1, #recv errors O

| ocal crypto endpt.: 172.18.124.35, renote crypto endpt.: 172.18.124.157
path mu 1500, ipsec overhead 56, nmedia nmtu 1500

current outbound spi: ebc8c823

i nbound esp sas:



spi: 0x9d71f29c(2641490588)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 3, crypto map: rtpnap

sa timng: remaining key lifetime (k/sec): (4607999/28777)

IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: Oxebc8c823(3955804195)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 4, crypto map: rtpnmap

sa timng: remaining key lifetime (k/sec): (4607999/28777)

1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:
out bound pcp sas:

ci sco_endpoi nt# sho cry is sa
dst src state pendi ng
172.18.124. 157  172.18.124.35 QM I DLE 0
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