EASTAEZER NEEEZEFHE
B 8%

IPSEC#R#E
SRR ES R

Internetfh 5 &

RA-VPNIRE

CLAP-BAP ZTNA Escenario
ELE R

R E (IKEV2)
R EE2(IPSEC)

SRl

fEr
AR BOAEDETAML RS YA ERERL A,

AR
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AERTNEARRE

« FirepowerZEIEH /7.2

* FirepowerB &PHE7.2

. ZEFHME
 Cisco®£& A& mwm — VPN
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) BVHERERRE) . MRIEHEEREFT | FRARCHEAETAESTRERNTE,

HRAR


https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks

Secure Firewall
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BERRGt T 229 , TREBNEHERFNERENLEEANGE, CERBLEMERED
InternetfVEfR. ERBEBERZERZREFZNEERN , AL A EREBRESBEA
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Internet Access Traffic ——

T P
Private Apps Traffic —— INTERFACE |
PrimaryWAN 192.168.30.5
PrimaryVTI 169.254.2.1

SecondaryWAN | 192.168.0.202
SecondaryVTI 169.254.3.1

LAN
192.168.10.0/24

RA-VPN Pool

=——7 Secure 192.168.50.0/24
_'_: Access w

= ZTA Network
' SecondaryVTI // \“305400/10

ZTA RA-VPN

T

axX AE

EZEFHEFEEVPN

BMINEEER 2258

2 overview Overview
Thvis Croervidrw clsshDonnd clisplis S1MUS, UESQe, SNd Nesth Metncs. for your organization. Use this information 1o sodress security thieats Bnd monilor Syatem usage. Help O
&
Rescurces Data Transfer
' Secune TOTAL USAGE
L= Moar 69.52 MB Total traffic B — Branch
725.98 MB " Decrasse (st days)
o d a
16.45 MB Received a
CA " 35,39 MB “u Decrense (st 7 days) w
—a Browser-based ZTHA
53.07 MB sent .
690,58 MB “u Decramss st 7 diys) i . I
Select All

d g‘t — T Connect > Network Connections

* FENetwork Tunnel Groups N , 3 — T +Add


https://login.sse.cisco.com/

B Overview

Network Connections

Manage connections between your data centers and SSE

B  Experience Insights

v 1 2 Essentials

Cannector Groups 3 | Netwark Tunnel Groups

Network Connections

$:.  Resources 0 0
Waming £ Connected @
1 Secure Users and Groups
I~ Menitor s
End User Connectivity
b5 @ framiwark for establishing tunnel redund. and high
@ Admin the hubs within a network tunnel group o secwrely control

1 private resources. Help

A workflows

w ] 11 Tunnel Groups

qC -]

IC

Hetwork Tunnel
Group Center

Secondary
Tunnels

Primary Hub Data Secondary Hub Data

Center

Primary

Status Region Tuhnsls

« Configure Tunnel Group Name,Region®lI Device Type

° :Ef_-F Next

@ General Settings

@ Tunnel ID and Passphrase

@ Routing

@ Data for Tunnel Setup

General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure
Access, and choose the device type this tunnel group will use.

Tunnel Group Name

[ Secure Firewall ]

Region

l Europe (Germany) w ]

Device Type

[FTD v]

Cancel

* BEi&E Tunne 1D FormatFll Passphrase

* :Ef_—FNext

@ General Settings

@ Tunnel ID and Passphrase |

@ Routing

@ Data for Tunnel Setup

Tunnel ID and Passphrase

Caonfigure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format
@ Email

Tunnel ID

IP Address

[ securefirewall @ | @<org><hub>.sse.cisco.com

Passphrase

Show &

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

Show & ]

Cancel

- REERR LERERFEBRREHRIBEEREN P SEE R FH



¢ —Tsave
Routing option

@ Static routing
Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges

Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

B—TERNsae "BEENA, &, BREF N —PHIMEEEEM. Configurethetunne on Secure Firewall.

. Data for Tunnel Setup
@ General Settings

Review and save the following information for use when setting up your network tunnel devices. This is the only time that

your passphrase is displayed.
@ Tunnel ID and Passphrase

Primary Tunnel ID: securefirewall_sse.cisco.com &
@ Routing

Primary Data Center IP Address: 1815614574 4
H i I .CisCo. j
@ Biatalion TunriciGelug Secondary Tunnel ID securefirewal I_sse cisco.com  (J
Secondary Data Center IP Address: 31204523 O

passphase: I

Download CSV
<

ERE/AME LEEREE
REBENE

HURHP  SEAZ2BAB ENERBENE(VT)EBRERLBE ; Fd , FEBBAT
, BEWEISP , MREP—EISPEREKE , RMFLEEHA,

JTHE y=:h =)




FEWAN FERBFMBEWAN

EBIWAN B B BR BB WAN
PrimaryVTI A LS R 2 1818 X Elprincipal Internet WANZ £ 555
HBIVTI B LS 7 B 38 1B 3% Bl secondary Internet WANZ £ 55

Mz 1. EEmFERERARAE DB FFRER H Primary or Secondary Datacenter 1P, F BERX I’
[E[SESER



MiEE : 2MRENHEEETECMP , AIRFZN INVE[FERS , B EAmERE

Primary or Secondary Datacenter |Po

BiIFE S , KM BErPimaywANF] | secondaryWwANAEEFELEREBIVTISN Ho
%ﬂﬁﬂ f’fﬁﬂ’f} Firepower Management Center > Deviceso

. BIBHRWFTD
. igglnterfac&s

Interface Logical Name Type Security Zones MAC Address (Active/Standby)

» Diagnostic0/0 diagnostic Physical

» GigabitEtharmnat0/0 SecondaryWAN Physical SecondaryWAN

®# GigabitEthernetDf1 LAN Physical LAN

# GigabitEtherne10/2 PrimaryWAN Physical PimaryWanN

* E—-F Add Interfaces > Virtual Tunnel Interface

IP Address

192.168.30.5/24(Static)



Add Interfaces ¥

Sub Interface

Redundant Interface

Bridge Group Interface

Virtual Tunnel Interface
VNI Interface

- RET—EEARETHE




Add Virtual Tunnel Interface

General Path Monitoring
Tunnel Type
® Static

Name:*

»* Enabled

Description:

Security Zone:

Priority:

o

Tunnel ID:*

Tunnel Source:*

Select Interface

IPsec Tunnel Mode:*

s |Pyd IPvE

<Valid IPv4 address=/<Mask=>

Edit Virtual Tunnel Interface

General Path Menitoring

Tunnel Type
s Static

Name:"
Primany\/TI
¥ Enabled

Description:

Security Zone:
SIG
Priority:

o

Tunnel ID:*

Tunnel Source:™

GigabitEthernet0/2 (PrimaryWAN )

IPsec Tunnel Mode:*

* IPvd IPvE

* Name:@ﬂﬁ—1%ﬁ , E?(%ﬁmﬁﬁ PrimaryWAN interface
® Security Zone:1§E_|'L}{E*§ﬁﬁﬁ%—5&urity20ne1Sﬁé ) 1&%%3‘5%%%%%

®* Tunnd ID ZEEE|D¥519_1§£:T:

® Tunnel Source ZEEPrimaryWAN interfaceiﬁiggfl\ﬁﬂggﬁﬁ ﬁi/A\FH IP
* 1Psec Tunnel Mode I 121 pvalt Bit B MRS P B B IS0 R A BX HIP

192.168.30.5




Mzt : EAVTINE , XEFEATARENIPAI  MREERMEVTINE , BIaTLUE
169.254.2.1/30 A primaryvTI A , #$169.254.3.1/30 A SecondaryvTI FA o

2%, BEEHITHRNERE  LEEAVTIEUTRAMME THERE , Biit , BRFET—EE

SecondaryWAN interfaceSR :

Interface
» Diagnostic0/0
» GigabitEthernat0/0
Tunnal2
# GigabitEthernet0/1
@ GigabitEtherne0/2

Tunnell

Logical Name

diagnostic

SecondaryWAN

SecondaryVTl

LAN

PrimaryWanN

PrimanyvTl

HLRHF , ERABIPAOT

Type Security Zones MAC Address (Active/Standby) IP Address

Phiysical

Physical ‘SecondaryWaN

VTl SIG

Physical LAN 192.168.10.1/24(Static)

Physical PimaryWaN 9216 tatic)

vn SIG 9,254,2.1/30{St1atic)

VTl IPELE




BEEH IP |
PrimaryV/TI 169.254.2.1/30 169.254.2.1-169.254.2.2
WEHVTI 169.254.3.1/30 169.254.3.1-169.254.3.2
Be B ¥ Bh T H Y B REER

Eﬁ:%fﬁiﬂﬁ&condaryWAN interface E’Qi}’ﬁ,i%condary Datacenter IP Address , BEERETNERHOIPHREE

BREH, AAERAEE—(1)ETRE , FEURBHAKRZLE ; It FEEIPESEH.

AE  EEEWANEEZBEBEECMPRER , T EEEKMY ; WREBREECMP , AT
LXE;E:?:—F_io

E i ZE Device> DeviceM anagement




- R—TFTD#E
° gi—-F Routing

° 13% Static Route > + Add Route

Edit Static Route Configuration

Type:

e Choose the SecondaryWAN interface

SecondaryWAN v

(Interface starting with this icon | @signifies it is available for route leak)

Available Network + Selected Network

Q_ Search SecureAccessTunnel

192.168.0.150

192.168.10.153 Choose the Secondary Datacenter IP

any-ipv4
ASA_GW
CSA_Primary

GWVT1

Ensure that egress virtualrouter has route to that destination

Gateway

Outside_GW + Choose the SecondaryWAN Gateway

Metric:
1
1 - 254)
Tunneled: (Used only for default Route)

Route Tracking:

_I_

o Interface 1B IFE BYWANA TH




. Gateway'iggﬁﬁj]WAN%ﬁBg

o Sdected Nework: FTIE BB ER P OIPER TR  ERLFESRPEERER , B LUK EIEET
B3 , tnData for Tunnel Setup

o MericfEA—(1)

o oKE— TsaeliRFEN , RRETIE

Leaked from Wirual Router

EVTIEX THVPNE B AL L
EREVPN , SEER TR N

E_-F Devices > Siteto Site
B —TF +Siteto Site VPN

ERERRBLSER  LEEFHASPSEData for Tunnel SetupHIRHEMNEA,

Create New VPN Topology

Topology Name:*

SecureAccess

Policy Based (Crypto Map) e Route Based (VTI)

Network Topology:

Hub and Spoke

IKE Version:* IKEvl W IKEv2

Endpoints IKE IPsec Advanced

Node A
Device:* Device:*

FTD_HOME Extranet

Virtual Tunnel Interface:* Device Name*:

PrimaryVTI (IP: 169.254.2.1) SecureAccess

Endpoint IP Address*:
Tunnel Source IP is Private

18.156.145.74,3.120.45.23
& Send Local Identity to Peers

Local Identity Configuration:*

Email ID v

jairohome@8195126-615626006-




- HEER BNHZLHEESHBNER
1212 Routed Based (VTI)

i EE Point to Point

* IKE Version: 12 IKEV2

M5t : BESecure AccessBE R XEIKEV1,

£ TNodeAH] , BEEBRENTEIH



Device:*

F1D_HOME

Virtual Tunnel Interface:*

PrimaryVTI (IP: 169.254.2.1)

Tunnel Source: PrimaryWAN (IP: 192.168.30.5)Edit VTI

Tunnel Source IP is Private
w Send Local Identity to Peers

Local ldentity Configuration:™

Email ID

jairohome@

II. ::'_I!:I tll I:. |I-Ii L_'I- |I._.II

* DeviceIBIZEFTDEE
* Virtual Tunne Interface: 1% $% B2 4 B B9 PrimaryWAN InterfaceV T o

o EAHERENGH send Local I dentity to Peers
* Local Identity Configuration: 322 Email ID ( EFEHID ) , AERIED Bprrimary Tunnd IDData for

Tunnel Setup ( BRIERREMNEHR ) FRRHENEAESR

EERELEWERAR | rrimaryvTI 55+ Add Backup VTI E




Virtual Tunnel Interface:™

SecondaryVTI (IP: 169.254.3.1) » | +

source. SecondaryWAN (IF: T92.168.0.

Tunnel Source IP is Private
w Send Local ldentity to Peers

Local Identity Configuration:™

Email ID

jairchome@

* Virtua Tunné Interface: 1% & E2 #H B Y PrimaryWAN InterfaceV T o

* igqﬂgﬂflﬁii Send Local Identity to Peers

* Local Identity Configuration:iZ2fEEmail ID ( B FEHHID ) , REBIBIED BRsecondary Tunnel IDData for
Tunnel Setup ( BREREMNER ) FIRENERIEE

£ FNodeBH , BEE/RELLT 5| -



Device:*

Extranet

Device Name*:

SecureAccess

Endpoint IP Address*:

18.156.145.74,3.120.45.23

* Device:Extranet

* Device Name:JZIZ & #B LU AE Secure Accessi Al A B &,

* Endpoint IPAddr%ZIgﬁﬁw}mgﬂﬁi%?E%Ig , Datacenter | P,Secondary Datacenter IPj@}ﬂl«}{Eiﬁ
Data for Tunnel SetupF # X E

SERE , BBl EndpoinsiZ BISE X , R E T LLE 2| 5 BRIKE Configuration,
IKE#E RE

EfREIKES|IE , FE&E KE,



Endpoints IKE IPsec Advanced

Eke T, BEEGREBUTSIE :

Endpoints IKE IPsec Advanced

IKEv2 Settings

Policies:* |Umbrella-AES-GCM-256

Authentication Type: Pre-shared Manual Key

Enforce hex-based pre-shared key only

o Policies: #& A] LA A FEER AIUmbrellaBitumbrella-AES-GeM-25618 , 12 B LAAR 3% supported IKEv2 and IPSEC
Parameters

* Authentication Typeﬁﬁzﬁxﬁﬁ %@ﬁﬁ
* KeyH:Confirm Key#& A] LATE 25 B passphraseData for Tunnel SetupF R EIE A

ER%E , BB KeEEER , BESETLEZZEIPSEC Configuration,
IPSEC#H7E

EREIPSECEI® , 75— TIPSEC,

Endpoints IKE I[Psec Advanced



https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

Eipsec,  , BEEBRELLTEIE :

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals IKEvZ IPsec Proposals® #

Un‘ﬂ:’uh—ﬁEE—EEH—EEE

Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Lifetime Duration®: 28BOD

Lifetime Size: 4508000

* Policies: & A] LA{# A FEEZ I UmbrellaBitumbrela-AES GeM-256& , t A LAMR 3B supported IKEv2 and IPSEC

Parameters


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

MiEE : IPSECHREEHMEMAR,

TR , ENBEPsecERIER , RELAUERSREES R,

ERESHKSIH , FR-TEHK.

Endpoints |KE Advanced

T:I_:Advanced,-F ) 1@%2@3%&?%@& .



E ISAKMP Settings

IPsEs KE Keepalive:

Tin:] Thrashsokd: Seconds

r-!|:1r:.l IrrheErval; 7 Seooinds

Idertty Sent o Peers: n e T

Peer ldentity Validation: O not check

Enable MNofhcation on Tunned Disconnect

IKEv2 Security Association (SA) Settings

Cookie Challengs, CLREE e

* IKE Keepalive: B

* Threshold:10

* Retry Interval:2

* Identity Sent to Peers:autoOrDN
* Peer Identity Validation: T 25

Zfﬁ ) f@ﬂL;{%EigSaveDeploy *ﬂo



et : BoER LSRN AMEHRHEILAVPN,

Topelogy Name VPN Type Network Topology Tunnel Status Distribution IKEv1 IKEv2

Route Based (VTI) Point to Point v

2- Tunnels
Node A Node B
D VPN Interface VTl Interface

EXTRANET Extranet 3 4. (3.120.45.23) FID FTD_HOME Secon... (192.168.0.202) Seconda... (169.254.3.1)

EXTRANET Extranet 18.15... (18.156.145.74) FiD  FTD_HOME Primary... (192.168.30.5) Primary¥Tl (169.254.2.1)

%ﬁifﬁ , f@ﬂ"]ﬁEVPN to Secure Accessin VTI Modelﬁ?uﬁi , iﬁﬁf@ﬂl«}{ﬁiu%iconﬁgurePolicy Base Routingo



BL  BEUMEEER  fiER:FINREEEXIIREE ; WREMBERM , R&%
Bt EREHEEERRE.



AR REFEUR ENBEEBRERERFME

25N

AhfE R EEEC I8 77 R
E R R MR AER -

Interface Logical Name

# GigabitEthernet0/0 SecondaryWAN

# Tunnel2 SecondaryVTI

» GigabitEthernet0/1 LAN

» GigabitEthernet0/2 PrimaryWAN

# Tunnell PrimaryVT1

Type

E ]

VTl

Physical

Physical

VTI

Security Zones

SecondaryWAN

SIG

LAN

PimaryWAN

SIG

FOSMIDPDEREE X B IPseclE,

MAC Address (Active/Standby)  IP Address
192.168.0.202/24(Static)
169.254.3.1/30(Static)
192.168.10.1/24(Static)
192.168.30.5/24(Static)

169.254.2.1/30(Static)


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

[ 15

=
=

PrimaryVTI SIG

EEIVTI SIG

LAN LAN

Internetz5 5 5

EiRMUEEEPolicy Base Routing L EL BRI E ERWAEBRMERRE , £RFEERE —LHREA AN
RE£FBPHRELER  ILEBRBE-TELSESPUAERE-BE

MName Internet Access - SIG Action @ Allow | w B Logging ON IFy Time Range
Insert  into Mandatory e W Intrusion Policy | v
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Showing 4 out of 4 S Sources: 1 Selected Destinations and Applications: 1

aus LAN

s PimaryWAN FSd - 1 object

ita SecondaryWAN

3R Bl ¥ L aNInternetfV B RS |, FEAHIH BinternetfhsicR,
RA-VPNIRE

ERHRA-VPNEAEWBETI# , EFBRBERA- VPN L DB BER LETEE,



MiEE : EECERA-VPNaaSHERE , AIBBERE ERERAHK

W{AER VPN P 2

B fin 2|48 By Secure Access Dashboard

» ¥ —"F Connect > End User Connectivity
* E_-F Virtual Private Network
* T:I_:ManageIPPools—F ) ®—T Manage

End User ConnectiVity [ & Cisco Secure Client J

End user connectivity lets you defin

endpoints to Secure Access or to the internet. Help 7

e how your organization's traffic is steered from

Zero Trust Virtual Private Network Internet Security

Global FGDN Manage IP Pools

fb57.vpn.sse.cisco.com [ Copy 2 Ragions mapped



https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://dashboard.sse.cisco.com/

° 1%%51%5@/77(;@1:@ Endpoint | P Pools

EUROPE 1 P

Display Endpoint IP Pools Management IP

. Pools DNS Servers

Pop Name

192.168.50.0/24 | 192.168.60.0/24

Europe
(Gonmany) RA VPN 1 256 user 256 user House 174

Ch

connections connections

- BEEESIGTAFUEE , BEELAREHMEEPBRPEENACLT,
AR REE

R E R4 Secure AccessELEAFEACURSEERERERNERNIIEE , AIENEHRER A TeEm
TR :

Mame  Private APP Action @ Allow | B Logging ON Iy, Time Range
Insert  into Mandatory w W Intrusion Policy | w

O.__‘ Networks Applications Users URLs Dynamic Attributes VLAN Tags

Showing 27 out of 27 Selected Sources: 2 Selected Destinations and Applications: 1

Networks: Geolocations C ll : 2 Al Al

192.168.0.150 192.168.0.150 ~ 1 object B - 1 object

2 SIG
192.168.10.153 192.168.10.153

JET 1 object
s any 0.0.0.0/0,::/0 v ; __’_' o
any-ipv4 0.0.0.0/0

any-ipvé =0

Z B Al A FFIRERA-VPN1192.168.50.0/24FILANH R E ; IMRFE , JUEEES,
ACLELE
EAFRSIGEILANKIRHARE , BLAREMERIACLT , EHEPBRT I,

Entries (2}

Sequence  Action Source Source Por Dos or Destination Port Application

o Allow 192.168.10.0/24




CLAP-BAP ZTNA Escenario

BB ARIRCCNATEIE 100.64.0.0/10E EERMEL , AERFFInERZTARBBERERZTALH

=l B OF ik
AR EE

R EASecure AccessBlEAFERATURGBEREREZXNERNIIEE , BIEMNEHRRAIATaEM

TFIR :

Name ZTNA Access - IN Action | £ Allow

W Intrusion Policy

Applications Uisers URLs

Showing 27 out of 27

192.168.0.150

0.0.0.04O
any=ipvé /0
ASA_GW 192.168.30.1
CSA_Primary 15.156.145.74

GWVT1 169.254.2.2

LEHR B A EF 2 ZTNA CGNATEEE100.64.0.0/10%

ACLELE

EAFFEFACGNATHRSIGEILANEBRRE |

Name

ACL

Entries: (2)

Be & R RS SRR

EBiBSecure AccessiZE ¥ A E R MInternet@EHR |

, MERSREEREBE B R,

* gﬂﬁf: Devices > Device Management

- BELBIURKHBNFTDEE

w B Logging OM G Time Range | W Rule Enabled

| ; B Flle Policy

Dynamic Attributes WVLAN Tags

Sources: 2 Selected Destinations and Applications: 1

~ 1 object
- ~ 1 object

R LANEY TR 2 .

AR EFTEBACLTEHZEPBRT IR,

BB BBREERRA(PBR)EM KA



Version

~ Ungrouped (1)

(Y FTD_HOME Snort 3
192.168.0.201 - Routed

FTDv for VMware

° gi—-F Routing
° 13% Policy Base Routing
« E—T Add

Policy Based Routing
Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority

HEERP , CEEMERAFERUBHREIZEHBENNE , NEAEARA-VPNEREIRALEE
RETZLHEAHEREFRAERBERNZTAGBRHUERAESHRE

- 7ElIngress Interface T , EIFFTHEBIBSecure AccessEIXREM T :
Edit Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

o £ TIEERMFL (Match Criteria)l "8/ H . (Egress Interface) T , #— TAddBEER T —
fE5% -

Match Criteria and Egress Interface
Specify forward action for chosen match criteria.

Add Forwarding Actions Internal Sources
A

IP Address ) IP Address

169.254.2.2,169.254.3.2




* Match ACL:fRILACL , B LB ERMIZLHBNMEARR

Traffic to the destination 208.67.222.222

or 208.67.220.220 over DNS using TCP
or UDP will not be routed to Secure X REJECT

Access

Name

SSPT_FTD_ACL

Entries (2)

Traffic from the source
192.168.10.0/24 will be
routed to Secure Access

Action Source Source Port i Destination Port

Block

© Allow 192.168.10.0/24

Depends how you play with the ACL, you
can define how the traffic must be routed « ACCEPT

to Secure Access

 Send To:IEFZEIPHb 1iF
* IPv4Addresses IR A BEFAMEVTILFIEREZEZ30 T T —EIP; &7 LLE S BRVTI Interface

ConfigH
T IP GW
PrimaryVTI 169.254.2.1/30 169.254.2.2
EHEHVTI 169.254.3.1/30 169.254.3.2

169.254.2.2,169.254.3.2
I

ETERNEER , EHEIT —EER , EULRER — T



ACL
IP Address

169.254.2.2,169.254.3.2

Default Interface

IPvE settings

Peer Address

Verify Availability —

Cancel

2B, BEEB R TEE K ARKAUTHABEEETRE :

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Match Criteria and Egress Interface

Specify forward action for chosen match criteria.

Match ACL Forwarding Action

Send the traffic to the PrimaryVTI

169.254.3.2

If PrimaryVTI fail it will send
the traffic to the SecondaryVTI

Cancel

Z%& , EHLLETEE YRR EACLLE BN EMRE

TEFMCconexion Events¥ :




Action X Initiator IP X Responder IP X Application Risk x Access Control Policy X Ingress Interface X Egress Interface X

Allow 192.168.10.40 .B.8. Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 8.8.8. Medium HOUSE LAN Primary\VTI
Allow 192.168.10.40 .8.8. Medium HOUSE LAN PrimaryVTI
Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI|
Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI

TESecure Activity searchAccess

40,678 Total () Viewing activity from Mar 13, 2024 12:30 AM to Mar 14, 2024 12:30 AM Page: 1 Results per page
Request Source Rule Identity @ tion Destination IP Internal IP External IP Action Categories Res
FW — HomeFTD — HomeFTD 8.8.88 192.168.1( @ Allowed Uncategorized
FW = HomeFTD = HomeFTD 8888 192.168.1( & Allowed  Uncategorized
FW — HomeFTD — HomeFTD 8888 @ Allowed Uncategorized
F HomeFTD — HomeFTD 88858 @ Allowed Uncategorized
FW — HomeFTD — HomeFTD 8.8.8.8 @ Allowed Uncategorized
HomeFTD — HomeFTD 8.8.88 192.168.1C @ Allowed Uncategorized
FW — HomeFTD — HomeFTD 8.8.88 @ Allowed Uncategorized




MiEE : MERIBR T , MR R £ F AR AFFREEBInternet. ERRUEHEAERAEAN
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ELZEHBEPEEInternetih BRI
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° E—-F Secure > Access Policy


https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

| ‘ Secure | Policy

_ Access Policy
E Monitor Create rules to control and secure
access to private and internet
destinations
o Admin

Data Loss Prevention Policy

Prevent data loss/leakage with
g Workflows policy rules

r b !

* :Ef — T Add Rule> Internet Access

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public

destinations from within your network and
from managed devices

A ELESRIEEARE K MEBE , BULLEEAE BRIV EEER ITREBNRE.
MR Secure AccessfE A F .

B EZTNAMIRA-VPNHERAE IR


https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule
https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule

EREERAERNGRE , BFEEE J1ESecure Access Dashboard T2 &R :

gi - -F Resour ces > Private Resour ces

L]
. Resources Sources and destinations
Registered Networks
' Secure Point your networks to our servers
) Internal Networks
I/i Monitor Define internal network segments
to use as sources in access rules
o Admin Roaming Devices
Mac and Windows
d LY PGS P |

o REE—F ADD

Destinations

Internet and SaaS Resources

Define destinations for internet
access rules i

Private Resources

Define internal applications and
other resources for use in access
rules

EBRET ) BRI KRB EREN AT EE - General, Communication with Secure Access Cloud and Endpoint

Connection Methods.
— %

General

Privali Resource Marme

SplunkFTD

Dezcription (oplianal)

=

* Private Resource Name Pyiﬁﬁfi%ﬁﬁﬁ%%ﬁi% Ftﬁ E*ﬂ*gﬂgﬁlﬁﬂﬁ% ﬁ

Ui R AR 77 0


https://dashboard.sse.cisco.com/

Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help &3

Q Client-based connection

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over endpoint security requirements (posture).
Remotely Reachable Address (FQDN, Wildcard FQDN, P Address) @
192.168.10.2

+FQDN or IP Address

t) Browser-based connection

Allow b

o not have the Secure Client installed. Enable this option when devices that your organization does not manage must

conr cks are possible,

Public URL for this resource @

https:/f | splunk2 -8195126.2tna. sse.cisco.io

Protocol Sarver Name Indication (SMI) (optional) @

HTTPS ~

L Validate Application Certificate ©

* ZeroTrust Connections: 1% F ERER 5 3 o

* Client-based connmtion:ﬂu%ﬁﬁﬁamﬁg , /EJJE_“*XEFFJ fégﬁﬁ — %1%&1‘5%&%&%5@@%}5#55
BRI R

* Remote Reachable Address (FQDN, Wildcard FQDN, 1P Address) Bt i& & JRIPSFQDN; N R & EFQDN , BIE
EFEDNSUUBIMT AR,

* Browser-based connection : JIREXARZIIEE , BITABBRIERFBEER ( FEBBHTTP
HTTPSEBAHEER )

* Public URL for thisresource: 13518 8 & 258 5% E B E A M 2 AAURL;Secure Access AJ R ZE L B R

* Protocol IBIEWHE ( HTTPZHTTPS )

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN,

VPN Connection: 1% 1 It BREX 75 2 A B F B 1B RA-VPNaaSkHIRh .
A&, Esavel® | BIAHGZE IR 18 2 Access Policyo

B i A R SR e

BYERKE K FSESHIBRZ2IBRKZ—

° E—-F Secure > Access Policy



| ‘ Secure | Policy

_ Access Policy

E Monitor Create rules to control and secure
access to private and internet
destinations

o Admin . *
Data Loss Prevention Policy

Prevent data loss/leakage with
g Workflows policy rules

Add Rule ~

y

* :Ef_-F Add > Private Resour ce

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and

from managed devices

% -l

HRIUWERFERR , IR EEREARHEERNGE. ERRAERBEENFREN , 5
MR A F i


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

o Specify Access

Specify which users and

oints can access which resources. Help 7

Action
() Allow Block
Allow specified traffic if security
requirements are met.
From To
Specify one or more sources. Specify one or more destinations
wpn user (vpnuser@ciscosspt.es) - = SplunkFTD -
nfor 1 about sources, including selecting multiple sources. Help (3 Information about destinations, including selecting multiple destinations. Help

* Action EIZAlow A IR HE E RN,
® From *EEWFH%%AEU?J?\E@EFH%o
e To NZEEEiBSecure AccessFHBEINE IR,

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help 3

|;| Zero-Trust Client-based Posture Profile  pyle Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

System provided (Client-based) ~

Private Resources: SplunkFTD

] Zero Trust Browser-based Posture Profile  pyje Defaults

Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

System provided (Browser-based) -~ ]

Private Resources: SplunkFTD

* Zero-Trust Client-based Posture Profileiigitggﬁ ﬁﬁ%ﬁ%ﬁﬁ’ﬂﬁ%ﬁﬁﬂﬁﬁ?ﬁ
® Zero-Trust Browser-based Posture Profile : ﬁgﬁﬁﬁgﬂlﬁﬁﬁgjgﬁng%ﬁ ELFEHE



it ERMBERRERBNESENR , FRAZLTBERFMH.

A&, HiBEneHsae MEHEE , B LEFHBEBRA-VPNHNE FinEBRZTNAR B ERER
ZTNAZ B BRI E TR

5 S HE AR

ERBREMABNLZLIBEZENBRAETHELNR , EUURBEECHARETELF1EE
(IKEv2)F 5B 2P ER(IPSEC) M8 BRI %E,

B PEER1(IKEV2)

ZEEEPhasel , BEERFTDWCLILET T —HEGS :

show crypto isakmp sa


https://docs.sse.cisco.com/sse-user-guide/docs/zta-posture-profiles

EEERERT  AENEHRE I BikeasifZP OR 2B IPHRMERL , 3 B &R &N

READY | :

There are no IKEvl SAs
IKEv2 SAs:
Session-id:3, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
52346451 192.168.0.202/4500 3.120.45.23/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify:
Life/Active Time: 86400/4009 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xfb34754c/0xc27fd2ba

IKEv2 SAs:
Session-id:2, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
52442403 192.168.30.5/4500 18.156.145.74/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify:
Life/Active Time: 86400/3891 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x4af761fd/0xfbca3343

BB PEER2(IPSEC)

EEHEPhase? , BEELFTDAUCLIL#IT T —EGS :

interface: PrimaryVTI
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 192.168.

Protected vrf (ivrf): Global
Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 18.156.145.74

#pkts encaps: 71965, #pkts encrypt: 71965, #pkts digest: 71965

#pkts decaps: 91325, #pkts decrypt: 91325, #pkts verify: 91325

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 71965, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.30.5/4500, remote crypto endpt.: 18.156.145.74/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PSK

PSK

30.5



PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: FBCA3343

current inbound spi : 4AF761FD

inbound esp sas:
spi: Ox4AF761FD (1257726461)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (3916242/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: OxFBCA3343 (4224332611)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4239174/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

interface: SecondaryVTI
Crypto map tag: __vti-crypto-map-Tunnel2-0-2, seq num: 65280, Tlocal addr: 192.168.0.202

Protected vrf (ivrf): Global

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 3.120.45.23

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.0.202/4500, remote crypto endpt.: 3.120.45.23/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: C27FD2BA

current inbound spi : FB34754C

inbound esp sas:
spi: OxFB34754C (4214519116)

SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4101120/27412)
IV size: 8 bytes



replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: 0xC27FD2BA (3263156922)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4239360/27412)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

fim

ELX@mtg  SuUNEIMEBECENL ; TEENRRER BencapsHdecaps THY T —EE

encaps: 71965, #pkts encrypt: 71965, #pkts digest:

decaps: @, #pkts decrypt: @, #pkts verify: @

compressed: @, #pkts decompressed: ©
: not compressed 1965, #pkts comp failed: @, #pkts decomp failed: @
#pre-frag successes: @, #pre-frag failures: @, #fragments created: ©

#PMTUs sent: ¢ tPMTUs rcvd: @, #decapsulated frgs needing reassembly: @
#TFC rcvd: @, #TFC sent: @

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#send errors: @, #recv errors: @

BEERE , FREBTACBRRESA,
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Normal Behavior

DC 1 VIP
WAN1/VTI1 AN
\\1 1 I Region
‘, pc1| | Cisco
Y 1 [ hub Secure
Ny Access
Lol i | DC 2
FTD LD
°
o \
'.\\ \\‘\
\ DC 2
WAN2Z/VTIZ
HA Behavior
DC 1 VIP
WAN1/VTI1 A%
\\‘\ \\‘\ [
\ \‘\gf Region
1\ . Cisco
| RSt i Secure
U ! ub i
B Y . Access
el i |Dc2| |
FTD ! _,ijr hub '

WAN2/VTI2

RELZEHBNRERH

EABIF , FRFICERRIFRERR KGR L rHas

« IR : 192.168.10.40
- B18:146.112.255.40 ( Z£FHREERIP)

Secure Access default behavior

+ DC2 is passive when DC1 is
active

+ Data Centers operating in High
Availability (HA) mode ensure
that only one tunnel receives
traffic at a time. The other tunnel
remains on standby and will drop
any packets sent through it while
in standby mode.

Secure Access HA Behavior

» DC2 is Active when DC1or
WAN1 peer is Down

» High availability is implemented
to address failures in the WAN1
channel on the Firewall, ensuring
operational continuity in the
region and mitigating potential
issues in DC1



g4l

Emulation of the connection via TCP protocol from
the IP 192.168.2.234 from the source PORT 32344
tothe IP 72.163.4.185 to the PORT 443, which
emulates the access to a webpage published on
the port 443 from a user on the inside network.

¥
Direction must be the
interface that has clients
trying to access to internet

packet-tracer input LAN tcp 192.168.10.40 3422 146.112.255.40 80

B

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 14010 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 21482 ns

Config:

route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL
set ip next-hop 169.254.2.2 169.254.3.2

Additional Information:

Matched route-map FMC_GENERATED_PBR_1707686032813, sequence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI

Phase: 3

Type: OBJECT_GROUP_SEARCH
Subtype:

Result: ALLOW

ETapsed time: 0 ns

Config:

Additional Information:
Source Object Group Match Count:
Destination Object Group Match Count: O

o



Object Group Search: 0

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
ETapsed time: 233 ns
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any ifc PrimaryVTI any rule-id 268434435
access-1list CSM_FW_ACL_ remark rule-id 268434435: ACCESS POLICY: HOUSE - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434435: L7 RULE: New-Rule-#3-ALLOW
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS
Subtype:
Result: ALLOW
ETapsed time: 233 ns
Config:
class-map class_map_Any
match access-list Any
policy-map policy_map_LAN
class class_map_Any
set connection decrement-tt]
service-policy policy_map_LAN interface LAN
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 8

Type: VPN

Subtype: encrypt
Result: ALLOW

ETapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

ETapsed time: 25218 ns
Config:

Additional Information:

Phase: 10



Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 14944 ns
Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 0 ns
Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 19614 ns

Config:

Additional Information:

New flow created with id 23811, packet dispatched to next module

Phase: 13

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 27086 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 14

Type: SNORT

Subtype: appid

Result: ALLOW

ETapsed time: 28820 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Phase: 15

Type: SNORT

Subtype: firewall

ResuTlt: ALLOW

ETapsed time: 450193 ns

Config:

Network 0, Inspection 0O, Detection 0, Rule ID 268434435

Additional Information:

Starting rule matching, zone 1 -> 3, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt: O,
Matched rule ids 268434435 - Allow

Result:

input-interface: LAN(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: PrimaryVTI(vrfid:0)
output-status: up

output-line-status: up

Action: allow

Time Taken: 620979 ns



HER , FFIZREHALULSRMARKEEETANGTR , YHEEPBREETRE —tIHER , g
REIEREHILSHE :

Phase: 2
Type:| PBR-LOOKUP
Subtype: policy-route
Result: ALLOW
Elapsed time: 21482 ns
Config:
route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL
set ip next-hop 169.254.2.2 169.254.3.2
Additional Information:
Matched route-map FMC GENERATED PBR 1707686032813, sequence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI

F2RBRRTIREMEEINE , ERE®rrimaywTH , RARBILSSTFNEE , XABBVTIHE
R EBEREEEIREHA.



Phase: 8

Type: VPN

Result: ALLOW

Elapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Result: ALLOW

Elapsed time: 25218 ns
Config:

Additional Information:



ERPHNRMEE | FLHERESREETHAYREETNSR  UERTUZSHERER, 53—
FHE , FORERAIZEAEVPN IPSeclBERANREHRTREERE  BRCNBNRELEEHAI AFF
BiBEEIMNPERE,

Result:

input-status: up
input-line-status: up
output-status: up
output-line-status: up
Action: allow

Time Taken: 620979 ns
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
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