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SUBSCRIPTION LICENSES INCLUDED

This License allows you to parform intrusion detection and prevention and file control. You
must have this Bcense to apply intrusion policies in access rules. You also must have this
icense to apply file policies that control files based on file type.

inchudes: T Intrusion Pobcy

@ @ | omsre % secure

Malware

This licenss lets you perform mahware defense. You must have this Bcense to apply file polcies
that detect and block malware in files transmitted over your network,

includes: Cy File Palicy

URL License

RA VPN License Type VPN ONLY ~ DISABLE

@

Thiz license allows you 1o control web access based on URL categones and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and neputation,

Includes: URL Reputation
ReERERRE

HER 3 MNERBEVPNEREEER

Pleasa select the license type that you purchased o enable remate access VPN, Note that
Secure Firewall device manager B3 Kot SUppon any of the advanced leatures covered by the
Apox license

Includes: RA-VPN
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Monitoring Policies Objects Device: firepower :

Administrater

Remote Access VPN o ¢
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:
Connection and Client Configuration
Connection Profile Name

fravpn-aaa-cen-auth

Group Alias (one per ine, ug to 5) Group URL (one per ling, ug te 5)

frovpn -aaa-cart-auth

Primary ldentity Source

Authentication Type

AAA and Client Certificate pe

Primary dentity Source for Usar Authantication

LocalldentitySource o

Username from Certificate
—~ g P
(_) Map Specific Field
Primary Field Secondary Field

CN (Commaon Mame) - OU (Organisational Lnit) o

() Use entire DN (distinguished name) as usemame

~) Cliant Centificate Advanced Sattings

: I Prefill usemams from cenificate on user login window I

Hide USEmame i logemn wWindow

Client Address Pool Assignment
IPvd Address Pool IPvE Address Pool
@] R

&

3 1Py Privite - 1000.0.0-8 Metwck

1Pyl =Private=172.16.000=12 Network
B IPva-Private-192.168.0.0-16 Network i E
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Description

Type
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Maonitoring Policies Objects

Firewall Device Manager .
- Davice: firapower

[h

Remote User Experience

A group policy is a collection of user

Vigw Group Policy

Filter

DHS Sorver

Banner Text for Authenticated Clients

Maximum Connection Time [ Alert Interval

BACK
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admin atloanles p [
SECURE
Adminisirator asce SECURE

Oaeod

Urfirnited [ 1 Minutes
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« ## : ftdvpn-aaa-cert-grp

Edit Group Policy

Cl, Search for attribuste Mame
Dhetatriptioe
Session Semings
Medhwaneced
ORS Server
Acldvads AtSigniman
CustemDNSSarvenGroup
Split Tunnding
Sacuine Clha Banner Teat for Authenticated Clents

Traftic Filers

Windows Browser Prooy

Default domain
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g il [ ' e Monitoring Policies Objects Davice: firepower L] - Administrator

Global Settings

Certificate of Device ldentity Outside Interface
Please salect w

wface Port

443

Access Control for VPN Traffic

Bypass Access Control policy for decrypted traffic (sysopt permit=vpn)
EhnARES

# — T Upload Certificate and Key,

Choose the type of internal certificate you wan

i ™ 1 (g -
B Lpioad ermncaie andg ey

Create a certificate from existing files.

PEM and DER files are supporied,

g1 B

=ef-signed Certificate

©

Coreate a new certificale that 1 ssgnad
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Validation Usage for Special Services
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Global Settings

Outside Interface

outside (GigabitEthernet0/0) bl

Cenificate of Device Identity
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Access Control for VPN Traffic
Bypass Access Control policy for decrypted traffic (sysopt parmit-vpn)

NAT Exempt

®

Secure Client Package

Packages

UPLOAD PACKAGE w

I Windows: cisco-secune-client-win-5.1.4.74-webdeploy-ki.pkg I
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~ Summary

Review the summary of the Remaota Access VPN configuration.

Ftdvpn-Aaa-Cert-Auth

STEP 1: CONNECTION AND CLIENT CONFIGURATION

Primary Identity Source
Authentication Type
Primary Identity Source

(V) AAA Advanced Settings

Usemname from Certificate
Primary Field

Secondary Field
[~ Client Certificate Advanced Settings

Sacondary Identity Source

y y Source for User
Fallback Local ldentity Source

() Advanced

Authorization Server

Accounting Sorver
Client Address Pool Assignment

IPwd Address Pool
1PwE Address Paol
DHCP Sorvers

STEP Z: GROUP POLICY

Group Policy Name

Bannar « DNS Sarver
DNS Sorver

Banner text for authenticated clients
Session Settings

Maximum Connection Time [ Alert Intenval
Mdle Tirveout [ Alert Intérval

Simultaneous Login per User
Split Tunneding

IPwd Split Tunneling

IPwB Spiit Tunneling
Sacure Client

Secure Client Profiles.
Cenificate of Device Identity
Outsiche Interfsee

Fully-qualified Domain Name for the Outside
Interface

Port

Access Control far VPN Traffic
NAT Exempt

NAT Exempt
Inside Interfaces

Inside Networks
Secure Client Package

Packages

AAA and Client Certificate

2. LocalidentitySource

Map Specific Field
CM (Comman Marme)

OU (Organizational Uinit)

8 tidvpa-ana-cert-grp

B CustomDNSServerGroup

Unlirrited [ 1 minutes

30/ 1 minutes

Adiores all traffic over tunnel

Adlcrer all traffic over tunnel

B hdipn-cen

(@ GigabaEthemetd/0 (cutside)

Mo

(@] GigabiaEihemetdi0 (outside)

ER Windows: cisco-secure-clent-win-5.1.4, 74 -wobdeploy-k9.pkg

~ Instructions




interface GigabitEthernet0/0

speed auto

nameif outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.1.200 255.255.255.0
|

interface GigabitEthernet0/1

speed auto

nameif inside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.10.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftdvpn-aaa-cert-pool 172.16.1.40-172.16.1.50

// Defines a local user
username ssTVPNClientCN password ***¥** pbkdf2

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftdvpn-cert

enrollment terminal

keypair ftdvpn-cert

validation-usage ssl-server

crl configure

// Server Certificate

crypto ca certificate chain ftdvpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867

// Defines Trustpoint for CA

crypto ca trustpoint ftdvpn-ca-cert
enrollment terminal

validation-usage ss1-client ssl-server
crl configure

// CA

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client



enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/anyconnpkgs/cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg 2
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Configures the group-policy to allow SSL connections
group-policy ftdvpn-aaa-cert-grp internal
group-policy ftdvpn-aaa-cert-grp attributes
dns-server value 64.x.x.245 64.x.x.184
dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify

vlan none

address-pools none

ipv6-address-pools none

webvpn

anyconnect ss1 dtls none

anyconnect mtu 1406

anyconnect ss1 keepalive none
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client none
anyconnect dpd-interval gateway none
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules none

anyconnect profiles none

anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

// Configures the tunnel-group to use the aaa & certificate authentication
tunnel-group ftdvpn-aaa-cert-auth type remote-access

tunnel-group ftdvpn-aaa-cert-auth general-attributes

address-pool ftdvpn-aaa-cert-pool

default-group-policy ftdvpn-aaa-cert-grp

// These settings are displayed in the 'show run all' command output. Start
authentication-server-group LOCAL

secondary-authentication-server-group none

no accounting-server-group

default-group-policy ftdvpn-aaa-cert-grp

username-from-certificate CN OU

secondary-username-from-certificate CN OU

authentication-attr-from-server primary

authenticated-session-username primary

username-from-certificate-choice second-certificate



secondary-username-from-certificate-choice second-certificate

// These settings are displayed in the 'show run all' command output. End
tunnel-group ftdvpn-aaa-cert-auth webvpn-attributes

authentication aaa certificate

pre-fill-username client

group-alias ftdvpn-aaa-cert-auth enable
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s Certificate X

General Detads Certification Path

Show: | <All> v
Frekd Vahe 2
| signature skoorithm shaZSERSA
- Sagnatire hadh slgonithm sha F56
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o JEZ#E . ftd-ra-ca-common-name

i Console] - [Console RoctWCertificates - Current Use\ Trusted oot Certification Mnﬁu&‘::ﬂi‘ﬁtml
& File Action View Favorites Window Help
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1 Console Reot ssed Te l4sued By
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i S
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— L) DigiCent Assuned 1D Moot ... DigiCert Astured 10 Root .
+ ] Wntesmediate Certification Authorities || & DigiCert Global oot A DigiCert Global Root CA

3 [ Active Directory User Object [l DigiCert Global Root G2 DigiCert Global Rioot G2

3 [ Trusted Publishers ) DigiCent Hagh Assusance .. DigiCen High Assurince ..

5 ] Untrusted Certificates Lol DvgeCent Hagh Assuance .. DegiCert High Asturance ..
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TEFTD (Lina) CLIH 31T show vpn-sessiondb detail anyconnects 4 SARESEV PNAE R B EX .

firepower# show vpn-sessiondb detail anyconnect




Session Type: AnyConnect Detailed

Username : sslVPNClientCN Index : 4

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1) AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 29072 Bytes Rx : 44412

Pkts Tx : 10 Pkts Rx : 442

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftdvpn-aaa-cert-grp Tunnel Group : ftdvpn-aaa-cert-auth
Login Time: 11:47:42 UTC Sat Jun 29 2024

Duration : 1h:09m:30s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : 0000000000004000667ff45e

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID: 4.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 49779 TCP Dst Port : 443

Auth Mode : Certificate and userPassword

Idle Time Out: 30 Minutes Idle TO Left : 7 Minutes
Client OS: win

Client OS Ver: 10.0.17763

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 14356 BytesRx : O

PktsTx : 2 PktsRx : 0

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 4.3

Assigned |IP: 172.16.1.40 Public IP : 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384

Ciphersuite : ECDHE-RSA-AES256-GCM-SHA 384
Encapsulation: TLSv1.2 TCP Src Port : 49788

TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes

Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7178 Bytes Rx : 10358

PktsTx : 1 PktsRx : 118

Pkts Tx Drop : 0 PktsRx Drop : 0
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ng 192.168.12.11
From 192.168.10.11:

From 19

. 16
G2 . 16!

12 .16

.12.11:
.12.11:
.12.11:

PingAX 2

8
p
2
o
@
2
3

capturein interface inside real-timefEFTD (Lina) CLIFF#1{T& & LAREER

firepower# capturein interface inside real-time

Warning: using this option with a slow console connection may
result in an excessive amount of non-displayed packets
due to performance limitations.

Use ctrl-c to terminate real-time capture

: 12:03:26.626691 172.16.1.40 > 192.168.10.11 icmp: echo request
1 12:03:26.627134 192.168.10.11 > 172.16.1.40 icmp: echo reply
: 12:03:27.634641 172.16.1.40 > 192.168.10.11 icmp: echo request
:12:03:27.635144 192.168.10.11 > 172.16.1.40 icmp: echo reply
: 12:03:28.650189 172.16.1.40 > 192.168.10.11 icmp: echo request
: 12:03:28.650601 192.168.10.11 > 172.16.1.40 icmp: echo reply
: 12:03:29.665813 172.16.1.40 > 192.168.10.11 icmp: echo request
: 12:03:29.666332 192.168.10.11 > 172.16.1.40 icmp: echo reply

0O ~NOO OO~ WNPRP

bad 3713

T AR ELinas | BRI AR R B R MWindowsE i EMIDARTERH R EIBRVPNE HREHNER.

BUF RLinas| B R iy 85 B 55886,

/I Certificate Authentication

Jun 29 2024 11:29:37: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 6EC79930B231EDAF, subject name: CN=sslV
Jun 29 2024 11:29:37: %FTD-6-717028: Certificate chain was successfully validated with warning, revocation status was not checked.

Jun 29 2024 11:29:37: %FTD-6-717022: Certificate was successfully validated. serial number: 6EC79930B231EDAF, subject name: CN=sdVPNClientCN

/I Extract username from the CN (Common Name) field



Jun 29 2024 11:29:53: %FTD-7-113028: Extraction of username from VPN client certificate has been requested. [Request 3]
Jun 29 2024 11:29:53: %FTD-7-113028: Extraction of username from VPN client certificate has completed. [Request 3]

/I AAA Authentication

Jun 29 2024 11:29:53: %FTD-6-113012: AAA user authentication Successful : local database : user = sslVPNClientCN

Jun 29 2024 11:29:53: %FTD-6-113009: AAA retrieved default group policy (ftdvpn-aaa-cert-grp) for user = sslVPNClientCN
Jun 29 2024 11:29:53; %FTD-6-113008: AAA transaction status ACCEPT : user = ss'VPNClientCN
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¢ debug webvpn anyconnect 255

«  debug crypto ike-common 255
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https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
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