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ion and file control. You
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URL License RA VPN License Type VPN ONLY v DISABLE
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Add Network Object

Name
ftd-cert-match-pool
Description
#
Type
() Metwork () Host () FQDN

IP Range

172.16.1.150-172.16.1.160
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1# Certificate Pinni
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Server Load Balancing Servers SCEP Mobile Certificate Pinning
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Delete
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Pattern  vpnEngineerClient
Makch only certificates with Key Usage Operator @ Equal () Not Equal
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Edit...
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Object Types Secure Client Profiles

D Networks

Start by creating the first Secure Cllent profile object
/CREATE SECURE CLIENT PROFILE

& Secure Client Profil...

5 ldentity Sources
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« &% : secureClientProfile
- BEFEABIRRER : secureClientProfile.xml ( fEAMER L& )

Add Secure Client Profile

MName

secureClientProfile

Descriplion

Secure Client Profile

[ LFLOAD ] sacuraCheniProdile xmil

BhnzeEFiREEER



HER 6. 1B INAE R B

ER B EESRIFEAVPN >SRIRE E>MAREE | BhE+iRd,
QRO QO i . - secure

& Summary
Group Policies
e i n
. s sumvim s TunsLG e st TunsLnG SECLBE CLUNT PROMES aeone
.
c

i DfitGrpPolicy

18 AR SR A

WA INA RPN ER |, Wik — TOKRER,

- &% : ftd-cert-match-grp
- ZEEFIRALEEZE : secureClientProfile

Add Group Policy B X

q Soarch for attribute Marme

fid-cart-rmateh=-gre

Basic

Session Settings
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Advanced
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Object Types Certificates

T Networks 121 objects Y Firer

N MAME TYPE

1 AAA-Cortificate-Soervices Trusted CA Certificate

. Acid Trusted CA, Centificate
Application Filters

2 ACCVRALZY Trusted CA Certificate
3 Actalis-Authentication-Root-GA Trusted CA Certificate
4 AffirmTrust-Commarcial Trusted CA Certificate
5 AffirmTrust-Networking Trusted CA Certificate
& AffirmTrust-Fremism Trusted CA Certificate
7 AffirmTrust-Premium-ECC Trusted CA Certificate
& Amazon-Root-CA-1 Trusted CA Cortificate
% Amazon-Root-CA-2 Trusted CA Cerificate

10 Amazon-Root-CA-3 Trusted CA Certificate

11 DefaultintermnalCertificate Internal Certificate

12 DefaultWebserverCortificate Internal Certificate

BhmrEHEE

# — T Upload Certificate and Key,

Choose the ty

vpe of internal certificate you want

1O Creaie

B Upload Certificate and Key

Create a centificate from existing files
PEM and DER files are supported.

Fa

(s} Seli-Signed Certificate

Create a new certificate that is signed
by the devicea.
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Add Internal Certificate

Name

ftd-vpn-cer

Cartificate

te cartificate, of ER, PEM Upload Certificate

== w=sBEGIN CERTIFICATE=====
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Certificate Key

----=BEGIN RSA PRIVATE KEY-----
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¥ Application Filters

Certificates

120 objects Y Filter -

Preset filbers: System defined, User defined Ak Intarnal Gk

S RO Conichin e
1 NGFW-Default-InternalCA Internal CA Add Trusted CA Certificate

& UALs

2  AAA-Certificate-Services Trusted CA Certificate

3 ACCVRAIZ1 Trusted CA Certificate

& Identity Sources 4 Actalis-Authentication-Root-CA Trusted CA Certificate

1 Users 5 AffirmTrust-Commercial Trusted CA Certificate

ﬁ. = 6 AffirmTrust-Metworking Trusted CA Certificate

a 7 AffirmTrust-Premium Trusted CA Certificate
Secre
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- &% : ftdvpn-ca-cert
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Add Trusted CA Certificate

Mame

ftdvpn-ca-cert

Cartificata o - ra - ea.cn

15958 Cén ikt rchoose a hile (DER, FEM, CRT, CER I ST .-.'Z.'.-.-!::I
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Skip CA Carntificate Check

Validation Usage for Special Services
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Remote Access VPN
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Connection and Client Configuration

Specity how to authenticate rémate us e s cliénts they can use 1o connect to the

Connection Profile Name

ftd-cert-match=-vpn

Group Alias (one per line, up to 5) Group URL (one per line. up fo 5)

fid-cert-match-van

Primary |dentity Source

Authantication Typs

Client Certificate Gnly v

Usernarme from Certificate

.J' EGD 50 e !M
Primary Flekd Secondary Fleld
CN (Common Nasme) = QU (Onganisational Unit) =

() Use entire DN (distinguished name) as username

Authorization Server Accounting Server

Pigase select A Please seloct w

Client Address Pool Assignment

IPv4 Address Pool IPvE Address Pool

VPNEAREL B8 R FFE A
AR A EER |, W3R — T Nextizih,
- MR EE : ftd-cert-match-grp



[+H  Firewsll Device Manacer g o = =5 @ @ @ @ ' admin Y 1
-=1 : Monitoring Policies Objects Jevice: firepower (] - Administrator EHce Sty
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Remote User Experience

View Group Policy

fred-cen-match-gmp b

Palicy Group Brief Details

= [

EIFA R
AVPNE#FZEZ Certificate of Device Identity, Outside Interface. Secure Client Package.

- £EHMHHE : ftd-vpn-cert
- S\EBAE : S\ER(GigabitEthernet0/0)
. ZEEFIREEEMH : cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg
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Global Settings

s contred the basic functioning of the connection. Gh
apply to all o

anges to any of these options
rofiles

1 profiles; you cannot configure ditfere

Certificate of Device Identity Dutside Interface
fd-vpn-cent (Vafidation Ufsge: S5L Se... ~ outside (GigabitEthernet0/0) =
Fully-gualified Domain Narme for the Outside Interface Part

443

Access Gontrol for VPN Traffic

Bypass Access Control policy for decrypted traffic (sysept permit-vpn)

NAT Exempt

@

Secure Client Package

Packages

UPLOAD PACKAGE

| =] : ors-win=5, 1.4, ok
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~ Summary

y of the Remote Acces

Frd-Cart-Match-Vpn

STEP 1: CONMECTION AND CLIENT CONFIGURATION

Primary Identity Scurce
Authentication Type

Primary identity Source
Fallback Local dentity Source
Usernamse foom Certificate.
Primasy Fiaid

Secondary Field

W) Adwanced

Autharization Server

Accounting Server
Client Addness Pool Assignment

WPvd Address Pool
W6 Address Pool
DHCP Servers

Giroup Policy Name
Banner + DNS Senver

DHS Server

Barner toxt for sutherticated clents

Session Settings
Mazimum Connection Time | Alert Intenval
Bdie Tameout [ Alert interval

Simultansous Login par User

Split Tunneling

i Sgilit Tunneding

P Split Tunnaling

Secure Client

Fully- quakified Domain Mame for the Outside
Interlace

Part

Access Control for VPN Traffic
NAT Exempt

MAT Exempt

Insido Intarfaces

Insido Networks

Secure Client Package

Packagos

Cheni Certificate Only

Map Spaecfc Farld
CN (Comemon Mama)

O {Dvpasiantional Unit)

7 Nt manch- ol

o Moot match- gD

Unlmited [ 1 minutes

307 1 minubes

Allow all traific over tunnel

ABcww ail tradfic e tunned

& secureClientProfie

B hd-vpn-can

B GigabiiEthemeti0 {outside)

55 Windows: ceo-secure-cSrt-win=1, 1.8, T4-webepioy - k0.0kg
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// Defines IP of interface

interface GigabitEthernet0/0

speed auto

nameif outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-cert-match-pool 172.16.1.150-172.16.1.160

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

enrollment terminal

keypair ftd-vpn-cert

crl configure

// Server Certificate

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Trustpoint for CA

crypto ca trustpoint ftdvpn-ca-cert
enrollment terminal
validation-usage ss1-client

crl configure

// CA

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/anyconnpkgs/cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg 2
anyconnect profiles secureClientProfile disk0:/anyconncprofs/secureClientProfile.xml
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Configures the group-policy to allow SSL connections



group-policy ftd-cert-match-grp internal
group-policy ftd-cert-match-grp attributes
dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify

vlan none

address-pools none
ipv6-address-pools none

webvpn

anyconnect ss1 dtls none

anyconnect mtu 1406

anyconnect ss1 keepalive none
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client none
anyconnect dpd-interval gateway nhone
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules none

anyconnect profiles value secureClientProfile type user
anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

// Configures the tunnel-group to use the certificate authentication
tunnel-group ftd-cert-match-vpn type remote-access

tunnel-group ftd-cert-match-vpn general-attributes

address-pool ftd-cert-match-pool

default-group-policy ftd-cert-match-grp

tunnel-group ftd-cert-match-vpn webvpn-attributes

authentication certificate

group-alias ftd-cert-match-vpn enable
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“ Home Share View
<« T » This PC » Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client » YVPM » Profile
Mame Date modified Type Size
#r Cuick access
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% Documents

HER 2 FERRE A B I B

EIRVPNEFRT , SMIRE-EfERAE-EA-EE  REARSORENEFRES,



@ Comsclel - [Consele Root\Cenificates - Current User\ Pessanal Cenificates)
i Ede Action Yeew Favgrtes Window Help

s nm o= Bm

[ Certificates - Current User

~ [ Personal
| Certificates

RIRMVPNEFIRNESE

I ?.Ju'pninguwﬂchcﬂlchl frd-ra-ca-common-name |
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FEFTD (Lina) CLIAR 39T show vpn-sessiondb detail anyconnect@ 4 , TSR T2ETHIVPNIERZRER.

firepower# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 32

Assigned IP: 172.16.1.150 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 14718 Bytes Rx : 12919

Pkts Tx : 2 PktsRx : 51

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-cert-match-grp Tunnel Group : ftd-cert-match-vpn
Login Time: 05:42:03 UTC Tue Jul 2 2024

Duration : Oh:00m:11s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : 00000000000200006683932b

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 32.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50170 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.17763

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7359 BytesRx : 0

PktsTx : 1 PktsRx : O

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 32.2

Assigned IP: 172.16.1.150 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA 384
Encapsulation: TLSv1.2 TCP Src Port : 50177

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74



Bytes Tx : 7359 Bytes Rx : 12919
PktsTx : 1 PktsRx : 51
Pkts Tx Drop : 0 PktsRx Drop : O
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Jul 02 2024 04:16:03: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 7AF1C78ADCC8F941, subject name: CN=vpn
Jul 02 2024 04:16:03: %FTD-6-717022: Certificate was successfully validated. serial number: 7AF1C78ADCC8F941, subject name: CN=vpnEngineerClie
Jul 02 2024 04:16:04: %FTD-6-113009: AAA retrieved default group policy (ftd-cert-match-grp) for user = vpnEngineerClientCN

Jul 02 2024 04:16:09: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.11/50158 to 192.168.1.200/443 for TLSv1.2 sess
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
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https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
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