ONARHI 25 B #R AR RE TR FE HEBR
H &

./\
:bg*ﬁsﬂ
#RBRIZEAY AT BE IR

RN FB N{AFH & Secure Cloud Analytics (SCA) RIS B R BBHFIR BN ZETRER A,
55l
ZE£E DM (SCA)LLHI 8 AStealthwatchE(SWC) |, ELEMEBAILLERER,

SCAR Rz R EAMRELER | ATEAONA, ONARRIZRSEEARBGRIZRREI A,

Al

db
B

A H WS ERona-20.04.1-server-amd6é4.iso debianZ2 8,

REFREUHIZRM AT RE R X
CHEDESNESES -GS A 25 o
ELREHMIERAIREMBEEROEE , I AR ERREE — B2k,

PR B AR ORI BR

SCAFIFEESCEENRBRREE, ZEFIUEMR , B8IEZE satings> Sensors.

BB PV BRBORBR ML B RT , Y A RE RSN OBMER.



Sensors

Samemr | et I
Sensor List FuUt

You can monitor traffic in public cloud environments by following the instructions on the relevant integrations page:

ona-a6fcbd4 = ona-cee2le

3
]

MEBRRRRR

A&

ONAEH AT RE R A MIRMREAR | (M BRI FKT RBER,

HIEXONA E#E R BEping® 2 MK EENIPHb it |, {5]408.8.8.889Google DNSfAIARES 2 —.

B AONARAIZE I EFTping -c4 8.8.8.8 i

<#froot>



user@example-ona:~#

ping -c4 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

From 10.10.10.11 icmp_seg=1 Destination Host Unreachable
From 10.10.10.11 icmp_seqg=2 Destination Host Unreachable
From 10.10.10.11 icmp_seg=3 Destination Host Unreachable
From 10.10.10.11 icmp_seg=4 Destination Host Unreachable

--- 8.8.8.8 ping statistics ---
4 packets transmitted, O received, 100% packet Toss, time 3065ms
user@example-ona:~#

MRBRAIRBEpingBEMNERH P , FE—-TRE,

fif Froute -nfn S FEETE R AR

£/ arp -an B HEELARMBE T REFEEREUBITHEARPIKE

WRBRBRRE S pingB E MY IPH 1k | RLRIEADNSE M A SR AT AR BORIBHER B EMREN

P
AT

& A BRI 25363 4T sudo curl hitps://sensor.ext.obsrvbl.coml

o

curl ip S B R |, sensor.ext.obsrvbl.comfI DNSER#T 25 Bt B R H I DNSHE TR E,

<#root>

user@example-ona:~#


https://sensor.ext.obsrvbl.com

sudo curl https://sensor.ext.obsrvbl.com

[sudo] password for user:
curl: (6) Could not resolve host: sensor.ext.obsrvbl.com
user@example-ona:~#

HEERRNERRYE  WHEPIF A PEBORER.

<#root>

user @xanpl e- ona: ~#

sudo curl https://sensor.ext.obsrvbl.com

[ sudo] password for user:
{"wel cone": " exanpl e-donai n"}
user @xanpl e- ona: ~#


https://sensor.ext.obsrvbl.com
https://sensor.ext.obsrvbl.com

5t ;AT chourl gy LAfE A AR FEAY [E13IUS : https.//sensor.ext.obsrvbl.com Europe : https://sensor.eu-prod.obsrvbl.com
Australia : https.//sensor.anz-prod.obsrvbl.com

EEARNEERTERRY , (BRRER S R ESER.


https://sensor.ext.obsrvbl.com
https://sensor.eu-prod.obsrvbl.com
https://sensor.anz-prod.obsrvbl.com

user@example-ona:~# sudo curl https://sensor.anz-prod.obsrvbl.com
[sudo] password for user:

{"error":"unknown identity","identity":"240.0.0.0"}
user@example-ona:~#

DNSRIRE

R BURIBS L FEFADNSHEAT E#E |, AIfE A cat /etc/netplan/01-netcfg.yaml i ¥ BR FEDNSEL E

MREDNSHREZFEF X , BSHEHFDNSEEH 7.

EAHDNSERER , 1B1Tsudo systemctl restart systemd-resolved.servicefi 45 o

LRt T EEEA@E L,

<#root>

user@example-ona:~#

sudo systenctt|l restart systend-resol ved. service

[sudo] password for user:
user@example-ona:~#

E#MDNSEE

EF HNetplanF FIDNSHIARES , o1 S M EE /T E I NetplanBit BHE R,



Netplan®t & 1% R & 7 £ /etc/netplan B 8,

B EB&EPHRE —EIWMEYAMLER, FAHIRE R A01-netcfg.yaml F/2850-cloud-init.yaml,

{8 A sudo vi /etc/netplan/O1-netcfg.yaml &5 73T B Netplanfii B 3=



ENetplanfi BERERD , ERENE TKE "nameserversy €188,

W LB E ZEDNSHBREF Pt ( AERDR ) o

A sudo netplan apply @ #5 5t #E A i NetplanBit & .

NetplanZ R RIEE KB EER,

ERBFODNSHEMEBRTEKE , FFiE Tresolvect! status | grep -A2 'DNS Servers i o

<#root>

user@example-ona:~#

resol vectl status | grep -A2 'DNS Servers'

DNS Servers: 10.122.147.56
DNS Domain: example.org

user@example-ona:~#

ARERRRCHE

BRIBR G AR H IR — R E RMEEEEE ¢ TFaled to create new system journal : No space left on devices ( EEB M RG
BiS B LR ERGZEH )

EXRTHERER , RERRETERERGKRE™,

i

Tdf -ah /&5

h
Kk

BERZLZEETA,



<#root>

user@example-ona:~#

df -ah /

FiTesystem Size Used Avail Use% Mounted on
/dev/mapper/vgona--default-root 30G 30G 0G 100% /
user@example-ona:~#

£ Ajournalctl --vacuum-time 1dan 575 BREH B S5 A BB Z M.

<#root>

user@example-ona:~#

journal ctl --vacuumtime 1d

Vacuuming done, freed OB of archived journals from /var/log/journal.

{Removed for brevity}

Vacuuming done, freed 2.9G of archived journals from /var/log/journal/315bfec86e0947b2a3a23da2a672e577.
Vacuuming done, freed OB of archived journals from /run/log/journal.

user@example-ona:~#



BECHREEFZERENAEDEEREPIIHNKERRER.

&\ LA Cisco Secure Cloud Analytics (Stealthwatch Cloud) 2 f 2 B B H B EEZ 6™
. https.//www.cisco.com/c/en/us/support/security/stealthwatch-cloud/series.html

EiRbtE

MRBARRENRRERRY , W AERHDNSSRENR A2 RBRMRE

MRBRBREARBRIEREA |, RERBABZTEE OB, AITTREER BARARAE



https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/series.html

i ABINBITAERRENONARRBNAREZE , AREBZRnetflow/FHIPFIXE

iE{Tgrep PNA_SERVICE /opt/obsrvbl-onalconfigis 5 e E ik A8

<#root>

user@example-ona:~#

grep PNA_SERVI CE / opt/ obsrvbl -ona/config

OBSRVBL_PNA_SERVICE="false"
user@example-ona:~#

MRRIGREBfdse , FEBESCAFI S HAIBAIRE Settings > configure monitoring R &5 H 7T BRI

4 ona-80a187 Settings -~
o

IP Address: 192.168.28.

Heartbeat Received: » 2023-02-1

change name

configure Netflow/IPFIX

Heartbeat Sent: 2023-02-1
| act Flnw Roacard & 2023-N72-1




iE1Tps-fu obsrvbl_ona|grep pnamn s , WEEERAFIRE , UREBHE THEPNELBERER,

<#root>

user@example-ona:~#

ps -fu obsrvbl _ona | grep pna

obsrvb1l+ 925 763 0 Feb09 ? 00:29:04 /usr/bin/python3 /opt/obsrvbl-ona/ona_service/pna_pusher.py
obsrvbl+ 956 920 0 Feb09 ? 00:24:00 /opt/obsrvbl-ona/pna/user/pna -i ens192 -N 10.0.0.0/8 172.16.0.0/12
obsrvbl+ 957 921 0 Feb09 ? 00:00:00 /opt/obsrvbl-ona/pna/user/pna -i ens224 -N 10.0.0.0/8 172.16.0.0/12
user@example-ona:~#

ZomeHREET , PNARIEHETRIDAEIS6H957 |, FEens192Fens224 ) H L ESfFA 7 # 11t #5E10.0.0.0/8, 172.16.0.0/12F]
192.168.0.0/16,



HouuEEN AR RERARNEENDENR

SSL #&iR

{8 Flless /opt/obsrvbl-onall ogs/ona_service/ona-pna-pusher.logis <5 4 & /opt/obsrvbl-onall ogs/ona._service/ona-pna-pusher.logiE R 2 B 171
SSL##FR,.

RETHRRO,



(Caused by SSLError(SSLCertVerificationError(1l, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate verify fa

E1Twget hitps.//s3.amazonaws.comin S I RBEH H , AR\ RBEE T A AEENHTTPSIRE,

MRFHEHTTPSIRA , FRALEMRUTBRBAUBDISHERAFFEES.


https://s3.amazonaws.com
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