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Upgrade the Software
This section provides the upgrade path infermation and a link to complete your upgrade.
Upgrade Link
Tor complete your upgrace, oo the ASA upgrade guide,
Upgrade Path: ASA Appliances
Tos ViEW YOUT CUMent version and model, use one of the follawing methods:
« ASDM: Choose Home » Device Dashboard > Device Information.
= CLE Use the show verston command,
This table provides upgrade paths for ASA Some older versions require an intermadiate Upgrace bebore YouU Can UPGIae 10 & NEWer Version. Recommanded versions ane in bold.
Be sure to chick the upgrade guideines Tor sach release Between your SLArting version and Your ending version. You may necd 1o change your conbguration belore upgrading in SOMme Cases, of ¢lse you could EXperience an outage
For guidance on securty issues on the ASA, and which releases contain fines for each issue. see the ASA Security Advisories.
&

ASA 5,20 was the final version far the Firepower 2100,
Note ASA 9.18 was the final version for the Firepower 4110, 4120, 4140, 4150, and Security Modules SM-24, SM-36, and 5M-44 for the Frepower 9300,
ASA 8.16 was the final version for the ASA 5506-X, 5508-X, and 5516-X.
ASA 9.14 was the final version for the ASA 5525-X, 5545-X, and 5595-X.
ASA 9.12 was the final version far the ASA 5512-X, 5515-X, 5585-X, and ASASM.
ASA 9.2 was the final version for the ASA 5505,
ASA 9.1 was the final version for the ASA 5510, 5520, 5540, 5550, and 55E0.

Tabe 2 rade Path

Current Viersion Interim Upgrade Version Target Version

9,20 - Any of the following:
+9.22

9.19 - Any of the following
+9.22
+9.20

89.18 Any of the following:
+9.22
+9.20
+8.19

9,17 - Any of the following:
+9.22
+9.20
+9,19
+8.18

9.16 - Any of the following:
+8.22
+9.20
+9.19
+9.18
+9.17
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Downloads Home § Security / Firewalis [ Next-Generation Firewalls (NGFW)

105 and NX-0S Software

3000 Series Industrial Security Appliances (ISA) ASA S500-X with FirePOWER Services
Optical Networkin
Pt = Adaptive Security Appliances [ASA) Firepower 1000 Series
e Firewall Management Firepower 2100 Series

Firepower 4100 Series
- Unifi it

Servers - Unified Compuning Secure Firewall Migration Tool Firepower 9300 Series
Storage Networking
Secure Firewall 1200 Series
Switches

“ Secure Firewall 3100 Series
Unified Communications - -
Secure Firewall 4200 Series
e e e N sl 1 Secure Firewall Threat Defense Virtual

Video

Wireless

Software Download

Downloads Home [ Security [ Firewalls / Next-Generation Firewalls (NGFW) / Secure Firewall 3100 Series / Secure Firewall 3120

Select a Software Type

Adaplive Security Appliance (ASA) Device Manager
Adapiive Security Appliance (ASA) Software
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Firepower Threat Defense (FTD) Software

Firewall Migration Tool (FMT)
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=L, Cisco ASDM-IDM Launcher disco

Device TP Address / Name: 192.0.2.1 ;]
Usarname:
Fassword:

Remember the username of the specified device on this computer

=

QK Clase

-

i | olela

<{froot>

2024-06-16 13:00:03,471 [ERROR] Error::Failed : Request processing

88887 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Failed : Request processing
2024-06-16 13:00:03,472 [ERROR] Error::Access token request processing failed

88888 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Access token request processing f
2024-06-16 13:00:04,214 [ERROR] getMetaDataResponse :: Server returned HTTP response code: 403 for URL:
89630 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - getMetaDataResponse :: Server returned H
2024-06-16 13:00:04,214 [ERROR] error::Meta data request failed.

89630 [ Thread-30] ERROR com ci sco. dntommon. util.DMCommonEnv - error::Meta data request failed
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https://tools.cisco.com/bugsearch/bug/CSCvf91260

Fixed Software

When considering software upgrades, customers are advised to regularly consult the adwvisories for
Cisco products, which are available from the Cisco Security Advisores page, 1o determine exposure
and a complete upgrade solution.

In all cases, customers should ensure that the devices to be upgraded contain sufficient memory
and confirm that current hardware and software configurations will continue to be supported
properly by the new release_ If the information is not clear, customers are advised to contact the
Cisco Technical Assistance Center (TAC) or their contracted maintenance providers.

Cisco ASA, FMC, and FTD Software

To help customers determine their exposure to vulnerabilities in Cisco ASA, FMC, and FTD Software,
Cisco provides the Cisco Software Checker. This tool identifies any Cisco security advisones that
impact a specific software release and the earliest release that fixes the vulnerabilities that are
described in each advisory (“First Fixed™). If applicable, the ool also returns the earliest release that
fixes all the vulnerabiliies that are described in all the adwisories that the Software Checker identifies
("Combined First Fixed™).

To use the tool, go to the Cisco Software Checker page and follow the instructions. Alternatively, use
the following form to search for vulnerabiliies that affect a specific software release. To use the
form, follow these steps:

1. Choose which advisornes the tool will search-all advisones, only advisones with a Critical or
High Security Impact Rating (SIR), or only this advisory.

2. Choose the appropriate software.

3. Choose the appropriate platform.

4. Enter a release number-for example, 9.16.2.11 for Cisco ASA Software or 6.6.7 for Cisco FTD

Software
5. Click Check.
‘Only this advisory v | Cisco ASA Software |
hS&l:aure Firewall 3100 Series v]
9.18.3 || Check

SMREERATH , BT 'F—EEE. N "REFE, FIRAIMRA



Home / Cisco Security / Cisco Software Checker
ISCO SeCurity

Cisco Software Checker
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End-of-life milestones

Table1. End-of-life milestones and dates for the Cisco Firepower Threat Defense (FTD) 7.1.(x), Firepower Management
Center (FMC) 7.1.(x), Adaptive Security Appliance(ASA) 9.17.(x) and Firepower eXtensible Operating System (FX0S) 2.11.(x)

Milestone

Definition

End-of-Life The date the document that announces the end-of-sale and end-of-life of a June 23,
Announcement Date product is distributed 1o the general pubdic, 2023
End-of-Sale Date: The last date to order the product through Cisco point-of-sale mechanisms. December
App SW The product is no longer for sale after this date. 22, 2023
Last Ship Date: The last-possible ship date that can be requested of Cisco and/or its contract March 21,
Azpp SW manufacturers, Actual ship date 15 dependent on lead time. 2024
End of SW The last date that Cisco Engineering may release any final software December
Maintenance maintenance releases or bug fixes. After this date, Cisco Engineering will no 21, 2024
Releases Date: longer develop, repair, maintain, or test the product software.
App SW
End of New Service For equipment and software that is not covered by a service-and-support December
Attachment Date: contract, this is the last date to order a new service-and-support contract or 21, 2024
App SW add the equipment and/or software 10 an existing senvice -and-supporn

contract,
End of Service The last date to extend or renew a senvice contract for the product. December
Contract Renewal 21, 2025
Date:
App SW
Last Date of Support: The last date to receive applicable service and support for the product as December
App SW entitled by active service contracts or by warranty terms and conditions, After 31, 2025

this date, all support services for the product are unavailable, and the product
becomes obsolate.

HW = Hardware

05 SW = Operating System Softwana App. SW = Application Softwarna
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Release Notes for Cisco Secure Firewall ASDM, 7.22(x)

This document contains release information for ASDM version 7.22(x) for the Secure Firewall ASA,

Important Notes

+ Mo support in ASA 9.22(1) and later for the Firepower 2100-ASA 9.20(x) is the last supporned version.

+ Smart licensing default transport changed in 9.22—In 9.22, the smart licensing default transport changed from Smart Gall Home to Smart Transport. You can configure the ASA to use
Smart Call Home If necessary using the transport type callhome command. When you upgrade to 9.22, the transport s automatically changed Smart Transport. If you downgrade, the
transport Is set back to Smart Call Home, and if you want to use Smart Transport, you need to specify transport type smart .

System Requirements

ASDM requires a computer with a CPU with at least 4 cores. Fewer cores can result in high memory usage.
ASDM Java Requirements

You can install ASDM using Oracle JRE 8.0 (asdm-version.bin) or OpenJRE 1.8.x (asdm-openjre-version.bin),

Table 1. ASDM Operating Systemn and Browser Requirements

Operating System EBrowser Oracle JRE OpenJRE
Firefox Safari Chrome
Microsoft Windows (English and Japanese): Yes No support | Yes 8.0 version 8u261 or later 1.8
« 11
Note MNo support for
+ 10 Windows 7 or 10
32-bit

Note See Windows 10 In ASDM Compatibility Motes If you
have problems with the ASDM shortcut.

« 8

«7

+ Server 2016 and Server 2019
« Server 2012 R2

* Serwer 2012

+ Server 2008

Apple ©5 X 10.4 and later Yes Yes Yes (64-bit 8.0 version Bu261 or later 1.8
wersion only)

A& "ESERERAASATASDMARM &, film .

Table 2. ASA and ASDM Compatibility: 9.20 and 9.19

ASA ASDM ASA Model
ASA Virtual Firepower Firepower Firepower Secure Firepower Secure Firepower ISA 3000
1010 10710E 2110 Firewall 3105 4112 Firewall 4215 9300

2120 3110 4115 Secure
Firawall 4225

This is the minimum ASDM

version :;;\can support this 2130 3120 4125 —
versien 10 130 s Firewall 4245
3140
9.20(3) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(1) 7.20(1) - - - - - - YES - -
9.19(1) 7.19(1) YES YES = YES YES YES i YES YES

MIEE -
FRIASARR A EZHFAWASDMRAR E SIRA ; TREAS BIRAHIASDMEEFT AR ARHIASA— & 52 F

o

g4 1

BRBEHSASDM 7.17EEASA 9. 18 & ., HRASAHRYE | S LU EF A E R NASDMIRA | K&
EBERB, Hla , EALUEASA 9.22(1.2)EEASDM 7.22(1)ER & A,

gl 2

R ASAS 9.8(4)32, BELAMERAASDM 7.19(NHEETERE , HAASDME#EE , BRIEE
ASDME1TERIAFR S HERHA,



» https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://lwww.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

BE1:JavalR =B

RER — 2RISR

wEJavaiZ B H

il R |
[ Cisco ASDM-IDM Launcher v1.9(0) — >

&, Cisco ASDM-IDM Launcher cisco

our

Device IF Address [ Name: 10.62.148.30 ;I
Usarname: admin
Fasswond: Ty

[ ] Remember the username of the specified device on this computer

—

0K Close _
o)l
Convrinht @& 2006-2019 Ciscn Svstems. Inc. All rinhts recerved. |5|m-..-.r Java console

REMEJavaFlASAHB MR !

» https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

R5E2. ASAFIASDMIR A THHE
MREBETHAENASAFIASDMARA | RITTRES Kk E¥ASDM UIBIEHR.
RUHR — BERSH

REEREBHCLIZEASDMIRA |, BIBTFTPHSMGERZIASAK R EES , RERBLUT
EREFHNRBEFEAGS Tasdm image s FREASDMBR :

https://www.cisco.com/c/en/us/td/docs/security/asal/asa-cli-reference/A-H/asa-command-ref-A-
H/ar-az-commands.html#wp3551901007

g4



https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25469
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25469
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/ar-az-commands.html#wp3551901007
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/ar-az-commands.html#wp3551901007

<ffroot>
asa#

copy tftp flash

Address or name of remote host []? 10.62.146.125
Source filename []? asdm-7221.bin
Destination filename [asdm-7221.bin]?

Verifying file disk0:/asdm-7221.bin...

Writing file disk0:/asdm-7221.bin...

INFO: No digital signature found

126659176 bytes copied in 70.590 secs (1809416 bytes/sec)

<#root>
asa#

config termnal

asa(config)#

asdm i nage di sk0:/asdm 7151-150. bin

asa(config)#

copy run start

Source filename [running-config]?
Cryptochecksum: afae0454 bf24b2ac 1126e026 bla26a2c

4303 bytes copied in 0.210 secs

ERE3. ASDMHOpenJDK &

Cisco ASDMBR&R IE X X #EOpenJDK, H it , EME R HIiEE :

« Oracle JRE:2 & FARKEE#PC_LREASDMAIJava Web StartiE{TH, BEFEALSGE , EE
EARMPC LR #E64{I0racle JRE, EA[LAEJavai B E%ET?MI:*Q

+ OpenJRE:FIMAIJREMR G ELOracle B[R , EFRIZEER , BF E’EZIK%PCJ:;(%
641 Oracle JRE , X A& & EHFJava Web StartTha KE&EJJASDMO EMRAMTE
OpenJREM&HY K/N K Oracle JREMRER, AR , FABENJavalR A2 FE|
OpenJRE , BA T 2# A EASDM openJREF % BRI EHEN BB ERSHEEN,

Oracle JREEZOpenJRE



Oracle JRE OpendRE

TERRIHEM L% Java = A (EEBETHCZMWJava)
525 = & (FR)

FRAN & REEXR , RATERS T Java

e asdm-xxxx.bin asdm-openjre-xxxx.bin

Software Download

Downloads Home [ Security [ Firewalls [ Next-Generation Firewalls (NGFW) [ ASA 5500-X with FirePOWER Services | ASA 5508-X with FirePOWER Services
| Adaptive Security Appliance (ASA) Device Manager- 7.22.1

 Q search... ) ASA 5508-X with FirePOWER Services
Epard Al | Collapse All Release 7.22.1 Related Links and Documentation
B A My Motifications Release Motes for 7.22.1
Latest Release ~
7.22.1
7.20.2 File Information Release Date Size
7.19.1.95 Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-5Sep-2024 120.79 MB AR ]

Oracle JRE AR [ A = .
g ASDM Oracle JRE-based ge. It

7.18.1.161 1" e requires Oracle JRE to be installed
Advisories (]

All Release -

Cisco Adaptive Security Device Manager for ASA 9.8-9.22 16-Sep-2024 195.09 MB + \___.r’ .
T > integrated with OpenJRE.

asdm-openjre-7221.bin ASDM OpenJRE-based image. It does

Advisories [ not require Java to be installed

BN MREREENASDMEABERRE  FLEHERZEFEFNVASDMEBER , AR BBER
HTTPSEREIASAR L EHTHY

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25472
OpenDK:ZE MR FETRE. FIR. GPLEFAHE.,

Oracle JRE:RBETHIRE (BETUR ) FENETURIEARLEE,
OpenJREZRETRIRE, FIR. GPLFFAIE,

+ https://www.oracle.com/java/technologies/javase/jre8-readme.html

R8E4. ASDM#Java Azul ZulufB B M

E A Oracle JREKYASDMBR G X B Java Azul Zulue B—FTE , ERASDM OpenJREWE H K EH
RAzul ZUUKIE S, BT HIEE | B "TRE3 BE.

BIRES. B4 : £ ERdisk0:/asdm-xxx.bin KK B A


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472
https://www.oracle.com/java/technologies/javase/jre8-readme.html

gl

<{froot>
asa#

copy tftp flash:

Address or name of remote host [192.0.2.5]7
Source filename []? asdm-7171.bin
Destination filename [asdm-7171.bin]?

Accessing ftp://192.0.2.5/asdm-7171.bin.. . trrrrvrvrrrvrrerrrrrrrrrrrrrrrrrrrrrnl
Verifying file disk0:/asdm-7171.bin...

%MRNI NG Signature not found in file disk0:/asdm 7171. bi n.

REDE — EBSR

BB RASAEASDMI B RIRE, MEASDMARMIERE , BARASDMEASARBKIMER, &7
BAE LA T B H EIASARIASDMAE A 4B

https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

ER86. "% ERRORASDMEBRETHIUEER, EHEEEBERE. |
EFAREMNVASDMIRGEF |, B RIL#EERES.. asdm image <image path> 5.

SREDEE — ERBF

1. ASARRFEASDMBME R B A BRI BN EENREG, MRERETEELIEEREXHASARER
EMASDMBL & , RIEFEIEASDMIEEREE T%ERROR:ASA CLILEERER
diskO:/<filename>"HI 2 & FEM, ASDM 7.18(1.152) R E 5 iR A B % H BT EASARRA |, BlfE
RELEERERN L, F2RPHNEEFEN D ERIASDM 7.17(x)IRAEREA.

2. B EHPC LW JavaikZs,

3. HRELZ LB AME3I100 LIETHIASA |, FERE B RIEEREID CSCwec12322 "TFPR3100¥F
A B s EASDMARGER R $E25

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc12322

NupiE | HRBEERIENASDMBIIRATEE, SHRMET  FRERBRMEN.

BE7, " %ERROR:%k & ¥1g R disk0:/<filename>"&¥


ftp://192.0.2.5/asdm-7171.bin...!!!!!!!!!!!!!!!!!!!!!!!!!!!!
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://tools.cisco.com/bugsearch/bug/CSCwc12322?rfs=qvred
https://tools.cisco.com/bugsearch/bug/CSCwc12322

ERERBETERENIER , flw:

<{froot>
asa#

copy tftp://cisco:cisco@92.0.2.1/cisco-asa-fp2k.9.20.3.7. SPA

Address or name of remote host [192.0.2.1]7
Source filename [cisco-asa-fp2k.9.20.3.7.SPA]?
Destination filename [cisco-asa-fp2k.9.20.3.7.SPA]?

Accessing tftp://cisco:<password>@192.0.2.1/cisco-asa-fp2k.9.20.3.7.SPA...
rrrrrrrrrrrrrrrrnrnd | T I I A I O A A

Verifying file disk0:/cisco-asa-fp2k.9.20.3.7.SPA...

%ERROR Signature not valid for file diskO:/cisco-asa-fp2k.9.20.3.7.SPA

SEHR — EZRBE

ASA 9.14(4.14) R E B RAERASDM 7.18(1.152) N E m A&, ASABREERFZASDMMERE AR
RBUEZENMG, NRERETREN7.18(1.152)lIASDMER & |, It HiE{THAIEERRHN
ASARRZ |, BIEPE IEASDMIEEREE "%ERROR:ASA CLI 8 R4 2disk0:/<filename>"Ry 25 &
W,

I 3 2 B Cisco ASDMAIASAS, BE % 5 i (T 2 A IS 3117 ®F(CVE ID CVE-2022-20829) 8|42

» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05291
» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05264

MRELEEFLEERXNTEE , BERBAERPHRA LEMRE :
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-
asav.html#topic zp4 dzj cjb

« ASDMARZANEREA :
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 14/release/notes/rn714.html#reference yw3
« ASAF#R¥ER : https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-
upgrade/asa-appliance-asav.html#task EQEE51964590499999B1D976F66E2771

B RE8. R £ By KAk &&(Hostscan) B &AM


https://tools.cisco.com/bugsearch/bug/CSCwb05291
https://tools.cisco.com/bugsearch/bug/CSCwb05264
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#topic_zp4_dzj_cjb
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#topic_zp4_dzj_cjb
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_14/release/notes/rn714.html#reference_yw3_ngz_vhb
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#task_E9EE51964590499999B1D976F66E2771
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#task_E9EE51964590499999B1D976F66E2771

EEASARRAM L | HostscaniR ANE Z # BURMA AnyConnecthiR AN, & LA LR BB AR A : Bk
#8 T# — Cisco Systems:

https://software.cisco.com/download/home/283000185

B9, BT S A AR AN

SEER — EZEREE

MREHLEBRMPH N B BN EMASDMMRA , EERENXETEGTWE
- ASDMARAZREA :

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 14/release/notes/rn714.html#reference yw3

EREER , ASARISRR

Table 2. ASA and ASDM Compatibility: 9.20 and 9.19
e W m i i f
ASA ASDM ASA Model Ensure your HW maodel is listed here

ASA Virtual Firepower Firepower Firepower Secure Firepower Secure Firepower ISA 3000
1010 1010E 2110 Firewall 3105 4112 Firewall 4215 9300
Th - . ASDM 2120 3110 4115 Saecure
i5 is the minimum ASDM Firewall 4225
version that can support ti"lsj 2130 3120 4125 -
ASA version 2140 3130 4145 e
: Firewall 4245
/ 3140
9.20(3) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(1) 7.20(1) - - - - - - YES - -
2.19(1) 7.19(1) YES YES YES YES YES YES YES

EZEAMERSWTEHER :

https://software.cisco.com/download/home/286291275

 Scict 2 Product

Downloads Home | Security / Firewalls / Next-Generation Firewalls (NGFW) / Firepower 1000 Series

10S and NX-0S Software

ASA 5500-X with FirePOWER Services Firepower 1010 Security Appliance
R Firepower 2100 Series Firepower 1140 Security Appliance
Firepower 4100 Series Firepower 1150 Security Appliance

Servers - Unified Computing Firepower 9300 Series

Storage Metworkin
9 g Secure Firewall 1200 Series

Switch
witches Secure Firewall 3100 Series

ST AR B B s IR Y BB KRR R 5 B9 SR FTASDMAR A , filan


https://software.cisco.com/download/home/283000185
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_14/release/notes/rn714.html#reference_yw3_ngz_vhb
https://software.cisco.com/download/home/286291275

| Software Download

Downloads Home [ Security f Firewalls | Next-Generation Firewalls (NGFW) / Firepower 1000 Series / Firepower 1140 Security Appliance | Adaptive Security Appliance (ASA) Device Manager- 7.22.1

'(Q. Search...

Firepower 1140 Security Appliance
(" Expand Al | Collapse Al ] Release 7.22.1 Related Links and Documentation
e Release Notes for 7.22.1

B

A My Notifications
Latest Release b
7.221
7.20.2 File Information Release Date Size
S e eT Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-Sep-2024 120.79 MB
o Oracle JRE.
7.18.1.161 &
asdm-7221.bin
All Release Lv3 Advisories [
7 e Cisco Adaptive Security Device Manager for ASA 9.8-9.22 16-Sep-2024 195.09 MB
integrated with OpenJRE.
22 ¥ ]
asdm-openjre=7221 bin
20 ¥

Advisories [

I2E10. Linux EBWASDM X 8
SHHR — BREE
Linuxsk IE % X #.

AR R TN AL -

B REEERID CSCwk67345



https://tools.cisco.com/bugsearch/bug/CSCwk67345

ENH: £ X BRI OS/EE R a#ELinux

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk67345

RRE11. ASDMZ It
SR — EEBE

S BIASA/ASDMAE GBI L ISR B LB A -

https://www.cisco.com/c/en/us/products/security/asa-firepower-services/eos-eol-notice-listing.html



https://tools.cisco.com/bugsearch/bug/CSCwk67345
https://www.cisco.com/c/en/us/products/security/asa-firepower-services/eos-eol-notice-listing.html

ASDMZET Al & B 28

AENMERE RAASDMET 7] & AHEI B
EEFrEABRUTASRER :

« Firepower 4100/9300# 585 | EARASANFFAIEEE
« ASAv, Firepower 1000, Firepower 2100, Firepower 9300F1Firepower 4100:55 A5 : &
BBERF T ( ASAv, Firepower EHIASA )

PR E B3R A E R E SR (PAK)FT A

* CiscoR £ KiMASARFIIREFT AT — BaRiER

https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.htmi

BRE1. SDES/AESEE R EX

ASDMEEEASA L E B NZRF ] H(3DES/AES) , RIS HEHEENEFHEE., EEBERNTE
A FIASDMEAR] , 2% B S3DES/AESFF A&

EE BN RIDES/AESH TR , BHTUTRME

1. B F|https://www.cisco.com/go/license

2. ¥ — T Continue to Product License Registration,

3. ZFFHFIFPH | BENXARUZS ENEIEMET,

4. R THIREFIRIZIPS, Crypto, Other..o

5. 7 "Search by Keyword; {7 ## AASA,

6. fEProducti& B #1122 Cisco ASA 3DES/AES License , % — T Nexto
7. B AASAR F IR | REBIRBIRTRFERASAWIDES/AESFF AT &

SRR — BB
THANTRLIMISNERHTMS | BREAU TSRO EERE .

o ASARFEERRIEFENEE, BERFEANTPRRSS.

- BRHAZENEZFAMF,

s RBEABRFFAIPFNHTTPSRETSHELE, BHARE AR S T U RERE — B
- MREFEEMFAHTTP Proxyfalfkes , FEEFMEMNES , il :

<#root>
ciscoasa(config)#

cal |l - hone


https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
http://www.cisco.com/go/license

ciscoasa(cfg-call-home)#

http-proxy 10.1.1.1 port 443

REIEE2. Oracle Java JREFF AT E 3R
RHHR — BEEE
ASDM binBGEREMEFL R

« Oracle JRE:ZEARETHPC LRAEIASDMA Java Web StartB{TH, EfAHLAZE
EAXR#PC L& %64 0racle JRE, BRI JavaliE E%ETEMI:*Q

+ OpenJRE:FIMAIJREMR G EEOracle & 4E[E , EFRIZEER , BF EEZM%PCLzz"-E
64fzO0racle JRE , E &G4 & EHJava Web StartZhé HEE&EJJASDMO

Software Download

Downloads Home [ Security / Firewalls / Next-Generation Firewalls (NGFW) / ASA 5500-X with FirePOWER Services / ASA 5508-X with FirePOWER Services
| Adaptive Security Appliance (ASA) Device Manager- 7.22.1
o -~ i - EE H H ~ .
| Q search... ) ASA 5508-X with FirePOWER Services
Expand All Collapse All Release 7.22.1 Related Links and Documentation
! My Notifications Release Notes for 7.22.1
Latest Release b
7.22.1
7.20.2 File Information Release Date Size

Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-5ep-2024 120.79 MB t ' K

7.19.1.95 & .
acle JRE na "
racie e ASDM Oracle JRE-based :
7.18.1.161 i equires Oracle JRE to be installe
Advisories [

All Release -
Cisco Adaptive Security Device Manager for ASA 9.8-9.22 16-Sep-2024 195.09 MB + '_L_-r’ .
7 b integrated with OpenJRE.
asdm-openjre-7221.bin ASDM OpenJRE-based image. It does
Advisories [] not require Java to be installed

MR EREMEAENAOraclefIASDMER % , AIESERARIEBARRBEEERJavafFf IR, RBIF
Oracle Java SEFF A ¥ R REMEE -

BAEAREEEABUELCHER LERAJavaRTERTETHMEFARBARER, MREEERX
HMHECHER LEAJavatEREMRBREN -T2 , ETRBEAER. Hlm, AJLER
Javaf ENEABRXITECHERIEAR , EFRERATHUTERSE.

MR EFEEREMJavasF =% , EALAE A EROpenJREFVASDMBR £,

» https://www.oracle.com/java/technologies/javase/jdk-fags.html

« ASDM 7.22H9ASDM JavaZE3R
. https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25472



https://www.oracle.com/java/technologies/javase/jdk-faqs.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472

« ASDM 7.22H9ASDMAE BZ 437 BA
. https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25476

M - BB LE R ASDMERA K BT R E,

BE3. ZERER T LB F v B VPNEF Al B AIASDME &

ASDMERUTARZA :

BL  RAEAMETXNSEERBIVERVPNRF AR, FEIRE L TXEENUSVPNT RS EA
[ Al "

Monitoring > ¥PN = ¥YPN Statistics > Sessions

WARNING: There s no ske-to-sike VPN license allocated bo this context. Please go bo Security Contesd Mansgement bo allocabe VPN lcense ko this conbext.

Type Ackive Curmulakive
76
76
12
11

AnyConnect Client
SSLITLS/DTLS

Ske-to-5Sike VPN
[KEvZ IPsec
IKEv1 IPsec

Filker By: | IPsec Ske-to-Site w | | == All Sessions - w

SRER — ZRBE
ER—ERmERRERME , RHE

B R$EERID CSCvj66962


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25476
https://tools.cisco.com/bugsearch/bug/CSCvj66962

ASDM 7.9(2)ASA 9.6(4)8 Z B R L2LiFEHR

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi66962

BRI LAGTBRERFE , EREMEWBIRFEERAIBA.

- ASDMELEBIEE
. SERBEHCisco ASAHIASDMIE B M
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https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
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