HEBRASDMEL &, 5 175 M H b &=

E)#82. ASA CLIFIASDM UlZ B an s E f—

BI§E7. ASDMA] L5 [E) 49 1) [ BB
F9E8 BNEE B SR TE BI RS A St tRes A ol A

#1#814. ASDMT 8 /RFirepowert& #H & 1% /fil &

B #815.FASDM X B RS i B BB A 2R

#2818 http server session-timeoutHlhttp server idle-timeoutdi 4 X

EFE19. ASDM . E#)Dap.xmI#E & % &
5 #820.FFASDM_EE R EIIKE IPSEC

B 7822 Rl FTASDM Ul . ASDN¥ St

RE26. AAAB 4 B Bl (Radius/LDAP)IEASDMHE A A] B
FE#827. ASDM_EHER "Post Quantum key cannot be empty | 552

HEBRASDM & 17 58 5% R B
PESA1. ASDMB A %8
PE8H2. ASDMes £ R 2 B
P 883 R B ASDM R 3PS
P4 ASDM% B 5 HEA T (MFA)



B RE5. ASDMAAE & {3 B S i (B
EIRE6. ASDIMZ ith £ {7 B8 2% 5% BX
7. ASDM— R MEZE

BFEs BiRF B R KB RAIE S E
9. ASDMEFE AR BB

i #810. ASDM LDAP 5 {3 B2 3% 2k B

B 11.5 2 ASDM Webvpn DAPELE

BEBRASDMEY H {th B 78

ANENEEBEERZEREREEERASDMEE. HREMNEGRENRERBERE.

E1=
=]

Al

RERZASDME BB RFIN —B7 , WHFELLTESR
Link1<>
Link2<>

EiE3<>

BEBRASDMEL B 58

EE1. ASDMATERERARTEHNEAhREEFFEACL)

ASDMTERERAR T HEMNE A B ESIEEACL) , BIEAEARMEEN BN ENEHEE E 20
o HERARET "0EABAKRR. . BRIENENHEAREFEENLINL2 ACLEF L TEMN

<#root>
firewall(config)#

access-list 1 extended permit ip any

firewall(config)#



any access-list 2 extended pernmit udp any any
firewall(config)#

access-list 3 ethertype pernmt dsap bpdu
firewall(config)#

access-group 3 in interface inside

firewall(config)#

access-group 1 in interface inside

firewall(config)#

access-group 2 in interface outside

SREDEE — ZREF

ESEMEEREEEEID CSCwj14147 THNRL2HIL3 aclEE

Ln:ll:h

ASDM

Fiii:

FANY

EEAFEEEREE

RE

/N0


https://tools.cisco.com/bugsearch/bug/CSCwj14147

YR : LERFE B ERITWASDMERBIRAREE. FEFHEE

%II

, SRR R EF I E A

%

REEE2. ASA CLIFIASDM UlZz B dr P ET &I — 3K

ASDMA R dip 7P 512008 B2 BA A &S | AYshow access-listin S PTEREH SFREE P ER — 3
SRHMHR — EEEE

SE2 R B RIEEERID CSCtq38377 "ENH:ASDMIETEASA L FFHACLEMEE K MARAMETE
1 MERIEESRID CSCtq38405 "ENH:ASAE EBASDIRHACLEEE AR EA

FIRES. "#8ER 1 %E "N BEBEMAVIEMWA. EASDMAFIREBACLEAVEERE
=

700N


https://tools.cisco.com/bugsearch/bug/CSCtq38377
https://tools.cisco.com/bugsearch/bug/CSCtq38405

MEEER % "N BBEMAIENBW A, EASDMAIREBACLESERIERER

[ERROR] access-1list mode manual-commit access-1list mode manual-commit
A
ERROR: % Invalid input detected at 'A' marker.
[OK] no access-Tist ACL1 1line 1 extended permit tcp object my-obj-1 object my-obj-2 eq 12345
[ERROR] access-list commit access-1ist commit
ERROR: % Incomplete command
[ERROR] access-1list mode auto-commit access-1ist mode auto-commit
A

ERROR: % Invalid input detected at 'A' marker.

[EJ Error in sending command

ASDM received messages below when one or more of the commands below were sent to the ASA. [OK]
b means success, [ERROR] means failure, [INFO] means information and [WARNING] means warning

'[ERROR] access-ist mode manual-commit

access-ist mode manual-commit
FeY

ERROR: % Invalid input detected at "' marker.

[OK] no access-ist outside ine 43 extended permit object top 1433 10,248.219.0 255.255.255.0 object 10.88.88. 10
[OK] access-ist outside line 43 extended permit object top1433 10.248.219.0 255.255.255.0 object AQS18_I0OP
[ERROR] accessist commit

accessist commat
ERROR: % Incomplete command

[ERROR] access-list mode auto-commit
access-ist mode auto-commit

T

ERROR: % Invalid input detected at "' marker.

REDEE — 2REE

S B EREEE5ID CSCvq05064 "Edit an entry(ACL)from ASDM gives an error(ﬁiﬂmﬁ
ASDM# & B (ACL)HH IR #555)1 - HASDMEEOpenJRE/Oracle - 7.12.2kR FMCisco#i &2
CSCvp88926 "Sending additional commands while deleting access-list; —#2{# H%io


https://tools.cisco.com/bugsearch/bug/CSCvq05064
https://tools.cisco.com/bugsearch/bug/CSCvp88926

it BEERMBEERITWASDMEREIRATEIEE. ARFEEF , FREARMBFEE

IIE

[}

BRE4. T8EF5  ACLEEM MY MM A EMIEEEMEMEER K T EBRTER
BracliERRE R

"§RER [ ACLERRRFAMIMREANE  (EAXEIEES , FRABRacEUTIRER 2 —PERIVERER

1. EERN KRB EE A ERNASDMAHEEACL:
firewall(config)# access-list pbr line 1 permit ip any host 192.0.2.1
$H3R | ACLEERRHYTRREAES , B R IWIEEE , FMIBRac



@ ACL is assodated with route-map and inactive not supported, instead remove the ad

OK

2 #m#ACL ASDM > Configuration -> Remote Access VPN -> Network(Client)Access > Dynamic
AccessK B

REDE — 2REE

1. B2 BB B RIEEERID CSCwb57615 "Configuring pbr access-list with line number failed.
. HEEMREREPRHEL "lines 5%,

2. FES R EE BRI 521D CSCwe3465 MUnable to Edit the ACL objects if it is already in use ,
get the exception. »



https://tools.cisco.com/bugsearch/bug/CSCwb57615
https://tools.cisco.com/bugsearch/bug/CSCwe34665

BiEE - BLRMBEERIINASARBRATBEIEE. BEFEET , SRARKEFEE

EI#E5. ASDMENEF B iRss P R ERNIEBERN A
ASDM Real-Time Log Viewer~# RENIERERH BHES.

SHE — EZRBE

HREFERENEBRdeny T EERRKBF. IRFEMAEIIEBNREBERRK B , FE
ACLKRE#HBF BlogEaRFRIR Al



[E17E6. ASDM7E E B8 T MM B RNY R RE

B ®Addresses B T #JConfiguration > Firewall > Access Rules B E{S EMMBRH RHE KiE
K, ASDMAS RS, BENREER  FREELFEEMAREKEEPNEMA5 2.

SERDEAE — EREIMF

BB EREEERID CSCwj1250 "ASDMEREMEE M HRBRYHBERRE ., . HRAEZER
2 FtopNE MR T EFAUEE -

<#root>
ASA(config)#

no hpm t opN enabl e



https://tools.cisco.com/bugsearch/bug/CSCwj12250

BiEE : LERFAEERIENWASDMERBRAHEE, FEFMER , FRERBHFBER.

BRE7. ASDMA L AR R T EB R EIANFH BRI FERA

MREW T T EREHEIEFEE , ASDMA LB RT RN EHHMHBEGEERA ., EARGH
, BAR A2 B BN i3 ACL. ASDMEESE#H2 T Hif4ARVEERR , BEAERRELRA. o5
HEERERT —EHENER. EREAEMTHETRBE.

REDEE — EZRBEF

ESEEEEREEID CSCwm71434 TASDMAEE REENNEEFIEEER )

[EIRE8. BN B 35 MR 2 PR B EN S B &%

BN&s B sS 2 P REERMET B ES
RO — EZREMF

1. BFAREHRCOEE, F2EASDMFM1:Cisco ASARFIE RIZ/EASDMEL BIEFE
L 7.22  Ef : 5ok



https://tools.cisco.com/bugsearch/bug/CSCwm71434
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html

2. 5 EE B RIEEE5ID CSCvi82966 "ASDM — 5248% : MERREIEAS, o

BiEE : LERFAEERIENWASDMERBRAHEE, BEFMER , FRBERBHFBER.

« ASDMZE 1} : Cisco ASAR I ERBEASDMELEISE . 7.22 ZHi : 508k,

B B Bt A " HML W TR SR

0 Pause | Ba Copy (gl Seve Oy Clear | 5" Color Settings | §% Create Rule 7 Show Rule| @) Show Details ¥ Help
Fler By: 1 1 poidd Fiter [ Find



https://tools.cisco.com/bugsearch/bug/CSCvf82966
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/monitor-syslog.html

SRHGE — EZRBE

1. RER B HEARFC5424 B SR RFBEE R

<#froot>
#

show run | oggi ng

logging enable

I ogging timestanp rfcb5424

2. MRFRARFC542450 8% B EE RN , FS R E R B REEERID CSCvs5212 "ASDM ENH:ZE#H

SRR Arfco424 BB E N ERASAR KBS, . HEERERRESEFARFC5424%
I
<tfroot>

firewall(config)#

no | ogging timestanp rfc5424

firewall(config)#

| oggi ng ti nestanp

3. A\ |, BB EE B BRPAECiscofts2ID CSCwh70323 " Timestamp entry missing for some
syslog messages sent to syslog server, o



https://tools.cisco.com/bugsearch/bug/CSCvs52212
https://tools.cisco.com/bugsearch/bug/CSCwh70323

BiEE : LLERFE S ERIEMASDMERBRAFIEE. REFMET  FRAEREFAET.

BE+. EZEEASAHYBRIHMESR , B AZASDMAEEE kB

HomeE H #yLatest ASDM Syslog MessagesHE# T " Syslog Connection Losts # "Syslog
Connection Terminated, HE :

Latest ASDM Syslog Messages Og & %

Severity Date Time SysiogID  Source IP Source Destination IP Destina Desaription

- b lsysogComveconiost 0 000000000O0O@W
L L S ComectionTerminated

SREOR — ZRBE

s
9

BEEFTHOEE, SSHHEERNERID CSCvz15404 "ASA: ZE S : ASDMH 552688


https://tools.cisco.com/bugsearch/bug/CSCvz15404

EUBRIEMEREFL, o

BiEE : LERFAEERIENWASDMERBRAHEE, BEFMER , FRBERBHFBER.

BE+— EFREEZEUERE , ASDMEFERAK L

EXERBEEcEHRE  ASDMEFERAK L | WHBEHEIEE "The maximum number of
management sessions for protocol http or user exists exists ( W EhttpRFEAENRZAEESTEE
BFE).L . AEEEE. . EXAFRERNERRAFHEES :

%ASA-3-768004: QUOTA: management session quota exceeded for http protocol: current 5, protocol Timit 5

%ASA-3-768004: QUOTA: management session quota exceeded for http protocol: current 5, protocol Timit 5



REDEE — EZRBF

1. BEEHASDMERFEARELR2ETILimite EEEIERT , Denied5HEES1E N :

<#root>
firewall #

show resource usage resource ASDM

Resource Current Peak Limit Denied Context
ASDM

5

10

admin

2. F2EER B REERID CSCvs72378 "ASDMEXRMEBRETFEIRFE < BT RAK L -


https://tools.cisco.com/bugsearch/bug/CSCvs72378

BEE : WWERFA E ERIEMASARBIRADFEEE. ARFMEEF , FRIRREF
ﬁgﬂao

3. MREERAEETREERID CSCys72378MBIERRN , ERRMNERER LR , FEFH
DRBEASDMIEXPE B, L ATLARARAASDM |, & FRIEITASDMEY EHIP#h 3 FIHTTPSESR
o EARREIH | RERASDM EMHTTPREAREREFERHTTPSIE443 LiETT ¢

<#froot>

#

show conn all protocol tcp port 443

TCP management 192.0.2.35:55281 NP Identity Ifc 192.0.2.1:443, idle 0:00:01, bytes 33634, flags UOB
TCP management 192.0.2.36:38844 NP Identity Ifc 192.0.2.1:443, idle 0:00:08, bytes 1629669, flags UOB

#

clear conn all protocol tcp port 443 address 192.0.2.35


https://tools.cisco.com/bugsearch/bug/CSCvs72378

RRE12. ASDMPBERSIE H/4& 1t , WHEETEHE TASDMASAR BN EIEERHEE,
ASDMBEAEH. .

HEZERASAL , ASDMPERIR H/#& 1k |, WHIRES "TASDMRRASAR BEREI EEFRRVES L -
ASDMIRTE#IRH. |

SERDEAE — EREIMF

ES SR PACiscottZAID CSCwh04395 TASDME AR FEHOE H/k 1t , W RSANAREL
E"J%/T_\Eﬂgq o

BiEE : WWERFE S ERIEMASARBIRA T ISR, ARFEET , FREARMBFEEN

o


https://tools.cisco.com/bugsearch/bug/CSCwh04395

EIRE13. ASDME F#H e , WFERHE "Authentication FirePOWER login |

ASDME e , WHRHE "Authentication FirePOWER login
r

[ Cisco ASDM Launcher i %

S, Cisco ASDM-IDM Launcher LT

Authenticatng FrePOWER logn - 28%
Devioe IP Address / Name: |10.0.0, 254 _]
Usermame: YA Sor

Pagoaoed: o

Remember the username of the speofied dewice on ths computer

TE:) .

o |

| .

Javaiz#|i8 B 568~ "Failed to connect to FirePower , continuing without ity ( fEEELRE
FirePower , #&i&mTER ) HE .

<{froot>

2023-05-08 16:55:10,564 [ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing:

0 [SGZ Loader: TaunchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside do
CLI-PASSTHROUGH-DEBUG Inside dolInitialProcessing:

2023-05-08 16:55:10,657 [ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cpl@l8c4ch7
93 [SGZ Loader: TaunchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside d
CLI-PASSTHROUGH-DEBUG Inside dolInitialProcessing messenger: cpl@18c4ch75
com.jidesoft.plaf.LookAndFeelFactory not Toaded.

2023-05-08 17:15:31,419 [ERROR] Unable to login to DC-Lite. STATUS CODE IS 502

1220855 [SGZ Loader: launchSgzApplet] ERROR com.cisco.dmcommon.util.DMCommonEnv - Unable to Togin to
May 08, 2023 10:15:31 PM vd cx

INFO Failed to connect to FirePower, continuing without it.
May 08, 2023 10:15:31 PMvd cx
INFO If the FirePower is NATed, clear the cache (C /Users/userl/.asdn data/firepower.conf) and try aga
Env. i sAsdm nHeadl essMode()-------------- >f al se
java.lang. | nterruptedException
at java.lang. Obj ect.wait(Native Method)



EERJBUEMR |, sERAJavaZHIER

&, Cisco ASDM-IDM Launcher e

Device IP Address / Name: 192.0.2.1 |
Username:
Password:

[_J Remember the username of the specified device on this computer

| OK | Close
L &) &

SEEER — EZEEME

ESREEEEREIERID CSCwel15164 "ASA:ASDME 2B RSFRE R , EZI@EBCLI "MaEg, .
FEIEHE :

1. AEAASDME E 23,
2. BEVEISFRIVSSHER R |, M A§ A & I #: Elroot(sudo su).
3. MfTRE LIRS BE , BREFHBMEIASDM , ©REH I A Firepower(SFR)E &,



https://tools.cisco.com/bugsearch/bug/CSCwe15164

MIEE : LR FE B ERIE M FirepowerB BB AR S RIEE. BEFHEN , FRRREFEA
=

E7814:ASDM AT B8 RFirepowert& A & 12/ &

Firepowert2 #H i E EASDM LR AT A,
SRHHM — BREE

1. EERASA ASDM, Furepower*;%ﬁiﬂl1’E¥%#H&ZMH§0
BB =2 KABASDMARAEREA

« ASA 9.14/ASDM 7.14/Firepower 6.6:2ASA 5525-X, 5545-X#15555-X L ASA FirePOWER#E

BB BRAS AR AN
« ASA 9.12/ASDM 7.12/Firepower 6.4.0:2ASA 5515-X#15585-X L ASA FirePOWER&E #H Y &



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

RS

ASA 9.9/ASDM 7.9(2)/Firepower 6.2.32ASA 5506-X% 5l #15512-X L ASA FirePOWERE 48
Y B A& AR AR

BRIEFZ BRI , BRIASDMAIRAEEFT A LA BT FIASAMR A B R MR, 4lan , ASDM 7.13(1) " LA

EEASA 9.10(1) EHIASA 5516-Xo

ASA 9.8(4.45)+, 9.12(4.50)+, 9.14(4.14)+F19.16(3.19)+ F X EBASDMiE1TFirePOWERE 4
ER , BN AFHFMCREEBELMANWEE, ELASARAEEZASDM 7.18(1.152)HES
W7, {E¥ASA FirePOWEREHAHASDMX IBIE7. 168K 1E,

ASDM 7.13(1)MASDM 7.14(1)F X BASA 5512-X, 5515-X, 5585-XHIASASM; 4 FH R Z

ASDM 7.13(1.101)=K7.14(1.48) F REXEASDM % 2,

2. MRIFANME , FREEERE R L EFEELT
<#root>
firewall#

show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5508

Hardware version: N/A

Serial Number: AAAABBBB1111

Firmware version: N/A

Software version: 7.0.6-236

MAC Address Range:

App. name:

App. Status:

App. Status Desc:

006b.f18e.dac6 to 006b.f1l8e.dac6
ASA FirePOWER

Up

Normal Operation

App. version: 7.0.6-236

Data Pl ane Status: Up

Consol e session: Ready

St at us: Up

DC addr: No DC Configured
Mgmt IP addr: 192.0.2.1

Mgmt Network mask: 255.255.255.0
Mgmt Gateway: 192.0.2.254

Mgmt web ports: 443

Mgmt TLS enabled: true



WRAEAARART , A LAEAsw-module module resetin S EBE , AREHRIFAEHBEE,
« { Cisco Secure Firewall ASAZS#rsR B0 )

« Cisco Secure Firewall ASDM2% 175280
+ CiscoZ £ NBASAHEA

BE15.FASDM L LS R LZ 2 E PR ERR

JavaiZ#|i& B 558 R"java.lang.ArrayIndexOutOfBoundsException:3 $85HE :

<#root>
LifeTime value : -1 HTTP Enable Status : nps-servers-ige

java.l ang. Arrayl ndexQut Of BoundsException: 3

at doz.a(doz.java:1256)
at doz.a(doz.java:935)
at doz.1(doz.java:1100)

EERE IR , FFRUBJavaiZ BB

S, Cisco ASDM-IDM Launcher il

Device IP Address [ Name: 192.0.2.1 |
Username:
Password:

[_J Remember the username of the specified device on this computer

-

(0] 4 Closie

\ —

SREOR — ZREE



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

ES B EEE B RIEESRID CSCwis6155 MUnable to access Secure Client Profile on ASDM ( &:1F
HASDM M Z 2 EAERRER ) 1 -

BiEE : LERFAEERIENWASDMEREBRAHEE, FEFAEER , FRBERBHFBER.

MEBASAZEE E1FHEEARAE4S. 88 AnyConnectiR £ | BIESEEASAEE L iREASDM
Configuration > Remote Access VPN > Network(Client)AccessH I Z 2 & F ik il B BXMLE &

S

HEHE "RELNRLEFERETFREGMERERFESRIND. . FEHD "WB (FFPk ) #H8
1> TREEFIREE | W% Secure Client Image 2.5/RBESRA , REREHX ., WEF T

SHE — EZRBE


https://tools.cisco.com/bugsearch/bug/CSCwi56155

FSEEWEEREEEEID CSCwk64399 TASDM — EEREEZSFTHAERIRTER ) . BRHERER

ARZ

E % —{EE & EFB{EA AnyConnect R 5,

BiEE : LERFAEERIENWASDMEREBRAHEE, FEFAEER , FRBERBHFBER.

BE17 BEERRLZEFFiRREEX

F£ASDM Configuration > Network(Client)Access > Secure Client Profile h T E k& |, kD
Configuration > Network(Client)Access > Secure Client Software # fJ B &

SRHE — ZRBE


https://tools.cisco.com/bugsearch/bug/CSCwk64399

SR EEE B RIEEERID CSCwf23826 MSecure Client Software is not displayed after modifying the
Secure Client Profile Editor in ASDM ( {6 tRASDMA L £ FE A E IR ERRENEBRBETRREE
RAERHKE ) 1 o BIRFEERE

« E—TASDMA® "RiF1 BR
/)
- BBRAY E X RASDM

BEE : LERFE E ERIEMASDMEARBRAHEE., FEFMAES  FRARBEFAES.

ERE+/\ http server session-timeoutHlhttp server idle-timeoutdn &

http server session-timeout#http server idle-timeoutfi S E ZE S EXASAT FEIER

SREDEE — EREF


https://tools.cisco.com/bugsearch/bug/CSCwf23826

SR B RIEEERID CSCix41707 "Support for http server timeout command in multi-context
mode. ., EXMTEAREN , BETEER.

BE+Hh., ASDMLKIDap.xml#EH%k Bk

BIBASDMAE TERERE | REMKdap. xmIBEBREIASAKR , W HIFIEEE "disk0:/dap.xml is a
special system files o #§%& Adap.xmIfyiE R EEZIdisk0: F AFF"

:n Upload Special System File Information X

dish0: [dap. xml” is a special system File,
& Uploading a file with name dap. xml in disk0: is not allowed.

[ ]

SEEER — EZEEME

B2 FAEEE B REE521D CSCvt62162 "Cannot copy dap.xml using File Management in ASDM
7.13.1" BRI ERGEAFTPRTFTPE M EMREREEERTIASA,


https://tools.cisco.com/bugsearch/bug/CSCtx41707
https://tools.cisco.com/bugsearch/bug/CSCvt62162

YR : LERFE B ERITWASDMERBIRAREE. FEFHEE

%II

 ERERERESA,
BRE20.ZE£ASDM EE R FIIKER B FIIPSECE =R

ASDM7E Configurations > Site-to-Site VPN 1R & A T EERIKER B FIPSECIR R,
SEHH — BB

ES R EECiscofEs8ID CSCwm42701 TASDMZIKER BIFMIPSECIEREBHRERAZTH -

EI7E21. ASDMEERHE "The enable password is not set. FE L BIERE. |

ASDMEE’RHE "The enable password is not set. ;BN BIERE. 1+ EHTIFEXRARER


https://tools.cisco.com/bugsearch/bug/CSCwm42701

&

@ The enable password is not sat. Please set it now.

To configure enable password, go to Configuration > Device Management > Users/AAA >
User Accounts

........................

SEEDERE — EREE

SR8 BAHEE8ID CSCva42317 "ASDMIERECLI L B ERASBREERARE, .
RE—+= RIEFASDM Ul# , ASDN¥FE %
BHSAME R ISR R AURIER | RIFTASDME , WREASDMEEFH%, BEK

R, HREBEBLEUBFHRE,
SEEDEE — EREE

3
¢

RSBk BE BRISEERID CSCwi71723 TASDMIEE K ECEREMN YA/ Y FEHE 1


https://tools.cisco.com/bugsearch/bug/CSCvq42317
https://tools.cisco.com/bugsearch/bug/CSCwf71723

BiEE : LLERFE S ERIEMASDMERBRAFIEE. REFMET  FRAEREFAET.

BRE23. 85 AR A4 50 M AR EAnyConnect® F IR BL B 18 R

&£ B4 .50 Z BRI AnyConnectBit EfE RAREAnyConnectE Fin Bl EE R, #HIREEA "The
Secure Client profile plug-in cannot be access ( FEEFRHLZ L EFREEERNAE ) J . BR
ASDMI EM LW "RIF. &Ri#t, WRUBEBENAERE , FEFNBEBASDM, 1



") Secure Client Profile Editor

The Secure Cient profie plug-in can not be accessed. Please
press the Refresh button on the ASDM tool bar. If this issue

persits, please restart ASDM.

R

SREDR — EZEEE

==

B BRIEEE5ID CSCwi16947 "ASDM — £E3£ & A Anyconnecti’ E & REERS",


https://tools.cisco.com/bugsearch/bug/CSCwf16947

BiEE : LLERFE S ERIEMASDMERBRAFIEE. REFMET  FRAEREFAET.

BR824 . % B fin 2 47 88 AR 75 SR B > 1R Al 1R /> ASA FirePOWERB & B #

£EASDM 7.8. 257 , fiE & & EE M FIEdit Service Policy > Rule Actions > ASA FirePOWER
InspectionEﬁ , WEEREEER . THRCHREENRBAREEARECEFYH. ReEAERBARER

ERERARME, " ESIBEACLETENSM , BSREUTER :



Configuration > Firewall > Seryice Polcy Rules

% Add = & edt [N Osiete | + & | X B B - | Q Find B Duagram Y Packet Trace
Traffic Clasufication

Protocol Insp ASA Connection Settings QoS |MetFlow | User Statistics Chuster
Match HetFlow events with any of configured NetFlow collectons,
Flow Event Type Collectors Add

B Rule Actions b4

9 ‘fou have specified default inspection traffic as the traffic match
crferion.

Oy ISPt bl BCUONS. CbN B SpRcfied for th LR INSpection
traffic,

=1

< Back | Finish | Concel  Help

SRR — ZREE

ES R E B AR REEERID CSCvg15782 "ASDM — AR EMRAT7.8(2) R EEMRIENSFRAEENE
B . BRAZERFEACLIREREEMEE,


https://tools.cisco.com/bugsearch/bug/CSCvg15782

BiEE : LLERFE S ERIEMASDMERBRAFIEE. REFMET  FRAEREFAET.

E#E25. ASDM_EHEJAnyConnecti #5. 1k M AnyConnectL & 12 R #m 5 25

1ESecure Client# B85 1R P B2 LA T EAR -

1. BAWin/Mac/LinuxB k5| HAKIKIER BB
2. ASDMZEE £ B BtAnyConnectit B 18 RimEE S

SERDEAE — EREMF

ESHHBEREEERID CSCwh7417 "ASDM: £ FICSCRRER5.15F , #SEH AAnyConnectBL EfE R
SR MEREE, BRRF ERFERABIKMRZA#ISecure Client,


https://tools.cisco.com/bugsearch/bug/CSCwh74417

, SRR R EF I E A

%II

YR : LERFE B ERITWASDMERBIRAREE. FEFHEE

BIRE=175 AAAE M H 5I(Radius/LDAP)ZEASDMA AR &

AAAB * B Bl (Radius/LDAP)TEASDM > Configuration > Remote Access VPN >
Network(Client)Access > Dynamic Access Policies>Add > On AAA attribute field > Add > Select

Radius or LDAPHARA R, :



[Configure Dynamic Access Policies
For Psec, Secure Client, Clientless SSL VPN, and Cut-ThronnhBrnms caccinne i ran manfimre dunamic arcoce molicioc (A4S that dofina whick nobunrdk rocasreee 2 ucar e autharizad tn accece Al aoliciac in the tahla hobuw
enfarce the D : @ Add Dynamic Access P
To use certain Endpoint attributes AV/AS/FW o
Palicy Name:
o ACL Prionity il Description:

Selection Criteria

ACL Priority: 0
Difing the AAA and endpeint attributes used to select this coess policy. A palicy i$ used whin & user's suthorization attributes match the AAA sltribute critens
belew and every andpoint attribute has been satisfied, These sttributes can be created using the tables below snd/or by expanding the Advancid option to specfy
the logical &xpression tint.
User has ANY of the following AAA Attributes values...

W

and the follewing endpaint attributes are satisfied.
AAA Altribute  Operation/Value Endpoint ID Hame/Operation/Value Add
Logical Op.
Advanced )
@ Add AAA Attribute
Access/Authorization Policy
Configure access/authori - Type: .| stem and the
group-palicy hierarchy. T| AAR Altribute i RADIUS [y attributes (those that
are not specified in DAF),
Altribute ID:
Part Forwarding fom Attributes
Action Vol T Functions
action: Q) Continue
Specify the message
User Massage:

coce

Help

Find:

@80 Mz-u

o | Cancel

Help

SREOR — ZBEE

BB B REE581D CSCwa99370 "ASDM:ASDM:DAP config missing AAA Attributes
type(Radius/LDAP)"#Cisco bug ID CSCwd16386 "ASDM:DAP config missing AAA Attributes
type(Radius/LDAP)",



https://tools.cisco.com/bugsearch/bug/CSCwa99370
https://tools.cisco.com/bugsearch/bug/CSCwd16386

it BEERMBEERITWASDMEREIRATEIEE. ARFEEF , FREARMBFEE

IIE

[}

B =+t ASDM_LEET "Post Quantum key cannot be empty #553

#mEASDM > Configuration > Remote Access VPN >
Network(Client)Access>IPsec(IKEv2)Connection Profilesf iy Advanced2f 7 i , SEEREEER 7
Post Quantum key cannot be empty 4



Post Quantum key cannot be empty

]

SEER — EZEREME

ES R ERESRID CSCwe58266 "TASDM IKev2iHEE — EF LB ETEEAT



https://tools.cisco.com/bugsearch/bug/CSCwe58266

BiEE : LLERFE S ERIEMASDMERBRAFIEE. REFMET  FRAEREFAET.

BE—1+/\ ASDMEMEAEE "FRANVE), RTEETETAER
EFR "EAME, BIER , ASDMATEERMEMAER , BB R BIBEH ElConfiguration >
Firewall > Objects > Network Objects/Groupsifi 3% — T #ObjectH E# .

SRHR — ZRBE

SR EEE B REESRID CSCwd98702 "Where used 218 ( EASDMAEEMER ) o



https://tools.cisco.com/bugsearch/bug/CSCwd98702

AR REFAET.

%II
%

YR : LERFE B ERITWASDMERBIRAREE. FEFHEE

BEZ+h MBBRAERERE  SERRESERE "[HARYER], RAKREEETHEMSE
22

£ Configuration > Firewall > Objects > Network Objects/Groups ¥ il BR#E &40 7 5| F BO A BE I R B
, ASDMAEZHE RE & HE T[Network Object] cannot be deleted because it in the following o

SERDEAE — EREMF

A2 R MEB B REERRID CSCweb67056 "[MEERYIHFIEEMER , RATARU T BERBER"F,



https://tools.cisco.com/bugsearch/bug/CSCwe67056

BiEE : LLERFE S ERIEMASDMERBRAFIEE. REFMET  FRAEREFAET.

BE=1., ASDM+ THERER/ME, AR AEEE

BEI LT — B Z BAER

" Add/Edit Object Group Windows, BY "Create new Object Member. #4% H# "Name.
XA ABERA "optionaly » B, BRIFWMAEZRE , TAIARELNHMEBHRH "Add>>
RS,

- EEAER-T "EANCE...... KEKYN "E£RAFIE) BER L TEEEIHEESI AKX
HRNWER (ACL., BRHABM, HRME ). cEXEEESHE—, F=F, EF5H (8
FAESHRNERENVACLEXETABRN "THEL ).

o ETFGEEAGHN "HERL, RECEETETA. CEEEBRBRERES AXERNEMER (W
RRBRERGFHERERT ), EFETIR. FEREE , ETEEERE. ARARBRTEHR
ME—@EFTESIA , FTESIASEAZ,



EAE A LAAEASDMEH L AR EKEEFRBFRERMBAZNER. AW , BRRSMLL,
REDEE — EZRBF

E2 R EREERRID CSCwe86257 "ASDMH R4/ BHESEBRA AT AM,

BEE : LERFA E ERIEMASDMERBRATEE., AEFMAES  FRRREFAESA.

BEBRASDM B 17 B 3% FE BB

E#E1. ASDME A KB

ASDM Ul - BREVERER A -


https://tools.cisco.com/bugsearch/bug/CSCwe86257

[ Cisco ASDM-IDM Launcher v1.9(9) —

.1||.|||.
wom

Please enter your username and password.

Username: admin

‘ Password:
i Passw

'E'V'] ]U

LAEaL:

|
i

SREOR — ZREE

EER—N"HE LEEBBHTTPHWebvpn Cisco Secure Client(AnyConnect) B | AT LA B L 555,
Hit , HERBATREGRE

1. AnyConnect/Cisco Secure Client7E /7 H LB A
2. HTTP{al AR 83 £ E2AnyConnect/CiscoR £ & Fis RN M EME LA

gl

<#root>
asa#

configure term na

asa(config)#

webvpn

asa(config-webvpn)#
enabl e outside <-

default port in use (443)

and
asa(config)#



http server enable

<-

default port

asa(config)#

in use (443)

http 0.0.0.0 0.0.0.0 outside

<-

HTTP server configured on the sane interface as Wbvpn

WEEHERRIRR - BXA Tdebug http 255, , & A LLE BIASDMA WebvpnZ R & 28 -

<tfroot>

ciscoasa#

debug http 255

debug http enabled at Tevel 255.
ciscoasa# ewaURLHookVCARedirect
...addr: 192.0.2.5
ewaURLHookHTTPRedirect: url = /+webvpn+/index.html

HTTP: ASDM request detected [ASDM] for [/+webvpn+/index. htm] <emem----

webvpnhook: got

' [ +webvpn+

or '/+webvpn+/': Sending back "/+webvpn+/index. htnm" <-----

HTTP 200 OK (192.0.2.110)HTTP: net_handle->standalone_client [1]
webvpn_admin_user_agent: buf: ASDM/ Java/1.8.0_431

ewsStringSearch: no buffer
Close 0

<{froot>

asa#

show | oggi ng

Oct
Oct
Oct
Oct
Oct

User authentication succeeded:

28 2024 07:42:44:
28 2024 07:42:44:
28 2024 07:42:44:
28 2024 07:42:44:
28 2024 07:42:44:

%ASA-6-113012:
%ASA-6-113009:
%ASA-6-113008:
%ASA-6-605005:
%ASA-6-611101:

IR, BEBAKY , BASARKBFE TS HRILI

AAA user authentication Successful : local database : user = user2
AAA retrieved default group policy (Df1tGrpPolicy) for user = user
AAA transaction status ACCEPT : user = user2

Login permitted from 192.0.2.110/60316 to NET50:192.0.2.5/https fo

| P address: 192.0.2.110, Unane: user2



X FEHE e
BRR T 3£
EHNASA HTTPRIREIAITCPIE |, 43 :

<#root>
ciscoasa#

configure term na

ciscoasa(config)#

http server enable 8443

‘ :ﬁ Cisco ASDM-IDM Launcher v1.9(8) — X

SR,y Cisco ASON-IDM Launcher = *2\2l

Contacting the dewvice. Please wait. ..

Device IP Address [ Name: 10.0.200.5:8443 |

Lizermanme: acdmin
Passward: BEEREBEEE

[] Remember the username of the spedified device on this computer

Close
i MR

R T E2
E AnyConnect/CiscoR £ & F iR TCPE | fii0 :

<#root>
ciscoasa#

configure term na



ciscoasa(config)#

webvpn

ciscoasa(config-webvpn)#

no enabl e outside

<-- first you have disable WebVPN for all interfaces before changing the port
ciscoasa(config-webvpn)#

port 8443

ciscoasa(config-webvpn)#

enabl e outsi de

R ES
B —EMRGERMBER Taaa authentication http console ELE :

<#root>
ciscoasa(config)#

no aaa authentication http console LOCAL

EEBBAT , BREEHRABZBETEAZIASDM:

E Cisco ASDM-IDM Launcher v1.59(8)

= Cisen ASDM-IDM | auncher lalie

[E) Authentication Required

blank username

Contacting the

Enter login details to access Authent
Device IP Addf  Usermame:

Username: Password: -

ik Close

Password: |

Enable
password

LA




8 BB R B

B RIEE3RID CSCwb67583

B E— N HE ERBUAwebvpnFIASDMES I8 & &

EIRE2. ASDMn S iZE kB

ASDM Ul L EEREVEEER A -

R, Cisco ASDM-DM Launcher ~~*2lctly

|#:| Error

@ Problem ocuwred while launching device manager due to Command authorization falled.

(W8

MY — ERTR
MEASA L HAAAELE I FE{R :

REEE Taaa T P RE,
ﬂﬂ%@ﬁﬂ Rin 5 RRBAKES , CAUHBLEREDTS,

2%

https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-
config/aaa-local.html

FﬂTEEB EEIEASDM/\ nﬁaljFﬁ

BEERR/ASDME A E R HE R R BT A,


https://tools.cisco.com/bugsearch/bug/CSCwb67583
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-local.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-local.html

REDE — 2RSSR
BYEREHERTAEBRBIG)HMERE , Hla

<#root>
asa(config)#

usernane [usernane] password [password] privilege 5

W SRR ASHERE , B TEEE, BB, # "[username]s M Mpassword]s &t
AFENEAEZBNER.

AEER

i T IREAFEK T EE16EFFTHEEE (0F15) 2—. ERIFERAT , $EEAGTIER
IRRT AR B0 15, BB EEAEEERSENSER TERE , YA BSEERAEERATNE
D EHFF A RBI R E R BB AE AR T, ASARXEEARMERE, RADIUSIBRERHLDAPHA AR
ERFPERM R EFT T RERE ( ANRASLDAPE X IR EIRADIUSEY ) o

B

SBR 1 |iB#EConfiguration > Device Management > Users/AAA > AAA Access > Authorization,

SER 2 |{EHEnable authorization for ASA command access > Enable EREU5 32,

SER3 |#Server Group FHIEEHEEZELOCAL,

A SRER  SUNEEFDRTTRRAIEGEEs TR TE , RERMA
BAESNEHERF S TE,

-$2— T Set ASDM Defined User Roles A B EEZNEHERFFAI#,

Hi38 TASDM Defined User Roles Setups ¥FEH . E— T YesFAFEERZNFEAER
FEra#E . Admin(Fr eI #5115 , MBHFMBCLIG TN TR I# ; M8 (T
/A5, EFRBEHRFTE ) ; FMMonitor Only(FFal K BI3 , EA IR MonitoringZB
FSEBA4 D)

-#2— T Configure Command Privileges S\ F B it & &5 T AR Bl o

Hi I Command Privileges Setup¥F&E A k. &R LAHECommand Mode T 171E B HiEZEAI
Modes RIgRFIEMT , B LEEREEXNRBREAEXN TATANG S, fla0 , mEE
BLETX, AIURBREL T XEEEX TIANMERS. MRAUEFERAEEXECHE
ABRBEEXECEAUREERX TRAGS , YAXGSESEEX THTTRENERE
, BRI LA BIRR B I8 Lo AR =X A B AT REAR B




Variant¥|# ~show, cleargicmd, &R EEH M T Hshow, clearziconfigurefZ=E&EFT H]
¥, mSWconfigure R BEREHHEEXRNVEX , Wunmodifiedis T ( FHshowdsk
clear 8 ) Znof 3.

EFUGTHEE  BRAR TN TRIR—THE, S0 0R152ENRBIRE. &
HEeBBmaintn T EF TR B, Flin , BA Lo BB BFf Baaam TR , EFEE
aaa authentications 5 #aaa authorizationfs S HI & Bl

EERETHAEW THRE , & —TSelect All, A& — TEdit,
BR—TOKEZEX,

#—T "Applys o

HER5
DERERE , UKERFFIETEE,
8%

https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-
config/admin-management.html#ID-2111-00000650

E4. ASDM% E & 135 # (MFA)

SHHR — BESR

ERBANF  ASDMFXZEMFA (2FA ) o LLERHIGIEMFARIPIngID SR F .
B

B REEERID CSCvs85995

ENH: {5 F [ 3% 5 40 BR 5% AMF AR ASDM 35

ERE5. ASDMA S & BB AL &

MR — BERSR
Ba LAEFALDAP, RADIUS. RSA SecurlDE{TACACS+#EASDM LB B/ B 19863,

» https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/112967-acs-aaa-tacacs-00.html
* https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/confiquration/general/asa-922-

general-config/aaa-radius.html

* https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-
general-config/aaa-tacacs.html

* https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-



https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/admin-management.html#ID-2111-00000650
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/asdm722/general/asdm-722-general-config/admin-management.html#ID-2111-00000650
https://tools.cisco.com/bugsearch/bug/CSCvs85995
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/112967-acs-aaa-tacacs-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/112967-acs-aaa-tacacs-00.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-radius.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-radius.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-tacacs.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-tacacs.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-ldap.html

general-config/aaa-ldap.html

REIEE6. ASDMZSth B 14 B 3% 5k B
SRR — EBSH

MREFERANBEHRIFANLOCALE BRFBHEADIE | ARBE/NFFARBREARARE T TENER
T, A S omEBESEERA. REEEERRT , LOCALE M REST SEE I B AT LUELOCALE
REER,

ERRANIS S BRBE AR S HEE
g4 -

<#root>

asa(config)# aaa authentication ssh consol e RADI US_AUTH LOCAL

» https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-
A-H/aa-ac-commands.html#wp6184732320

RRE7. ASDM— R4 2218
SRR — EESB
« 1EASA 8.x - O.xXMRAF U R IEEERBER T8 TASDM OTP ( — A BB ) SOREBEXIE

- ARASAR K ZERRA N/ ZIEREANWASDM OTPH 38 T E AL E R,

F2 B EBERIEEE8id CSCt23419


https://www.cisco.com/c/en/us/td/docs/security/asa/asa922/configuration/general/asa-922-general-config/aaa-ldap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/aa-ac-commands.html#wp6184732320
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/aa-ac-commands.html#wp6184732320
https://tools.cisco.com/bugsearch/bug/CSCtf23419

ENH:Z 18R AZEA KR KX PHASDM OTPE BB E X &
EE8. EREERERABERAMB LA

A4 RERASA CLIEL & EEASDM UIFREEL,
SRR , CLLEEBUT & :

<ttroot>

tunnel-group DefaultWEBVPNGroup webvpn-attributes

aut hentication aaa certificate



MASDM UIRIRRBEF % :

= HAnyCorrect Connection Frofile L
ArvyConrect Customization Lo A Bypass interface sccess lists for inbound VPM sessions

AmiConmect Glient Profile .
B 1 Clart Sodtwars Access lists from group policy and user policy abways apply bo the trafiic

vnamic Access Policies Logn Page Setting
Group Poleies : i .
& IPeme{IKEv 1) Connmction Profik (] Allows user 1o select connection profile an the login page. O
B Peec{IKEvd) Conrection Profik [ Stustkorm portal kogin pags.
3 Secure Mobility Solution
p Address Azsenment Gornection Profiles
iy Advareced Connecton prafile (lunne| groun) specilies how uter i suthenticated and other parameters. You can configure the macoing from certificate to connection prafi|
Clientless 5501 VPN Access
ARA Local Lsers & sdd| G Edat| [ Delete| | Find @ @ [ Match Gaze
AAR Server Groups
i Hame SEL Ensbled Paec Enaml-ed Alisses Authentication Method
! DefsultRAGroup Certificate onk
Post Secure F [
Pothes e Bl Pl |3 —_—:— AAAILOGAL)
€ »

SRHHE — BRI
ER—EREME, WHEKRBREASDMY , BEEAERESHRE.

FERE9. ASDMEFE Rl i

fEAR R R EBASDM GUIEFE#E R,

RHHR — BRI R

EETEASA L KE& Eaaa authentication http console LOCALG S , %A EEE N

SE 2
nﬁ


https://tools.cisco.com/bugsearch/bug/CSCwj70826

ENH:FI8E4E  SRESFEEBE , EE aaa authentication http console LOCAL 4
X FE 8 1

EFEEASALE B+ "aaa authentication http console LOCAL, o

FEE10. ASDM LDAP 5 13 B8 3% & B
RHPE — BBSR

HH 1

BREEIN , fim



<tfroot>

aaa-server ldap_server protocol ldap
aaa-server ldap_server (inside) host 192.0.2.1
Tdap-base-dn OU=1dap_ou,DC=example,DC=com
Tdap-scope subtree
Tdap-naming-attribute cn
Tdap-Togin-password #%*%%*
Tdap-Togin-dn CN=example, DC=example,DC=com
server-type microsoft
asa(config)#

aaa authentication http console | dap_server LOCAL

SEB2
WELDAPIRESAREE :

<#root>
asa#

show aaa-server

BHER:

<tfroot>

Server status:

ACTI VE

, Last transaction at 11:45:23 UTC Tue Nov 19 2024

IR

<#root>
Server status:

FAI LED

, Server disabled at 11:45:23 UTC Tue Nov 19 2024

SR’3
BBEREALDAPEMHERE  MELOCALEBRBEREBIER T,



$B4
EASALETLDAPHAR L EHBRIBERE -
<ftroot>

#

debug | dap 255

ERAEF , EHITE "RBL SRRV
EE11. 5t ASDM Webvpn DAPEL &

EASDM AAABHHIDAPEE T , # Bl(Radius/LDAP) R AT R | E#R=H1= on T HHEE :

[ Edit AAA Attribute
AAA Attribute Type: LDAP

Attribute ID:
Value: Bl

(04 Cancel Help

REDE — ERIR

(i

S & B BHERRId CSCwaik it 2Ky LB R 599370


https://tools.cisco.com/bugsearch/bug/CSCwa99370

ASDM:DAPH & it > AAAE £ 7 Bll (Radius/LDAP)



YR : LERFE B ERITWASDMERBIRAREE. FEFHEE

%II

, SRR R EF I E A

PERRASDMAY H {2 fE =2

BRE1. EEFREASDM LN EZ S EFiRRERER

ASDMUIEERUATRZA :



File View Tools Wizards Window Help

@ e o contaraon] [ morrrs | sove Qe | Q) e

Type topic to search Go
il l

& Add [ Delete F Comnect
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The ASDM Assistant guides you step by step through the configuration of the three types of Remote Access VPN,

[ Chentiess S5L VPN Remote Access (using Wb Browser)

[ 55L or IPsec(IKEVZ) VPN Remote Access (using Cisco Secure Clent)

7 Introduction
£ EBE Netwark (Chent) Access
B} Secure Client Connection Profiles

ED] IPsec(IKEv 1) VPN Remote Access (using Cisco VPN Chent)
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This panel is used to manage Secure Client Profiles and perform group assignment for Secure Client version 2.5 or later.You
can select a profile to edit, change group or to delete. You can select the 'Add" button to add a new profile. Pressing the
Import or Export button is for uplead and downlead of client profiles between local machine and device.
The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profile usage in Secure
Client version 3.0 and later.

There is no Secure Client package installed. Go to
profile.

Secure Client package version 2.5 or later is not found on the ASA device. Therefore, some function buttons

are not available.
Kindly download Cisco Secure Client version2.5 from the CCO and upload in the device.

=Tl e[y deTninertis to install an image before changing any client
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https://tools.cisco.com/bugsearch/bug/CSCwi56155
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INFO

You are running a version of HostScan/Secure Firewall Posture Image that does not include important security foces.
Please upgrade to the latest version.

Do you still want to continue?
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https://tools.cisco.com/bugsearch/bug/CSCwc62461
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% Ermor

Error occurred in performing File Transfer

Error wriking request body ko server
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https://tools.cisco.com/bugsearch/bug/CSCtf74236
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