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cisco SECURE
Firewall Management Center

Version 7.3.0 (build 69)

Model Secure Firewall Management Center for VMware

Senal Number None

Snort Version 2.9.21 (Build 105%)

Snort3 Version 3.1.36.1 (Build 101)

Rule Pack Version 2868

Module Pack Version 3244

L5SP Version Isp-rel-20230712-1621

VDB Version

Rule Update Version 2023-07-12-002-vrt

Geolocation Update Version Country Code: 2023-06-17-100, IP: 2023-06-17-100

05 Cisco Firepower Extensible Operating System (FX-0S8)
2.13.0 (build 198)

Hostname firepower

For technical/system questons, emall tao@cisco.com phone. 1-800-553-2447 or 1-408-526-
7204, Copynight 2004- 2022, Cisco andfor its affliates. Al rights resened

Copy Close

ECLIL |, VDBIMRAE B A S EL show version .

<ttroot>

> show ver si on

Model

UUID :

------------- [ firepower ]----------------———-
: Secure Firewall Management Center for VMware (66) Version 7.3.0 (Build 69)

e8f4b5de-4dal-1led-b2ce-4637a3ef82f7

Rules update version : 2023-07-12-002-vrt
LSP version : 1sp-rel-20230712-1621

VDB version : 361
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= , R&EE— T Upload,
EFMC LEVDBRER% , BMRVDB ( A4l 53590k ) 2 RFHIRolbackBlR , 7F £lnstall EZ
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! |} F“’gwa” Mgnagemgnt C_Iemer Overview Analysis Policies Devices Objects Integration Deploy Q € # @ adminv b secups

: Product Updates Rule Updates Geolocation Updates
| —
1

Download Updates Upload Update |
Currently running software version: 7.3.0 |

| Currently installed VDB version: build 361 ( 2022-11-15 19:57:46 )

| Available Updates Readiness History Download updates
Type Version Date Reboot
Cisco Vulnerability And Fingerprint Database Updates 361 Tue Nov 15 19:59:36 UTC 2022 No i
|
Clseo Vulnerability And Fingerprint Database Updates 359 Tue Oct 4 19:46:46 UTC 2022 No .

Roliback and install
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¢ Firewall Management Center

Ovendew Analysis Policies Devices Objects Integration Deploy @ d’ £ @ adminr % cEcuRE
Product Updates Rule Updates Geolocation Updates
Cumrently running software version: 7.3.0

Selected Update

Type Cisco ility And Fingerpr Updates
Version 389

Date  Tuwe Oct 4 19:46:46 UTC 2022
Reboat  No

By Group -
w  Ungrouped 1 total) Compatiniity Checic Readingss Check Resuits Readingss Check Comploted Estimated Upgrade Time i
LT !

Back
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Warning

After you update the VDB, you must also deploy configuration changes, which migiht
interrupt traffic mspection and flow,
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Installing Cisco Vulnerability And Fingerprint Database Updates version: VDB-359 Im 205
Euccessiuly Instalied

X
i
csco’ SECURE
Firewall Management Center
Version 7.3.0 (build 69)
Model Secure Firewall Management Center for VMware
Senal Number Mone
Snort Version 2.9.21 (Build 105)
snort3 Version 3.1.36.1 (Build 107)
Rule Pack Version 2868
Module Pack Version 3244
LSP Version lsp-rel-20230712-1621
VDB Version
Rule Lipdate Version -002-vrt
Geolocation Update Version Country Code: 2023-06-17-100, IP: 2023-06-17-100
05 Cisco Firepower Extensible Operating System (FX-0S)
2.13.0 (build 198)
Hostname firepower

For technicalfsystem questions, email tac@cisco.com phone: 1-800-553-2447 or 1-408-526-
7209, Copyright 2004-2022, Cisco and/or its affiliates. All rights resered
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E::-Tu:.:-::mbl:: M AT 354 Weed Apr 27 15:42:00 UTC 2022 He J|
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@ Deployments  Upgrades @ Health @ Tasks (I Show Notifications
0 wWasting 0 runnEng 0 reirying 20 SUCCESS 5 Tailung Filter
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Installing Cisco Vulnerability And Fingerprint Database Updates version: VDB-357
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cisco SECURE
Firewall Management Center
i Version 7.3.0 (build 69)
Model Secure Firewall Management Center for VMware
senal Number None
Snort Viersion 2.9.21 (Build 105)
snorts Version 3.1.36.1 (Build 101)
Rule Pack Version 2868
Module Pack Version 3244
| SP Version Isp-rel-20230712-1621
VDB Version
Rule Update Version 2023-07-12-002-vnt
Geolocation Update Version Country Code: 2022-06-17-100, IP: 2023-06-17-100
05 Cisco Firepower Extensible Operating System (FX-0S8)
2.13.0 (build 198)
Hostname firepower
For technical/system questons, email tac@cisco.com phone. 1-800-553-2447 or 1-408-526-
7200. Copynight 2004-2022, Cisco and/or its afiliates. All rights reserved

FEFMC CLIF , B AEREBEERERER , RAR KRB BRABEREARFMCIRA, ERITE
status.logtE =HFMC CLI L#EER,

> expert

sudo su

cd /var/log/sf/vdb-4.5.0-<vdb number>/
cat status.log

root@firepower:/var/log/sf/vdb-4.5.0-357# cat status.log

state:running

ui:The install has begun.

ui:[ 0%] Running script pre/000_start.sh...

ui:[ 4%] Running script pre/010_check_versions.sh...

ui:[ 4%] Non-Fatal error: Non-Fatal error: Cannot rollback to version(357) lower than default VDB 358
ui:[ 4%] The install completed successfully.

ui:The install has completed.

state:finished
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