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HE-PE (FFER)

- ERREENSRANEARATREZESEENTRIBRE.
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« EMSnortii#FLua AppID APIERERY , EAHFERMGIPit, BB EHMEILITEE :
- FEF % %E (service appid).
- BFIGER ( & Fikappid )
- WebFE AR ( B A Happid ) -

- AILAEALLAPIEEFMC LEN B ESEARRIZS , LUETERSR,

- —BRALLRAIEE , BPERFERALTPAPIRBESEFEPE—EER T LNER.

TheE#RIR

- APHERA :

- addHostFirstPktApp ( protocol_appld. client_appld. payload_appld. IP#ziit, #, #HE. &HE )

- HEHITEAEBRXEURTEINSERENSEIRNER,

- REMABASENE-—EENC , BRERNPEERECEE,

o RICRER , AMSARSFEIEREENppd, BARRBERKFL.

o BEMEEAPIKIICER®  EFRAENUTUNREETRURE.,

+  reinspection5| R —EHME , HAREDREENRAUEE —EERESFRINEARR,
. EEWREAtruelF , BIEAPIKRIITEE  FAZRGSRE,

. EEEERT , —EERE LSRNl EEREBL,

VEFM. XERNTFE. #E

SEREAERTA
NEFS I é _
RN B IEIRA igm;{ B¥OAN wmg i3
T RET 4 - N iy 2y
FIEXEFTD 7.419 ERXEmINEE
T4 FMCAZ+ FTD  FTDAEET 4L

fE A Snort3




Sk
=R

Snort 2R X E AP,

Snort 3. ZHIEFIHA/BERIR



5t ERSnort SR ARKAISIEE,

FTD
REXEZHIE? =
XESTAMERE =
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RATH

AN FHERARBIBU TSR NFE R
B177. 45 E S hRASHY Cisco Firepower L& B &,

AXHANWEARRBFEERTREANKERNEY. XHEAINMELETREHER (AR ) NARREE, MRENBEER
T, FRACEBITAES TREXNTE,

%‘\'@

TheERE B R

ThHEThRERREA

B2 IL B THRAS 22 BT ARAS EL 8

ERE/ X7 IRERRAH L2 RIET A% ThEE

- AR EAMIPAE/BER S K EARAEE

RS Ay X 275 ] 70 %ﬁE’JLUAFIﬁ; IZRAPIE M E TR R

HH 2 AT |

i,

BAL FEEgRneE—EEnag| L Eran ARXERARRETY
. £ EABA,

'fT*ﬁIAIJo

EEAR

o BIUIuaER : MERRUNaEAF (RAFEER ). I FRBERTEERAPINSIBES ER.

« BUFHBERWASR  EFMCLEEMHHBERMAE , WEHF EBluaER. BMBRMR.

TR B ERERARAUSRPERNIPE/MEESHREBEXTRE.
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- BMEEREMN  EFMCL  BERIPARBRNVERSEMH. BPAERAEERNER.

Appl DR EAE R GAIAPI TIER



User creates and
activates custom
detector
The APl parses the
and stores the IP,
port and protocol in
cache

User's netwark
traffic
For every session,
snort looks up the IR,
port and protocol of

the first packet in the
cache.

KB B EREAFAAPI RAIREARG

gDetector:addHostFirstPktApp

h match is found in
the cache
Applications defined
in the |ua file by user
are assigned to the
connection.

If this is false, app
discovery stops for the
session. I value is true, app
discovery continues, and
applications assigned to the
session may change

(gAppldProto, gAppldClient, gAppld. 0,"192.0.2.1", 443, DC.ipproto.tcp) ;

RENSIBREAEERNERER, P, ERENEABEE,

EFEAT.
5| 81 SRER JEHRE
MRFERERIFEERE
, MARBIRIPIESRE =-=ZHEER
EREE /38 EA 155 TE BRENBA A S B E
RIS ETREEE |1 —ERAER
EBERAE A,
192.168.4.198
ARV EEZIP ( FHEEE %
ot fpﬁ,ggé?_mlp)o & [192.168.4.198/243
IEEEP% MEHEMER |).03.0880 : 1103:83 : face : b0OC : 0:25de
2a03:2880 : f103:83 : face : b00c : 0:25de/32
\ gz By |
EIEE B S 0%165535




B W E TCP/UDP/ICMP

Fil
%I
S0
Fit

FEREM - mUERIEILRE

o RERR  EARX TAOL. KEIERRL

- Editing Rule New=-Rule-#2-BLOCK_RESET Mandatary @

Mame | Mosw-Ruls-#2-BLOCK_RESET % Action | @ Block with neser B Logging O B Time Rarge | hone Rule Er

Al 1) Zones Hetworks Parls Applications (1 Usrs URLS Dynarmie Alributes WLAN Tags

| +} | Showing 1,153 cant of 6,309 Selecied Sources: 0 Sebected Dessinglions ond Applications: 7
=800 - Fiinvrs Collapraan AN Rirsmay A
100Bac BEF w1 byl

Zchannal AL

O - T

o EAcurBBIERE : curl hitps://www.example.com v/s curl https://192.0.2.1/ ( TESTHIIPH#zsit 2 — )

<#root>

> curl https://ww. exanpl e. con!

curl: (35) OpenSSL SSL_connect: SSL_ERROR SYSCALL in connection to www. exanpl e. com 443

> curl https://192.0.2.1/

curl: (7) Failed to connect to 192.0.2.1 port 443: Connection refused


https://www.aol.com
https://108.139.47.15/

BiKEERPLZESER
AP A E R RIS R
REFMCE M RTHY BRTRAISR -

» Policies> Application Detectors > Create Custom Detector .

Firgiwall Managamant Codnlar

- ERBRARHA.

- R pReRPEERAES.

- 1##EAdvanced Detector Type.



Create A Custom Application Detector

Mame:
[ First_pkt

Description:

[ First packet demo

Application:
| Pandora

Detector Type:
) Basic (@ Advanced

o b THOAIEE, THLuaiER, REALRARRIES.

Upload a Custom Detector File

Custom Detector Fila:
| CiMfakepath\sve_client.lua

Respect 2R RvisEEH
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Bigt : BEEMNEE .

1 EERBRE , APIEER "HTTPS, WebexMWebex@Bk, . HREFMEAE , FRAXEEEET , 3 BappldEH
A THTTPS, SSL%E FimMGyazoBEk . -

2ERBEANEESENENEE. FRAERAMULEFTENENELAPZES,

5t S HERE /S0

S

Eith =

s REXEEAERNERFSHEMFAF  UETE1EENSRUAPRESRIEMERRER.
- EEAFEETFEAERTERENIRERE.
«  TEFTDHI/var/sf/appidicustom/lua/<UUID>T A A BIfE A & L EMNIuat@ RIS RN A A,

o TERARBIZEE , lualE RPN EMERBESE R /vallog/messagestE RFHFTD L,

CLI : RIEXEEAEARE-FH

<#froot>

192.0.2.1 443 -> 192.168.1.16 51251 6 AS=4 ID=0 New Appld session

192.0.2.1 443 -> 192.168.1.16 51251 6 AS=4 | D=0 Host cache match found on first packet, service: HITPS(!

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 app event with client changed, service changed, payload
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 New firewall session

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 Starting with minimum 2, 'New-Rule-#1-MONITOR', and Src
192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 ID=0 match rule order 2, 'New-Rule-#1-MONITOR', action Audit



192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 I D=0 match rule order 3, 'New Rul e-#2-BLOCK_RESET', action Re

192.168.1.16 51251 -> 192.0.2.1
192.168.1.16 51251 -> 192.0.2.1

ID=0 MidRecovery data sent for rule id: 268437504, rule_acti

443 6 AS=4
443 6 AS=4 ID=0 Generating an SOF event with rule_id = 268437504 ruleAc

192.168.1.16 51251 -> 192.0.2.1 443 6 AS=4 | D=0 reset action

192.0.2.1 443 > 192.168.1.16 51251 6 AS-4 ID=0 New Appld session

192.0.2.1 443 > 192.168.1.16 51251 6 AS=4 ID=0 Host cache match found on first
packet, service:

HTTPS (1122), client: AOL(1419), payload: AOL (1419), reinspect: False
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 app event with client changed,
service changed, payload changed, referred no change, miss no change, Mad no
change, fas host no change, bits 0x1D 192.168.1.16 51251 > 192.0.2.1 443 6 AS=4
ID=0 New firewall session

192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 Starting with minimum 2, 'New-
Rule-#1-MONITOR', and Saclone first with zones 1 —> 1, geo 0(xff0) —»> 0, yan O,
sae, sgt; 0, sag sat, type: unknown, det sat: 0, det sat type: unknown, sve 1122,
payload 1419, client 1419, mise 0, user 9999997, no Mad or host, no xff
192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 match rule order 2, 'New-Rule-#1-
MONITOR', action Audit

192.168.1.16 51251 > 192.0.2.1 443 6 AS=4 ID=0 match rule order 3, 'New-Rule-#2-
BLOCK_

_RESET, action

Reset

192.168.1.16 51251 > 192.0.2.1 443 6 AS-4 ID=0 MidRecovery, data sent for rule id:
268437504, rule_action:5, rev id:3558448739, Eule_match flag:0x1

192.168.1.16 51251 > 192.0.2.1 443 6 AS-4 ID-0 Generating an SOF event with
zuleid - 268437504

ruleAction = 5 ruleReason =0

Appl D LuatgflSE R BRI E
ERREELFAPINLUR RIS R B FEREB/FTDL |, B LR addHostFirstPktApp API R 5 IE AR 2MEFE A BRI SR E R 3K

1. VDB Appl D#& 31 88-/var/sf/appid/odp/lua



2. B E &M RI88-/var/st/appid/custom/lua
540 : grep addHostFirstPktApp * B EER & H,

BEERA

o  [EE : REFMCLEA B ESLuath s,

EREMME :  /var/sf/appid/custom/lual

RPER  EFMCELRANSEETEARAEARBL AT —EEREFE. BRATEEHE LHNIualERTE,

- [BE: RN EREHER,

EREMEE . /var/log/messages on FTD

%nﬂ E',ﬁ .

<#root>

Dec 18 14:17:49 intel-x86-64 SF-IMS[15741]:

Error - appid: can not set env of Lua detector /ngfw var/sf/appid/ custonllua/6698fbd6-7ede-1led-972c-dl1:

SESHERR 5 BR
BE  HRARAEAEER PRI NEBNRE  BAEXHETER,
HEEHERREY TR



- BEPRB[EHEFTDLIERE RIS uadBIZE.

. BRFTDLIGMENAT , TREMEN LA EFIES,

- RERESFTE-EENTNENIP, ENHE.

- BRIt RIBR P E R E .

«  Rr&Esystem-support-application-identification-debuge

. B {THost cache match found on first packet. 21 R R 1T

PREIFFAED. ¥ REBEMBRAE
E7.4% | BHAUITLERAAP, RERASEEINUIZE,

(CHER 3

4] BmAH BR

2024578 ¥4 AR A
10 18H

, AIRRAPIRZEMEATE,






BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



