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VPN TUNNEL

FTDV742 INTERNET PEER ENDPOINT

[Con nection Profile Name

Demo_525 Route Based (VTI) Policy Based

Sites Configuration

LOCAL SITE REMOTE SITE
Local VPN Access Interface Remote IP Address
Y Filter
~

Nathing found

Create new Virtual Tunnel Interface I

Create_VTL_in_VPN_Wizard
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New Site-to-site VPN o Endpoints 2 ) Configuration 3
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FTDVT42 BTERNET PEER ENDPOINT

Define Endpoints
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Connection Profile Name
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demonti (Tunnel1) o 192.168.10.1
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VPN_Wizard_Endpoint_Step1
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IKE Policy

@ IKE policies are global, you cannot configune diffierent policies per VPN, Auny enabled IKE Policies are available to il VPN
connections.
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IKE Policy
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Edit_IKE_Policy
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« DH#H : 14
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Add IKE v2 Policy

[ Priority Name State

Y Filter 1 ] [ AES256_DH14_SHA256_SHA256 ] "3]

A i
@ ) AES-GCM-NULL-SHA Encryption
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| l —

Diffie-Hellman Group
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Create New IKE Policy “ 86400

Add_New_IKE_Policy
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0 KE palicies ane global, you cannct configure different policies per VPN, Any onabled IKE Policies are avallabie to ol VPN
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Y Filter SET DEFAULT
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& AES-SHA
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Create new |IPSec Proposal

@ Qe e

BRA_#T2E IPSec i

SRINEEELAEEB., Z—TNEXTZRH,
AT ERBEERLASE  BRES2FIDEEETE,



Firewall Device Manager

(T

Monitoring

Configure_Pre_Shared_Key

SR 313 REVPNEE, MRFZEREARE ,

FINISHIZ i,

(55

Policies Objects Device: frdv742

OQRe O

FTOVTa2 INTERNET PEER ENDPOINT

Privacy Configuration
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IKE Policy
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Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

|

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

eacx I

VPN_Wizard_Complete
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Interfaces Routing Updates System Settings
Management: Merged 1 static route Geclocation, Rule, VDB, System Upgrade, Manag: Nl ACCEss
Ene 4 i Security inteligence Feeds
View All Interfaces > View Gonfiguration » View Gonfiguration >
Smart License Backup and Restore Troubleshoot
Tier: FTDVED - 10 Gbps
View Configuration > View Configuration b REQUEST FILE TO BE CREATED See more
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B = Monitoring Policies Objects Device: fidv742 . H cseo SECUF

Adminisirator

Routing

Add Multiple Virtual Routers W 3= Commands v £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
+

CREATE BGP OBJECT

Create_BGP_Object
TROEMYHNERE., EMIERLETEE, EH— TOKRBETHE
#78 : demobgp

%117 : BLEASHRIR. £ — Tas-number, FEE AXRASIRSR. EARHFIF | Site1l FTDEYASHR S
65511,

217 . BLEIPHE. ¥ — Tip-protocol, #E#Eipv4,

Add New BGP Object

Name Description
demobgp 4
v

Template ® Showdisabled & Reset

iFFrptocol
1 router bgp 6551_

configure address-family [EfsEyeluleiaelalsditn

ipv4

Create_BGP_Object_ ASNumber_Protocol

F4T MEBEBRE. E— Tsettings , i##Egeneral , &% 1% — T Show disabled,



Add New BGP Object 2]

X
Name Description
demobgp Y
1
Template

@ Show disabled | ) Reset

router bgp 65511

configure address-fan
Address Family IPV4 Settings
address-family ipve

configure address-family ipv4

advanced

CANCEL

Create_BGP_Object_AddressSetting

61T BB+E TR AXTEEBGPMM . & — Tnetwork-object, EAILAMIRIRBHN O] HYH
, REBE—EYH., EAREF | BEHRname inside_192.168.70.0 ( EHB3.2HhE ) .

Add New BGP Object

Name Description

demol
bgp A

Template & Hide disabled ) Reset

router bgp 65511
configure address-family ipv4 v
address-family ipv4 unicast
configure address-family ipv4 general v

distance bgp 286 200 200

Create_BGP_Object_Add_Network



Add New BGP Object ® X

Name Description
demobgp y
e
Template & Hide disabled ) Reset
p +

router bgp 65511
configure address-family ipv4 v
address-family ipv4 unicast

IPV4 Network address

o e

network I

‘cy OutsidelPvdDefaultRoute Network

'y OutsidelPv4Gateway

‘0 any-ipvd Network

any-ipv6 Network

Create_BGP_Object_Add_Network2

1197 BE+E TR ARXITEEBGPH EMHBEEM. &— Tneighbor-address , A& F B A
YZBBGPEE M, EAMT | ©2169.254.10.2 ( 122 FTDEIVTI IPH#bdt ) » 3 — Tas-
number , REF B8 A ERASHHEE. EAHIP , 65510 AR 22 FTD, #%— T config-options
I & FEproperties.



Add New BGP Object

Name Description
demobgp Y
/4
Template & Hide disabled () Reset

router bgp 65511
configure address-family ipv4
address-family ipv4 unicast
configure address-family ipv4
distance bgp

network 1inside 192.168

ct Configuration Option

configure neighbor 169.254.18.2 remote-as

properties

Create_BGP_Object_NeighborSetting
F1417  B+ERUBARITUEREBENE LB M, &— Tactivate-optionsiiZZEproperties,

Add New BGP Object

Name Description
demobgp >
/A
Template & Hide disabled () Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4 general v
distance bgp 28

network inside 192.168.70.0 v

configure neighbor ! .18.2 remote-as

neighbor 169.254.10.2 remote-as e
Select Configuration Option

configure neighbor 169.254.108.2 activate actiuate—optionsv

properties I




Create_BGP_Object_NeighborSetting_Properties

81317 : BE+BRUETRZITHERER, E-TRELZRESR.

Add New BGP Object

Name Description
demobgp >
e
Template & Hide disabled () Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4
distance bgp 2

network inside 192.16

configure neighbor 169.254.18.2
neighbor 169.254.1

configure neighbor 1 54.18.2 remote-as

configure neighbor ! 254.10.2 activate
general
neighbor 1 18.2 activate

advanced

migration

ha-mode

CANCEL

Create_BGP_Object_NeighborSetting_Properties_Advanced

581817 : FEEE W RIFFER U EFRHBREMTURR,



Add New BGP Object

Name Description
demobgp y
Z
Template & Hide disabled O Reset

router bgp 65511
configure address-family ipv4w
address-family ipv4 unicast
configure address-family ipv4 general v
distance bgp 20 200 200

network inside_192.168.706.8 v

configure neighbor 169
neighbor 169
configure neighbor 169.254.18.2
neighbor 169.254.18.2 password
configure neighbor 4.10.2
neighbor 1 54.16 version

options (optional)
neighbor 1 et EransSpoRtREOne tion mode oot ion -

neighbor 169 .16 transport path-mtu-discovery [elolafelER"

configure neighbor 16 54.10.2 activate pro

neighbor 169 4.18.2 activate disable

Create_BGP_Object_NeighborSetting_Properties_Advanced_PMD

BA#A1T14. 15, 16, 17 : B—T-REBLUERBAMIT. AR , H—TOKRAURFBGPHR,



Add New BGP Object

Name Description

demobgp

Template £ Hide disabled ) Reset

router bgp
configure addr ~-family ipwd
address-family ipv4 unicast
configure addr
distance bgp

network

configure neighbor

neighbor 1 B <

configure neighbor 169.254.18.2 remocte-as advanced ~
neighbor 169 .18
configure neighbor 2 18.2 hops options
neighbor 1 .18.2 wversion version-number
neighbor 1 ?  transport connection-mode options
neighbor 16 .18.2 transport path-mtu-discovery

confipure neighbor 16 54.18.2 activate propertiesw

neighbor 16 .18.2 activate

CAMCEL

Create_BGP_Object_DisableLine

AT RE#EHIFBCPRENBIE . S URBREREREEHMWBGPRE.



Name Description

demobgp

Template & Hide disabled Q

router bgp 11
configure address-family  ipv4 v
address-family ipv4 unicast
configure address-family ipv4
distance bgp 28

network inside 192.168

configure neighbor 1
neighbor 1 254.,19.2 remote-as 6

configure neighbor 169.254.18.2 remote-as advanced v

neighbor 16 transport path-mtu-discovery
configure neighbor 169.254.18.2 activate propert

neighbor 16 4.18.2 activate

Create_BGP_Object_Final_Overview

HR 7. EFBCPEEE N,

" Lo = G ™y admin il
Manitoring Policies Objects fidv7az p \L/ B Admioistrator cisca
Routing
Add Multiple Virtual Routers w - Commands v £ BGP Global Settings
Static Routing ~ BGP OSPF EIGRP ECMP Traffic Zones
1 object
W NAME DESCRIPTION ACTIONS
1 demobgp

8 BGP_EE

HER 8.31% , Site1 FTDHELE 2 Ko



ZEERESIite2 FTD VPNFIBGP |

Site1 FTD#ISite2 FTDFECLI = #Y &it B #1R .

FEYISite2 FTDMH ES| B EE S B3 BT BT,

yh %1 FTD

Yh®62 FTD

NGFWhRZA7.4.2

interface GigabitEthernet0/0

nameif outside

ctsF

propagate sgt preserve-untag
REEFREStEFAZEE

Z2 4 ERO

ip address 192.168.30.1 255.255.255.0

interface GigabitEthernet0/2

nameif inside

Z2MERO

ip address 192.168.70.1 255.255.255.0

interface Tunnel1

nameif demovti

ip address 169.254.10.1 255.255.255.0
BEIE R T E A S

F&iE B #£192.168.10.1

EE#ENipsec ipv4

BEE R Eipseci¥ Ef&ipsec_profile|e4084d322d
HRMBEEOutsidelPv4#EET

F#£192.168.30.3

object network inside_192.168.70.0
¥#8192.168.70.0 255.255.255.0

access-group NGFW_ONBOX_ACL global

access-list NGFW_ONBOX_ACL remark rule-id
268435457 : ACCESS POLICY : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435457 : L5 RULE : Inside_Outside_Rule
access-list NGFW_ONBOX_ACL advanced trust object-
group | fE{@ifcA268435457F{Alrule-id268435457 4 H 7
M & 2 S\#acSvcg-inter any ifc

access-list NGFW_ONBOX_ACL remark rule-id
268435458 : ACCESS POLICY : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435458 : L5 RULE : Demo_allow

NGFWhRZA7.4.2

interface GigabitEthernet0/0

nameif outside

ctsF

propagate sgt preserve-untag
REETFRESQtDEAZERE

Z2 4 ERO

ip address 192.168.10.1 255.255.255.0

interface GigabitEthernet0/2

nameif inside

T2 MERO

ip address 192.168.50.1 255.255.255.0

interface Tunnel1

nameif demovti25

ip address 169.254.10.2 255.255.255.0

B2IE R T E A ED

F2i& B #£192.168.30.1

BiE#ERipsec ipv4

BE R Eipseci¥ EEipsec_profile|e4084d322d

HRMEE OutsidelPv4HEES
F#£192.168.10.3

object network inside_192.168.50.0
F1#8192.168.50.0 255.255.255.0

access-group NGFW_ONBOX_ACL global

access-list NGFW_ONBOX_ACL remark rule-id
268435457 : ACCESS POLICY : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435457 : L5 RULE : Inside_Outside_Rule
access-list NGFW_ONBOX_ACL advanced trust object-
group | fE{@ifcA268435457F{Alrule-id268435457 4 H 7%
M & 2 SMacSvcg-inter any ifc

access-list NGFW_ONBOX_ACL remark rule-id
268435458 : ACCESS POLICY : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435458 : L5 RULE : Demo_allow

access-list NGFW_ONBOX_ACL advanced permit object-




access-list NGFW_ONBOX_ACL advanced permit object-
group |acSvcg-268435458 any any rule-id 268435458
event-log both

access-list NGFW_ONBOX_ACL remark rule-id 1 : $5f5%
B : NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 1 : L5
RULE : DefaultActionRule

access-list NGFW_ONBOX_ACL advanced deny ip any any
rule-id 1

router bgp 65511

bgp log-neighbor-changes

bgp router-id vrf auto-assign

address-family ipv4 unicast

neighbor 169.254.10.2 remote-as 65510

neighbor 169.254.10.2 transport path-mtu-discovery disable
#/E169.254.10.25K A

#82%192.168.70.0

no auto-summary

B’EL

exit-address-family
0.0.0.0 0.0.0.0 192.168.30.3 14\ ZBAIEE H

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
W Eespii#Faes-256 aes
% EesptEMsha-256 sha-1

crypto ipsec profile ipsec_profile|e4084d322d

set ikev2 ipsec-proposal AES256_SHA256

set security-association lifetime kilobytes 4608000
set security-association lifetime seconds 28800

crypto ipsec security-association pmtu-aging infinite

crypto ikev2 policy 1
& aes-256 aes
St#Msha256 sha
14

prf sha256 sha

lifetime seconds 86400

crypto ikev2 policy 20

In#aes-256 aes-192 aes

integrity sha512 sha384 sha256 sha
#212016 1514

prf sha512 sha384 sha256 sha

group |acSvcg-268435458 any any rule-id 268435458
event-log both

access-list NGFW_ONBOX_ACL remark rule-id 1 : 35K
B : NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 1 : L5
RULE : DefaultActionRule

access-list NGFW_ONBOX_ACL advanced deny ip any any
rule-id 1

router bgp 65510

bgp log-neighbor-changes

bgp router-id vrf auto-assign

address-family ipv4 unicast

neighbor 169.254.10.1 remote-as 65511

neighbor 169.254.10.1 transport path-mtu-discovery disable
#/E169.254.10. 18K A

#8588 192.168.50.0

no auto-summary

& [E 5

exit-address-family

0.0.0.0 0.0.0.0 192.168.10.3 1/A&BAYER H

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
# EespilZFaes-256 aes
% EesptEsha-256 sha-1

crypto ipsec profile ipsec_profile|e4084d322d

set ikev2 ipsec-proposal AES256_SHA256

set security-association lifetime kilobytes 4608000
set security-association lifetime seconds 28800

crypto ipsec security-association pmtu-aging infinite

crypto ikev2 policy 1
% aes-256 aes

St sha256 sha
FHE14

prf sha256 sha

lifetime seconds 86400

crypto ikev2 policy 20

In#aes-256 aes-192 aes

integrity sha512 sha384 sha256 sha
#212016 15 14

prf sha512 sha384 sha256 sha
lifetime seconds 86400




lifetime seconds 86400

crypto ikev2 enable outside

(AR K |s2sGP|192.168.10.1 A &R
(AR K |s2sGP|192.168.10. 184
vpnR&iE i Eikev2

tunnel-group 192.168.10.1 type ipsec-I2I
tunnel-group 192.168.10.1—#% B 4
default-group-policy |s2sGP|192.168.10.1

P3E#H192.168.10.1 ipsecB i
ikev2iEif &5 13 BR R L A S8R~
ikev2Zsith B B B fa L A &g

crypto ikev2 enable outside

(SR |s2sGP|192.168.30.1 A &R
(AR |s2sGP|192.168.30. 184
vpnR&iE thh Eikev2

tunnel-group 192.168.30.1 type ipsec-12I
tunnel-group 192.168.30.1—#% B 14
default-group-policy |s2sGP|192.168.30.1

B&iE#8192.168.30.1 ipsecB 1%
ikev2iRin B D BB TE H Fl £ 88
ikev2Zsith & {3 BR B TE T Fl £ 4§+

i
ERRGHRE

TR 1. EBEHIERSSHEMRE=
safn T 5% 75 P ER 1 A PR ER 29 VPNR &

SR %E =4
wn,\jé’.\ Y mA R

=B IEEERF,

fBFTDHICLI , FEiBshow crypto ikev2 saHlshow crypto ipsec
€,

Y251 FTD

v B2 FTD

ftdv742# show crypto ikev2 sa
IKEv2 SA :

Session-id : 134 , Status : UP-ACTIVE , IKE
count : 1, CHILD count : 1

R&IE DA #h R i fvrf/ivifiRBE A &

563984431 192.168.30.1/500 192.168.10.1/500
Global/Global READY RESPONDER

iN% : AES-CBC , €88 K/ : 256 , f=
- SHA256 , DHiA : 14 , B BBER
. PSK , B ERFE B - PSK

EHLEEER : 86400/5145%

fsa : Ai#E#E£250.0.0.0/0 -
255.255.255.255/65535

R E1£880.0.0.0/0 - 255.255.255.255/65535

ESP spi#@ A/#i : 0xf0c4239d/0xb7b5b38b

ftdv742# show crypto ikev2 sa

IKEV2 SA :

Session-id : 13, Status : UP-ACTIVE , IKE
count : 1, CHILD count : 1

B&iE DA #h iR i fvrf/ivifAR RE A &

339797985 192.168.10.1/500
192.168.30.1/5004¢ F/< B &R B 25

% : AES-CBC , €88 K/ : 256 , =

: SHA256 , DH#f : 14 , B EFEESZ

. PSK , B 3RFEE®FE | PSK

B/ EEER ; 86400/74099%

Fsa : AN#hiE$E250.0.0.0/0 -
255.255.255.255/65535

IR %2 #£880.0.0.0/0 - 255.255.255.255/65535
ESP spifii A/t : 0xb7b5b38b/0xf0c4239d




ftdv742# show crypto ipsec sa

E : demovti

I AZSR - _ vti-crypto-map-Tunnel1-0-
1. seq num : 65280, local addr :
192.168.30.1

ZREHvrf (ivrf) : £EK

R ident (addr/mask/prot/port) :
(0.0.0.0/0.0.0.0/0/0)

= imident

(addr/mask/prot/port) : (0.0.0.0/0.0.0.0/0/0)

current_peer : 192.168.10.1

#pkts encaps : 5720 , #pkts encrypt :

5720 , #pkts digest : 5720

#pkts decap : 5717 , #pkts decrypt :

5717 , #pkts verify : 5717

#pktsBHE - 0, #pktsEEBHE : 0

K#pktsBH#E : 5720 , #pkts comp KR :

0, #pktsfRBAEREL : O

#pre-fragiZh : 0 , #pre-fragk M

: 0, #fragmentsE1L : 0

2E*E#PMTUs : 0, #PMTUs revd : 0, BEE
#8#9#decapsulated frgs : 0

#TFCrovd : 0 , #TFCEi% : 0

#Valid ICMP#&8%rcvd : 0 , #Invalid ICMP#5ER
rcvd : O

#send$EER : O, #recviEiR : O

Ll

S N2 iR B 0 192.168.30.1/500 , =i
25 . 192.168.10.1/500

B &mtu 1500 , ipsecBi$E78(44) , EHmtu 1500
FIERPMTURR (# ) : 0, DFERE : copy-df
ICMPE5:EERTE : BFA , TFCERE . EFH

& 5t vhspi : B7B5B38B

&8I A ¥hspi : FOC4239D

&

Adkesp sa :

spi : 0xFOC4239D (4039386013)

SAAREE : SEE

B : esp-aes-256 esp-sha-256-hmacE B
FERAPHERE={L2L , B8& , IKEV2 , VTI, }
& : 0, conn_id : 266 , INZRYIRR :  vti-
crypto-map-Tunnel1-0-1

saiths . RIASWFEH (kBB )
(4285389/3722)

ftdv742# show crypto ipsec sa

H : demovti25
I AZSR - _ vti-crypto-map-Tunnel1-0-
1, F5I5RA65280 , Attt : 192.168.10.1

ZREHvrf (ivrf) : £EK

ZXbident (addr/mask/prot/port) :
(0.0.0.0/0.0.0.0/0/0)

= imident

(addr/mask/prot/port) : (0.0.0.0/0.0.0.0/0/0)
current_peer : 192.168.30.1

#pkts encaps : 5721, #pkts encrypt : 5721,
#pkts digest : 5721

#pkts decap : 5721 , #pkts

decrypt : 5721 , #pkts verify : 5721

#pktsBHE - 0 , #pktsfEBHE : 0

#pkts K B#E : 5721 , #pkts compk B :

0, #pktsfRBRAEXRR : 0

#pre-fragf3h : 0 , #pre-fragk B

: 0, #fragmentsE1L : 0

2E*E#PMTUs : 0, #PMTUs revd : 0, BEE
#A#9#decapsulated frgs : 0

#TFCrovd : 0 , #TFCEi% : 0

#Valid ICMP#583rcvd : 0, #Invalid ICMP#g84
rcvd : O

#sendfEER : 0, #recvEgiR : O

ERTT)

S N2 B 0 192.168.10.1/500 | =i
25 . 192.168.30.1/500

B &mtu 1500 , ipsechi§E78(44) , B mtu 1500
FIERPMTURFR (%) : 0, DFERE : copy-df
ICMPEERERTE : BFH , TFCERE : EFA

& B H ¥hspi : FOC4239D

& B AYhspi : B7TB5B38B

piabs

Adkesp sa :

spi : OxB7B5B38B (3082138507)

SAAREE : SEE

i - esp-aes-256 esp-sha-256-hmacERHa
FERBRHERE={L2L , B8& , IKEv2 , VTI, }
1 . 0, conn_id : 160 , INZREIAR : _ vti-
crypto-map-Tunnel1-0-1

saiths . RIASWIFEH (kBB )
(3962829/3626)

VKN : 1642 T4R




VAN - 1642 TTiE

BEFBTEALZE Y

PrEBEEER

OxFFFFFFFF OxFFFFFF

Hitesp sa :

spi : OxB7B5B38B (3082138507)

SAAREE : JEE

B : esp-aes-256 esp-sha-256-hmacE B
FEAPMEE={L2L , Bg& , IKEv2, VTI, }
& : 0, conn_id : 266 , INZRYIMR :  vti-
crypto-map-Tunnel1-0-1

saiths : RIASWIFEL (kBB )
(4147149/3722)

VA 164z o8

EMPTEAIZE Y

PrEBEEE

0x00000000 0x00000001

BEFBTEARE Y

PrEBHEER

OxFFFFFFFF OXFFFFFF

H¥tesp sa :

spi : 0xFOC4239D (4039386013)

SAAREE : SEE

i : esp-aes-256 esp-sha-256-hmacE R
FERAPHERE={L2L , B8& , IKEv2 , VTI, }
& : 0, conn_id : 160 , INZRYFER :  vti-
crypto-map-Tunnel1-0-1

saiths . RIASWIFEH (kBB )
(4101069/3626)

VKN ;1642 THE

EHBTEARE Y

PrEEMER

0x00000000 0x00000001

HEE 2. £ A show bgp neighborsFshow route bgpi&if 12 4| SSHE M B/ S EFTDAICLI A

EEBGPRAE,

U251 FTD

U252 FTD

ftdv742# show bgp neighbors

BGP#[E2169.254.10.2 , vrf single_vf , IRIKAS
65510 , HAEPEEEE

BGPRA4 | =imEHEFID 192.168.50.1
BGPAREE=E 1] , &#1d20h
EIRFERN00:00:25 , EIRE A00:00:45 , RiFks
BA180 , RIFERBERA0R

MmEEE

1MEERAD , TXESEEERR (FR)
FBETRE -

ERERF  EeBEMEEW ()
M/\{zfEASNIIEE : EBEMEEK

Hht R5IPv4ERE . 2B EMER

LEREEE

AEFHETESR -

INQRE A0

OutQRE A0

FEiZHRevd
BERK : 11
BHA:00
BH: 22

ftdv742# show bgp neighbors

BGP#[E=2169.254.10.1 , vrf single_vf , IRIKAS
65511 , SAEBSERE

BGPRA4 | =imEEHEFID 192.168.70.1
BGPAREE=E 1] , &#1d20h
LFIXFEE00:00:11 , EIXRE A00:00:52 , REFR
EA180 , REFERERACOW

MmEEE

1MEERAD , TXESEEERR (FH)
BETRE -

AR EeBEMEEW ()
M/\{zfEASNIIEE : EBEMEEK

Hht RHIPv4ERE . 2B EMERK

LEREEE

AERETEH -

INQRE A0

OutQRE A0

EiZHRevd
BERR : 11
BH:00
BH: 22




Keepalive : 2423 2427

BRERIF 00

Bt 1 2426 2430
BEETZENERRER—EA30Y

HRHERS : IPv4ERE
&5F : 169.254.10.2
BGPRRAS3 , #ERA3/0
BWHEBKFIARD 0

%51

1EEFERE
EiXHRevd

FEED :
ERFHE ;11 ( EA80fLTA )
FTEEZ 11

BBEEEE: 00

FRFEREE 00

A 4Ebestpath : n/a 1
AEZERE :nal

HH uh A b

i REGIERBNFE
REUBEBHNRERR  1n/a

&5t :10

BEXENEFFHNLRIE : K1, /0

ER AR RIBHEE EA%169.254.10.28
B FH

EEVERT; 2E%O0

EREBERBKTR

Transport(tcp) path-mtu-discovery is disabled
Graceful-Restart2 & F

Keepalive : 2424 2421

BEERIE 00

Bt 2427 2424
BEETZENERRER—EA30Y

HRAMuE RS ; IPv4ERE
&5F : 169.254.10.1
BGPRRA9 , #/ERA9/0
wWHBSIARD 0

%54

ABEFERE

%K Revd

FEED :
ERFHE 11 ( EA80fLtAE )
FTEES 11

BBEMEE: 00

FRTEREE 00

B 4Ebestpath : n/a 1
AEZERE :nal

HH uh A h

i REGIERBNFE
REUBEBHNRERR  1n/a

&5 :10

BEXNEFHHNLRIE : K1, /0

ER AR RIBEEEEAZ169.254.10.18
B FH

CEVERL ; 2ER3

LREE1d21h , HREF 1NN ERE
Transport(tcp) path-mtu-discovery is disabled
Graceful-RestartE. & F

ftdv742# show route bgp

8 L-A#h , C-EEMHK , S-BE  R-

RIP, M-%8 , B-BGP

D - EIGRP., EX-EIGRP#\&f. O - OSPF, IA -
OSPF & 15 &

N1 - OSPF NSSA\#8& BI1 , N2 - OSPF
NSSAS\EBEL 512

E1- OSPFARBEEI1. E2 - OSPFAAEBE B2, V
- VPN

i-1S-1S, su-IS-ISHE , L1-IS-IS#&5I1, L2
- IS-IS#k B2

ia - IS-ISREFESE , *-RIBEFERE, U-BEH

ftdv742# show route bgp

8 L-Ab , C-EEHK, S-BE  R-

RIP, M-%8 , B-BGP

D - EIGRP., EX-EIGRP#\&f., O - OSPF, IA -
OSPF & 15 &

N1 - OSPF NSSAs\#8& 51 , N2 - OSPF
NSSAS\EBEL 512

E1- OSPFARBEBI1., E2 - OSPFABE A2, V
- VPN

i-1S-1S, su-IS-ISHE , L1-IS-IS#&5I1, L2
- IS-IS#k B2

ia- IS-ISREFESE , *-RIBEFERE, U-BEH




E TR
0-ODR, P-EHTHWFHERE , +-ERE
FH

S| -##&InterVRF. BI - BGP InterVRF
B 412 FIERA=192.168.30.3F48150.0.0.0

B 192.168.50.0 255.255.255.0 [20/0] ( #Ei
169.254.10.2,1d20h )

EFERE

0-ODR, P-EHTHNBERH , + -ERE
=2

S| -#&EInterVRF, Bl - BGP InterVRF
E&EFAMEEIRE192.168.10.3%#85%0.0.0.0

B 192.168.70.0 255.255.255.0 [20/0] ( Zi&
169.254.10.1,1d20h )

HBR 3.Site1% Fim M Site2% Fim il B Z B 5 Wpingi#.

VHEMIE PR

Sitel_Client#ping 192.168.50.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5),

ShR2E Fun

Site2_Client#ping 192.168.70.2
Type escape sequence to abort.

round-trip min/avg/max = 31/56/90 ms

Sending 5, 100-byte ICMP Echos to 192.168.70.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =

5 S HE AR
ARG GRTARYEEETREIR,

A £ AiE L debugin T VPNED 2 E 1T HFEHEER

crypto ikev2 platform 255
crypto ikev2 protocol 255
crypto ipsec 255

vti 255

debug
debug
debug
debug

A i € 2 debugan 5 HEBRBGP &R 2 H B

12/39/71 ms




ftdv742# debug ip bgp ?

A.B.C.D BGP neighbor address

all All address families

events BGP events

import BGP path import across topologies, VRFs or AFs in BGP Inbound information
ipv4 Address family

ipv6 Address family

keepalives BGP keepalives

out BGP Outbound information

range BGP dynamic range

rib-filter Next hop route watch filter events
updates BGP updates

vpnv4 Address family
vpnv6 Address family
vrf VRF scope

<Cr>
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