EFMC LB ERAVPNE Z B ERFEHNISERTE
H 8%

ANENBEFMC LHRCSFEENRAVPNERPE ER T 5 10 BTN ISERIRF R R,

AR

BREBEEMEUT EE

o BRIZ 2P K HE(CSF)

- BRZ2HABEERO(FMC)
- BRE 5 PRS2 (ISE)

« HEFMAMSSLER M,

- BRIREEN(CA)

BRF T
FERARUELRBNERRASER,

- BRREEMEIRS.1.65R
- B2/ RERAT7.2.8
- BRREPHRBEEROMRAET.2.8

ANHHEARBBERBEERTREANKEMEL. XHEAINAMBERERRERR (R
) BVHERERRE) . MRIEHVEEREFT | FRARCHEAETAESTRERNTE,



N

axX AE

F1L  REXEENCARSE

AR MRCARZEANARSZSORIENRETE , AIFEHTUHSER, MRE—-CA[
BEREERAERZRE  IEFHERXEAR-CAES.

Fir I n men nter
EWa Ma agc ent Cente Overview Analysis Policies Devices Objects Integration
Name Domain Enroliment Type Status
" o FTD1
cisco.com Global PKCS12 file -' i Server Certificate

IntermalCAServer Global Manual (CA Only) S I Internal CA certificate



a. i1 Bl Devices > CertificatesI 32 — T Addo
b. % A trustpoint namedf IZ EManualfEACAE A TR EEEH A,
c.B&Ecaonyl By FERApemE XN ZEE/AZBCARE,

d.igl:FSkip Check for CA flagin basic constraints of the CA CertificatejTZgi—TSaveo

Add Cert Enrollment (7

MName*

|. InternalCAServer |

Description

CA Information Certificate Parameters Key Revocation
 —

Enrollment Type: | Manual v

eck this option if you do not require an identity certificate to be creafed
from this CA

CA Certificate: | BEGIN CERTIFICATE-----
Miig/
zCCAWIgAwWIBAgIBATANBgkghki
G9wOBAQsFADATMREWDwWYDV
QQDEwhDQWVNI
cnZlcjAeFwiyNDEWMTexMDUS
MDBaFw0OyNTExMjAxMDUSMDE
aMBMxETAPBgNVBAMT
CENBUZ2VydmVyMIGIMAOGCSq
GSIb3DOEBAQUAAAGNADCEIQ

Validation Usage: IPsec Client SSL Client [ | SSL Server

I Skip Check for CA flag in basic constraints of the CA Certificate I
=3

e.’T:ECert Enrollment | ) ?&ﬁ“ﬂﬁﬂ@?ﬁiﬁﬁqﬂﬁgtruapdm , %‘fﬁﬁf—_FAddo




Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTDI v

Cert Enrollment®:

‘ InternalCAServer

Cert Enrollment Details:

Name: InternalCAServer
Enrollment Type: Manual (CA Only)
Enrollment URL: N/A

$2% : BliEISE/Radiusfal RS A FEREEER

a.gﬁﬂObjects> AAA Server > RADIUS Server Groupﬂfatff—-FAdd RADIUS Server Groupo ig':FEnabIeauthorizeonlyiE

Ho



C MRARRF TERARE) 2R, B AESEESHRERER. ER | ISEHLEE



Edit RADIUS Server Group

MName:*

\ ISE_Authorization

Description:

|

Group Accounting Mode:

‘. Single v
Retry Interval:* (1-10) Seconds
10

Realms:

| v

Enable authorize only

|' Enable interim account update

Enable dynamic authorization

b.3&2— T add (+E/R , AR AEF Pk 5§ 3 # 22 18 HRadius server/I SE servero



Edit RADIUS Server ©

IP Address/Hostname:*

| ISELocal

Configure DNS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* (1-65535)

|' 1812 |

Key:*

Confirm Key:*

Accounting Port: (1-65535)

| 1813 |

Timeout: (1-300) Seconds
|10 |

Connect using:
(® Routing () Specific Interfface @

Default: Management/Diagnostic |

Redirect ACL:

Cancel Save

.3 i1 FllDevices > Remote Access configurationo 3 37 new connection profileﬁﬂ%%%ﬁif%ﬁi%diem Certificate Onlyo

HRRERRS A FEETCNSRIRINRERRSR,

T 43R #2312 9 Allow connection only if user existsin authorization databaseiBIH, LLEREAIBEREEREAFFST T



FXEERAVPNHYELR,

Edit Connection Profile (7]

Connection Profile:* | FTD_CertAuth |

Group Policy:* | DfitGrpPolicy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication

Authentication Method: . Client Certificate Only v

nable multiple certifcate authentication

v Map username from client certificate
(@ Map specific field

_Primary Field: Secondaw Field:

| CN (Common Name) v | | OU (Organisational Unit) v

(") Use entire DN (Distinguished Name) as username

Authorization

Authorization Server: | | ISE_Authorization (RADIUS) v |

Allow connection only if user exists in authorization database

Accounting

|. Cancel | m
REFFimEFENMap Username 2R B EREMEAUERFERE, EXFH , BHREFER
BE , B RBEARERFERAENERETER,
%ﬁiESaveo
d.3E i 2 Advanced > Group Policiese 1E— T Al Add (+) B 7Ro




it kg Ma:’?.g_emcm_ Center Overview Analysis Policies Davices Objects Intgsratian Depoy O @ 1F @ adminv ol
FTD_PolicyVPN
Exitse Déseription

Policy Assignments (1)
Local feeadm: None Eynamic Access Policy, Mone

Connection Profile Access Inieriaces Achanced
—

Group Policies
Group policy can be assigned 10 VPN user through connection profile or by RADIUS server during suthenticaton

Foliowing 0re e group poicios that aee 3ssocated with this flemots Accoss VPN confguration. And B group pabcy if A is requined 10 be assigned by RADIUS senver during suthenbcasion

Hame Protocal DHS Servers VPH Filter
DMMGrpiolicy S5LIKEV2

Maikiting_Group SSLIKEV2 4 u
IT_Growp SSLIKEW2 A u

e.Ei—Lgroup policieso §1faﬁﬁﬁﬁﬁﬂ$ﬂﬁfﬁﬁﬁﬁﬁ$ﬂ§1%ﬁﬁﬂiﬁﬁﬁ E’Jﬁﬂ%ﬁﬁ'ﬁalﬁo

Group Policy (7]

Available Group Policy C Selected Group Policy i

Q, Search DfitGrpPolicy

)

FTD1_GPCertAuth

FTD1_GPISE

FTD1_GPLocalFull

o | I

fAEMERE L, ITEEAKENEE, oI —REFEEEUERINEREET.



Add Group Policy (7]

MName:*

| IT_Group |

Description:
General AnyConnect Advanced

I
VPN Protocols Banner:
Maximum total size: 3999, Maximum characters in a line : 497

IP Address Pools In case of a line spanning more than 497 characters, split the line into multiple lines.
Banner ** Only plain text is supported (symbols '<' and ">" are not allowed)
DNS/WINS IT Group

Split Tunneling

Cancel Save

g BEFL R B group policies , RBRIE—TawiSHEBBE AR, ERE T EEF EEERANERE.,




Group Policy (7]

Available Group Policy C -+ Selected Group Policy
Q, Search DfitGrpPolicy (]
FTD1_GPCertAuth G Marketing_Group i
FTD1_GPISE IT_Group .
FTD1_GPLocalFull

e

e.%ﬁggaﬁo
£34 : BLEISE
E31F  BAUFEAE, HIRESORBREER

a. B A ZIISE =) R 28 i B fi, = Administration > Network Resour ces > Network Deviceso



# Cisco ISE

Dashboard

Recent Pages
Natwork Resources

Device Portal Managamant

Identity Management

b. 32 — T Addi$Bh K R EL B BAAAZ F i,

Network Devices

L, Import Ty Export

O Name IP/Mask Profile Name Location

O FTD #% Cisco (1) All Lecations

Administration

pxGrid Sarvices

Feed Service

Threat Centric NAG

i Delete

Type Description

All Device Types

CHAMRMEEZBMPHu B , A% IZFRADIUSAuthentication SettingsBR BX 7 8 , 3F 38 Hshared
Secret. T HEMEEEFMC EEZ I RADIUSTIRBHREFEANEMER. o F— Tsae

Network Devices List » FTD

Network Devices

Name FTD

Description

IP Address .. “IP: I 239

iy
a8
{{fx



~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret eseee Show

[j Use Second Shared Secret (1)

d.3E i Z Administration > I dentity Management > Groupso

X Cisco ISE

Dashboard

Policy Administration

Recent Pages
Systam Notwork Resources pxGrid Sarvices

D

Fasd Service

Device Portal Management Throat Centric NAC

Identity Management

e.ﬁi_—FUser Identity Groups , %fﬁgi_—FAddo

i A group Namef 32 — T submito

Sy S User Identity Groups

Endpoint Identity Groups

I User Identity Groups ] Name Deseription

Group x



MNew User ldentity Group

Identity Group

AR ERRSIBRURBERRIAERZZEE.

d.gﬂﬁf:Administration > | dentity Management > | dentitieso



#| Cisco ISE

Dashboard Administration

Recent Pages
System Metwork Resources pxGrid Services

Feed Service

Device Portal Management Thraat Centric NAG

Identity Managamant

Iden:

edZ—Tad , ABHEMRRBIA M ERNEPEITEAE,
B A Username® I L ogin Passwordo A% , BRI BERE |, iZE User Groupo
%’J_igSaveo

Network Access Users

Add +* Change Status |, Import 1+, Export S Delete
Status Username Description First Name Last Name Email Address User ldentity Grou... Admin
3 B Enabled g userl IT Group

O Enabled § user? Marketing Group



Network Access Users List » userl

~ Network Access User

* Username  userl|

Status B Enabled ~

Email

~ Passwords

Password Type: Internal Users

Password

* Login Password ©®essssss

Re-Enter Password

[

Generate Password ]

Enable Password

User Groups

s

= IT Group

|

Generate Password

|

®
®



AR XA AREEAERBNERTREYAMERE, BMEEEAEEHITHRAVPNS
PREPAIFTENE  SEEEAELILAREGMEEZBNANBERE, Hit , FEk
£ AR,

f.gﬁﬁﬂAdministration > | dentity Management > External | dentify Sourceso



X Cisco ISE

Dashboard Operations Policy Administration rs

Racant Paﬁﬁ!
System Network Resources pxGrid Services

Feed Service

Device Portal Managament Threat Centric NAC

Idantity Managamaont

g.3& — T Add% 3 Certificate Authentication Profileo

BRERIREEEENMRIBCAERERE  STEITUAREBRIFPNMLERLC (ETREABE, —
REHEE ) o

External ldentity Sources Certificate Authentication Profile

[ Certificate Authentication Profile l

Active Directory

m] Name Description
LDAP

ODBC lj Certificate_Profile Cerificate Authorization Profile
RADIUS Token

=1 RSA SecurlD
SAML Id Providers

Social Login



Certificate Authenticatio 5 List » Certificate_Profile

Certificate Authentication Profile

* Name

Certificate _Profile

Description
. Certificate Authorization Profile,

Identity Store [not applicable) e
Use Identity From © Cenificate Attribute Subject - Common Name e

() Any Subject or Alternative Name Attributes in the Certificate (for Active Directory Only) (

March Client Certificate Against © Never
Certificate In Identity Store (O Only to resolve identity ambiguity

perform hinary comparison

.

O Alway:

583.2% : BE 5 M RE R
BORERBEANREFRESREHABNFEEREERESR.

a.3& i1 E Policy > Policy Setso

X Cisco ISE

Dashboard

Recant Pages
Policy Sets Profiling

Posture Client Provisioning

Policy Elamants

iR B & 5 A Al ST 5 E ¥ default authorization policy :



Policy Sets

Reset Po

+) Statwus Policy Set Name Description Conditions

Micyset Hitcounts

Allowed Protocols | Server Sequence  Hits  Actions  View

S Default Defaul policy set

Defaull Network Access

b.3% — T Authentication Policy 552 Y T HIRESTHEAR R, A% | #H— Tadd 0E R MEFR A,

D Status  Rule Name Conditions Use

BMARANERE  RRBEFRMAD T Baod B Ro

« Authentication Policy (2)

} Status  Rule Name Conditions

Internal Users

© | maven_conusers [ ] E’

> Options

C.IE— T B ARERE X AMEL I — FNASIPAddessBl Ro ARG AMERYIPHE 3,

Conditions Studio

Library Editor

=

OE E.||us e

Hits  Actions

Hits  Actlons

®

LEEEESAOE
Select attribute for condition
Catalyst_Switch_Local_Web_Aut n = | o . | o P - " 2 | 2 | 2 | 1 | ° ” -
hentication
— Dictionary Attribute 1D Info
EAP-MSCHAPv2
All Dictionaries nas| * 10
i [ EAP-TLS
Q Radius NAS-IP-Address I 4
[ MAC_in_SAN

d.3% — T NewfAR 1% 18 Hn E 4t /& M Tunne-Group-nameo  Connection Profile 8t AZEFMC EELEH B T8,




Conditions Studio

Library Editor
O]
Search by Name ®
Radius-NAS-IP-Address
(¢o[z[o]s|e|z|m|p|=|a|8]c|s|0]k] °
Equals HH
- Catalyst_Switch_Local_Web_Aut ®
o hentication -
Click to add an attribute
A. T
i+ [ EAP-MSCHAPv2 0
Select attribute for condition %
i[5 EAP-TLS (
- BPEIEIREE §|a|5|@|1|9m3
= [F MAC_in_SAN D
Dictionary Attribute 1D Info
e Switch_Local_Web_Authenticatio All Dictionaries ™ tunnel-group-name x
- " n
E Clisco-VPN3000 CVPN30D00/ASA/PIX7x-Tunnel- Group-Name 146 L
i [F Switch_Web_Authentication
X
Library Editor
@
Search by Name ®
Radius-NAS-IP-Address
o|zlo|s|e|z|m|p|=]a|2|c|s|0]:] B
Equals ~ HH
.- Catalyst_Switch_Local_Web_Aut ®
= hentication -
Cisco=-VPN3000-CVPN3000/ASAIPIX7x=-Tunnel-Group=Na ..
it 5| EAP-MSCHAPvZ 0 A &
Equals ~ FTD|_CertAuth HH
it [E EAP-TLS 0
T x NEW AND OR
5] MAC_in_SAN (i
o — Switch_Local_Web_Authenticatio Set to ‘Is not' Duplicate
e = n E———

e.;f:l_: rﬁﬁqJ EU_F , iggEEﬁE’}]CertificateAuthmtication Profileo %EE#M‘TJJ:I:EWE , Egﬁigﬁiﬁqqi
RARNPEESERENEAR,

“ Authentigation Policy (2)

G) Status  Rule Name Conditions Use Hits  Actions

a

Certificate_Profile <= |

-1 RAVEN_Ceniisers [F]  vorityContun

~

&

+ Options

E_-FSaveo

583.35 : BLERERRE



a.'abﬁ—-FAuthorization PO”C)/%%E@THEEHUEEH%EE%O %fﬁ ) E—-Fadd (+)a_'\l«>li‘37m¥ﬁiﬂﬁuo

I w Muthorization Policy (13) I

D Status  Rule Name Conditlons

Q

WMARAUANERE , RREERMA T B Radd (+)o

- Autherization Poliey (13)

) Status  Rule Nama Conditions

]

Results

Prafiles

Results

Profiles

Securlty Groups

Sacurity Groups

Select from list

b.3% — T B M AR 8 58 SUASAE 3635 — T dentity group Bl 7R o 32121 dentity group - NamelB 14

Conditions Studio

Library

(o[=[o]e]e|2]elr|=|a[]c|s]e]]=]

i [E BYOD_is_Registered

. — Catalyst_Switch_Local_Web_Aut
.
hentication

i [E] Compliance_Unknown_Devices

|5 Compliant_Devices

EAP-MSCHAPv2

EAR-TLS
% [F Guest_Flow
% [ IT_Group

BEequasdEAEE F , RARFE— T NHLRE SRR /R 7] F 12 18 W8 F user 1dentity Groups:

o

Editor

Hits  Actions

Hits  Actions

&

X
®®
Bl IT_Group
®
InternalUser-ldentityGroup
T
Select attribute for condition X
OEE - DEEEEERIRRNOREY
Dictionary Attribute 1D Info
All Dictionaries Attribute [o]

o CWA CWA_ExternalGroups
. IdentityGroup Description

. ldentityGroup MName

an InternallUser IdentityGroup

o PassivelD PassivelD_Groups




Conditions Studio

Library

Search by Name

(o[=[o]a]e[=[=]r|=]e]2]c]1]0]t]*]

BYOD_is_Registered

Catalyst_Switch_Local_Web_Aut
" hentication -

=| Compliance_Unknown_Devices

[E] compliant_Devices

EAP-MSCHAPv2

Editor

E 1T_Group

InternalUser-ldentityGroup

Equals

Set to 'Is not'

s

IChoose from list or type

User ldentity Groups:GuestType_SocialLogin (default)

User Identity Groups:GuestType_Weekly (default)

I User ldentity Groups:IT Group

User ldentity Groups:Marketing Group

User ldentity Groups: OWN_ACCOUNTS (default)

c.EBRERERYF ) & — T add (+)/'.I_‘ﬂf_iEECreaIeaNewAuthorization Profileo

« Authesization Palicy (13

*®

Q.

A iemaluser-identityGroun EQUALS User Identity Groups:IT Group

Status  Rule Name Gonditions
E _sroep
(-] IT_Group_Palicy @ o
Bl wirstess_dccess
[-] Wirsless Black List Default AND

S MestityGroup-Neme EQUALS Endpaint Idamity Groups:Blaiisg

i A profile Nameo

Authorization Profile

* Name
IT_Group_Profile|

Description

* Access Type
ACCESS_ACCEPT

Newwork Device Profile il Cisco @

Service Template O
O®
O®

Passive Identity Tracking [ (i)

Track Movement

Agentless Posture

Results

Profiles

Security Groups Hits

Select from list

Select from list - o

4

Actions



=]

B {7 Bl common TasksIF I HASA VPNo $R%E |, #8 Agroup policy name , X T EEHEFMC LEI WG SHEE

o

~ Common Tasks

ASA VPN IT_Group

[J AVC Profile Name

[J UDN Lookup

T—{Em B IS S EEE -

~ Attributes Details

Access Type = ACCESS_ACCEFT

Class = IT_Group

¥ — T Save,



AR BEESERIS  ARUNEEALREREXRK,

1. E/Tﬁi‘%mow vpn-sessiondb anyconnect ﬁ:ﬁ%ﬁﬁﬁ %IEEE\EFH g Eﬁﬁﬂgﬁ\ﬁ%%o

<#root>
firepower#

show vpn-sessi ondb anyconnect

Session Type : AnyConnect
User nanme . userl

Index : 64
Assigned IP : 192.168.55.2 Public IP



Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID
Security Grp

User nanme

Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx

Group Policy

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID
Security Grp

firepower#

2. KRS  IUEEEEAERNERFBETNERER. SERERTARNEREGRE

RY#E

: AnyConnect-Parent

: AnyConnect Premium
: AnyConnect-Parent: (1)none
: AnyConnect-Parent: (1)none
: 15084

Bytes Rx

I T_Goup

1 22:21:43 UTC Tue Oct 22 2024

: 3h:03m:50s
: Oh:41m:44s
: N/A VLAN
: 96130a0f0004000067182577
I none Tunnel Zone
User 2
Index : 70
: 192.168.55.3 PubTlic IP

Bytes Rx

Mar ket i ng_Group

: 01:23:08 UTC Wed Oct 23 2024

: Oh:02m:25s

: 0h:00m:00s

: N/A VLAN

: 96130a0f0004600067184ffc

: none Tunnel Zone

Tunnel G oup :

Tunnel G oup :

: 99611

FTD_Cert Aut h

. hone

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium
: AnyConnect-Parent: (1)none SSL-Tunnel:
: AnyConnect-Parent: (1)none SSL-Tunnel:
: 15112

(1)AES-GCM-256 DTLS-Tunnel:
(1)SHA384 DTLS-Tunnel:
: 19738

FTD_Cert Aut h

. hone

o

(1)AES-GCM-256



Please respond to banner.

FTD1_CertAuth

stlillie
1500

Cisco AnyConnect

Marketing Group

@ Cisco AnyConnect Secure Mobility Client

VPN
Plzase respond to banner.

Connect

3. EHIEF AT K BBEREASFAEENRERE, & — T peadsit # R Authentication
Report,



= Cisco ISk Operations « RADIUS

Live Legs Live Sessions
—
Misconfigured Supplicants Miscanfigured Network Devices RADIUS Drops
i~ i \
0 0 0
Tirmier Status Daetails Repea.. |dentity Endpoint ID Endpoint.. Authenti.. Authoriz...
o o
e [
Last Updated: Fri Oct 25 2024 14:42:41 GMT-0600 (GMT-06:00)

Al 3
AEFIR A E T T R B A TR
1. THURCSFIRBCLIBTBRUETRE S R,

debug crypto ca 14
debug webvpn anyconnect 255
debug crypto ike-common 255

2. FAAAATREBRF A /SR HB N DB

debug aaa common 255
debug aaa shim 255
debug aaa authentication
debug aaa authorization
debug radius all

EISEL :

1. B Z Operations > RADIUS > Live Logse

Client Stopped Respanding

Authoriz..

0

IP Address

Netwaork De...

Repeat Counter

0

Devics Port Identity G

Records Shown: 2



X Cisco |

Dashboard isibility Operations

Recent Pages
RADIUS Threat-Centric NAC

Troubleshoot

TACACS

Reports
Adaptive Netwark Control

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Clent Stopped Responding Repeat Counter

0 0 0 3 0

w

w Latest 20 reco_.

Time Status Details Repea...  Identity Endpoint ID Endpoint.. Authenti.. Authoriz... Authoriz... IP Address HNetwork De...  Device Port Identity G
e Erdpaint P w  Nitwaik D
B & ¥
L] o !
o o Danyhce FT I
o a User
-] o 1 t F
Oct 22, 2024 10:24:18.9. B & ¥ FT

Last Updated: Wed Oct 23 2024 12:33:54 GMT-0600 (GMT-06:00) Records Shown: 6
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