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+ SWA 14.0.2-012
+ ISE 3.0.0,
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BREMN

ASWALNEERFAERAF-—EES0RER K KEERIESWATEENBIRCREZIREA
RADIUSa] i 25 B 38 £ F & B IR

AR R =

é
>
RADIUS :1812
GUI :443
«— D ISE
Secure Web
Appliance
10.106.38.176 10.106.38.150

- 483

EEFEHAEFERAERIBSAE443 EHSWA, SWASE ARADIUSHIREH B BIBLUETE_XEF
BSRERE,
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ISE 4248

SR MERKREE, SHIEES-ERER>-RBREE> +HE N,
Ilclll;;lah Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration

» System P Identity Management =~ Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ Network Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM
_—
L<]
Network Devices Network Devices
Default Device
4 Edit :,‘_',:-Add ..t Duplicate  @aImport g Export @) Generate PAC | € Delete

Device Security Settings
Name a  IP/Mask Profile Name Location Type

No data available

EISERIEIMSWAEBEREE

SR 2HEISEREEMREE.



HR 21 AMBEREHRDBEName,
SER 2.2 ASWA IPHhE,

SER 2.3 EHPRADIUSEEU S #1,
SR24ERHASR,

AR MRLACAMEBNERREESWA,



Network Devices
Default Device

Device Security Settings

EESWARERRKRBELAER

HBR 2.5.32 — T Submit,

Network Devices List > SWA

Network Devices
* Name | SWA |
Description | |
IPAddress  ~| *IP: | 10.106.38.176 | /[ 32

* Device Profile g Cisco = &

Software Version l:l

* Network Device Group

Location | All Locations ®© l [ Set To Default J
IPSEC |Ng © | [ SetToDefault |
Device Type |all Device Types () ||  Set To Default |
» RADIUS Authentication Settings
RADIUS UDP Settings
Protocol  RADIUS
* Shared Secret | yeees




¥ |+ RADWS Authentication Settings

RADIUS UDP Settings

Protocel RADIUS

* Shared Secret |....... | Show

Use Second Shared Secret || &

Show
CoA Port | 1700 | [ SetToDefault
RADIUS DTLS Settings i
DTLS Required ] i
Shared Secret |radius/diis i
CoA Port [2083 | [ setToDefault
Issuer CA of ISE Centificates for CoA @ect if required (aptional) - | i

DNS Name | |

General Settings
Enable KeyWrap [ (i
® Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format ®/ ASCI | HEXADECIMAL

I | TacACS Authentication Settings
[ sHuP Seftings

O | Advanced TrustSec Settings

(Gance
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TRILFEEVHESWAHEENEAEEBERNARFBEEAE, SHhIEE-50EE>5%
> + Add,.

'.';l:s'cllg;' Identity Services Engine Home » Context Visibility » Operations » Policy + Administration » Work Centers

b System = ldentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

* |dentities  Groups  External ldentity Sources  Identity Source Sequences » Settings
—

L<]
Network Access Users
Users
Latest Manual Network Scan Results J Edit dadd r__'_ﬂng!_. S @oimport @ Export = | I Delete LhDuprcaLL-
Status Name & Description First Name Last Name Email Address

Mo data available
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il |dentity Senvices Engine

» System | - dentity Management » Network Rescurces v Device Portal Management

~ldentities  Groups  External ldentity Sources  |dentity Source Sequences ¢ Setlings

Network Access Users List = New Nebwork Access User

Users

* Network Access User
Latest Manual Network Scan Results

Home ¢+ Context Visibility v Operations

pxGrid Services  » Feed Service  » Threat Centric NAC

* Name | rouser

Status Enabled »

Email |

~ Passwords

Password Type! | Internal Users

Password

Re-Enter Password

* Login Pazsword | [TITTITL]

seesnnne | | Generate Password | i

Enable Password |

| |
| | | | Generate Password | i

HEISEF B INAMER EH
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B BRE>REE  BEVRE LAN+ER.

» Administration » Work Centers

'-'cluls'éla;' Identity Services Engine Home + Context Visibility » Operations

Policy Sets ~ Profiling  Posture  Client Provisioning » Palicy Elements

Policy Sets
+ Status Policy Set Name Description
Search
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Conditions Studio
Library

Search by Name
S0z RFERECLOE R

Catalyst_Switch_Local_Web_Authentication (1)

Switch_Local_Web_Authentication @
Switch_Web_Authentication @
Wired_802.1X @
Wired_ MAB @
Wireless_B02.1X 6)
Wireless_Access @
Wireless_MAB 6)
WLC_Web_Authentication @
1B nSR R LA BRSWAR R £ B
S ER 443 — T Save,
Policy Sets
+ Status Policy Set Name Description
’ @ SV Access
(&) Default Dafault palicy sat

HW T

Editor
®
Radius:-NAS-IP-Address
o Equals ~ 10.106.38.176 =
Set to 'ls not' Duplicate Save
New AND OR
Reset Policyset Hitcounts

Conditions Allowed Protocols | Server Sequence Hits Actions Wiew

Q  Radius NAS-IP-Addross EQUALS 10.106.38,176 Dofault Hotwork Access * = [ L >

Dataull Network Access x - N o o >
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Conditions Studio

Search by Name

EERDEEEEEEIT] B

B

BYOD_is_Reqgistered

Catalyst_Switch_Local_Web_Authenficati
on

Compliance_Unknown_Devices

R
HH

Compliant_Devices

Guest_Flow

Mon_Cisco_Profiled_Phones

Mon_Compliant_Devices

Switch_Web_Authentication

Wired_802.1X

Wired_MAB

Wireless_802,1X

Wireless_MAB

0 0 000D ODDDODGODGODODOD O

WLC_Web_Authentication

EER RS

Metwork_Access_Authentication_Passed

Switch_Local_Web_Authentication

Editor
Network Access-AuthenticationStatus
E Equals v AuthenticationPzssed

@ Set to Is not’

@

6) New AND
@

O]

@

O]

®

6]

@

®

®

@

6]

O]

S B 6. A& TEERPermitAccessiX EARERERER , A%IE—TSave,
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Siatus  Pabey Set Hame Disemption
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W Authentication Pobcy (1)

+ Satws  Rule Mame Condtions

¥ Authorzation Policy - Lecal Exceptions
3 Authorzaton Dol-cy - Glokal Exceptions

w fusthezansan Pabey (2)

States  Fube Mame Conditions

Q@ Radus MATPbsores EORALY 1010830178

£ @ Sk Users B oo _dooess_luiumicaton_Fesssd

Ragulty
Profles

- Permihccann

Duplicate Save
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% E# 2. 7£Second Factor Authentication Settings® , ¥ — T~ Enable.

Cisco Secure Web Appliance Secure We
S100V
by Reporting Web Security Manager Security Services Metwaork System Administration
Users

All
ACCE.II"ItS User Name Full Name User Type Account Status Passphrase Expires Delete
D admin Administrator Administrator Active nfa

| Enforce Passphrase Changes |

Local User Account & Passphrase Settings
Account Lock: | Mot configured.
Passphrase Reset: | Not configured.

Passphrase Rules: | Reguire at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

Second Factor Authentication Settings

Two Factor Authentication is disabled.
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Secure We

Cisco Secure Web Appliance
S100V

By Reporting Web Security Manager Security Services Metwaork System Administration

c
0n
1]
=
0n

All
Accounts | User Name Full Name User Type Account Status Passphrase Expires Delete
D | admin | Administrator | Administrator | Active | nfa |

| Enforce Passphrase Changesl

Local User Account & Passphrase Settings

Account Lock: | Mot configured.

Passphrase Reset: | Not configured.

Passphrase Rules: | Require at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

Second Factor Authentication Settings

Two Factor Authentication is disabled.
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Second Factor Authentication

Second Factor Authentication Settings

Enable Second Factor Authentication

Authentication Type: | RADIUS
Protocal; :'ng .,|

RADIUS Server Information: | | ganius server Hostname Port [ shared secret [ Timeout value | Authentication | Add Row |
(in secends) protoecol
|10.106.38.150 |1e12 [sessaass |s [pap ]| i}

User Role Privileges

Cenfigure user roles for Second Factor Authentication

Second Factor Authentication is enforced to:
Predefined Roles Administrator
|_| Operator

d Read-Only Operator
] Guest
Two Factor Login Page
Appearance:
NIr

Current Logo:

CiIsco.

(@® Use Current Loge

(O upload Custom Logo from Local Computer: Browse... | Mo file selected.

Company Name: |
(Max 150 characters only)

Custom text Information:

(Max 500 characters only)

Lagin help Information:

A
(Examples:For login trouble Pleass conlact, Conlact Name ,123-1234-123,admin@example.com or help URL. Nots:Max 500
characters only)

View Existing Two Factor Login Page =

REE-HESRRE

855 EESWARREMRAE  FREENERAE. BAEREEBYREMTACMENER
ERR, AARBERVNERTRARRER.

Users

* When RADIUS external authentication is enabled, all local user accounts except "admin” are disabled. If all RADIUS services fail, local user accounts will be used for authentication.

All

Accounts | User Name Full Name User Type™ Account Status Passphrase Expires Delete
(] adminuser Admin User Administrator Active nfa i
D rouser RO User I Read-Only Operator Active I nfa T}
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-0/User-Guide/b_WSA_UserGuide_14_0.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-0/User-Guide/b_WSA_UserGuide_14_0.html
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