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Secure Web Appliance is getting a new look. Try it !

Cisco Secure Web Appliance
S100v

Reporting Web Security Manager Security Services System Administration

Interfaces

Gr' Transparent Redirection
D NS Routes
DNS

Primary DNS Servers: | Use these DNS Servers: Internal SMTP Relay

Priority | IP Address Upstream Proxy
0 10.10.10.10 External DLP Servers
Web Traffic Tap

Routing Table for DNS traffic: | Management

IP Address Version Preference: | Prefer IPvd Certificate Management

Secure DNS: | Disabled Cloud Services Settings

Wait Before Timing out Reverse DNS Lookups: | 20 seconds Identification Services
DNS Domain Search List: | None Authentication

Clear DNS Cache Identity Provider for Saas Edit Settings...

\® Identity Services Engine
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SR 3IEE Y,

SWA_CLI> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y
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Security Services [)E] Cisco Secure Web Appliance Secure Web Appliance is getting  new look. Try it |
-_— <P s100v

Proxy Settings " Reporting Web Security Manager Security Services Hetwork System Administration
(b rros |

FTP Proxy Proxy Settings

HTTPS Proxy

Basic Settings

SOCKS Proxy
PAC File Hosting

‘ Web Proxy Settings

Policy Services Caching: | Enabled (RIS

Acceptable Use Controls Froxy Mode: | Transparent
Al'lti‘Ma |Wal"e and Reputation IP Spoofing Connection Type:  Enabled For Transparent Connections Only

Data Transfer Filters
AnyConnect Secure Mobility

Advanced Settings

Persistent Connection Timeout: | Client Side: 300 Seconds
Server Side: 300 Seconds

In-Use Connection Timeout: | Client Side: 300 Seconds
Server Side: 300 Seconds

End-User Notification Simultaneous Persistent Connections: | Server Maximum Number: 2000
L4 Traffic Monitor ‘ Maximum Connections Per Client: | Disabled
Generate Headers: | X-Forwarded-For: Do Not Send
SensorBase Request Side VIA: Send
Response Side VIA: Send

Reporting Use Received Headers: | Identification of Client IP Addresses using X-Forwarded-For: Disatied

Range Request Forwarding: | Disabled
Cisco Cloudlock | Edit Settings...
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SWA_CLI> diagnostic

Choose the operation you want to perform:



NET - Network Diagnostic Utility.
PROXY - Proxy Debugging Utility.
REPORTING - Reporting Utilities.
SERVICES - Service Utilities.

[1> PROXY

Choose the operation you want to perform:

- SNAP - Take a snapshot of the proxy

- OFFLINE - Take the proxy offline (via WCCP)

- RESUME - Resume proxy traffic (via WCCP)

- CACHE - Clear proxy cache

- MALLOCSTATS - Detailed malloc stats in the next entry of the track stat log
- PROXYSCANNERMAP - Show mapping between proxy and corresponding scanners

[1> CACHE

Flushing Proxy cache, prox PID: 55182
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html
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