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WHHI(CL)EEE :

configure terminal
username < user string > password < password > privilege < level number >

EEBRAT —@Eas 6l , HPEREcsm-userfl O G cisco123M TR :

ciscoasa# configure terminal
ciscoasa(config)# username csm-user password ciscol23 privilege 15
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W HI(CL)EEE :

configure terminal
http server enable

R 3. 7LRTCSMMA AR 2R IP#b 1t AYHT TPSEA

B H(CLYEEE :



configure terminal
http < hostname > < netmask > < interface name >

EREBRAT —ESS R, ZRF6 A E RN ERIEE H(GigabitEthernet0/0) L BIHTTPSEA
RIASA :

ciscoasa# configure terminal
ciscoasa(config)# http 0.0.0.0 0.0.0.0 outside

HER 4. R R B ARCSMAMRRRZFAEHTTPS,
FRUERIWebBIE 2R 8 A T —{EFE>

https://< ASA 1P address >/
THRL—SHAFHTTPSIARB A SIS HEIPH Ut 49 R A
https://10.8.4.11/

W & 404 Not Found * +

“ i © Not secure  Rips//10.8.4.11/admin/public/index.htmil

404 Not Found

The requested UEL /admin/public/index html was not found on this server.
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Cisco Security Manager
Version 4.28.0
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& Cisco Security Manager - Dashboard - admin Connected to ‘WIN-ATI18CCATY - m} x
File Launch Help

Users admin Servers WIN-ATJUTBQCAT
3 Cisco Security Manager .
il | @ confguration Manager | ) Event Viewer | gl Health and Perto. Wendtor | Wil inage Manager | GgE Repert Manager |

7 summary x| Frewal | 5 | - Ll B show Vidgets @)

Device Health Summary 2 Top Signatures Top Malware Sites

Group by Category = |Q Type to Search Signatures Last 24Hows =~ | IP Address Last 24 Hours =
¥, Device Not Reachable

¥ interface Down

o Overall Device Health Alerts
H High Memeory Utilization

(B Firewall - High CPU Utilization
& s -HighinspectionLead QR

& 1S on ssed Packt

& 1S - Bypass Mode “ Attackers Last24Hours ~ || Sources
& Other Alerts

&
m

Q, Type to Search Last 24 Howrs ~ Desﬂnunons




CSME FiRiZHl &

SR IEMINBE-FHEE,

@ Cisco Security Manager - Cenfiguration Manager - admin Connected te "WIN-ATJIU8QCATZ'

| File | Edit  View Policy Map Manage Teols Tickets Launch Help

AEOIROSRRPL O I A BREOGDLE O

No Open Tickets N

('J‘s.-d- ch All Categeries cisco

Deployment Manager

@ Fai 0 O Pencing 0 © Pass:0

Device State

@ crticat 0 © waming: 0 & Hormat 0

Policies

® -no device selected -

COVIiEREE 3R

Mew Device... Ctel+HN R &
Clone Device..,
Delete Device(s)... ralth and Performance Monitor
; Cirles P Critical 0 © warning:0 @ Nermal 0
lmpert... &= a ’:‘ N —7'3 @
Export > |
o Filter: (- none )

eploy... |

- - Display Name
Edit Device Groups...
Mew Device Group...
Add Devices to Group...
Crl+P

Exit... Ctrl=Q

aw|e

Managed Monitored  Alerts

Connection

State

Deployment

Additional Information

Last Update Time: 30 Jan 2024 12:46 PMPST | @
O~ Type tn Search
IP Address

Host.Domain Targ
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Ea Mew Device - Choose Methaod (Step 1 of ...)
P

Please choose how you would like to add the device:

{®) Add Device From Network

When you add a device that is live on the network, Cisco Security Manager makes a secure
connection with the device and discovers its identifying information and properties,

() Add from Configuration File(s)

configuration file, Cisco Security Manager discovers the device's identifying information, properties

You can add one or more device configurations from multiple files. When you add a device using its ﬂ
and paolicies from the file. T

() Add New Device I
You can add a device that is not yet on the network by spedfying the device's identifying 7
information and credentials. - J/ L

() Add Device From File

‘You can add devices from an inventory file that is in the C5V (comma-separated values) format
used by Cisco Security Manager, CiscoWorks Common Services DCR, or CS-MARS

Back Finish Cancel Help
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@ Mew Device - Device Information (Step 2 of 4)

Identity
Static
Host Name: cscoasa
Domain Mame:
IP Address: 10.8.4.11
Display Mame: = ciscoasa
05 Type:® ASA v | O
Transport Protocol: HTTPS
[] System Context

Discover Device Settings

-

Perform Device Discovery

Discover: Polices and Inventory |

Platform Settings
Firewall Policies
MAT Policies

IPS Policies
[[] RA VPN Policies

Discover Policies for Security Contexts

Back Finish Cancel Help
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@ Mew Device - Device Credentials (Step 3 of 4)

Primary Credentials

Username:

Password:™*

Enable Password:

HTTP Credentials

HTTP Part:
HTTPS Paort:

IPS RDEF Mode:

Certificate Common Mame:

RX-Boot Mode. ..

ASATER

Csm-user

Use Primary Credentials

a0
443
Use Default (HTTPS) e

SMMP...

Confirm:* eesssessssss

Confirm:* |esssssss

Use Default

Confirm:

Back
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Cancel

Help



@ Mew Device - Device Grouping (Step 4 of 4)

Select the groups that this device belongs to:

Department: Mone
Location: MNone
test: Mone

[] et Values as Default

Back Mext Cancel Help

CovVijEiERE

SREFHERNNEFBOMER , FIHEEE.



[y}

=1
3
3

Select the groups that this device belongs to:

Depariment:
Location:

test:

[ set Values as Default

CIVEFREY

S

Mone

Mone

Mone

Ticket Required

‘You must have an editable ticket opened in order to perform this action. You may:

Create a new ticket:
Ticket: admin_30.Jan.2024_13.20.26

Description:

Back MNext

FROOBEBARTTHALBRAHR , RRE—TClose,

Cancel

Help



Discovery Status x

Status: Discovery completed with warnings
Devices to be discovered: 1
Devices discovered successfully: 1
Devices discovered with errors: 0

Discovery Details

Type Mame Sewverity State Discovered From

Discovery Completed with Warnings  Live Device

Description
Policy discovery does not suppart the following CLI in your configuration: A

Messages Severity

CLI not discovered

Line S:service-module 0 keepalive-timeout 4

e o Line &:service-module 0 keepalive-counter &
Existing policy objects reused Line 8:license smart
o Line 12:no mac-address auto
Value overrides created for device o Line 50:no falover wait-disable
S Line 55:no asdm history enable
Policies discovered o Line 57:no arp permit-nonconnected W
Add Device Successful o Action

If you wish to manage these commands in CS Manager, please use the "Flex Config” function

Generate Report Abort Close Help
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@ Cisco Security Manager - Configuration Manager - admin Connected to "WIN-ATIU1BQCAT2' - Ticket: admin_30Jan.2024_13.20.26 - =] X

File Edit View Policy Mep Menage Tools Tickets Leunch Help admin_30.0an.2024_... 1@ .
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B-&a GigabitEthe. .. Disabled Physical Int. ..
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17 Access Rules (Unified)
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7] Botnet Traffic Fiter Rules
DTrmentRLbs
[ e Fiter Ruies
AT
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ASA EIREHTTPSAR AR BKESERR. AT —EHS :

debug http

THEHRRHCSMEEMBRMN =G :

ciscoasa# debug http debug http enabled at Tevel 1. ciscoasa# HTTP: processing handoff to Tegacy admin
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