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AR AP ARENFEASPRINESR,

sudo openss| req -in server.csr -pubkey -noout -outform pem | sha256sum

BEREEERFERERPE HLRAISHA- 25688 T,

T

sudo openssl pkey -in server_key.pem -pubout -outform pem | sha256sumdn 53 # A S8 45 22 Fh i HH 2\ 8 A SHA- 256 K BR F o
sudo openssl X509 -in server_cert.pem -pubkey -noout -outform pem | sha256sumin 5 #& 3% H Y 55 18 = i HH 2 S8 Y SHA- 25615k o

BREANLZREREHLERT, NRREAREZEFER , Mlerver_catpemERTEFHE,

admin@ctb-manager:~$ sudo openssl req -in server.csr -pubkey -noout -outform pem | sha256sum 3e8e6b0d39

BALFSRAZBRRE

PladminfE & 532 AZICTBEHESS. E1Tssh-keygen -yf server_key.pemin T,

MRABRERTIFTERR  AFSERER.

admin@ctb-manager:~$ ssh-keygen -yf server_key.pem ssh-rsa {removed for brevity} admin@ctb-manager:~$

HEREEMNIALBEPEMERN



HadminfE A& 5 & AFCTBEE .
85 FAsudo cat server_cert.pem w5 SR server_cert.pemiERA R,

ERNE—THREZ —1TEDBIZ —---BEGIN CERTIFICATE

admin@ctb-manager:~$ sudo cat server_cert.pem

BoarTHEBEREHIERS.



{8 A sudo cat server_key.pem@n S it server key.pemiE R, BHSHRBALNILEBRESE,

ERNFE—THREEZ—TESBIR —-BEGIN PRIVATE KEY----- #]-----END PRIVATE KEY -----

admin@ctb-manager:~$ sudo cat server_key.pem ----- BEGIN PRIVATE KEY----- {removed_for_brevity} ----- END

BEEEE

ERBEEERE

o HUZRKRHERENERESDEBSSH (Z2AR ) BEARCTBEER  BEAR "EHE, #£AE,

« B Hsudo opensd req -x509 -newkey rsa:{key_len} -nodes -keyout server_key.pem -out server_cert.pem -sha256 -days 3650 -subj
/CN={ctb_manager_ip} @85

o FRGRENFARRE (51202048, 40968192 ) B thrsa{key len}

«  fECTB Manager&i 2191 PEE 2{ ctb_manager_ip}

admin@ctb-manager:~$ sudo openssl req -x509 -newkey rsa:4096 -nodes -keyout server_key.pem -
[sudo] password for admin:
Generating a RSA private key

admin@ctb-manager:~$

+  fERcat server_certpemin TR server_certpemiER , WA BRERIEFES , UEMSHERE LBt TAEEFTEN XA
fmEESR . MEER, SHETLUSELRERER homeadmin B #HSCPH &,

admin@ctb-manager:~$ cat server_cert.pem
————— BEGIN CERTIFICATE-----
{removed_for_brevity}

————— END CERTIFICATE-----
admin@ctb-manager:~$



«  fEMsudo cat server_key.pemin SRR server_key.pemiER |, WAEATEREBEEESD , WES AR LB TEILFNE
WX ARESRT, REER, BHATLUSHERME /home/admin & SCPH X,

admin@ctb-manager:~$ sudo cat server_key.pem
————— BEGIN PRIVATE KEY-----
{removed_for_brevity}

————— END PRIVATE KEY-----
admin@ctb-manager:~$
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CTBEREHR

»  IEIEUpload TLS Certificate , AHEE " LETLSES L HE AR P EEserver_cert.pem Fserver_key.pem 7 Bl AR F EFFA
8, EEUER®%  EH "LE,

Upload TLS Certificate o

Choose the file that contains the certibicate (in PEM format) and the fle that contains the
private key (in PEM format], and click Upload.

Certificate Private Koy

+ Choose file | | % Choose file |

Cerfificate defails

Cancel

- —HERKEE K RELESEITZENZRNES  LETERENIBOLIAERE  WTHAR.



Upload TLS Certificate >

Choose the file that contains the certificate (in PEM format) and the file that contains the
private key (Iin PEM format), and click Upload.

Certihcate Private Key

! Gt parm ! oy, pirm

w Certificate details

subject Name
bz 10.209.35.152
Issuer Mame
10,308,235, 152
CTBRERELE

« BETLHE, BN ELEFREE. WO UISELIERARTENREY  ENRBERBAEARE.

o EAZEICTB Manager§i BiWeb#z 4|18 3 B i B Settings > TLS Certificate AR B EFMER (MFMIY AL ) |, REA
BIERREREFHMER (WFHR) .
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1. EiB ssh® A & {Blbroker & 25 3¢ 1F 1T sudo ctb-manage T &

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual lecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for admin:

«  HERBERCKEBRERE,

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(o) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

- BRIEFMEN (NRTHEBXEIFENECE ) BBy UESIFE, REKEBRE , MBEBREERERT
o RREMBTREREKRIN155ES BT Ko

== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

3fcbcd3c

subject=CN = 10.209.35.152

issuer=CN = 10.209.35.152

Validity:

notBefore=Mar 28 13:12:43 2023 GMT
notAfter=Mar 27 13:12:43 2024 GMT

X509v3 Subject Alternative Name:

IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

== Writing /var/Tlib/titan/titanium_proxy/ssl/titanium.pem
done



== Starting service

HEMBMBCARBNES

EREERBMBEBNTERLFIRCSR)

o HDZEMERENSEAESNEBSSH (Z2/4R ) BEAZCTBEER K BFA "EE8, £AE.

o B HHopensd req-new -newkey rsa:{key len} -nodes -addext "subjectAltName =
DNS:{ctb_manager_dns name},IP:{ctb_manager_ip}" -keyout server _key.pem -out server.csrii . MREFE | WLEHKREMIT L
# Textray BiEEZ=,

« FACTBEEEE ZADNSE BE X{ ctb_manager_dns_name}

»  {EACTB Manager&i 2 #Y1PE &{ ctb_manager_ip}

o FRSBIENFABRE (51102048, 409688192 ) Ek{key len} o

admin@ctb-manager:~$ openssl req -new -newkey rsa:4096 -nodes -addext "subjectATtName = DNS:
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Tleft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems Inc
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ctb-manager

Email Address []:noreply@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
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CTBREHER

+  #{BUpload TLS Certificate , AR BEERBMI»BAINEEHERRNESE |, server key.pem ME T HETLSEE, ¥
EART SR ARENAMERNCTBEER, BIMER | EW "L, .

Upload TLS Cernificate >

Choose the file that contains the certificate (in PEM format) and the Ale that containg the
private key [in PEM format], and click Upload

Certificate Private Koy

# Choose file | % Choose file

v el e B
Lertincate cdetails

Cancel

o EEERR RESEKERNETENRRES  YRTERENIBHLABE , WTHATR.



Upload TLS Certificate s

Chaode the Bl ol containg the cerlifcate (in PEM formatl) and e 8 Bhal containg the
pirivase ey (in PEM formmat), and chick Upboad.

Certihate Private Key
B ctb-mansger pem W server by

« Cefihcate details

Subject Mama
i Pronings Mt Carcling
HTE
CERCD SyFieird Inc
cth-manafer

ThL:

lssuer Mame
CEeoTAC
Subject Alternate Mame ctb-manager
10.208.35.152

Cancel Lo

CTB CAMEEEHI R EERE

o BE TLHE, BN EEHEE. W USBEAWCORANBITERRD , YESHMBEE AWeb Ul,

« B AZICTB Manager i B Web#2 i #836 B i B Settings > TLS Certificate SURIR B EFMER ( MHFM NP EEH ) |, EA
BERRAIEFMER (WFIR) .



E3#Broker EiEY

—BCTBERRHMAERNNEORE , RLRAFHENSECTBAEE .

1. FEiB ssh& A & {Bbroker & 2 3 & 1T sudo ctb-manage ¢

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual Tecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.

#3) With great power comes great responsibility.

[sudo] password for admin:

o HBRERCHEEREE,

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(0) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

- REFEFEER (NRTMREFEIENELCE )  URBYUEIFE. REKEDRD , —ERBRE , eRE
BN, REBMBUREREAN157EST BT Ko

== Testing connection to server exists



== Fetching certificate from 10.209.35.152
Subject Hash

fa7fdofb

subject=C = US, ST = North Carolina, L = RTP, 0 = "Cisco Systems Inc", OU = TAC, CN = ctb-manager,
issuer=DC = CiscoTAC, CN = Issuing CA

Validity:

notBefore=Jun 13 16:09:29 2023 GMT

notAfter=Sep 11 16:19:29 2023 GMT

X509v3 Subject Alternative Name:

DNS:ctb-manager, IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

== Writing /var/lib/titan/titanium_proxy/ssl1/titanium.pem
done

== Starting service

B

B AFICTB Manager B B Web#2 I 36 B i B Settings > TLS Certificate AR R EFMER ( WFNIH AW )  EAABEHIBR
HEFHMER (WFFIHR) .
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Overview

Data Flow

Telemetry Broker

Destinations

Application Settings

General

TLS Certificate

stname ctb-manager

Software Update

Smart Licensing

Expires Sep 11, 2023, 0B:19 PM UTC

Certificate details

Subject Name

Subject Alternate Name

us

Morth Carolina
RTP

Cisco Systems Inc
ctb-manager

TAC

Issuing CA

CiscoTAC

ctb-manager

10.2098.35.152

Inputs

User Management

Broker Nodes

Manager Node

TLS Certificate

Integrations

Notifications

“$ Upload TLS Certificate

following:

@@  + Each connected broker node needs to trust this certificate.
= If a broker node is not communicating with the manager node, re-register the broker node by doing the

= Use 55H or the VM Server console to log in to the appliance using the admin credentials.
= Run this command: ctb-manage

https:f[10.209.35.162[sattings
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admin@ctb-manager:~$ sudo grep -ic begin /var/lib/titan/titanium_frontend/ss1/cert.pem [sudo] password
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EREBEE , Microsoft Windows Crypto Shell Extensions IR A BB EHEARRRER | ATRBE LB RMERRE,

fRCLI3 Hsudo ctb-mayday 5% , £ ARTACRZEN H A RB#HE.
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