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Welcome

You use this web site to request a certificate for your web browser, e-mal client, or other secure
program, Once vou acduire a cerfificate, you will be able to securely idertify yourself to other people aver
the wieh sign your &-mail messanss, ancrynb wour e-mall massages, and more denending npon the ype
of certificate you request
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Welcome

You use this web site to request a certificate for your web browser, e-mail chent, or other secure
program. Oncea you acquire a cerificate, you will be able 10 securaly i denns ,?.-ure.elr to other paophe over

the web, sign your e-mail messages, encrypt your &-mail messages, and more depend ng upon the type
of cerficate you request

Select a task:
¢ Reneve the LA cerificate or certificate revocaton bist

¢ Request a cerificate _
" Check on a pending certificate
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Advanced Certificate Kequests

WU CAan reguest & CRmincata for yourssl, anather User, o & Complier using one o the follgwing
methods Mote that the policy of the ceriicahon authardy (LA wel Setermine the cemmncates thal you can
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 Resguesh & cerincate 1o & smar cand on behsll of andther usar using the Hman Lard Enrcdlmeant

~Iation
Yo musd oo an envolimand ageed cowioate o sabnd o roquest for analdfor s

e * ! -

using a form,
5. EEEWN , WAGIFT R, 2P (MEBEN ) WESERVPNEFS ELEENHETE. BFOEE
KA1024H9 &8 K/, FE L E P Use local machine storeZREV S 8, TRE , BH— T F—F

o

Advancad Cedificats Baquesst e

bl i o e i

e i b ik
E-Mail: |

Lo s I.ah:u

Ceamrtmnend |;|_|;||:.:-|

iy h:ull\.ll'l
Sak
L Doy B TVl i E

FEarind Purpose;

Il.'l-lvl'r.l'-\..hlﬂl'm Cariicném j

Fomy AT
P Ihl criiek Baee Cryplogiagshe Prowvicn ol 0 :l

Kerlsags. © Emharge 7 Signaiyre T Boby

i B ﬁ':"' :n-:: rnmreren ey vien 300 T OECE NTEE EL LR T

& Cnale i ry Sel

I 86 Be oanti e fose
LA R re] WEY E0E
™ Efid Db Slyoie) vl Ry B i ILER |
I Mok ks an mxpodshie

F Uige sl macking siore
o ol B et acmialeaios 10 g el
& Py [ U Joca) mac bihe slicew,

RIBCAAMRBNEE  ARSHAMRE, MRR , FHBECATESR,




TOE Q

=TEC A el Bers Dad red sl Fosvenasi, yin mise] v | I 8% Salfrsdcsly g bor 6 St e (iBetad i e rsuersis
Fcadsa refeim Do i & v b 218 0 @ Chary OF D 00 Feiradw wTli ORI ana

HuE; Toni mudl iEm atth Bl =f b e 8 aidhan T daps 0 0SS § 0 Dl e

. &E—THomelREIE|F & & , i#FCheck on pending certificate , A& % — TNext.

Check Dn A Pending Cetficals Request

Flwras aedc] e CorTih ol Modpuie] Wil il 15 Sl

e

7. & "Certificate Issued #REF , #&— T "lnstall this certificate.

Certifcale lspped

T o £ i e e S0 il Feiind B0 i

8. EMBLNEFREE  FHEERK > ET , RERFITMicrosoft EE R FHIE(MMC),



9. & — T Console , A& #ZAdd/Remove Snap-in.

10. #%—T TAdd. , RREBEEDEIE Certificate.

1. EHRBAEFZHENRER , #IFComputer Account,
12. BECAMBRFENBERESURSZEEN RIS HEEMBE T, I, EEConsole Root >
Certificate(Local Computer) > Personal > Certificates , s EEERE , W TEFR.
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1. & — T A #My Network Places , iZ1EProperties , #A#% 1% — T~ Make New Connection.
2. 7£ "Network Connection Type ( #BREREE] ) 4 8RB , i##F TConnect to a private
network through the Internet ( &EiBInternetERBIEAMEE ) 1 , REIE—T "Next( T—%
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Metwork Connection Wizard -

Metwork Connection Type

Y'ou can choose the type of nebwork, connection you want to create, bazed on
wour network, configuration and your nebwarking needs.

)

" Dial-up to private network
Connect uzing my phone ling [modem or I1SOM).

" Dial-up to the Internet
Connect to the Intermet uzing my phone ine [rmodern ar [S0R)].

i Accept incoming connections

" Connect directly to another computer
Connect uzing my senal, parallel, or infrared port.

Create aVirtual Private Metwork, [WPM] connechion or tunnel’ through the Internet.

Let other computers connect ta mine by phone line, the Intermet, or direct cable.

< Back M et

Cancel

3. WMAVPNEFRSBN ARNEN EHZHIPHU K RBEER—-TF—5%F.




Metwork Connection Wizard -

Destination Address
Wihat iz the name ar address aof the destination?

Type the hozt name or IP addrezs of the computer ar network, toowhich pou are
cohneching.

Hozt name or IP address [such as microgoft.com or 123.45.6.78):
|54.5?.?z.1 A

£ Back Mewt = Cancel

4.7 TERTAM, REF , ARACEEONl , R EENext,



MNetwork Connection Wizard

Connection Availability
'ou may make the new connection available to all users, ar just yourzel.

<)

connechion stared in your prafile will not be available unless pou are logged an.

Create thiz connection:

™ For all uzers

& Only for myzelf

You may make thiz connection available to all uzers, or keep it only for your cown uze, A

< Back M ext

Cancel

5. #Public NetworkfRE H , IBER A B BB A BER ( ISPIRF ) -




MNetwork Connection Wizard

Public Network
Windows can make sure the public netwark, iz connected first.

Windows can autornatically dial the initial connection to the Internet or other public
nietwark, before establizhing the wirtual connection.

i Do not dial the initial connection,

& Automatically dial this initial connection:
Cizco corparate WPM j

< Back M ext Cancel

6. f£Destination Address® & & , # AVPN 3000 Concentratorfy = #Z =IPith it | R % BhiE
Next.



Metwork Connection Wizard -

Destination Address
Wihat iz the name ar address aof the destination?

Type the hozt name or IP addrezs of the computer ar network, toowhich pou are
cohneching.

Hozt name or IP address [such as microgoft.com or 123.45.6.78):
|54.5?.?z.1 A

£ Back Mewt = Cancel
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Metwork Connection Wizard

Completing the Network
Connection Wizard

Type the name pou want to uge for thiz connechion:

IEiEED corporate WP

Tao create this connection and zave it in the
Mebwork, and Dial-up Connections folder, click
Firizh.

To edit thiz connection ik the Netwark, and Dial-up
Connections folder, zelect it, click File, and then click,
Froperties.

[T &dd a shortcut ta my desklop

< Back Finizh I Cancel
8. "ERERER, REY , F—THM%.
Connect ¥irtual Private Connection el b

U=zer name: |edgaruser

ettt

FPazzward:

[T Save Password

Connect Cancel | Froperties Help

9.7 "B, RED , EE "HEK., BER.
10. 7 Type of VPN server | am calling ™ , {¢ FHiZE H1#ZFL2TP , i#+Internet Protocol
TCP/IP , A% 1% — T Properties,




Cisco corporate ¥PN ed

Generall Elptinnsl Securty  Metworking

Type of WPM zerver | am calling:

Sethngz

Components checked are uzed by thiz connecton:
A Internet Protocol [TCPAR)

B File and Printer Sharing for Microzoft Metworks
Client for Microzoft Mebworks

Inztall... Uninztall Froperties

Descriphion

Transmizzion Control Pratocol/Internet Protocal. The default
wide area network, protocal that provides communication
acrozs diverse interconnected nebwork.s.

] Cancel

11. 1###Advanced > Options > Properties.
12. 7£IP SecurityfR & # , i##£Use this IP security policy.



PSecurity 2 x|
IF zecunty zethings apply to all connections for which TCPAP 1z enabled.
i~ Do not uze IPSEC
" Usze this |P security policy:
iEIient [Rezpond Only) ;‘

Selected |P security policy description:

Communicate normally [ungecured). Use the default rezponze rule to
rieqotiate with servers that request secunty. Only the requested
protocol and part traffic with that zerver iz secured.

aF. Cancel

13. & T HE E FiEZEClient(Respond Only)ZK R , A& ZXIE—TOK , EEIIRE Connect®& &

14. EERBER  FAACNERER2BNER , ARE—TConnect,
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2. #—T "Download CA certificate; , #iERFEFERBEBE EHNERBMLE,

3. F£VPN 3000 Concentrator L , i##EAdministration > Certificate Management , A& #&E—T

Click here to install a certificate #lInstall CA Certificate.
4. #—T "Upload File from Workstation, o
5. —T "Browse, , AREBELH THHWCAREER,
6. REETER K RBR—TRE,
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1. i##EConfAdministration > Certificate Management > Enroll > Identity Certificate , A& &Z—T
Enroll via PKCS10 Request(Manual). EEWENXRE K RER—TEM.

- LamFhagarainn
gl i Lty
——Admirgiler cfismng Enter e rdarmalson Lo be noluded nihe cElmcalE eguEsl The CA s ceridcans Ml be noiafed as 2 Cerdficade Auionty beiore nstaling fhe
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. Ead & Ful 4 IV I, PRl 3040
Subject Allematelane [FODN) | wpll0l-rams ciacs conf r N :
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Sl i
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----- BEG N NEW CERTI FI CATE REQUEST- - - - -

M | BPDCB5wW BADBQVRUWEWYDVQQDEWX 2 ¢ G4z MDAWL W5 hbWUx DDAKBgNVBAS TA3Nu
¢z EOVAWGALUEChMFY2! z'Y28x DDAKBgNVBAC TA2J 4b DEL MAk GA1TUEBhMCYmUwWY AN
Bgkqghki GOWOBAQEFAANJI ADBGAK EAX 7K+pvE004ql LNNW3kPVWKr dI qZVv4yed Pdh
C8/ V5Yuqqg5t MAY3L1WDCO0p256bvGgzd5f hqSkChBVNNJ1Y/ KQ BA6AONMDI GCSqG
Sl b3DQEJD) El MCMM QYDVRORBBowd | WinBuMz AWMCLUYWLI LnNpc2Nv Ln\vbTAN
Bgkghki GCOWOBAQQFAANBABz cG3I KaWhDLFt r Nf 1QDi +D7w8dxPu74b/ BRHNOf sKI

X6+X0edOEuEgnt/ 2nf j 8UxOnV5F/ c5wuk Uf ysMml/ ak=

----- END NEW CERTI FI CATE REQUEST- - - - -

2. B BIE SR IE M CARREY , i Request a certificate , A% 1% — TNext.

3. I Advanced Request , #&— T Next , A& iEZSubmit a certificate request using a base64
encoded PKCS #10 file or a renewal request using a base64 encoded PKCS #7 file.

4.1 "Nexts (T—% ). HTUMENKAEFF 2 BERNEBEBTRNXE, H-—T T
Submit.y .

5. RIBCARRBMEE H X , B LLAE— T Download CA certificate, =& , CABZEBER
, FEIREI R CARIRES , A& "Check on a pending certificate -

6. B—TTF—F , BEENGBER , REBRXE-TTF—%.

. #—T "Download CA certificate. , #1EREF I ANHTE L,

8. 7£VPN 3000 Concentrator £ , i###Administration > Certificate Management > Install , A%
#5ZInstall certificate obtain via enroliment. AREEEFINAMRES "In Progress) NFRIEF
R, WTERR.
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M | Help | Suppodn | Legeut

TEIE
Saleri 3 enrplimand regues b0 el
Tainel paty 4 _
Enroliment Status
| | Commarilegy Suijec 1 Insiar Date Use | Feasos  Mdsthod SAtabes A tions
ﬁ ypa 00 - name & ciaco e TR E D |itaal Masssl  In Progress 1w | iaaal | Do |
- « G back aod chose & difecedt type of Cerddicale

9.#%—T Tinstall, , A% "Upload File from Workstation -

10. #Z— T Browse , AR BIFTSCAEBNEFENER,

1. REBTRES , AER—TRE,

12. & Administration > Certificate Management, RSB R —EEULERNEE,

—E-Sodware Update This section lets you view and manage cenificales on the VPN 3000 Concentrator
——Estem Rebool
_ﬂu & Click here 1o enroll with a Certificale Authority
— Moniong Feresh ® ik T 1 0t 3 Gz
—EACCeds Rights ’
| @ File Management Certificate Authorities (zumenl. 1, masimum: §)
L Cetiflc ale Managem Subject lsuRr | Fxpiration SCEP lssuer |
rolime snewpcl-ca at cisco  lsnswpci-caal cisco  Dandfe0d | Mo lew
(o toring Identity Certificates (current 1, masimum: )
Subpect tasaper Expration
wpnJ000-fname a cisco sngvpcT=ca al cisco 021442003 il \hew |

S5 Certificate | Gmeate | Nofe: The pubie key in the S50 ceniicals is alse used for the SSH bost key
Subject tssuor : Frpirntion .
o S51 Certificate

Enrollment Status |Resevs AN: Errored | Tened-Out | Bsected | Carcelled | n-Frogress | (Cument: 0 available: )
Subject | bBswer | Date | LUse Heason b thind Aty
Mo Enrolinent Reguests

L B 5 it
ERATHRATAEFHREM :

1. EX B ATAMIPH it 85E | EA5 21 EERIEMVPN 30005 RN AREBNE , REEE
Configuration > System > Address Management > Pools > Add.
2. EEHEADER LN AEMRETTHRNIPHIEEE , REE—TAdd,



Configuration | Administration

—FHayslem Add an address pool

[ Assignment Range Start | 101 1 104 Enter the start of the I pool address range

—&Tunneing Prolocols Range End | 10.1. 1. 204 Enter the end of the IP pool address range.

Cancel |

3. EIBAIVPN 30005+ MM , F5#EFConfiguration > System > Address Management >
Assignment , EH Use Address PoolstE , AR IE—T , I~ BT R

Configuration | Administration | Monitorin

A
opl

—eSysiem This section presents Address Assignment options. Each of the following methods are tried, in order,

—EFServers until an address is found
Chack to use the IP address supplied by the client. This
EEE Use Chent Airess Ll .., be ovemdden by user/group configuration.

—E-Tunneling Frofocols Use fadress from Suthentication . Chack o use an IP address refrieved from an
—EHF Routing Sarver authentication server for the client.

| Flﬁl Use DHOP ] Check to use DHCP fo oblain an IP address for the clent
—EEvenls Check fo use infemal address pool condguration 1o oblain
—EHGeneral Use feldress Pools I J o oiress for the client.
—EHlient Upiate
—Load Balancing '

—@Hiser Management s ‘ i |

—EPolicy Managemeni

SR T ZBRUE B IKERE :

1. iZ#E Configuration > System > Tunneling Protocols > IPSec > IKE Proposals , & — TAddif
EBES|I® , W TEMR.



Corfigura and a8d & fiew IKE Proposa

Proposal Mane m-:t‘-‘.—lfll:m"h': Specify the nama of ke IKE Proposal

Ei . A ol
oad Balancing
I Authenticaton Mods REa Digtal Cortificate ] Select the authorticalion mode 10 use
ACCEiY Houry
Traffc Mansgement
Futhenbication Algoritlm  MOSHMAC =1 06 Slec! thi pack# ailhdntic @son algorthm 10 use
Encryplion Algorithen  DEZS-56 Select the encryplion algonthm 10 use
| fubminiss bration.
AR Session:
~Eadtware Updale

Dviffee - Helman Grep — Gioup 1 [T88-Bilsy Selecl the Difie Helman Group 1o use

—Syslem Rebool
_m Lifetime Measroment — Time Select the Weting meaturemant of the BE keyt
—htonilonng Refesh
HEHACCe e Righls :

Filg M Data Lifetime | 10000 Specify the data Wetime in kilohyles (KB)
%l Thme Lifetime | 55400 Specily the time |fetime in seconds
r_“j;-&!g!: ‘ And Cancel

2. —TAdd , EEWPREBTIER | ABIE— TActivate,

BC il SA
SERGATT S EREN AT SR R 2 BB (SA):

1. i##ZConfiguration > Policy Management > Traffic Management > SA , A& 1% — TESP-
L2TP-TRANSPORT., MRWESATHHA , RELHEAREMAR , FEIL —BELULSAN
¥SA. AILEZTEIMNSARE. RIBENTLEBBE RS,

2. 7 Digital Certificate THIZBEHBEZHEENHILESE . BEEFIKE-for-win2k Internet Key
Exchange(IKE) 5 R, X : EXREFIN. EL2TP/IPSecEFimEREIVPNEF S | MK
X E & 7£ Configuration > System > Tunneling Protocols > IPSec > IKE Proposals B 95& 8 5l
TEENFMEIKERZR., BB RSAFMENLRE
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1. & #F Configuration > User Management > Base Group.
2. FEGeneralHE T , F{RL2TP over IPSec2i&H,

3. EIPSecEE T , i#IZFESP-L2TP-TRANSPORT SA,

4. EPPTP/L2TPEHET , BUEZEHR AT EL2TPINERIE,

5. i#ZConfiguration > User Management > Users , A% 1% — TAdd,
6. E A AR #Windows 2000% FimER N B BMZE. MR "Group Selectiony Ti#{EBase

Group.

7. #EGeneralEEB T , EL2TP over IPSecili& 7 E .

8. FEIPSecEE T , iBIZEESP-L2TP-TRANSPORT SA.

9. EPPTP/L2TPEET , BUHEHRFIEL2TPINEEE , REIE—TAdd, B#E
L2TP/IPSec Windows 2000% Fimi TER, X : FERESERNEREAE

A LUEIR
m\d:J.IJ.I

5215 Uiy
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M smat ched attr
Rev' d: Gakl ey
Cfg'd: Qakley

271 02/ 15/ 2002 12:
Phase 1 failure

types for class DH G oup:
G oup 2
G oup 7

47:24. 430 SEV=8 | KEDBG 0 RPT=3869 10. 48. 66. 76

agai nst gl obal |KE proposal

#

16:




M smat ched attr types for class DH G oup:
Rcv' d: Gakl ey G oup 2
Cfg'd: Qakley Goup 1

274 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3870
Proposal # 1, Transform# 2, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Encryption Alg:
Rcv' d: DES- CBC
Cfg'd: Triple-DES

279 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3871
Phase 1 failure against global |KE proposal # 2:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

282 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3872
Phase 1 failure against global |KE proposal # 3:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

285 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3873
Phase 1 failure against global |KE proposal # 4:
M smat ched attr types for class DH G oup:

Rcv' d: Gakl ey G oup 2
Cfg'd: Qakley Goup 1

288 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3874
Phase 1 failure against global |KE proposal # 5:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley G oup 2
Cfg'd: Qakley Goup 1

291 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3875
Phase 1 failure against global |KE proposal # 6:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

294 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3876
Phase 1 failure against global |KE proposal # 7:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

297 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3877
Phase 1 failure against global |KE proposal # 8:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

300 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3878
Phase 1 failure against global |IKE proposal # 9:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

303 02/ 15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3879
Phase 1 failure against global |KE proposal # 10:
M smat ched attr types for class DH G oup:

Rcv' d: Gakl ey G oup 2
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10.

10.

10.

10.

10.

10.

10.

10.

48.

48.

48.

48.

48.

48.

48.

48.

48.

48.

66.

66.

66.

66.

66.

66.

66.

66.

66.

66.
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76

76

76

76

76

76

76

76

76



Cfg'd: Qakley

306 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Qakley

309 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d:

cfg'd: Triple-

312 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d:

cfg'd: Triple-

315 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Qakley

318 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Qakley

321 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d: QGakl ey
Cfg'd: Qakley

324 02/ 15/ 2002 12:
Pr oposal

# 1, Transform# 3, Type | SAKMP,

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3880
agai nst gl obal |KE proposal # 11:
types for class DH G oup:

G oup 2

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3881
agai nst gl obal |KE proposal # 12:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3882
agai nst gl obal |KE proposal # 13:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3883
agai nst gl obal |KE proposal # 14:
types for class DH G oup:

G oup 2

Goup 1

47:24. 430 SEV=8 | KEDBG 0 RPT=3884
agai nst gl obal |KE proposal # 15:
types for class DH G oup:

G oup 2

G oup 7

47:24.430 SEV=8 | KEDBG 0 RPT=3885
agai nst gl obal |KE proposal # 16:
types for class DH G oup:

G oup 2

Goup 1

47:24.430 SEV=8 | KEDBG 0 RPT=3886
Id | KE

Parsi ng received transform

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

329 02/15/2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

332 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d: Qakl ey
Cfg'd: Qakley

335 02/ 15/ 2002 12:
Phase 1 failure
M smat ched attr

Rev' d:

cfg'd: Triple-

agai nst gl obal |KE proposal # 1:
types for class DH G oup:
Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3887
agai nst gl obal |KE proposal # 2:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3888
agai nst gl obal |KE proposal # 3:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3889
agai nst gl obal |KE proposal # 4:
types for class Encryption Alg:

DES- CBC

DES

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

48.

48.

48.

48.

48.

48.

48.

48.

48.

48.

66.

66.

66.

66.

66.

66.

66.

66.

66.

66.

76

76

76

76
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338 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

341 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

344 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

347 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

350 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

353 02/ 15/ 2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

356 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rcv' d: SHA
Cfg'd: M5

358 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

361 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

364 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

367 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d: Qakl ey

47:24.430 SEV=8 | KEDBG 0 RPT=3890
agai nst gl obal |KE proposal # 5:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3891
agai nst gl obal |KE proposal # 6:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3892
agai nst gl obal |KE proposal # 7:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3893
agai nst gl obal |KE proposal # 8:
types for class DH G oup:

Goup 1

G oup 2

47:24. 430 SEV=8 | KEDBG 0 RPT=3894
agai nst gl obal |KE proposal # 9:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3895
agai nst gl obal |KE proposal # 10:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3896
agai nst gl obal |KE proposal # 11:
types for class Hash Al g:

47:24.430 SEV=8 | KEDBG 0 RPT=3897
agai nst gl obal |KE proposal # 12:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3898
agai nst gl obal |KE proposal # 13:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3899
agai nst gl obal |KE proposal # 14:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3900
agai nst gl obal |KE proposal # 15:
types for class DH G oup:

Goup 1

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

48.

48.

48.

48.

48.

48.

48.

48.

48.

48.

48.

66.

66.

66.

66.

66.

66.

66.

66.

66.
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76
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Cfg'd: Qakley

370 02/ 15/2002 12:

Phase 1 failure
M snmat ched attr

G oup 7

47:24.430 SEV=8 | KEDBG 0 RPT=3901
agai nst gl obal |KE proposal # 16:
types for class Hash Al g:

Rcv' d: SHA
Cfg'd: M5
372 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3902
Proposal # 1, Transform# 4, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class DH G oup:

Rev' d: QGakl ey
Cfg'd: Qakley

377 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

380 02/15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Qakley

383 02/ 15/ 2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

386 02/15/2002 12:

Phase 1 failure
M snmat ched attr
Rev' d:

cfg'd: Triple-

389 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: QGakl ey
Cfg'd: Cakley

392 02/ 15/ 2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

395 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

398 02/ 15/2002 12:

Phase 1 failure
M smat ched attr
Rev' d: Qakl ey
Cfg'd: Qakley

Goup 1
G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3903
agai nst gl obal |KE proposal # 2:
types for class DH G oup:

Goup 1

G oup 2

47:24. 430 SEV=8 | KEDBG 0 RPT=3904
agai nst gl obal |KE proposal # 3:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3905
agai nst gl obal |KE proposal # 4:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3906
agai nst gl obal |KE proposal # 5:
types for class Encryption Alg:

DES- CBC

DES

47:24.430 SEV=8 | KEDBG 0 RPT=3907
agai nst gl obal |KE proposal # 6:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3908
agai nst gl obal |KE proposal # 7:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3909
agai nst gl obal |KE proposal # 8:
types for class DH G oup:

Goup 1

G oup 2

47:24.430 SEV=8 | KEDBG 0 RPT=3910
agai nst gl obal |KE proposal # 9:
types for class DH G oup:

Goup 1

G oup 2
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10.

10.
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10.
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48.
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401 02/15/2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3911
Phase 1 failure against global |KE proposal # 10:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

404 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3912
Phase 1 failure against global |KE proposal # 11:
M smat ched attr types for class Auth Method:

Rcv' d: RSA signature with Certificates
Cfg'd: Preshared Key

407 02/ 15/ 2002 12:47:24.430 SEV=8 | KEDBG 0 RPT=3913
Phase 1 failure against global |KE proposal # 12:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

410 02/15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3914
Phase 1 failure against global |KE proposal # 13:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

413 02/ 15/ 2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3915
Phase 1 failure against global |KE proposal # 14:
M smat ched attr types for class Encryption Alg:

Rcv' d: DES- CBC
Cfg'd: Triple-DES

416 02/15/2002 12: 47:24.430 SEV=8 | KEDBG 0 RPT=3916
Phase 1 failure against global |KE proposal # 15:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 7

10.

10.

10.

10.

10.

10.

48.

48.

48.

48.

48.

48.

66.

66.

66.

66.

66.

66.

76

76

76

76

76

76

419 02/15/2002 12:47:24.430 SEV=7 | KEDBG 28 RPT=20 10.48.66. 76

I KE SA Proposal # 1, Transform# 4 acceptable
Mat ches gl obal I KE entry # 16

420 02/15/2002 12:47:24.440 SEV=9 | KEDBG 0 RPT=3917 10.
constructing | SA_SA for isakmp

421 02/ 15/ 2002 12:47:24.490 SEV=8 | KEDBG 0 RPT=3918 10.
SENDI NG Message (nsgi d=0) with payl oads :

HDR + SA (1) + NONE (0) ... total length : 80

423 02/ 15/ 2002 12:47:24.540 SEV=8 | KEDBG 0 RPT=3919 10.
RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length :
425 02/ 15/ 2002 12: 47:24.540 SEV=8 | KEDBG 0 RPT=3920 10.
RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + NONE (0) ... total length :
427 02/ 15/ 2002 12:47:24.540 SEV=9 | KEDBG 0 RPT=3921 10.
processi ng ke payl oad

428 02/ 15/ 2002 12:47:24.540 SEV=9 | KEDBG 0 RPT=3922 10.

processing | SA KE

48.

48.

48.

66.

66.

66.

152

48.

66.

152

48.

48.

66.

66.

76

76

76

76

76

76

429 02/15/2002 12:47:24.540 SEV=9 | KEDBG 1 RPT=104 10.48.66.76

processi ng nonce payl oad



430 02/15/2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3923 10. 48. 66. 76
constructing ke payl oad

431 02/15/2002 12:47:24.600 SEV=9 | KEDBG 1 RPT=105 10. 48. 66. 76
constructing nonce payl oad

432 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3924 10. 48. 66. 76
constructing certreq payl oad

433 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3925 10. 48. 66. 76
Using initiator's certreq payl oad data

434 02/ 15/ 2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=61 10. 48.66. 76
constructing C sco Unity VID payl oad

435 02/ 15/ 2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=62 10. 48.66. 76
constructing xauth V6 VID payl oad

436 02/15/2002 12:47:24.600 SEV=9 | KEDBG 48 RPT=39 10.48.66. 76
Send 10S VID

437 02/ 15/ 2002 12:47:24. 600 SEV=9 | KEDBG 38 RPT=20 10. 48.66. 76
Constructing VPN 3000 spoofing | 0S Vendor |D payl oad
(version: 1.0.0, capabilities: 20000001)

439 02/15/2002 12:47:24.600 SEV=9 | KEDBG 46 RPT=63 10. 48.66. 76
constructing VID payl oad

440 02/ 15/2002 12:47:24.600 SEV=9 | KEDBG 48 RPT=40 10. 48.66. 76
Send Altiga GNVID

441 02/ 15/ 2002 12: 47:24.600 SEV=9 | KEDBG 0 RPT=3926 10.48.66. 76
Generating keys for Responder...

442 02/ 15/ 2002 12: 47:24.610 SEV=8 | KEDBG 0 RPT=3927 10. 48. 66. 76
SENDI NG Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + CERT_REQ (7) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + VENDOR (13) + NONE (0) ... total length : 229

445 02/ 15/ 2002 12: 47:24. 640 SEV=8 | KEDBG 0 RPT=3928 10. 48. 66. 76

RECEI VED Message (nsgi d=0) with payl oads :

HDR + ID (5) + CERT (6) + SIG (9) + CERT_REQ (7) + NONE (0)
total length : 1186

448 02/ 15/ 2002 12:47:24.640 SEV=9 | KEDBG 1 RPT=106 10. 48.66. 76
Processing ID

449 02/ 15/ 2002 12:47:24.640 SEV=9 | KEDBG 0 RPT=3929 10. 48. 66. 76
processing cert payl oad

450 02/15/2002 12:47:24.640 SEV=9 | KEDBG 1 RPT=107 10. 48. 66. 76
processi ng RSA signature

451 02/ 15/ 2002 12: 47:24.640 SEV=9 | KEDBG 0 RPT=3930 10. 48.66. 76
conputing hash

452 02/ 15/ 2002 12: 47:24.650 SEV=9 | KEDBG 0 RPT=3931 10. 48. 66. 76
processing cert request payl oad

453 02/ 15/ 2002 12: 47:24.650 SEV=9 | KEDBG 0 RPT=3932 10. 48. 66. 76
Storing cert request payload for use in MM nsg 4

454 02/ 15/ 2002 12: 47:24. 650 SEV=9 | KEDBG 23 RPT=20 10. 48. 66. 76
Starting group | ookup for peer 10.48.66.76



455 02/ 15/ 2002 12: 47:24.650 SEV=9 | KE/ 21 RPT=12 10. 48.66. 76
No G oup found by matching | P Address of Cert peer 10.48.66.76

456 02/ 15/2002 12:47:24.650 SEV=9 | KE/ 20 RPT=12 10. 48. 66. 76
No G oup found by matching OJ(s) from | D payl oad:
ou=sns,

457 02/ 15/ 2002 12:47:24.650 SEV=9 | KE/ 0 RPT=12 10. 48. 66. 76
Group [ VPNC _Base_G oup]
No Group nane for IKE Cert session, defaulting to BASE GROUP

459 02/15/2002 12:47:24.750 SEV=7 | KEDBG 0 RPT=3933 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Found Phase 1 Group (VPNC Base_ G oup)

460 02/15/2002 12:47:24.750 SEV=7 | KEDBG 14 RPT=20 10. 48.66. 76
Group [ VPNC _Base_G oup]
Aut henti cation configured for Internal

461 02/ 15/ 2002 12:47:24.750 SEV=9 | KEDBGE 19 RPT=20 10. 48. 66. 76
Group [ VPNC_Base_G oup]
| KEGet User Attri butes: default donmain = fenetwork.com

462 02/ 15/ 2002 12:47:24.770 SEV=5 | KE/ 79 RPT=4 10. 48.66.76
Group [ VPNC _Base_Goup]

Val i dation of certificate successful

(CN=ny_nane, SN=6102861F000000000005)

464 02/ 15/ 2002 12:47:24.770 SEV=7 | KEDBG 0 RPT=3934 10. 48. 66. 76
Group [ VPNC _Base_G oup]
peer ID type 9 received (DER_ASN1_DN)

465 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 1 RPT=108 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing 1D

466 02/15/2002 12:47:24.770 SEV=9 | KEDBG 0 RPT=3935 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing cert payl oad

467 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 1 RPT=109 10. 48. 66. 76
Group [ VPNC _Base_G oup]
constructing RSA signature

468 02/ 15/ 2002 12:47:24.770 SEV=9 | KEDBG 0 RPT=3936 10.48.66.76
Group [ VPNC _Base_G oup]
conputing hash

469 02/15/2002 12:47:24.800 SEV=9 | KEDBG 46 RPT=64 10.48.66.76
Group [ VPNC _Base_G oup]
constructing dpd vid payl oad

470 02/15/2002 12: 47:24.800 SEV=8 | KEDBG 0 RPT=3937 10. 48. 66. 76

SENDI NG Message (nsgi d=0) with payl oads :

HDR + ID (5) + CERT (6) + SIG (9) + VENDOR (13) + NONE (0)
total length : 1112

473 02/ 15/ 2002 12: 47:24.800 SEV=4 | KE/ 119 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]
PHASE 1 COWPLETED

474 02/ 15/ 2002 12: 47:24.800 SEV=6 | KE/ 121 RPT=4 10. 48.66. 76
Keep-alive type for this connection: None



475 02/ 15/ 2002 12: 47:24.800 SEV=6 | KE/ 122 RPT=4 10. 48. 66. 76
Keep-al i ves configured on but peer does not support keep-alives (type = None)

476 02/ 15/ 2002 12: 47:24.800 SEV=7 | KEDBG 0 RPT=3938 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Starting phase 1 rekey timer: 21600000 (ms)

477 02/ 15/ 2002 12: 47:24.810 SEV=8 | KEDBG 0 RPT=3939 10. 48. 66. 76

RECEI VED Message (nsgi d=781ceadc) w th payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 1108

480 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3940 10. 48.66. 76
Group [ VPNC _Base_G oup]
processi ng hash

481 02/ 15/2002 12: 47:24.810 SEV=9 | KEDBG 0 RPT=3941 10. 48. 66. 76
Group [ VPNC _Base_G oup]
processi ng SA payl oad

482 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=110 10. 48. 66. 76
Group [ VPNC_Base_G oup]
processi ng nonce payl oad

483 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=111 10. 48. 66. 76
Group [ VPNC _Base_Goup]
Processing I D

484 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 25 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]

Recei ved renpote Proxy Host data in | D Payl oad:

Address 10.48.66. 76, Protocol 17, Port 1701

487 02/ 15/ 2002 12:47:24.810 SEV=9 | KEDBG 1 RPT=112 10. 48. 66. 76
Group [ VPNC _Base_G oup]
Processing I D

488 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 24 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]

Recei ved | ocal Proxy Host data in | D Payl oad:

Address 10. 48. 66. 109, Protocol 17, Port O

491 02/15/2002 12:47:24.810 SEV=8 | KEDBG 0 RPT=3942
QM | sRekeyed ol d sa not found by addr

492 02/ 15/ 2002 12:47:24.810 SEV=5 | KE/ 66 RPT=4 10. 48.66. 76
Group [ VPNC _Base_G oup]
| KE Renpte Peer configured for SA: ESP-L2TP- TRANSPORT

493 02/ 15/ 2002 12: 47:24.810 SEV=9 | KEDBG 0 RPT=3943 10. 48. 66. 76
Group [ VPNC _Base_G oup]
processi ng | PSEC SA

494 02/ 15/ 2002 12: 47:24.810 SEV=7 | KEDBG 27 RPT=4 10. 48. 66. 76
Group [ VPNC _Base_G oup]
| PSec SA Proposal # 1, Transform# 1 acceptable

495 02/ 15/ 2002 12:47:24.810 SEV=7 | KEDBG 0 RPT=3944 10. 48. 66. 76
Group [ VPNC _Base_G oup]
I KE: requesting SPI!

496 02/15/2002 12:47:24.810 SEV=8 | KEDBG 6 RPT=4
I KE got SPI from key engine: SPI = 0x10d19e33



497 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3945 10.

Group [ VPNC _Base_G oup]
oakl ey constucting qui ck node

498 02/15/2002 12:47:24.810 SEV=9 | KEDBG 0 RPT=3946 10.

Group [ VPNC _Base_G oup]
constructing bl ank hash

499 02/15/2002 12:47:24.820 SEV=9 | KEDBG 0 RPT=3947 10.

Group [ VPNC _Base_G oup]
constructing | SA SA for ipsec

48. 66. 76

48. 66. 76

48. 66. 76

500 02/15/2002 12:47:24.820 SEV=9 | KEDBG 1 RPT=113 10. 48. 66. 76

Group [ VPNC _Base_G oup]
constructing i psec nonce payl oad

501 02/15/2002 12:47:24.820 SEV=9 | KEDBG 1 RPT=114 10. 48.66. 76

Group [ VPNC _Base_G oup]
constructing proxy ID

502 02/15/2002 12:47:24.820 SEV=7 | KEDBG 0 RPT=3948 10.

Group [ VPNC_Base_G oup]

Transmitting Proxy |d:
Renote host: 10.48.66.76 Protocol 17 Port 1701
Local host: 10.48.66.109 Protocol 17 Port O

506 02/15/2002 12:47:24.820 SEV=9 | KEDBG 0 RPT=3949 10.

Group [ VPNC _Base_Goup]
constructing gm hash

507 02/15/2002 12:47:24.820 SEV=8 | KEDBG 0 RPT=3950 10.

SENDI NG Message (nsgi d=781ceadc) with payl oads :
HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5)
total length : 156

510 02/15/2002 12:47:24.820 SEV=8 | KEDBG 0 RPT=3951 10.

RECEI VED Message (nsgi d=781ceadc) w th payl oads :
HDR + HASH (8) + NONE (0) ... total length : 48

512 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 0 RPT=3952 10.

Group [ VPNC _Base_G oup]
processi ng hash

513 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 0 RPT=3953 10.

Group [ VPNC _Base_G oup]
| oading all |PSEC SAs

48. 66. 76

48. 66. 76

48. 66. 76

+ NONE (0)

48. 66. 76

48. 66. 76

48. 66. 76

514 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 1 RPT=115 10. 48. 66. 76

Group [ VPNC _Base_G oup]
Generating Quick Mbde Key!

515 02/ 15/2002 12:47:24.830 SEV=9 | KEDBG 1 RPT=116 10. 48. 66. 76

Group [ VPNC _Base_G oup]
Generating Quick Mbde Key!

516 02/15/2002 12:47:24.830 SEV=7 | KEDBG 0 RPT=3954 10.

Group [ VPNC _Base_G oup]
Loadi ng host:
Dst: 10.48.66. 109
Src: 10.48.66.76

48. 66. 76

517 02/ 15/2002 12:47:24.830 SEV=4 | KE/ 49 RPT=4 10.48.66.76

Group [ VPNC _Base_G oup]



Security negotiation conplete for User ()
Responder, |nbound SPI = 0x10d19e33, CQutbound SPI = 0x15895ab9

520 02/ 15/2002 12:47:24.830 SEV=8 | KEDBG 7 RPT=4
| KE got a KEY_ADD nsg for SA: SPI = 0x15895ab9

521 02/15/2002 12:47:24.830 SEV=8 | KEDBG 0 RPT=3955
pitcher: rcv KEY_UPDATE, spi 0x10d19e33

522 02/ 15/ 2002 12:47:24.830 SEV=4 | KE/ 120 RPT=4 10. 48.66. 76
Group [ VPNC _Base_G oup]
PHASE 2 COWPLETED (nsgi d=781ceadc)

523 02/ 15/ 2002 12:47:24.840 SEV=8 | KEDBG 0 RPT=3956
pitcher: recv KEY_SA ACTI VE spi 0x10d19e33

524 02/ 15/ 2002 12:47:24.840 SEV=8 | KEDBG 0 RPT=3957
KEY_SA ACTIVE no old rekey centry found with new spi 0x10d19e33, ness_id 0x0

b4 23798

RENE-EERBEUARSEREN SRR *.

. ,m/fﬁﬂlEJJﬂHE%%o

4] Cannot activabe or assign the selected IP security policy. The Following error has occurred:
[ = Tha sarvica cannot be started, sither because i is disabled or becausa it has no enabled devicas associated with it,

= N

RATBER R ENIPSechR#§. i®iEStart > Programs > Administrative tools > Service , AAZER
IPSeclR ¥ E LA
HEAT86 R EE NN EKESE

Error Connecting to [2tp over ip‘s’E‘_ﬂ to vpn3k 2] x|
f' Connecting to 104866109, .
= Errar 786: The LZTP connection attempt faled becauze there iz no
walid machine certificate on your computer for securty
authentication.
Hedial = 45 Cancel tare Info
L EEER R R AL E

EENEREERE. BERBRRELZN , AR ERAR>ET , ARBMITMMC, E—T

Console , A% & EAdd/Remove Snap-mo H:—"F FAdd. , RERBFEHIERE "Certificate

EHEAMEELEMNRER , #EComputer Account. BRTE , WA LIRFBECARRIMEE
EENAZEENEREEAREE T, KETLUEREEConsole Root > Certificate(Local
Computer)> Personal > Certificates R FEER R ERE , W TE T



t'i'.' unauh 1

];mla Window tldp |JD€H|@

lw iew  Eavorites ||4--r|-|n|@|@|@

= [:l Truy:ad Rn-ut t:e-uﬂ:aml
7] Certificates

#-[_] Intermediate Certificatior
@[] CEP
@[] REQUEST

* [:I Enterprise Trust s

@3- skc _|:I
1| | » | |

Tree | Favorites | | ssued To_ | 1ssued By
iu:I Console Root - my_name SMSVpCT-ca
_| Q Certificates (Local Computer’
= E:] Farsnnal

Personal store contains 2 certificates,

A=

#—Tcertificate. REFMBABTREIER, HLsEHT A ELRESTEMEBD, B2
, WRECIBH, EREEENEREE,



General | petails | Certification Path |

Certificate Information

This certificate has expired or is not yet valid.

Issued to: vy _name
Issued by: snsvpc?-ca

valid from 2/14/2002 bo 2/14/2003

@’ You have a private key that corresponds ko this certificate,

Iss1er Statement

2K

CSRRR72:Z LM EE. WHEERBRREBEETR.

Error Connecting to 12tp over ipsec to ¥pn3l ﬁ

& Caonkecting to 10.48.66.109. ..

Errar ¥92: The LZTF connection attempt falled becauze securty
niegotiation timed ok,

2 x|

Redial = 21 Cancel More Info

% B8 Cisco VPN
3000 Concentrator FAQHFEVEREAFIRAAEEAEVERRS . FHIERE. BREEFIEUUTHRENRR

9337 02/15/2002 15:06: 13. 500 SEV=8 | KEDBG 0 RPT=7002 10. 48. 66. 76
Phase 1 failure against global |KE proposal # 6:
M smat ched attr types for class DH G oup:
Rcv' d: Gakley Goup 1
Cfg'd: Qakley Goup 2

9340 02/15/2002 15:06:13.510 SEV=8 | KEDBG 0 RPT=7003 10. 48. 66. 76
Phase 1 failure against global |KE proposal # 7:


//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml

M smat ched attr types for class Auth Method:
Rcv' d: RSA signature with Certificates
Cfg'd: Preshared Key

9343 02/ 15/ 2002 15:06:13.510 SEV=8 | KEDBG 0 RPT=7004 10.48.66.76
Phase 1 failure against global |KE proposal # 8:
M smat ched attr types for class DH G oup:
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 7

9346 02/ 15/2002 15:06:13.510 SEV=7 | KEDBG 0 RPT=7005 10.48.66.76
Al'l SA proposal s found unacceptabl e

9347 02/ 15/ 2002 15:06:13.510 SEV=4 | KE/ 48 RPT=37 10.48.66.76
Error processing payl oad: Payload ID: 1

9348 02/ 15/ 2002 15:06:13.510 SEV=9 | KEDBG 0 RPT=7006 10.48.66.76
| KE SA MM 261e40dd terninating:
flags 0x01000002, refcnt O, tuncnt O

9349 02/15/2002 15:06:13.510 SEV=9 | KEDBG 0 RPT=7007
sendi ng del ete nessage

ERTNEAREREBIKERZE. BEANENEEIKEEZZL D PHEF,
- $57R789: 2+ BB TR E R _
Error Connecting to [2Ep over ipsewtn;, rpi 4 _'?_! EI

& Connecting to 10.48.66.109...

Errar ¥89: The L2TP connection atternpt falled becausze the security
layer encountered a proceszing error durng nitial negotiations with
the remote computer.

Redial = 37 Cancel kare Info

B8 Cisco VPN
3000 Concentrator FAQHFEVER AR AEEAEVERRR . IR, BREEFIEUUTRENRAR

11315 02/ 15/ 2002 15: 36: 32. 030 SEV=8 | KEDBG 0 RPT=7686
Proposal # 1, Transform# 2, Type ESP, |d DES-CBC
Parsi ng received transform
Phase 2 failure:
M smatched attr types for class Encapsul ation:
Rcv' d: Transport
Cfg' d: Tunnel

11320 02/15/2002 15:36:32.030 SEV=5 | KEDBG 0 RPT=7687
AH proposal not supported

11321 02/ 15/ 2002 15:36:32.030 SEV=4 | KE/ 0 RPT=27 10.48.66.76
G oup [ VPNC Base_Group]
Al'l 1 PSec SA proposal s found unaccept abl e!

. fiE FA Y AR AN 12 ##Monitoring > System Status AR Lt E#H -

VPN Concentrator Type: 3005

Boot code Rev: Altiga Networks/VPN Concentrator Version 2.2.int_9 Jan 19 2000 05: 36: 41
Software Rev: Cisco Systens, |Inc./VPN 3000 Concentrator Version 3.5.Rel Nov 27 2001 13:35:16
Up For: 44:39:48

Up Since: 02/13/2002 15:49:59

RAM Si ze: 32 MB


//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_qanda_item09186a0080094cf4.shtml
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