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SREAPIHEHECHER , EEEURNAEEECatalyst Center EHITHWEARIRIE. EFAPIEE
T, ERIFHR , HEFERASEBICatalyst Center ETER B L EBRIINAPIERE, 5 EiEELE
FRESTHI 75 /9 5T vT #E,

BMEBKAPIITHEREE  ELEXTHNT :

« URL : RIS EERFIA IR,
« 77k FRBAPIBAREE T E. EERT B REHRERKINTHREERE. €5
: POST. GET. PUT, DELETE,
- BE URBEEEARUEEFERNEMER. Sl , RESFERAEARENSORE S
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- BE  EAPIHIBFEEEAIKREHNER,



EE . BECatalyst Center L IR B EAPINGFHMER , FSRAPIZEERE,

=
F AR Pythont&#H -
o BXR WEAATFSHTTPNABREEZT B EURL, EREHENFMER  FSAERER
EFE.

« base64 : BHIFEHEMBIFTINEE, BRAEHENFEMER , 52 Kbasec4tEA1ER .
* json : LW AFFRAPIZEEESEER . BEREHENGFHEN K F2BjsonBiRiERE,


https://developer.cisco.com/docs/dna-center/importcertificate/
https://developer.cisco.com/docs/dna-center/importcertificate/
https://docs.python.org/3/library/http.client.html
https://docs.python.org/3/library/http.client.html
https://docs.python.org/3/library/base64.html
https://docs.python.org/3/library/base64.html
https://docs.python.org/3/library/json.html
https://docs.python.org/3/library/json.html
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HBFEF B ERFBAPIFFIUAPIIR £ RS hE.
ERFEAPI :

POST https://<CatalystCenterIP>/dna/system/api/vl/auth/token

PARPNE , ERNSEEREE1/NE, 1/0ER , KVAFEHA LEERINE —APIERFT T,
EFBPythonfERP , EAEIE(FER. base64Mjson) , ARE I MEEE .


https://docs.python.org/3/installing/index.html
https://docs.python.org/3/installing/index.html
https://docs.python.org/3/installing/index.html

import requests
import base64
import json

user = 'user' # User to Togin to Catalyst Center

password = 'password' # Password to Togin to Catalyst Center

token = "' # Variable to store the token string

authorizationBase64 = "' # Variable that stores Base64 encoded string of "username:password"

FORBAPIZERERGHEBEARETINRESTE. EXAGNRBR —BUARBKIRET
SOBBNGE L, A ERMUUBT RS RHEAEZBH O S (username : password), &M E{E#D
HHAbase64fmis , I BRmE B ARBETHE , YREFEREREWHME,

EARMMERAERBANOSEIBasebdBERENFE | S5EHbase64tEfB, At , FH
b64encodeIhEE,

byte_string = (f'{user}:{password}').encode("ascii")
authorizationBase64 = base64.b64encode(byte_string).decode()

e EEMAREES , A ".encode( Masciiy )1 BHXNE I T byte_string@E, EREA
base64.b64encode X FEHURMTHME R, BFEEE |, userfpassword@EBARREFH
¥ user : password, &% , FAFEAEMNEZEREYL T —{Bbaseb4imiGHIL THFH, FH
'decode()'FiE , EEBRBstri .

EBRET , L% authorizationBaseb4 2B M :

print(authorizationBase64)
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am9yZ2QhbDI6Sm9yZ2VhbDXxXxXx



IR basebATBRMBEE X, THANRZEEN. FNRIBAPIEXZERAESE W MEE
RBEFHRESHE  ENRAEESHNZEM,

B, EEAARECatalyst Center T H BB LA EMBZREL T —Bbaseb4im i F &
, REEFERAEMARREEETAPIBHRE APIFI, b4 , B BrequestN KR ATAREREZS
BRNAHNERER,

AR

requests.request(“method”, “url”, **kwargs)

**kwargsFR REEEIFER P EM S| E |, Hlicookie, FRERE, 8F., HES,

ERAPIEE S EAPOST , URLA "/dna/system/api/vi/auth/tokeny , B & ZBfEHeaderFiEEE
ERTE



BUGLEBBEA THHEMAMrequest()B

url = https://<CatalystCenterIP>/api/system/v1/auth/token
headers = {

‘content-type’: “application/json”,

‘Authorization’: ‘Basic ’ + authorizationBase64

}

HAheaders28 , I5E 7T MBI B, 5 —1@Rcontent-type , © I8 EE% B ix B &R AV IF 88 7 51
( EEBRIRERD T MNEEER ) ., 5 ={@=RAuthorization , EARHIH , BF
authorizationBase64 ( ffF K MK basec4FElt F & ) #1EA 5| BE X FlCatalyst Centeri 1T & 1358
o

B, BEMEArequest )N EITAPIFI, T—EERXBEEREINNEE’

response = requests.request(“POST”, url, headers=headers)

BiresponseBHRA T MERMBLVAPIFIUNER.

EZS B EFE , Fi&printEE B FEE S P Wtext() FE—EEH. text()F A Catalyst
CenteriZ IR By & FE 4 FistrEf R,

print(response.text)

B A

{“Token” : “eyJhbGci0iJISUzIINiIsInR5JK09s1zVmNjkONFhkNTFhNDJ1ZWelLCU291cmNT1IjoiaW50ZXJuYWwiLCW2vMPUbUOINTq
I--- Qutput is supressed
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requests.exceptions.SSLError: HTTPSConnectionPool(host="X.X.X.X', port=443): Max retries exceede

EfRILEE , EEMKverifys| BIEAFalselBMEIFEREHN P, ES AR (Catalyst
Center) B & SSLBE .

response = requests.request(“POST”, url, headers=headers, verify=False)

RIEAPIF BB FUKRIINEEHITUES , HEBELNPythonFHFIE , BEBERSrHR,
EERTYHOER , FEMtype()BN,



print(type(response.text))

<class 'str'>

HRABKREN , AFERRAPIEKRNEETRIICEE , MATERNEETS K RAEFEAH
flzCatalyst Center APl , Reed§ = EEASIBUEE,

EHRHEAPIFE LU B gy B BB B AUURPythonRFAISRYERE | (BERE B Rstr, ALFEMEA
jsontEiEig AW REMAFH, ESRIAPHEWAYREF R H RIS EE,

At , B json.loads( i FRERBFRHE  DIERRERNTEELSHEZD I SHEEHP,

token
token

json.loads(response.text) # Converting the response.text string value into a dictionary (It is
(token["Token"]) # Extracting just the token value by specifying the key as a parameter.

ERRBtokenBEEARETHERIEAHRE ,

E

AN TR 5 ET

print(token)

B A

eyJhbGci0iJISUzIINiIsInR5IK09s1zVmNjkONFhkNTFhNDJ1ZWelLCU291cmN1IjoiaW50ZXJuYWwiLCW2vMPUbUOINTgxOXNeljMzY
I--- Qutput is supressed



7R ARBSEERNTEBEREVNEREE , Rt E Y —EPython5% (28 AR
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EEEN,

AIFAPI

B, SEERIPERSEEE | &0 LUEH ] AR Catalyst Center AP,
EEBBERT , #AIFCisco DNARLETHEBHEE AP,

Cisco DNAR ULEI M ERE

GET https://<CatalystCenterIP>/dna/intent/api/vl/nodes-config



LEAPIR B EACatalyst CenterERTBL BRI FFAAE R , AIANEENNTPRMRER, BIREHE,. SHRIHE
B, LACPERE,

Cisco DNA Center Nodes Configuration Summary APEE , fEBIF , FANEES
GET , URL%A "/dnalintent/api/vi/nodes-configy , 3B , AR ERISEFRAEH S EHLETE
28, Wit , EXATEEATEEAPIFIUFFERNEBEES "X-Auth-Tokeny : , REHREXS

o

EEREBIRHITHAPIF IS Catalyst CenterfIFER . Lt , BETHESEI IR, 1/ KR
, AR BTG R BE MR B @ Catalyst Center4TAPIFEAL,

R\ BEEUAEAP

nodeInfo_url = "https://<CatalystCenterIP>/dna/intent/api/vl/nodes-config"
nodeInfo_headers = {

'X-Auth-Token': token
}

nodeInfoResponse = requests.request("GET", nodeInfo_url, headers=nodeInfo_headers)

# I nodelnfo_url#B R A T f#EAPIFNURL, nodelnfo_headers 2B & ZAPINEE, £EEE
T, 'X-Auth-Token : 'FltokenE B4 1 5 5| BFIE LA T @ Catalyst Centerfg B HER. &&
, nodelnfoResponse 2 B & FAPIFVEFE,

EERBWEINEE , S LEAprint()BE X
B

{"response": {'"nodes": [{"name": "Catalyst Center", "id": "ea5dbecl-fbb6-4339-9242-7694eblcXxXx",

I--- Qutput is supressed
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requests.exceptions.SSLError: HTTPSConnectionPool(host="X.X.X.X', port=443): Max retries exceede

ERILEE | EEverifys| BIEAFalsel8 NEIFER G, ELHH %% B (Catalyst
Center) B & SSLBE .

nodeInfoResponse = requests.request("GET", nodeInfo_url, headers=nodeInfo_headers, verify=False)

RAPIKR B EFETT AL B LAEE, EMjson()iEHE , ILAE R BN FRERINNEE, BE , KA
f# Fjson.loads() B & Rjson.dumps () ER N ASAPIE FE S A F|USONE R -



jsonFormat = (json.loads(nodeInfoResponse.text)) # Creating a JSON object from the string received from
print(json.dumps(jsonFormat, indent=1)) # Printing the response in a more readable string using the dum

json.dumps : EIREIJSONE R , HERIER/ISONERILF R PRSI R,
fEHE : LB BUEZRJISONIE N F RV HER B
oy I #E I

{
"response": {
"nodes": [

{
"name": "X.X.X.X",
"id": "eaS5dbecl-fbb6-4339-9242-7694eb1xXxX",
"network": [

{
"slave": [
"enp9s0"

1,

"Tacp_supported": true,

"intra_cluster_1link": false,
l--- Qutput is supressed

B BHEES| 8 HAPI

BEAPIZEEEHRENEE LS| B ERER I, EEEERT , #HEGet Client
Enversation Details APlI,

GET https://<CatalystCenterIP>/dna/intent/api/vl/client-enrichment-details

ERFEAPIFERLRESI B REANTHE  FEMIFE-RBEAETES> API >EBHE FikiE
SRRFMER , ABREB—TAPINEME, ISR —EHED , dHEParametersi#H T #/RAPIER
TEFFENERELIR.



Get Client Enrichment Details

Cisco Deviet AP| Guide

Parameters Responses Folicias Code Preview

Hequest Header FParameters

Default

Name Description DataType Required
¥ ¥E 4 Valug

EEEBRT , HMlentity_types| B , BIFREA , A LR network_user_idZimac_address , It B
entity value5| A4 ETBEEEZNEREFINE,

BERENTRIRE  FEETEMENERE , entity_typeFentity_value R HE FEE :

entity_type = 'mac_address’' #This value could be either 'network_user_id' or 'mac_address'.
entity_value = 'e4:5f:02:ff:xx:xx' #Depending of the 'entity_type' used, need to add the correspondi

&2 T B BRFITAPIFE, APIFIAURLEETEEuserEnfuration_ur @8+, EEREE
userEnfurationHeaders 2 &+, W E|HE MR FEuserEnfinanceResponse & H .,

userEnrichment_url = "https://<CatalystCenterIP>/dna/intent/api/vl/user-enrichment-details"

userEnrichmentHeaders = {
'X-Auth-Token': token,
'entity_type': entity_type,
'entity_value': entity_value,

}

userEnrichmentResponse = requests.request("GET", userEnrichment_url, headers=userEnrichmentHeaders)



BATLAE R |, ffuserEnfurationHeaders® , entity_typelentity_value 28 {E BAPIFNY Ay 5E 5| 21
SE LA R token 2 S EIE

HERFRIINEE , FERprint() B

print(userEnrichmentResponse.text)

I HH 541
[{
"userDetails" : {

"id" : "E4:5F:02:FF:xx:xx",
"connectionStatus" : "CONNECTED",
"tracked" : "No",
"hostType" : "WIRELESS",
"userId" : null,
"duid" : "",
"identifier" : "jonberrypi-1",
"hostName" : "jonberrypi-1",
"host0s" : null,
"hostVersion" : null,
"subType" : "RaspberryPi-Device",
"firmwareVersion" : null,
"deviceVendor" : null,
"deviceForm" : null,
"salesCode" : null,
"countryCode" : null,

"lastUpdated" : 1721225220000,
"healthScore" : [ {

"healthType" : "OVERALL",
"reason" : "",
"score" : 10

b q
"healthType" : "ONBOARDED",
"reason" : "",
"score" : 4

I--- Qutput is suppressed

B EEHSI8HAPI
B ARGZAPIEENEERAREE ., EX5IHEHIERAPIBNURLE,

Get Device List APIFEIL 2385,

GET https://10.88.244.133/dna/intent/api/vl/network-device



Get Device List APIIR [E]38 N ZICatalyst CenterF FIFTE R BEREE. NRBERBEEENFHEEN
, EHSIBERBRISEEMR.

ERFEWMEEHSIETARAPI , FFEMZEIPlatform > Developer Toolkit > APIs > Get Device
List , ARIZE—TAPINERE, WEEITE—@#HED , tEParametersiEIE FETRAPITANEH
518,

Get Device list

Cisco DevMNet AP| Guide

Parameters Responses Code Preview

Request Query Parameters

Hame Descripiion DataType —— Ej:uaeult
s 1 i} |
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A5 T managementlpAddress#serialNumber&:# 5|8 ( FZEBAEEAAPINWERAFTE
EHSIH ), BERILEECMESHSIBNEER.

managementIpAddress = '10.82.143.250'
serialNumber = 'FD025160X9L"'



wmErmR |, EFSIBEAPINURLFIEN , SRIREEKRE , FAARBREHGIEN "2, .
MREFHZEEASIE , & & FFREREMBELUERFIENERFS,
T — B~ 8 R % & 5 5 S8 2 fFE FAPIF O Y URLAY deviceListUrI 2 8/,

devicelListUrl = "https://<CatalystCenterIP>/dna/intent/api/vl/network-device?managementIpAddresss=" + m
AR, AREBRUNEEEHMIMEURLES, BAFER , URLWERBFRW TR :

devicelListUrl = "https://<CatalystCenterIP>/dna/intent/api/vl/network-device?managementIpAddresss=10.82

REBAPIFELY | #83# YV deviceListHeadersB B R FAPIFRE LR E A 5| BIEENtoken B H , I H
deviceListResponse 2 B fEZAPIEZFE,

devicelListHeaders = {
'X-Auth-Token': token,
}

devicelListResponse = requests.request("GET", devicelListUrl, headers=devicelistHeaders)

EERBWEIGERE | 27 E B print() B e

print(devicelistResponse.text)

B A

{"response": [{"family":"Switches and Hubs","description":"Cisco I0OS Software [Cupertino], Catalyst L3 S
I--- Qutput is suppressed
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json.dumps() B =6
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