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FEMDS 9000 IE EFHE B testuser, , BIFH A @ Anetwork-admin, BEREBILFHE
MiRREEEAGERE  LEERSRY,

swl2# conf t

Enter configuration commands, one per line. End with CNTL/Z
swl2(config)# username testuser password cisco_123 rol e network-adnin
swl2(config)# cop run start

[ ##AHH AR H AR R R R 100%

swl2(config)#

ERAEL—SRPEINERERBRLnuxEHEIBSSHERE IR

sj-1nx[85]:~% ssh testuser @92.168.12.112

User Access Verification

Passwor d:

Cisco Nexus Operating System (NX-0OS) Software

TAC support: http://ww. ci sco.comtac

Copyright (c) 2002-2010, Cisco Systens, Inc. Al rights reserved
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain conponents of this software are |icensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is avail able at

http://ww:. opensource.org/licenses/gpl-2.0.php and

http://ww:. opensource.org/licenses/|gpl-2.1.php

Sw12#

ERARER1024uHrsaRERAENHEREEXEREY,

swl2# conf t

Enter configuration commands, one per line. End with CNTL/Z
swl2(config)# usernane testuser keypair generate rsa 1024
generating rsa key(1024 bits)......

generated rsa key

swl2(config)# show usernane testuser keypair

Rk S Rk I Sk e I R S O S R

rsa Keys generated: Tue Apr 16 15:05:18 2013

ssh-rsa AAAAB3NzaClyc2EAAAABI WAAAI EAs3RocZL G0y 0s TdKXy dmI DQVGE / wAWKy s 7xk2Dr cgQco
f Y8+bRUBAUFf MasoOVUvr CvV0qGd C8woVAKgFONnQgf X/ mhuKgj WHW61 EBMPY8v+(Q Xn+Avj 3CH8K7h1z
t nbt FPo04r R7i vJx/ boPQopk7m peocEzpVi hOCl Ri VJaj 0=

bi t count: 1024

fingerprint:

8b: d8: 7h: 2f : bf : 14: ee: bc: a4: d3: 54: Oa: 9a: 4d: db: 60

Rk S Rk I kO R R R S O R O o

could not retrieve dsa key information

Rk O I Rk I kO R R R S O S Rk O

swl2(config)# cop run start
[ ##AHH AR H AR R R 100%
swl2(config)#

& EWMYE L Blbootflash : F , REBRREE (ERECEVENE , REEXE® SR TEIT, )

swl2(config)# username testuser keypair export bootflash:testuser_rsa rsa



Ent er Passphrase:
swl2(config)# dir bootfl ash:
16384 Apr 15 15:21:31 2012 | ost+found/
18693120 Apr 15 15:22:55 2012 nD100-s3ek9-kickstart-ne.5.0. 1la. bin
73579433 Apr 15 15:23:53 2012 nP100-s3ek9-ne.5.0.1a. bin
5778 Apr 15 15:24:48 2013 nts.log
951 Apr 16 15:07:01 2013 testuser_rsa
219 Apr 16 15:07:02 2013 testuser_rsa. pub
Usage for bootflash://sup-Ioca
143622144 bytes used
533487616 bytes free
677109760 bytes tota
swl2(config)#

ELinuxEH L R R FIRSERELM/FANE

He A Htestuserfirsa N B R R HMBERI B Linux T  HEHAEEZR Ttestuser, BFE. BE=
, BMEEIRMFEHE S BtestuserfVZ1E | R B I RLER IR F LG ZT W RBHEE , ttoJsERE

o

BEE - LA T ERBAfE Atestuser account path A/users/testuserfy R, RIFLinUXKRA | HEEERE
CIEEENEA

swl2(config)# copy bootflash:testuser_rsa. pub scp://testuser @92. 168. 12. 100/ users/testuser/.ssh
The authenticity of host '192.168.12.100 (192.168.12.100)' can't be established.

RSA key fingerprint is 91:42:28:58:f9:51: 31: 4d: ba: ac: 95: 50: 51: 09: 96: 74.

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Permanently added ' 192. 168. 12. 100' (RSA) to the list of known hosts.

t estuser @92. 168. 12. 100' s password:
t estuser_rsa. pub 100% 219 0. 2KB/ s 00: 00

swl2(config)# dir bootfl ash:
16384 Apr 15 15:21:31 2012 | ost +found/
18693120 Apr 15 15:22:55 2012 nD100-s3ek9-kickstart-ne.5.0.1la.bin
73579433 Apr 15 15:23:53 2012 nBP100-s3ek9-ne.5.0.1a. bin
5778 Apr 15 15:24:48 2013 nts.log
951 Apr 16 15:07:01 2013 testuser_rsa
219 Apr 16 15:07:02 2013 testuser_rsa.pub

Usage for bootflash://sup-1oca
143622144 bytes used
533487616 bytes free
677109760 bytes tota

swl2(config)#
FLinuxfAfRES £ , EE S testuser_rsa.pubtE RE R A 18 Flauthorized_keystE =R ( =
authorized_keys2#E2R , ERBURREHSSHARA ) -

sj-1nx[91]:~/$ cd .ssh

sj-1nx[92]:~/.ssh$ chnod 644 authorized_keys2

sj-Inx[93]:~/.ssh$ Is -Irt

I rwxrwxrwx 1 testuser eng 16 Apr 7 2005 authorized_keys -> authorized_keys2
-rwr--r-- 1 testuser eng 1327 Apr 16 15:04 authorized_keys2

-rwr--r-- 1 testuser eng 219 Apr 16 15:13 testuser_rsa. pub

sj-1nx[94]:~/.ssh$ cat testuser_rsa. pub



ssh-rsa

AAAAB3Nz aCly c 2EAAAABI WAAAI EAs3RocZLGp0y0s TdKXy dmi DQVE / wAWKy s 7xk2Dr cgQecof Y8+bRUBAUf MasoOVUvr CvVO
gOdC8woVAKgFONQyf X/ mhuKqj WHWs1 EBMTPY8v+Q Xn+Avj 3CH8K7h1zt mbt FPo04r R7i vIx/ boPQopk7m peocEzpVi hOCl
Ri VJaj 0= r oot @wl2

sj-1nx[95]:~/.ssh$ cat testuser_ras.pub >> authorized_keys2

sj-1nx[96]: ~/.ssh$ cat authorized_keys2

ssh-rsa

AAAAB3Nz aCly c 2EAAAABI wAAAI EALXMy 4dbF5Vy 4+w YWS7s/ | uE/ Hoy X+HD6Kwr r e51 EP7ZRKmLS3bl WkZeYl YuhL7kU714
ZNDr 4NzEcV2Jdt 6/ 7Hai 5F1 nKgA04ACAYH6j i PcwOf j dLB98g96B4G5XvaoV7VP2HTNNn7UnsDpB+0Dw CgQE7PvBOS2y GKt
9gYbLd8= r oot @wl2

ssh-rsa

AAAAB3Nz aCly c 2EAAAABI WAAAI EAs3RocZLGp0y0s TdKXy dml DQVE / wAWKy s 7xk2Dr cgQcof Y8+bRUBAUf MasoOVUvr CvVO
gOdC8woVAKgFONQyf X/ mhuKqj WHWsI EBMTPY8v+Q Xn+Avj 3CHBK7h1zt mbt FPo04r R7i vIx/ boPQopk7m peocEzpVi hOCl
Ri VJaj 0= r oot @wl2

sj -1 nx[97] : ~/.ssh$

AR L MBI Linux =R SCP,

AR RIBHELinux A AREFVSCP , AR RIRMIIAR[IEIA , MTARHEBR. (FER

, "'No password is prompted for...1 )

swl2(config)# dir bootfl ash:
16384 Apr 15 15:21:31 2012 | ost+found/
18693120 Apr 15 15:22:55 2012 nD100-s3ek9-kickstart-ne.5.0.1a.bin
73579433 Apr 15 15:23:53 2012 nDP100-s3ek9-ne.5.0.1a.bin
5778 Apr 15 15:24:48 2013 nts.log
951 Apr 16 15:07:01 2013 testuser_rsa
219 Apr 16 15:07:02 2013 testuser_rsa. pub

Usage for bootflash://sup-loca
143622144 bytes used
533487616 bytes free
677109760 bytes tota

swl2(config)# copy bootflash:nts.log scp://testuser@92. 168.12. 100/ users/testuser

nts.log 100% 5778 5. 6KB/ s 00: 00
swl2(config)#
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