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set gos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. Set qos acl ip
udp_gos_port dscp 0 aggregate udp_lnbps udp any any eq
111 !--- This creates QoS ACL to select traffic and
attaches !--- the policer to the QoS ACL. commit qos acl
all /--- This compiles the QoS ACL. set qos acl nap
udp_qos_port 2/8 !--- This maps the QoS ACL to the
switch port.

T—EflF AR ; EREREHF D , FHGERIFTEREIVLAN, EEE 2/8 B VLAN 20.
AE . BEEKRQSERAVAMER . FHset port qosin & #ITULER1E,
L E HIBFFT R B AERVLANKI QoSE B HVLANF T B RN R E
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set gos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---




refer to Calculate Parameters. Set qos acl ip
udp_gos_vl an dscp 0 aggregate udp_lnbps udp any any eq
111 !--- This creates the QoS ACL to select traffic and
attaches !--- the policer to QoS ACL. commit qos acl al
!--- This compiles the QoS ACL. set port qos 2/8 vl an-
based !/--- This configures the port for VLAN-based QoS.
set gos acl map udp_qos_vlan 20 !--- This maps QoS ACL
to VLAN 20.

ETR, FEFERADSCP 2ERBHEEERNENT , MEKEFREADSCPO (BHMA ) -
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set qos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 policed-dscp /--- This
defines a policer. For the calculation of rate and

burst, !--- refer to Calculate Parameters. Set (oS acl
ip udp_qgos_nd trust-ipprec aggregate udp_lnbps udp any
any eq 111 dscp-field 32 /--- Note: The above conmand
should be on one line. !--- This creates the QS ACL to
select traffic and attaches !--- the policer to the QS
ACL

comit qos acl al

I-—-- This compiles the QoS ACL. set qos policed-dscp-mp
32:0 !--- This modifies the policed DSCP map to mark
down DSCP 32 to DSCP 0. set port qos 2/8 vlan-based /---
This configures the port for VLAN-based QoS. set qos acl
map udp_qos_nd 20 !--- This maps the QoS ACL to VLAN 20.

WEIBERREEIRESIB7200H O EHIARE, SERUMAEVLAN S LWmMEELIP

Mbpsﬂ'ﬂgr%é“o
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set gos enabl e

!--- This enables QoS. set qos policer aggregate
egress_10mbps rate 10000 burst 20 drop !--- This defines
a policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. Set qos acl ip egress_pol
trust-ipprec aggregate egress_10nbps ip any any /---
This creates the QoS ACL to select traffic and attaches
!--- the policer to the QoS ACL. conmt qgos acl all !---
This compiles the QoS ACL. set qos acl nmap egress_pol 3
output !/--- This maps the QoS ACL to VLAN 3 in the
output direction.

{5 Fishow gos maps runtime policed-dscp-map#2 1R & 5] & #H|#IDSCPY¥ R,

Pe =
JIL

EEH®HA10

{ Fishow qos policer runtime {policer_name | all}5&FE= M 5|18, BEF B EEFISIIMER

QoS ACL.

XX : fEMSupervisor Engine 1f1aly , MEMEEER S ERSBNRBRITENA. EREASHER

MEVRBERAT BT, BEANTSHS

Cat 6k> (enabl e) show gos statistics 13stats



Packets dropped due to policing: 1222086
| P packets with ToS changed: 27424
I P packets with CoS changed: 3220
Non- | P packets with CoS changed: 0

EREWRRBRTEN , BERAUATHT

Cat 6k> (enabl €) show mls entry gos short
Destination-1P Source-I1P Port DstPrt SrcPrt Uptine Age

I P bridged entries:

239.77.77.77 192.168. 10. 200UDP 63 6300: 22: 02 00: 00: 00
Stat-Pkts : 165360

Stat-Bytes : 7606560

Excd- Pkts : 492240

Stat-Bkts : 1660

239.3.3.3192. 168. 11. 200UDP 888 77700: 05: 38 00: 00: 00
Stat-Pkts : 42372

Stat-Bytes : 1949112

Excd-Pkts : 126128

Stat-Bkts : 1628

Only out of the profile M.S entries are displayed
Cat 6k> (enabl e)

{# A Supervisor5| 21l , AT LAfE Fshow qos statistics aggregate-policerés R SEEEBNRE
KERETEA

ERlH  REELRERIERE28, HEZEWUDPRER17 Mops , B HERER111, &
FAAESIRSREREN16/17 , Hit1 MbpsFEEIB

Cat 6k> (enabl e) show gos statistics aggregate-policer udp_lmbps

QoS aggregate-policer statistics:

Aggregate policerAll owed packet Packets exceed Packets exceed
count normal rate excess rate

udp_1nbps58243997321089732108

Cat 6k> (enabl e) show gos statistics aggregate-policer udp_lmbps

QoS aggregate-policer statistics:

Aggregate policerAll owed packet Packets exceed Packets exceed
count normal rate excess rate

udp_ 1nbp558250497331989733198

A FEE, uniFE’Jﬁﬂ@iﬁjJﬂT% % ERAYE R LI T 1090, ERREFIZRE EE 10901
:I:j-@jtjbntr'651li‘j-@ 18, 1&"5—11«)\.:1'%:65 /(1090 + 65)= 0.056 , 25?,7(:%’]1/170 Rt , BEEIR TELE
Fo
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5. #% IR 75 5% % FE FA A B R VLAN,

75 BB 1E CatOS R B8 3R M EE 12 E | — B R AV SE B AR R v 88451 , 1B B RIAY &6 R Cisco
|IOSEKEE, EAELHIF , ELRE2BHREELSR. TEBENH RIS 111E%17 Mbps#IUDP#
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m s gos
!--- This enables QoS. m's qos aggregate-policer
udp_1nmbps 1000000 2000 conformaction transnmit exceed-

action drop /--- Note: The above command shoul d be on
one line. !'--- This defines a policer. For the
calculation of rate and burst, !--- refer to Calcul ate
Paraneters. !--- Note: The burst is 2000 instead of

1518, due to hardware granul arity.

access-list 111 pernit udp any any eq 111

!--- This defines the ACL to select traffic. class-map
mat ch-al | udp_qos match access-group 111 !--- This
defines the traffic class to police. policy-mp
udp_policy class udp_qos police aggregate udp_lnbps !---
This defines the QoS policy that attaches the policer to
the traffic class. interface G gabitEthernet2/8
switchport service-policy input udp_policy !--- This
applies the QoS policy to an interface.

Cisco IOSEBHEMBAFNREEHR  HENSEANEH. FENRESEHRSEHREARE

BRMANESHNRE, UL RAFEANEGIR. SENTEERSSEELRANESEALEN

[Tl EJZ%IJW;O E%ﬂlﬁﬁﬂﬂﬁﬂs’gqﬂmigﬂﬁﬁﬂﬁﬁﬂlﬁﬁo AERBUTRA , RO EEEE
THNRESE R
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m s gos

I-—-- This enables QoS. access-list 111 pernit udp any
any eq 111 !--- This defines the ACL to select traffic.

class-map match-all udp_gos match access-group 111 /---
This defines the traffic class to police. policy-nmap
udp_policy class udp_qos !--- This defines the QoS
policy that attaches the policer to the traffic class.
pol i ce 1000000 2000 2000 conformaction transmt exceed-
action drop !--- This creates a per-interface aggregate
!--- policer and applies it to the traffic class.
interface G gabitEthernet2/8 switchport service-policy

i nput udp_policy !--- This applies the QoS policy to an
interface.

Microflow R ES R E K BEMEBEFERN , SENENREEKESLR Mt E TEN =G
RBEX#192.168.2.2 H# AVLAN 2H’J§1I,,.L%Bf’“§;zk1oo kbps. FTENRE192.168.2. 20 2 &
%&""5&2%500 kbpsHIR & E. VLAN 225/ HEfad/11F0fad/12:
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m s gos

!--- This enables QoS. access-list 1 permt 192.168.2.2
!--- This defines the access list to select traffic from
host 192.168.2.2. class-map match-all host_2_2 match




access-group 1 !/--- This defines the traffic class to

police. policy-map host class host_2_2 !/--- This defines
the QoS policy. police flow 100000 2000 conformaction
transmt exceed-action drop !--- This defines a

microflow policer. For the calculation of rate and !---
burst, refer to Calculate Parameters. police 500000 2000
2000 conformaction transnmit exceed-action drop /---
This defines the aggregate policer to limit !--- traffic
from the host to 500 kbps aggregate. interface fa4/ll

m s qos vl an-based interface fa4/12 ms qos vl an-based
!--- This configures interfaces in VLAN 2 for VLAN-based
QosS. interface vlan 2 service-policy input host !/---
This applies the QoS policy to VLAN 2.

LA &35 B 7R Supervisor Engine 72009 OB #I#088, ZABRESEINTE T KL 2 AHEEE8/6F/100
kbps EFFEEERENEH
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m s qos

!I--- This enables QoS. access-list 111 permt ip any any
!-——- This defines the ACL to select traffic. All IP
traffic is subject to policing. cl ass-map match- al

cl _out match access-group 111 !--- This defines the
traffic class to police. policy-map pol_out class cl_out
pol i ce 100000 3000 3000 conformaction transmt exceed-
action drop !--- This creates a policer and attaches it
to the traffic class. interface G gabitEthernet8/6 ip
address 3.3.3.3 255.255.255.0 service-policy output

pol _out !--- This attaches the policy to an interface.

LA & 5§ R Supervisor Engine 720V B A ERBAIEHIARE, REREINERNEAEEA
InternetfREE R AEH ASEHE1 Mbps. #internetREIFERENW RERKIEFH ABFERES
Mbps:
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m s gos

!--- This enables QoS. access-list 111 permt ip any any
!--- This defines the ACL to select user traffic. class-
map match-all cl_out match access-group 111 /--- This
defines the traffic class for policing. policy-map

pol _out class cl_out police flow mask src-only 1000000
32000 conformact transmt exceed-act drop

!--- Only the source IP address 1is considered for flow
creation !--- on interfaces with this policy attached.
interface gigabit 1/1 /--- 1/1 is the uplink toward the
users. service-policy input pol _out !--- Traffic comes
in from users, so the policy is attached !--- in the
input direction. class-map match-all cl_in match access-
group 111 policy-map pol _in class cl_in police flow mask
dest-only 5000000 32000 conformact transmt exceed-act
drop

!--—- Only the destination IP address 1is considered for
flow creation !--- on interfaces with this policy
attached. interface gigabit 1/2 !--- 1/2 is the uplink
to the Internet. service-policy input pol_in

EERES , IUEANUTHS



br at an# show mls qos

QS is enabled globally

M crofl ow policing is enabled globally

QoS gl obal counters:

Total packets: 10779

I P shortcut packets: O

Packets dropped by policing: 2110223

I P packets with TOS changed by policing: 0

I P packets with COS changed by policing: 0
Non- |1 P packets with COS changed by policing: 0

br at an# show mls gos ip gigabitethernet 2/8
[In] Policy map is udp_policy [CQut] Default.
QS Sunmary [IP]: (* - shared aggregates, Mdd - switch nodul e)

I nt Mod Dir Cass-map DSCP Agld Trust Fl1d AgForward- Pk AgPol i ced- Pk

G2/81 I'n udp_qgos 0 1* NoO 127451 2129602

br at an# show mls gos ip gigabitethernet 2/8
[In] Policy map is udp_policy [CQut] Default.
QS Sunmary [IP]: (* - shared aggregates, Mdd - switch nodul e)

I nt Mod Dir Cass-map DSCP Agld Trust Fl1d AgForward-Pk AgPoliced- Pk

G2/81 In udp_gos O 1* NoO 127755 2134670

i AFFNERIEMN T304 , ZERMNERTI/IN 75068, ERREFIZRE EF5068{E T I A FF
304fEH BB, BREWMAERLS17 Mbps , EEREZFRB1/MT7THRE. MRIREZNEEDN
ERa , ReRBRBEREELNL : 304 /(304 + 5068)= 0.057 , HA#M1/17, HRERKENETE
, IR FHE—EAMEE,

BRI AT ER , 55EHshow mis ip detail 5 % :

Ori on# show mls ip detail

I P Destination |IP Source Protocol L4 Ports VI an Xtag L3-protocol
-------------- D T e e e B B ..
192. 168. 3. 33192. 168. 2. 2udp555 / 5550 lip

192. 168. 3. 3192. 168. 2. 2udp63 / 630 lip

[NV QUT] Ports Encapsul ati on RW VI an RW MACSour ceRW MACDest i nat i onByt es

-------------- R e e S
Fa4/ 11 - ----ARPA3 0030. 7137. 1000 0000. 3333. 3333314548

Fa4/ 11 - ----ARPA3 0030. 7137. 1000 0000. 2222. 2222314824

Packet s Age  Last SeenQoS Pol i ce Count Threshol dLeak

------------ R e e S

6838 36  18:50:090x80 34619762*2"5 3*2"0

6844 36  18:50:090x80 34669562*2"5 3*2"0

Drop Bucket Use-Tbl Use-Enabl e

YES 1968 NONO
YES 1937 NONO

Eﬁ . Police @untﬁg$§1@ﬁﬁg§%ﬂ§ﬂ@§ﬁo

HEEA
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