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2.2 V238
2.2.1. MACHh it &
222 8HT

223 W T EMHhE

PR EHERR (R HI188-> FEX

7N X ER BA AN {a ¥ Catalyst 6500/68803 51| B B 332 A #8585 o 19 B Rl Sl B e 1T HUBE HERR
1. 5E2E&R

BRECAERSBREENREEARBNERET. UNTAGRRMER S EREE,

A EdCatalyst 6500/6880EN B Z AW ENBHZEARBN EHMER |, FHR .

Cisco CatalystBNEFZEABRAEARE
YL REETTREE—S 2 :



https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-6800ia-switch/white_paper_c11-728265.html?cachemode=refresh
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-6800ia-switch/white_paper_c11-728265.html?cachemode=refresh

V55 VLANLD:
AULC: DOOD.0000.0001

svi :10.0.0.1

Te1/0/s Co7,  Te2/0/5

Tel/of/6 ~  Te2/0f6
Po256




BE  MEFRNSRETEEREREFTETHECisco TACT M EEEE TET.

ERNETHERRNELS S , F51ECisco Catalyst 6500/688012#I85 ERUAE "service internal
(BEGS)  BE-LERE/TACEEDS

6880#configure terminal
6880(config)#service internal

RAYBFEXNTLHE (ABRBERLEN ) NEEDER :

6880#test platform software console fex <fex-id> enable timeout <minutes>



2. ERRERERMIE ( FEX > #1858 )

EAREGF , EROEENRHEA/FEX ( RIEMEERESS ) THE (ERIGI1/0/1HEH ) FREICisco
Catalyst 6500/6880F 512 Hlg8 , HP#HR T HREERTHEIRE,

2.1. FEX

EREFEXAONE(GI1/0MN) ELRBFRBERS , AIERUTHEE
211N EFTEE
ERERNGBERBELERNTEFEXLRBAR :

6880#show int gil01/1/0/1 | in packets input
101 packets input, 151894 bytes, 0 no buffer

6880#show counters interface gil01/1/0/1 delta | in InPackets|InUcastPkts|InMcastPkts
1. InPackets 104

3. InUcastPkts 102

4. InMcastPkts 2



AR RIBERET , FEXEHMACHEIE RIGIR B, RAMACE B EREEEGHIR L,

212 B TWE

MEZFERFEXHEERTUETE - SHBIENR , BITTUEFEX L EZEBESPANERE ( MUE
EFEXEE LHTERBER ) ., TEERIESPANE Wit EREISPANRIRHFEXHERE :

6880#attach fex 101

Attach FEX:101 1ip:192.168.1.101
Trying 192.168.1.101 ... Open
User Access Verification

Password: cisco

FEX-101>enable

Password: cisco

FEX-101#conf t

FEX-101(config)#monitor session 1 source interface gil/0/1
FEX-101(config)#monitor session 1 destination interface gil/0/2



LR E R E £ 7E6880 L LUEE S AR EH G HIEN ( BISPANEZRIE R ) WRAIFRE :

6880#configure terminal
6880(config)#monitor session 1 source interface gi101/1/0/1
6880(config)#monitor session 1 destination interface ¢gi101/1/0/2

EFEXLEEEROHER  FEXBESHEETENSER , MEFEXFEFIF2EHREARE
B ER e ERIENE, MREEESLEEERTHE (F2RE_@RG ) |, Bl
HISSE S ESETERNAER | MRRSIBEFEXCEEFEEFRNE , BITEEHER s, £H
A% , SPANE BY it 0] BUE AR B EEAR IR (FEX),

ETLUEBMERE N THREESS0 L HWERISPANST B2S REE,
BEEEFEX LA ESPANSSE-FIE S A0/ FTEES

6880#clear platform hardware capacity rewrite-engine counter
Clear rewrite-engine counter for both switches [confirm]

6880#sh platform hardware capacity rewrite-engine performance | in SPAN RX
1/5 0 0x210 SPAN RX O 0 0

1/5 0 0x211  SPAN RX 1 0 0

...

EIETEIEHI2R LS EMNVSPANERER-FTERERERNERBINBE. EADEFREE L#]ITE
® ZEETLBREBRIVSSHIE, (=6 : HRBE2/4EE5 ) .

<#root>

6880#clear platform hardware capacity rewrite-engine counter
Clear rewrite-engine counter for both switches [confirm]

6880#sh platform hardware capacity rewrite-engine performance | in SPAN RX
C.o>
2/5 0 0x211 SPAN RX 1 0 0
2/5 1 0x210 SPAN RX 0 0 0
2/5 1 0x211 SPAN RX 1 0 0
2/5 2 0x210
SPAN RX 0O
102
0



21.3. BRI EEMEFEX CPU,

ZohREHSPANER S ZERBENESEEBEIFEX CPU, FAlogfE AR MACLIEHS H M iNEI A
ONE (EARGED : Gi1/0/1) £, REiEfTdebugin SHEBELEERE, EEAHFWELE
FEXEMER TEZRRNEMEFHEEN

AR MRERTRES | ARG SERRHREIBRE EHCPURRARIBS.



AR NREFEFEARBAHEDR  FEESIERBNA R HETHRE. BiBE

178+ "session where switch-no recording to switch number(session)s , B AZ|# &R
MWE—AXEE (HlW, NHEgi2/0/1 , Kifa-noA2 ; NES/0/11 , Ri-noB5 , KILE
),

6880#attach fex 101

Attach FEX:101 1ip:192.168.1.101
Trying 192.168.1.101 ... Open
User Access Verification

Password: cisco

FEX-101>en

Password: cisco

FEX-101#conf t

FEX-101(config)#access-Tist 100 permit ip host 10.0.0.2 host 10.0.0.1 Tog
FEX-101(config)#access-Tist 100 permit ip any any

FEX-101(config)#int gil/0/1

FEX-101(config-if)#ip access-group 100 in

|

FEX-101#debug platform cpu-queues Tlogging-q



EXMERERNTE , EFASEMNE AFESKETE K BRHEKEFEREEAERIBEE (Hlm , &
FMEZMACHsHE, JRFBZIPHbut ), ERTEBMNABERSTHE

Jun 7 14:05:23.059: Pak recvd on LOGGING-Q: Local Port Fwding L3If: L2If:GigabitEthernetl/0/1 DI:Ox1E1
TPFFD:F3800001_000A400A_01A00076-00011E19_5F5F0000_00002001 (FEX-101)
(FEX-101)
Jun 7 14:05:23.059: Raw FEX packet Dump: (FEX-101)

Jun 7 14:05:23.059: 00 00 00 00 00 01 00 00 00 00 (FEX-101)
Jun 7 14:05:23.059: 00 02 08 00 45 00 00 64 04 D3 (FEX-101)
Jun 7 14:05:23.059: 00 00 FF 01 A2 C3 OA 00 00 02 (FEX-101D)
Jun 7 14:05:23.059: OA 00 00 01 08 00 42 9D 00 13 (FEX-101D)
Jun 7 14:05:23.062: 00 00 00 00 00 00 38 96 03 04 (FEX-101)

ERFEIMNRE , FETURE (ERNBAFFRHEND -BERS| , HhStIMSREENHEE
£, Te1/0/1FMTe1/022BRAIEBER L1THK ) .

FEX-101#show platform port-asic dest-map index Ox1E19
Ports: Tel/0/1 Stl Tel/0/2 St2

BEYIEREREBEDZEFISFEANRBEERE (HFEREBHTHT "show etherchannel
summary R ) , BEALGE, (HEBHEARIPHE , EEAFIPHERT , &
MACHziE )

FEX-101#show etherchannel load-balance
EtherChannel Load-Balancing Configuration:
src-dst-ip

EtherChannel Load-Balancing Addresses Used Per-Protocol:
Non-IP: Source XOR Destination MAC address
IPv4: Source XOR Destination IP address
IPv6: Source XOR Destination IP address
|
FEX-101#test etherchannel load-balance interface pol ip 10.0.0.2 10.0.0.1
Would select Tel/0/2 of Pol

EAZEH BN TEFEBYNTAG , U@ ANH. ATHEWRE 6 BRBUTHERE (BN
HGi1/0/1ERAVIF+1)

FEX-101#show platform fex ucast-entries
vif sw_idb portname GPN  handle res_index

1 0x5CAC278 GigabitEthernetl/0/1 1 0x5 0x30F0000



2.2 32 %85
HAOFERARE  ADEXSZeE—S$EERHEG , IS RENAEEHA,

i, BRIBFEF2APREN D, ERITEBNET1/0/28FRFEX, BT S —imEARAVERHIER
JTH , FAEALSGS

6880#show fex infra | in FEX UpTink]|FLGS
FLGS:
Tel/5/13, FLGS: Ox3F
FEX Uplink: Tel/0/1
Te2/5/13, FLGS: Ox1F
FEX Uplink: Tel/0/2

HEREERETe2/5/13 LEKK , LA BUETUTRE
2.2.1. MACHh 31t &

EEEFIE LRI ERTE , SETMACHUEE  WESEMEEMELZEFTEMACHH (EE
BT T RBEBESupervisorty — B R~ HI )

<ttroot>

6880#show mac address-table interface gil01/1/0/1
Legend: * - primary entry

age - seconds since Tlast seen

n/a - not available

S - secure entry

R - router's gateway mac address entry

D - Duplicate mac address entry
Displaying entries from active supervisor:

vlan mac address type Tlearn age ports

10 0000. 0000. 0002

dynamic Yes 10

G 101/1/0/1

...

222 BN TWE

WMEE2 1. 28R |, ERHR L ENIHENRESRNUTT ¢



6880#configure terminal
6880(config)#monitor session 1 source interface gil101/1/0/1
6880(config)#monitor session 1 destination interface gi101/1/0/2

MREMBEEENELTR | AIRABENECE KD REFEXEETZHI2R,
BR T BRESPANERFEER 2 5h , B LARRE RS S , UERH T HEIE ASERETE :

6880(config)#monitor session 1 type capture
6880 (config-mon-capture)#source interface gi101/1/0/1
|
6880#monitor capture start
%SPAN-SW1-5-PKTCAP_START: Packet capture session 1 started
6880#show monitor capture buffer
1 IP: s=10.0.0.2 , d=10.0.0.1, Ten 100

2 IP: s=10.0.0.2 , d=10.0.0.1, len 100

3 IP: 5=10.0.0.2 , d=10.0.0.1, len 100
4  IP: s=10.0.0.2 , d=10.0.0.1, len 100
...

REAWNENFEES  F26R  RRHESD

223N TEME

f£Catalyst 6500/6880F% %1 L | REAZ @ HEE(Internal Packet Capture) Al 12 {12 Hl 25 ¥ @ PR
BRI IEERENIE — SRR,


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/mpa.html

2t - BEE¥6500/SUP2THI68808 XMMVELAMBYEEMIEEA |, 552 B % Supervisor5|Z2TH
Catalyst 6500 R 5l R Y EL AMIB 2

EREERCR  MEENENRR (B, REEEREOERVIFHRTERNFEXTHEH ) , AREH%
ERamE,

EAREIG | ERAVSSHE LRI ERS

E-REAR,

6880#remote login standby

Trying Switch ...

Entering CONSOLE for Switch

Type "ACACAC" to end this session
User Access Verification
Password:

6880-sdby#Ae

Standby console enabled


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html

HATELAM :

6880-sdby#show platform capture elam asic eureka slot 5

Assigned asic_desc=eu50

6880-sdby#show platform capture elam trigger master eu50 dbus dbi ingress ipv4 if ip_sa = 10.0.0.2
6880-sdby#show platform capture elam start

cap_commands: Default ELAM RBI PB1 added to Tist

EER TR EMEXRI FEA OEHES| 2 ( ERMHUERHIP Bchassis-2 EHeu50 ) , ASERHE
I EENE KL & (&colon) ;

<tfroot>

6880-sdby#sh platform capture elam status
ELAM Mode: Tocal
ID# Role ASIC Slot Inst Ver ELAM Status

eus50 M EUREKA 5 0 1.3 DBI_ING

Capt ure Conpl et ed

eu50 s EUREKA 5 0 1.3 RBI_PB1

Capt ure Conpl et ed

eu50 DBI_ING FORMAT=IP L3_PROTOCOL=IPV4 IP_SA = 10.0.0.2

eu50 RBI_PB1 TRIG=1

!

6880-sdby#show platform capture elam data | in IP_SA|IP_DA|SMAC|DMAC|SRC_INDEX|DEST_INDEX]|data
DBUS data&colon;

(9]
3
;%
-
L
I

0x2000 [ Po101[ Tel/ 5/ 13, Te2/ 5/ 13], G 101/ 1/ 0/ 1]

DEST_INDEX ... iiiiiiiiiiiinnenns [19] = OxC [Tel/1/13]
DMAC e e = 0000.0000.0001
SMAC . e = 0000.0000.0002
IP_SA e = 10.0.0.2

IP_DA e = 10.0.0.1

RBUS data&colon;

DEST INDEX ..o, [19] = 0x380 [ Switch/ Router]

BiFEERE , FEX#Gi101/1/0/1 ( DBUS SRC_INDEX##{ ) £EZWKEIEEMAC/IPHL ( 2NE]
iR ) WERE , WEBEFRELREBNPOI0ISEERREFIEE. REMULERNTERIIVSS
CPU ( RBUS DEST_INDEX##1 ) o



& VIFFIRRS| 2 EWEHMBEVNTAGEESR TRAE B URE (ZEEEERT , VIF=1H
REFEXEREGI1/0/M1EEEREE ; ETRERK A2, BB RERERARE) -

6880#test platform software switch virtual vntag_mgr vif-map vif 1 detail
VIF INFO:

VIF# 1

Type UNICAST VIF

LTL# 2000

OperStatus # 2

BRI EDERR ( #22%I28-> FEX)

RET AR RIZFIZRCisco Catalyst 6500/68803% 5 A O #E5 5| BRI BNRHE A /FEX ( RELEFEIRRE SR
) TEHBNERTR.



3.1.32 %185
311 ERaEE

#HETE Catalyst 6500/6880 X R B INERER T , EARES EZHFREM/VSSIBHE R E
o BEFZETEI T ( SPANEXRERSE ) . NFERBEELTIENFEEN A F2H -

SPAN, RSPANFIERSPAN

3120 TEMME

ATHRESEXERINREEESREBEEINERETRVIFEBFRNFEX , ERFHF LAAOER
5| (HRECERENENNENER|ZE ) JTENIHE.

B RI¥6500/SUP2TLA K 6880 MMIELAMBIEEMEEA |, 3355 -

£ F Supervisor5| 22T ELAMHAJ Catalyst 6500 % 5l 35 2 #iB 1

EARGIH  ERBEMMELAMEE, (EENERBECPUR , EEESF[FMEA "shim, BT ;¥
RE@RE , TERALERT ) -

6880#show platform capture elam asic eureka slot 5

6880#show platform capture elam trigger master eu50 dbus dbi ingress shim ipv4 if ip_sa = 10.0.0.1 ip_d
6880#sh platform capture elam start

6880#sh platform capture elam status

ELAM Mode: Tocal

ID# Role ASIC STot 1Inst Ver ELAM Status

euso M  EUREKA 5 0 1.3 DBIING  Capture Completed

eu50 s EUREKA 5 0 1.3 RBI_PB1 Capture Completed

ID# ELAM Trigger

;;;6_ ééi:i&;__ ;6éég%;6;;ERS SHIM_ETYPE=E8_SHIM_ETYPE ETYPE=IPV4_ETYPE IP_SA = 10.0

eu50 RBI_PB1 TRIG=1

LT REMAVER

<ttroot>

6880#show platform capture elam data | in IP_SA|IP_DA|SMAC|DMAC|SRC_INDEX|DEST_INDEX]|data
DBUS data&colon;

SRCINDEX . \vveeiie i [19] = 0x380 [ Switch/ Router, Po255[ Te2/ 5/ 1, Te2/ 5/ 5, Te2/ 5/ 6] ]
DEST_INDEX & 'uvvvevinneeennnnnnns [19] = Ox0 [Tel/1/1]

] = 0000.0000.0002

] = 0000.0000.0001

IP_SA ettt e = 10.0.0.1

IP_DA ettt e = 10.0.0.2

IP_DATA [224]


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/15-0SY/configuration/guide/15_0_sy_swcg/span_rspan_erspan.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/15-0SY/configuration/guide/15_0_sy_swcg/span_rspan_erspan.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/15-0SY/configuration/guide/15_0_sy_swcg/span_rspan_erspan.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
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https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/116644-technote-product-00.html

RBUS data&colon;

DEST INDEX .. ooveeeeeeeeeen. [19] = 0x2000 [Pol01[ Tel/5/ 13, Te2/5/13], G 101/ 1/ 0/ 1]

RECPUEIE ¥2 ( DBUS SRC_INDEXRY R #iH/BR HBRIRE ) , BEIRRRIEBPo101 (ERE
HSREFEXMIRBE ) BXEHT , AREBEB FEX101J:E’Jf|\EG|1/O/11§

FEAHIPERAVIFRBI AR T AEBR TETRE , HPLTLERBRBUSHDEST_INDEXH#L

6880#test platform software switch virtual vntag_mgr vif-map 1t1 0x2000 detail
VIF INFO:

VIF# 1

Type UNICAST VIF

LTL# 2000

OperStatus # 2

K A= Hes LAV B A E Rport-channel , FTUA T AETIE L R EE K 2 WEY B,

6880#show etherchannel load-balance
EtherChannel Load-Balancing Configuration:
src-dst-ip enhanced
mpls label-ip

EtherChannel Load-Balancing Mode on FEX Modules:
src-dst-ip

EtherChannel Load-Balancing Addresses Used Per-Protocol:
Non-IP: Source XOR Destination MAC address

IPv4: Source XOR Destination IP address

IPv6: Source XOR Destination IP address

MPLS: Label or IP
!
6880#test etherchannel load-balance interface pol0l1l ip 10.0.0.1 10.0.0.2
Computed RBH: 0x3
Would select Tel/5/13 of PolO1l

3.2. FEX

HRRESR[WIERNTHYEEAIFEXETENENER , BFEXETHELERN 5 EREE2E 9+
MMAW A EERE, RN -ZRE21.3 - EREEEREIFEX CPUER,

3.2.1.EXEEEM@EFEX CPU,

BEWHENFMARN , F2E2.1.34

EARGF A7 HEREHSRBRNERS , KEEEFEXETER ( RN ERADBERSE |, B
HEACLKYINZIEE A E , 05E3.1.28F0R )



6880#attach fex 101

Attach FEX:101 ip:192.168.1.101
Trying 192.168.1.101 ... Open
User Access Verification

Password: cisco

FEX-101>en

Password: cisco

FEX-101#conf t

Enter configuration commands, one per line. End with CNTL/Z.
FEX-101(config)#access-Tist 100 permit ip host 10.0.0.1 host 10.0.0.2 Tog
FEX-101(config)#access-Tist 100 permit ip any any
FEX-101(config)#int tel/0/1

FEX-101(config-if)#ip access-group 100 in
FEX-101(config-if)#int tel/0/2

FEX-101(config-if)#ip access-group 100 in

FEX-101#debug platform cpu-queues logging-q

debug platform cpu-queue Togging-q debugging is on

AR MRFEERZEAGMMESR | BIEERE IR HISRM LITREIRA R BT



. EBIETH S "session where switch-no recording to switch number(session); , &

AFHBFNE — A3 (Hln , NEgi2/0/1 , switch-noB2 , STTE5/0/11 , switch-no&
5,%%),

EREEHRNERNIRDEEFIFEXE , R BFRERUATER :

<ffroot>

Pak recvd on LOGGING-Q: Local Port Fwding L3If: L2If:TenGigabitEthernetl/0/1 DI:0x1F2A, LT:0, Vlan:10
TPFFD:F38001C8_000A400A_01A00080-00011F2A_F5F50000_00002BFD

Jun 7 15:37:24.482: Raw FEX packet Dump:
Jun 7 15:37:24.482: 00 00 00 00 00 02 00 OO 0O 00
Jun 7 15:37:24.482: 00 01 89 26 8

0 01

0B FD 81 00

Jun 15:37:24.482: 00 OA 08 00 45 00 00 64 76 87
Jun 15:37:24.482: 00 00 FF 01 31 OF OA 00 00 01
Jun 15:37:24.482: 0OA 00 00 02 08 00 A9 FF 00 12

N NN

121y ( REBEN T AEVHEERNREZAOREPSRUNTAGERSKR ) BHERIENIB S H
BENERVIFE, WE (EXANR ) EFEXELHWERHE-SEBHSR,

R AREERLE  EREEEBVIF (FSHE22 38 P ABVNTACERENRY ) .

FEX-101#sh platform fex ucast-entries

vif  sw_idb portname GPN handle res_index
1 0x5CAC278 GigabitEthernetl/0/1 1 0x5 0x30F0000
2 Ox5CAE2E0  GigabitEthernetl/0/2 2 0x6 0x30F0000
...

s

1)EESEABVIFNE O ESE,

<ffroot>

FEX-101#sh platform fex mcast-entries

...)
Entry : 2
Mcast VIF = 3072 : destid = 0x23DF : handle = 0x37 : result_index = 0x4D

DestId 23DF details with GPN Tist
index next flags cmi #GPN GPN
0x23DF OxFFFF 0x00 0x0000



3 1 2 464

EARBIF , BRVIF=3072 , BE T =Q)EAEFAMGPNMRA L ONE : 1. 2%464, R THIE
LRIMCGPNEREIRSWENT , TAERANT @S

<tfroot>

FEX-101#show platform pm if-numbers
interface gid gpn T1pn port slot unit sTun port-type Tpn-idb gpn-idb

g1l/o/1

1
1

1 0/2 1 1 1 Tocal Yes Yes
ag1/o/2

2
2

2 0/1 1 2 2 Tocal Yes Yes
...
Po2

464
464
0 16/0 9 2 2 Jocal No No

E Loy B RS B EVIFSA30725 RN E R BB R BN E : Gi1/0/1. Gi1/0/2FPort-

channel 2,

4. HE

MRFEEEEANEMRE , ELa T HERESLEITRTACRESIREME

6880#show tech-support

6880#show tech-support fex infra
6880#attach fex <fex-id>
Password: cisco

FEX-101>en

Password: cisco

FEX-101#show tech-support



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



