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SVI VLAN 2455
10.24 553
SV1 VLAN 2481
10.24.81.3
Twe 1/0/1 Twe 1/0/1 Twe 1/0/19 Gig 11071
Ce300-1 MXC.9500-01 28300-2
Service-peer
L2 VLAN 2455
Twe 1/0/12 Twe Gig 1/0/2
Access VLAN 2455 Access WLAN 2481
sl | |
querier
S— & S—, &
HOST-2455 HOST-2481
IP address: 10.24.55.12 IP address: 10.24.81.11
SDGRE LHEE

1. 2 FBRFAMDNSHEE,

Service-peer

L2 VLAN 2455
10.24.81.5

mDNS
responder



EE : f%Cisco I0S XE 17.9.188% , LA ESDGREREEHMEEMNE, FERES
ARR, EHERXT , —BRZIIRERFENES , BRBERTEEHEEZ1VNERE, 5
—EEAREREER  FUHERXT , EERKRRUIEARTELEE, REEARER
#ICisco 10S XEMRA N BZ I8 2k B iR ik Y &= 7

mdns-sd gateway

active-query timer 1 <----- Optionally enable Active querying to discover mDNS responders that might
qgquery-response mode on-demand <----- Sets the response mode to on-demand instead of the default rec

2. BNV EBIRER

BEZRREFHVIANBREIRAFEZMLEBRER. HEBEIBTRT , EREVLAN 2455M2481:2 ]
EITRBEEH , UERELEVLANE INE L EBEERLOCAL-PROXY.,

mdns-sd Tocation-filter LOCAL-PROXY



match location-group default vlan 2481
match location-group default vlan 2455

3. B RFTATEE RV A KRB E,

AR HMRB R AT RBESBR2PERNVEIRBRREB. VLANERIEHE
Eae,

<#froot>

mdns-sd service-1list LOCAL-AREA-SERVICES-IN IN
match airplay

match apple-tv
|

mdns-sd service-1list LOCAL-AREA-SERVICES-OUT OUT
match airplay

| ocation-filter LOCAL-PROXY



match apple-tv

location-filter LOCAL-PROXY

4. B2 ARF R uE I B EH S BRS R B M RY BR 5B B

mdns-sd service-policy LOCAL-AREA-SERVICE-POLICY
service-1ist LOCAL-AREA-SERVICES-IN IN
service-1ist LOCAL-AREA-SERVICES-OUT OUT

5 EREBEAVLAN ERUAEREMDNSHER.

<ffroot>

vlan configuration 2455
mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY

source-interface Vlan2455 <---- This 1is the source IP address that mDNS packets are
!

vl an configuration 2481

mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY
source-interface V1an2481 <---- This is the source IP address that mDNS packets are

% B 185k A B i 7R B
miE



SVIVLAN 10
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SV1 VILAN 2455
5DG 10.24.55.3
SVI VLAN 2481
10.24.81.3

Twe 1 Twe 1/0/1 Twe 1/0/19 Big-1an
Service-peer Co300-1 Co300-2 Service-peer
SV VLAN 10 SV VLAN 10
10111 10115
SVI VLAMN 2455 SVI VLAN 2455
e Twe 1/0/12 Twe Gig 1/02 W24 815
Access VLAN 2455 Access VLAN 2481
culll | [
querier responder
4 g
HOST-2455 HOST-2481
IP address: 10.24.55.12 IP address: 10.24.21.11
SDGHRE LMEE
1. 2 RBUAMDNSHEE.
mdns-sd gateway
source-interface vlanl0 <----- This is the IP source that the SDG Agent are going to be use to establ

2. BV EBIRAR

BEZRREFHVIANBRBERHAFZVEBRR, FEEIFRAT , EREVLAN 2455M12481,2 [
HEITIRIERE , UERIELVLANE INE {2 BB BEELOCAL-PROXY,

mdns-sd location-filter LOCAL-PROXY
match location-group default vlan 2481
match location-group default vlan 2455

3. BN AFTFRE RISV I A i KRB E,



AR MU RBREPAFFNRERSE2DERNVERRBRER. VLANBRYEEHE
Ehae,

<#froot>

mdns-sd service-1ist LOCAL-AREA-SERVICES-IN IN
match airplay

match apple-tv
|

mdns-sd service-1list LOCAL-AREA-SERVICES-OUT OUT
match airplay

| ocation-filter LOCAL-PROXY

match apple-tv

| ocation-filter LOCAL-PROXY



4. 2 31 AR5 SR Bk 3 BB S BR3P 2 M RV BR ISR

mdns-sd service-policy LOCAL-AREA-SERVICE-POLICY
service-1list LOCAL-AREA-SERVICES-IN IN
service-1ist LOCAL-AREA-SERVICES-OUT OUT

5. E R EBAYVLAN LR EREMDNSHIE

<#root>
vl an configuration 2455
mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY
!
vl an configuration 2481

mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY

6. BB BRI S RE A AR A IR IS F 88 2 R IR A B E o
FERR BT RIER B NS EREHSFRIP,

mdns-sd service-peer group

peer-group 1

service-policy LOCAL-AREA-SERVICE-POLICY
service-peer 10.1.1.1 Tlocation-group default
service-peer 10.1.1.5 Tlocation-group default

7. ER M PR F R EmMDNS{E{E,

HREFTRLFN , BRBREERAOZHOFHEMMDNSERZ,

, FTERMES lJmDNSiT@ , MEBCPHE,

int range twl/0/1, twl/0/19
mdns-sd trust

RFHEE EEE



1. £ RRAAMDNSHERI I AL B AR H FE

<{froot>

mdns-sd gateway
active-query timer 1
mode

servi ce- peer

sdg-agent 10.1.1.3 <------ IP address of the SDG Agent

2. BNV EBIRER

BEZRRBEFHVIANBRBERAFZMVEBRR, HEREIFRT , EREVLAN 2455M12481:2 ]
HEITIRISEEH , ERELVLANE INE v E1BEERLOCAL-PROXY,

mdns-sd location-filter LOCAL-PROXY
match location-group default vlan 2481
match location-group default vlan 2455

3. BN AFTFTRE RISV A i KRB E,

<#froot>

mdns-sd service-1list LOCAL-AREA-SERVICES-IN IN
match airplay

match apple-tv
|

mdns-sd service-1list LOCAL-AREA-SERVICES-OUT OUT
match airplay

location-filter LOCAL-PROXY

match apple-tv

location-filter LOCAL-PROXY

4. 7 31 AR 75 SR mE I BB S BR3P I M MY BR TSR B

mdns-sd service-policy LOCAL-AREA-SERVICE-POLICY
service-1list LOCAL-AREA-SERVICES-IN IN
service-1ist LOCAL-AREA-SERVICES-OUT OUT



5. E R EBAIVLAN E B A EEMDNSHEEL,
HRREEER10.1.1.1

<{froot>

vl an configuration 2455

mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY

HRRHEEL10.1.1.5

<ffroot>

vl an configuration 2481

mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY

6. FE XM MR L EmDNSIE1E,

HEEFRLFEN , BEEBRERAORHAOPHNEMMDNSER L, ERRAEELEREL
, TEHEHPEEEMDNSHE , MEBCPHE.

BHRRFEERE10.1.1.1

int range twl/0/1
mdns-sd trust

HRIRISHE810.1.1.5

int range Gigl/0/1
mdns-sd trust

5E 2 TF R
B ER A B

1. R SDGREBEIE/HEWMDNSEH .,



<ffroot>

C9500#show

mins-sd statistics vlan <vlan/interface> | i nDNS| send|received

mDNS Statistics

mDNS packets sent : 5 <---Validate that this number increments in multiple readings.
mDNS packets rate Timited : 0
mDNS packets received : 3 <---mDNS queries received and processed by the SDG Agent.

advertisements received
gqueries received
IPv4 received :
IPv4 advertisements received :
IPv4 queries received
IPv6 received :
IPv6 advertisements received :
IPv6 queries received
mDNS packets dropped

OO OO WO WwWwOo

2. BRFSDG AgentfE EMDNSIREN R 2B HHE,

<#root>
C9500#show

nmdns-sd cache

mDNS CACHE
[<NAME>] [<TYPE>] [<TTL>/Remaining] [Vlan-Id/If-name] [Mac
CXLabs-W10.7ocal A 4500/3717 31 0050.56b3.d162
CXLabs-W10.7ocal A 4500/4224 30 0050.56b3.e409
_airplay._tcp.local PTR 4500/4472 31 0050.56b3.d162
test3l._airplay._tcp.local SRV 4500/4472 2481 0050.56b3.d16
test3l._airplay._tcp.local TXT 4500/4472 2481 0050.56b3.d16
CXLabs-W10-3.Tocal A 4500/4472 31 0050.56b3.d162

3. BRE CEEmDNSAR IS EAMRYVLAN LA A 7 R %5 SR B o

<tfroot>

C9500#

show ndns-sd service-policy association vlan

========== VLAN policy association =============

VLAN Service-policy
1 LOCAL-AREA-POLICY
2481 LOCAL-AREA-POLICY

2455 LOCAL-AREA-POLICY



4. BREMDNSIREUARTS, EfRMEERETEEES,

<#froot>
C9500#

show midns-sd statistics cache all

mDNS cache statistics :

Number of service types : 1

Number of records of type PTR : 1
Number of records of type SRV : 1
Number of records of type A : 3
Number of records of type AAAA : 0O
Number of records of type TXT : 1

Top service types by instances :
Service type : (count of service instances)
_mirrorp2s._tcp.local : 1 <-—-———- Verify the service is display.

Top advertisers of record :

MAC Address : (count of records)

0050.56b3.d162 : 5

0050.56b3.e409 : 1 <------- Verify that interested MACs are mDNS Querier/Responder displays.

3

5. MREMRMAEFERE , RIEZEKMDNSERE , W AR BEAMDNSERE S RIMSDGRE | 3
BRI KA RRZBBERTES.

<tfroot>

C9500#

show nmdns-sd service-list

Name Type Service Msg-Type
LOCAL-AREA-SERVICES-IN IN all any
default-mdns-in-service-T1ist IN apple-airprint any
IN apple-remote-login any

IN apple-screen-share any

IN apple-tv any

IN apple-windows-fileshare any

IN google-chromecast any

IN google-expeditions any

IN homesharing any

IN multifunction-printer any

IN printer-ipps any

LOCAL-AREA-SERVICES-0OUT ouT all any
default-mdns-out-service-1ist ouT apple-airprint any
ouT apple-remote-login any

ouT apple-screen-share any

ouT apple-tv any

ouT apple-windows-fileshare any

ouT google-chromecast any



ouT google-expeditions any
ouT homesharing any
ouT multifunction-printer any

6. EBFR REEMDNSHIE,

debug mdns all

ZE R
BREREESEANSDGRE LHMDNSE S

1. RERBEUERANSDCRE (RIFERTILR ) cHREFHEBCPEE,
ERBHSEL

<#root>
C9500#
show mdns-sd sp-sdg statistics | i Keep| Message

Messages sent:

Keep-Alive 1 69439 <---- Validate that this number increments in multiple readings
Messages received:
Keep-Alive Response 1 69420 <---- Validate that this number increments in multiple readings
C9300-2#
show udp | i Proto] 10991
Proto Remote Port Local Port In Out Stat TTY OutputIF
17 --Tisten-- --any-- 10991 O 0 2001221 O
17(v6) --Tlisten-- --any-- 10991 0 0 2020221 0
ESDGRERER L :
<#froot>
C9500#
show ndns-sd sp-sdg statistics | i Keep| Message

Messages received:

Keep-Alive : 138901 <---- Validate that this number increments in multiple readings
Messages sent:

Keep-Alive Response : 138901 <---- Validate that this number increments in multiple readings



C9500#

show ndns-sd sdg servi ce-peer summary

Service-Peer/Port

Cache-Sync

Sent

Time

Uptime

Record Cou

10.1.1.5/10991
10.1.1.1/10991

2. R HERAEEmMDNSIREIF EEE S,
MBEMDNSIRENF AR , FEESIMDNSEESENNEPETERDHE , WEHH

EEEEERHMDNSES.,

<#root>
C9500#

sh mdns cache

124
360

Sep 5 15:24:03 2023
Sep 5 15:32:03 2023

mDNS CACHE

62 Hrs 15 Mins 0
180 Hrs 7 Mins 0

Lu 5
ﬁg‘ =5

[<NAME>]

_airplay._tcp.local
PC-vlan2481._airplay._tcp.
CXLabs-WIN10.local

PC-vlan2481._airplay._tcp.

local

local

3. MERBHEEEEERFTRFEDEM,

SE R H F 8 S ERBE SR ESDCRIEEIA]

<#root>
C9300-2#
sh nmdns sumary

Global mDNS Gateway

mDNS Gateway
Rate Limit
AirPrint Helper
Mode

SDG Agent IP
Source Interface

: Enabled

: 60 PPS (default)
: Disabled

: Service-Peer

: 10.1.1.3

: V110

[<TYPE>] [<TTL>/Remaining] [Vlan-Id/If-name]

PTR

SRV

TXT

4500/4500
4500/4500
4500/4500

4500/4500

&H. FERE/OW,

SDG Agent configured

2481

2481

2481

2481

0050.56b3.

0050.56b3.

0050.56b3.

0050.56b3.

[Mac

e9c2
e9c2
e9c2

e9c2



ANY Query Forward : Disabled
Next Advertisement to SDG : 00:00:12

Next Query to SDG : 00:00:12

Active Response Timer : Disabled

Active Query Timer : Enabled 1 Minutes
mDNS Query Type : PTR only

Service Enumeration period : Default

SSO : Inactive

C9300-2#

show ndns-sd servi ce-peer statistics

mDNS Packet statistics:

Packets received from client : 11560
Queries : 281
IPv4 ;281
IPv6 : 0
Advertisements : 11279
IPv4 : 11279
IPv6 : 0
Packets sent to client 1 23939
Advertisements 1 6
IPv4 : 6
IPv6 : 0
Queries 1 23933
IPv4 1 23933
IPv6 : 0
Packets sent to SDG : 110
Queries 1 92
Advertisements : 18
Packets received from SDG : 0
C9300-2#

show nidns-sd sp-sdg statistics

One min, 5 mins, 1 hour

Average Input rate (pps) : 0,

Average Output rate (pps) : 0,
Messages sent:
Query 92
ANY query : 0
Advertisements ;18
Advertisement Withdraw : 15
Interface down : 0
Vlan down : 0
Service-peer cache clear : 2
Resync response : 365
Srvc Discovery response : 0
Keep-Alive : 71056
Messages received:
Query response : 0
ANY Query response : 0
Cache-sync 1 395
Get service-instance : 0
Srvc Discovery request : 0

Keep-Alive Response : 71037

0,
0,

0
0

Time Teft for sending next advertisement to SDG Ag

<---- Validate that this number incremen
<---- Validate that this number increment
<---- Validate that this number incremen



4. BRFESDG AgentfE EmDNSIRER R 2B B #E

<{froot>
C9500#

show mdns cache

mDNS CACHE

[<NAME>]

_airplay._tcp.local
PC-v1an2481._airplay._tcp.Tlocal
CXLabs-WIN10.7ocal

PC-v1an2481._airplay._tcp.Tlocal

[<TYPE>] [<TTL>/Remaining] [Vlan-Id/If-name]

PTR 4500/4500
SRV 4500/4500
A 4500/4500
TXT 4500/4500

2481

2481

2481

2481

0050.56b3.

0050.56b3.

0050.56b3.

0050.56b3.

[Mac

e9c2
e9c2
e9c2

e9c2

5. BB AR REEMDNSHE.

debug mdns all

BEREHEEMSDGRE LHMDNSEH

1. BT R H FREEMDNS query-db P BREEFEM.
WRFEMDNS query-dbH R # I , FEERIMDNSEHRN N EPETERIHE | LRIFK IR

=R EEEEEMAMDNSEM,

<{froot>
C9300-1#

show ndns query-db

PTR Name: _airplay._tcp.local
0050.56b3.2ecl 2455 Default

none



2. BRBHEHSENSDCRE (RIFERKMR ) <cBREFEBCPERR,

<#root>
C9300-1#
show ndns sp-sdg statistics | i Keep| Message

Messages sent:

Keep-Alive 1 71232 <---- Validate that this number increments in multiple readin
Messages received:

Keep-Alive Response 1 71218 <---- Validate that this number increments in multiple readi
C9300-1#
show udp | i Proto| 10991
Proto Remote Port Local Port In Out Stat TTY OutputIF

17 --Tisten-- --any-- 10991 0 0 2001221 O

17(v6) --Tisten-- --any-- 10991 0 0 2020221 O

3. RBEZENREHEEHTHEREEM, A, WBINWEHEEHLEIEM,
B 7 ¥ & 88 = — {Eservice-query-timer# A EHEEX FISDGRE, FEREA15H,

<tfroot>
C9300-1#

show mdns-sd sp-sdg statistics

One min, 5 mins, 1 hour

Average Input rate (pps) : 0, 0, 0
Average Output rate (pps) : 0, 0, 0
Messages sent:

Query 608 <---- Validate that this number increments in multiple reading

ANY query 0

Advertisements 2

Advertisement Withdraw 0

Interface down : 0

Vlan down : 0

Service-peer cache clear )

Resync response 0

Srvc Discovery response 0

Keep-Alive 7
Messages received:

Query response : 178 <---- Validate that this number increments in multiple readin
ANY Query response : 0

Cache-sync 1 395

Get service-instance : 0

Srvc Discovery request : 0

Keep-Alive Response 1 71178



4. BESDCGREERARBEEBEREFERAEE.

C9500#show mdns sp-sdg statistics

One min, 5 mins, 1 hour

Average Input rate (pps) 0, 0, 0
Average Output rate (pps) : 0, 0, 0

Messages received:

Query : 704

ANY query : 0

Advertisements : 19

Advertisement Withdraw : 15

Interface down : 0

Vlan down : 0

Service-peer cache clear : 8

Resync response : 366

Srvc Discovery response : 0

Keep-Alive 1 142377
Messages sent:

Query response ;191 <---- Validate that this number increments in multiple re
ANY Query response : 0

Cache-sync 791

Get service-instance : 0

Srvc Discovery request : 0

Keep-Alive Response 1 142377

5. BB AFREEMDNSHE.

debug mdns all

AR ESEBRR o

show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show

show

running-config mdns-sd

mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd
mdns-sd

summary

service-policy association vlan
service-policy association role

statistics
statistics
cache all
query-db
statistics

all
debug

cache all

service-peer statistics
sp-sdg statistics
sdg service-peer summary

controller
controller
controller
controller

summary
detail
statistics
export-summary

tech-support mdns-sd



debug mdns-sd all
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-9/configuration_guide/bonjour/b_179_bonjour_9500_cg/configuring_local_area_bonjour_in_unicast_mode.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-9/configuration_guide/bonjour/b_179_bonjour_9500_cg/configuring_local_area_bonjour_in_unicast_mode.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-9/configuration_guide/bonjour/b_179_bonjour_9500_cg/configuring_local_area_bonjour_in_unicast_mode.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-9/configuration_guide/bonjour/b_179_bonjour_9500_cg/configuring_local_area_bonjour_in_unicast_mode.html
https://www.cisco.com/c/en/us/support/index.html
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