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+ C9400
+ C9600

ANFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERREHER (HEKR
) BAEREREE ., MRIEHEEREFT , FREARCERAEAES TRERNTE,
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EEHRDHCPHIER | LARR —LH@ET , UERLBEORR, R E WRRENEE
TRELEREAGINEE,
RIBELAE | TR — LR ERHMBREHER,
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EWSRD  TRMEEZUABYDHCPERE , HFMEBS,
SB 1 RRENHEE,

- BEFFimMNEEDHCPRMRAZAN T —BkEREFAMERN N H.
- BEXZFENVLAN,

T EERUTHE , HPERFICI300RHHVLAN 10 Y 7T E Gigabitethernet1/0/128 & F i
|\LIBIBDHCPERUPH# it , DHCPRIBRES tHiEAREIVLAN 10 LK ST E Gigabitethernet1/0/1,

1/0/1 | | i [ ]
Gi1/on2z *_-:- Git/on =
— VLAN 10 |-'I— | VILAN 10 —
DHCP client L2 Switch DHCP sarver

BRI B2 BB E iR,



RT WREEFEZERENVLAN , FEE—ERTFREITHREELR.

SR 2BEE2ERR

« RAVLANMEE Y I M R EARRE,

<ffroot>

c9300#show vlan brief

VLAN Name Status Ports

1 default active Gi1i/o/2, Gi1/o0/3, Gi1/o0/4, Gii/0/5, Gil/0/6, Gil/0/7
Gii/o/8, Gi1/o0/9, Gil/0/10, Gil/0/11, Gil/0/13



Gi1l/o/14, Gi1/0/15, Gil/0/16, Gil/0/17, Gil/0/18
Gi1/o0/19, Gi1/0/20, Gil/0/21, Gil1/0/22, Gil/0/23

Gil/0/24

10 users active G 1/0/12

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

. BAEAOMEONELARZFVLAN,

<#root>

interface GigabitEthernetl/0/12

description Client Port

swi tchport access vlan 10

switchport mode access

interface GigabitEthernetl/0/1

description DHCP SERVER

swi tchport node trunk

<#root>

c9300#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gil/0/1 on 802.1q trunking 1
Port Vlans allowed on trunk
Gil/0/1 1-4094

Port Vlans allowed and active in management domain
Gil/0/1 1,

10

Por t VI ans in spanning tree forwardi ng state and not pruned
G1/0/1 1,10

o RWALAEERNVLANPEAZE FisfIMACHE L,



c9300-01#show mac address interface gil/0/12
Mac Address Table

10 7018.a7e8.4f46 DYNAMIC Gil/0/12

- MREHREEDHCPEE A FRAGSIENHEHRELER,
TR IBEARBMEEREFIRE L RFIDHCPEIRER S,

- BULERBRARNERNSHEEPC)TE,
- EEBBDHCPERIE , FBEEACL,

c9300(config)#ip access-list extended DHCP
c9300(config-ext-nacl)#permit udp any any eq 68
c9300(config-ext-nacl)#permit udp any any eq 67
c9300(config-ext-nacl)#end

c9300#show access-1ists DHCP
Extended IP access 1ist DHCP
10 permit udp any any eq bootpc
20 permit udp any any eq bootps

- EEFRELREIRBARTEANENTHE,

c9300#monitor capture cap interface GigabitEthernetl/0/12 in access-1ist DHCP
c9300#monitor capture cap start
Started capture point : cap

c9300#monitor capture cap stop

Capture statistics collected at software:
Capture duration - 66 seconds
Packets received - 5
Packets dropped - 0
Packets oversized - 0

Bytes dropped in asic - 0

Stopped capture point : cap

- BERENAR,

c9300#show noni tor capture cap buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1  0.000000 0.0.0.0 -> 255.255. 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x9358003
2 3. 653608 0.0.0.0 -> 255. 255, 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x935800



AR EERBRT , MREFFiRE LERKXAMBES@HNEPC , AIATUERIEEK
DORA#EE,

SR 4 MARINMEEDHCPEH,

o SR DR HEARE £ DB H 5 [EEATHEEL

c9300#nonitor capture cap interface G gabitEthernetl/0/1 out access-list DHCP

c9300#show noni tor capture cap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0. 000000 0.0.0.0 -> 255, 255. 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x4bf2a30e
2 0. 020893 0.0.0.0 -> 255.255. 255, 255 DHCP 342 DHCP Di scover - Transaction |ID 0xe4331741



RT  ERFREHEPRENDHCPEARSBMETHIEIRNE Fin , A Adisplay-
filter’& I8 #% 1B B 88dhcp.hw.mac_addrE HREPC.,

W, RACHEANHEETEREDHCPENT , I B W LM EHBRE E|DHCP A ARER.
BUE AP AR 3T

EEFimAMDHCP RS T BN E — EEER , FARERE,

EXREEREATRRER , JREPHDHCPER G BHISH , HRREEFREENERS
, R EnERSEMECSHWER (1P Mmactyt ) |, WAEHEIXZIE@MDHCPRIRIRH T
—Bk. WEDHCPRR=RKNEINER BWER PENAE K REXBERELENIBRLEE Fik,

B —EBShRE , RIFE—EEZEZIVLAN 10 L /T EGigabitethernet1/0/1289 & F i £



EBIBDHCPERPH I , IAECI00033 k2 VLAN 10 AR BB AR EAT#KIE . DHCPH
BR 25 EAZEIVLAN 20 _E B/ E Gigabitethernet1/0/1,

Git1faM2 Git0M L
D- VLAN 10 E i E VLAN 20 =
_ ) DHCP server
DHCP client L3 Switch IP address: 192, 168.20.1

Interface van10: 192.168.10.1
IP helper-address: 192.168.20.1

EREEE AP RAEN EIE RO E PR,
HER 1. R MM IEEIERDHCPR R,

- EHEEFENNELETENSHE. F2EL—ERFTHIRI,
SR2REIPEPEARE.

® LIZ\?EFJFFJ DHCPHE%O

show run all | in dhcp
service dhcp

* VLAN 10 SVITHIP helperai %o

<tfroot>

interface vlanl0
i p address 192.168.10.1 255.255.255.0

i p hel per-address 192. 168.20.1

S B 3 MEEDHCPRIIREZHER.
o RIP|WNUBREFIHVLANE B ERZIDHCPRIARET. &7 LAE A ping# 7RI,
€c9300- 01#pi ng 192. 168. 20.1 source vlan 10

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 192.168.20.1, tineout is 2 seconds:



Packet sent with a source address of 192.168.10.1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

HR AT EEADHCPER B ER ST — Bk,

« #&TAILLE1Tdebug ip dhep server packet details

<#root>

*Feb 2 23:14:20.435: DHCPD: tableid for 192.168.10.1 on Vlanl0 is O

*Feb 2 23:14:20.435: DHCPD: client's VPN is .

*Feb 2 23:14:20.435: DHCPD: No option 125

*Feb 2 23:14:20.435: DHCPD: No option 124

*Feb 2 23:14:20.435: DHCPD: Option 125 not present in the msg.

*Feb 2 23:14:20.435: DHCPD: using received relay info.

*Feb 2 23:14:20.435: DHCPD: Looking up binding using address 192.168.10.1
*Feb 2 23:14:20.435:

DHCPD: setting giaddr to 192.168. 10. 1.

*Feb 2 23:14:20.435:

DHCPD: BOOTREQUEST from 0170. 18a7. e84f. 46 forwarded to 192. 168. 20. 1.

- BEREROHE, SRERSFELEREPC,

monitor capture cap control-plane both access-1ist DHCP
monitor capture cap [start | stop]

o &t A AT HEARIR P R A SPAN,

Moni tor session 1 source interface G1/0/1 tx
Monitor session 1 destination interface [interface I D] encapsulation replicate



C BARERE LEE - EPENRE,

ot

3
JEZ

R ELE ADHCP R ARES
ELLESRS , RRWERHEE TDHCPERA .,
SR1MEELRE.

- BABNZON , WEEMK, FRBBNEREEER.

ip dhcp pool VLAN1O
network 192.168.10.0 255.255.255.0
default-router 192.168.10.1

- HERMFADHCPRR



show run all | in dhcp
service dhcp

© R|MLAEEPEEMNARKEFERER,

ping 192.168.10.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

« FREEFREED B AYIPH: ub #R 4 At st b th BT h HEER

i p dhcp excl uded- address 192. 168. 10. 1



IR MRINHMEE ADHCPRRSR N HENE |, AIAARMADHCPRR.

SR 2 BRI T HA P,

 BALA{E A debug ip dhep server packet details

w1 BEREEEETEEAVLAN 10 L DHCP{E AREFHI Catalyst 900033 2,



DHCP client

Gi1/oM2

VLAN 10

L3 switch
DHCP Pool VLANT0

EREIEE ADHCPRIARERAY 5 3B IR T F i,

<tfroot>

Feb 16 19:03:33.828:

DHCPD:. DHCPDI SCOVER recei ved fromclient

0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2130.2f31

on interface Vlanl0. DHCPD: Setting only requested paraneters

*Feb 16 19:03:33.828: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.828:

DHCPD: egress Interfce VI anl0

*Feb 16 19:03:33.828:

DHCPD: broadcasti

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

16
16
16
16
16
16
16
16
16

19:
19:
19:
19:
19:
19:
19:
19:
19:

03:
03:
03:
03:
03:
03:
03:
03:
03:

33.
33.
33.
33.
33.
33.
33.
33.
33.

ng BOOTREPLY to client 9c54. 16b7. 7d64.

828:
828:
828:
828:
828:
828:
829:
829:
829:

Option 82 not present
DHCPD: tableid for 192.168.10.1 on Vlanl0 is O
DHCPD: client's VPN 1is .
DHCPD: No option 125
DHCPD: Option 124: Vendor Class Information
DHCPD: Enterprise ID: 9
DHCPD: Vendor-class-data-Ten: 10
DHCPD: Data: 4339333030582D313259

DHCPD: DHCPREQUEST recei ved fromclient

0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2130.2f31

on interface Vl anl0



*Feb 16 19:03:33.829: DHCPD: Client is Selecting (

DHCP Request with Requested IP = 192.168.10.2

Server |ID = 192.168.10.1

)

*Feb 16 19:03:33.829: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.829: DHCPD: No default domain to append - abort updateDHCPD: Setting only requested pa
*Feb 16 19:03:33.829: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.829: DHCPD: egress Interfce VlanlO

*Feb 16 19:03:33.829:

DHCPD: broadcasti ng BOOTREPLY to client 9c54. 16b7. 7d64

A2 . FFim R EEERE EE ADHCPfA AREFHY Catalyst 90003 #i44

ELZER , ERRERIBREATERPENPERLENLIREM , I BEDHCPHAREEFEE T VLAN
20_E Ky AA#BCatalyst 90003 i .,

Gilmna | i1/
VLAM 10 | WLAN 20

| L3 Switch
DHCF chont Intertace vian10: 192.168.10.1 L% mwiich
IP helper-address: 192.168.20.1 DHCP Sever IP; 192.168.20,1

DHGP Poal WLAND
Interface Vian20: 192.168.20.2 o

REEEREISE3E R RDHCP R BRI F P i

<#root>

*Feb 16 19:56:35.783: DHCPD:

DHCPDI SCOVER r ecei ved from client
0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.230.2f31

through relay 192.168. 10. 1.

*Feb 16 19:56:35.783: DHCPD: Option 125 not present in the msg.

*Feb 16 19:56:35.783: Option 82 not present

*Feb 16 19:56:35.783: Option 82 not present

*Feb 16 19:56:35.783: DHCPD: Option 125 not present in the msg.DHCPD: Setting only requested parameters
*Feb 16 19:56:35.783: DHCPD: Option 125 not present in the msg.

*Feb 16 19:56:35.783: DHCPD:

egress Interfce VIan20

*Feb 16 19:56:35.783: DHCPD:



uni cast

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

16
16
16
16
16
16
16
16
16

ng

19:
19:
19:
19:
19:
19:
19:
19:
19:

BOOTREPLY for client 9c54.16b7.7d64 to relay 192.168. 10. 1.

56:
56:
56:
56:
56:
56:
56:
56:
56:

35.
35.
35.
35.
35.
35.
35.
35.
35.

785:
785:
785:
785:
785:
785:
785:
785:
785:

DHCPREQUEST r ecei ved

0063.6973.636f.2d39

*Feb 16 19:56:35.785:

Option
DHCPD:
DHCPD:
DHCPD:
DHCPD:

DHCPD:

82 not present

tableid for 192.168.20.1 on V1an20 is 0
client's VPN 1is .

No option 125

Option 124: Vendor Class Information

DHCPD: Enterprise ID: 9
DHCPD: Vendor-class-data-Tlen: 10
DHCPD: Data: 4339333030582D313259

fromclient

.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2f30.2f31 on interface Vlan20

DHCPD:

Client is Selecting (

DHCP Request with Requested | P = 192.168.10.2, Server |ID = 192.168.20.1

)

*Feb 16 19:56:35.785:
*Feb 16 19:56:35.785:
*Feb 16 19:56:35.785:
*Feb 16 19:56:35.785:

DHCPD:
DHCPD:
DHCPD:
DHCPD:

*Feb 16 19:56:35.785:

Option 125 not present in the msg.

No default domain to append - abort updateDHCPD: Setting only requested pa
Option 125 not present in the msg.

egress Interfce V1an20

DHCPD: wuni casting BOOTREPLY for client 9c54.16b7.7d64 to relay 192.168. 10. 1.
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/ip/b_1712_ip_9300_cg/configuring_dhcp.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/ip/b_1712_ip_9300_cg/configuring_dhcp.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/nmgmt/b_1712_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/nmgmt/b_1712_nmgmt_9300_cg/configuring_span_and_rspan.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/nmgmt/b_1712_nmgmt_9300_cg/configuring_span_and_rspan.html
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