YA FEHREDE A CloudSech) % uh ZEVXLANH

HEHEER
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fHEE
BGPE.E
BRE = E
B
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SA-LEAF-A FEELAM
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SA-BGW-AFHIELAM
A Y R K f (& 18
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AR AB LA TR BE AR AV 18 SLABER 2 B AV VXLAN Z 34 B B M fE A CloudSeci 1T H IR HERR .

AR

=K

BRIEBREREUTERE .

« Nexus NXOS O#r g,
« VXLAN EVPN#H; i,
« BGPHIOSPFRHIHE.

BRA T

FERTNWEFARRBUTRENTERRE

» Cisco Nexus 9000,
« NXOS 10.3(4a)hix,



ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BVAERESRERE . MREHBEEET , FRACREEMES ITRERNEE,

S

A ;&

wRgE &

Eth1/48 Eth1/48 : Eth1/3
Y _Emis -
Eth1/49 Eth1/49
EthiA Eth1A
EEECN % i Peer-Link i m ErEcine ESEGNE M iy Peer-Link i M EE=trD
KeepAlive Link KeepAlive Link
ethisot Aethisst Etsa P A Ethisa
Eth1/50 m Eth1/51 Eth1/34 M Eth1/35
SA-SPINE-A SB-SPINE-A
\eihi 52 \Ethiae
|Eth1/52 |Eth1/36
‘ A \ - ‘ ZA \ -
Acthis4g Aetniiaz
Y ]
SA-HOST SB-HOST

F R HREH EECloudSecHIVXLAN MultiSite
HENFMER

o EYHEEZYEBEVXLAN EVPNAT AR,

- WAL SEEE T vPCE AR,

- RIHFEEEVLAN 11007,

- SEME ERYERMBREBSVINEVIan3600/8 B 2 B EEIPv4 iBGPH E &,

o —{EULE EHRRPEEERS —ELE ENEEERNERFEHEETBGP IPVAMEE R,
o SHELARYIE SIAEIEE L 2BAYIB SR BRI E BeBGP L2VPN EVPN# E B R.

fRuLEtE
TPt EE ERIREEA -

5 E5A U5 3B

REA
&

AMEID YBESIP RIDIRIP NVE E &P MSITE-VIP @ SVI IP




DE Eth1/52 192.168.1.1/30 | 192.168.2.1/32 |192.168.3.1/32 & A 38 A

FE Eth1/52 192.168.1.2/30 & A
Eth1/50{192.168.1.5/30| 192.168.2.2/32 T8 A 38 A T8 A Eth1/34
Eth1/51{192.168.1.9/30 38 A Eth1/35
BGW-A|  Eth1/51 192.168.1.6/30 | 192.168.2.3/32 [192.168.3.2/32|192.168.100.1/32|192.168.4.1/.
Eth1/48{ 10.12.10.1/30 192.168.3.254/32 Eth1/3
BGW-B Eth1/51 192.168.1.10/30| 192.168.2.4/32 {192.168.3.3/32|192.168.100.1/32|192.168.4.2/
Eth1/48{ 10.12.10.5/30 192.168.3.254/32 Eth1/3

« AR AERPERETESUENEABNEE, YRTEEE

R

AN

VXLAN3E R Cisco Nexus 9000F& FIINX-OS VXLANELE1EFE . lRA10.3(x)

ERACloudSec , #7AfEevpn multisite border-gateway T Bt i& dci-advertise-pip %4

SA-BGW-AFISA-BGW-B

SB-BGW-AFISB-BGW-B

dci-adverti

evpn multisite border-gateway 65001

se-pip

dci-advertise-pip

evpn multisite border-gateway 65002

BGPEL &

LEERER R,

SA-BGW-AHISA-BGW-B

SB-BGW-A#SB-BGW-B

router bgp 65001
address-family ipv4 unicast
maximum-paths 64
address-family 12vpn evpn
maximum-paths 64
additional-paths send
additional-paths receive

router bgp 65002
address-family ipv4

maximum-paths 64
address-family 12vpn evpn
maximum-paths 64
additional -paths send
additional-paths receive

unicast

maximum-path a5 R FF 3 E U 2 EeBGP L2VPN EVPNEE &,

additional-path @ %15 RBGPERR B & KB AR H EE/AR K H K

B2 R ENFTELIVNI VRF | EXEARBE SRR

SA-BGW-AFISA-BGW-B

SB-BGW-AFISB-BGW-B

A LAE ACisco B B X 18


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_93x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_93x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_93x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_93x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m_configuring_vxlan_93x.html

router bgp 65001
vrf tenant-1
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

router bgp 65002
vrf tenant-1
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

PRE A E B

FRA2 SR LML EEXEMR

key chain CloudSec_Key_Chainl tunnel-encryption key 1000 key-octet-string ClOudSec! cryptographic-algorithm AES 128 CMAC feature tunnel-encryj

LEER B A4S ER LB, tunnel-encryptiondn 4 24 78 £ & A 14 B B evpn multisite dei-tracking@s S HY AT H o

SA-BGW-ARISA-BGW-B SB-BGW-A#ISB-BGW-B

tunnel-encryption peer-ip 192.168.13.2 tunnel-encryption peer-ip 192.168.3.2

keychain CloudSec_Key Chaini policy CloudSec Policy1| keychain CloudSec_Key_Chainl policy CloudSec_Policyl
tunnel-encryption peer-ip 192.168.13.3 tunnel-encryption peer-ip 192.168.3.3

keychain CloudSec_Key_Chainl policy CloudSec_Policyl| keychain CloudSec_Key_Chainl policy CloudSec_Policyl

interface Ethernet1/3
tunnel-encryption

interface Ethernetl/48
tunnel-encryption

RABEMZR , MMEESHEOREKMMBEEMNEAIRE , I BPFHEeBGP IPVAEEMMESAT I LEY

<tfroot>

SA-BGW-A# show ip bgp 192.168.2.3 BGP routing table information for VRF default, address family |Pv4 Unicast BGP routing table entry for 192.168.2

| I
This is a new attribute

Path type: redist, path is valid, not best reason: Locally originated, no labeled nexthop AS-Path: NON

#HARoute Type-2 , EEFHBH :

<tfroot>

SA-BGW-A# show bgp I2vpn evpn 00ea.bd27.86ef BGP routing table information for VRF default, address family L2VPN EVPN Route Distinguisher: 6



Et hernet Segment ldentifier (ESI) is also new attribute

Path-id 1 (dual) advertised to peers: 192.168.2.2 SA-BGW-A#

B

i AcloudsecZ B , BRF AME-TRECHREEARBTEFLER !

SA-BGW-A(config)# show clock Warning: No NTP peer/server configured. Time may be out of sync. 10:02:01.016 UTC Fri Jul 19 2024 Time source is |

Bt & 5Ecloudsect® , SA LRI A AR Wpingth BB LM KiK, BR , EELEERT , pingRETTREE A M, ERURA R B iRIER
A EXcloudsecil 257 & B cloudsec¥ 88,

SA-HOST-A# ping 10.100.20.10 PING 10.100.20.10 (10.100.20.10): 56 data bytes Request 0 timed out Request 1 timed out Request 2 timed out Request -

SEHEAR

WERK K LN EBARPR :

SA-HOST-A# ping 10.100.20.10 count unlimited interval 1 Request 352 timed out Request 353 timed out Request 354 timed out 356 packets transmitted,

LaHRABUMRER EAEER ST FHERER. T-HIRBEBEMHRE

SA-BGW-A# show tunnel-encryption session Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

SA-HOST-A# ping 10.100.20.10 count unlimited interval 1

RBPER , ELARBUBALNEE K REFEESRTINZNEE., EUUEHRIFALRENFIEEE LFERELAMTERLER. #
FERREGE X in-sdect AOTJLABIBAIBREARETICE, BUILAEIER FEBEEBELAMBFEESA - Nexus 9000E RIEASIC
(Tahoe) NX-OS ELAM,


https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html

SA-LEAF-A EHJELAM

ELEEMRET  FESZESPINEREE, EBMREREEIMEES  SXALELEAFLERELAM, BEEA in-sdect9 T ILIhAEE
,BEESIFHKREL  KECANDBIpv4AERE , BAIENLEAFNARBAEITVXLANIE, FEEMKD  THERBBEIS
ERNEYERE, EEEERT , KUUERABEREETping , LAEAPKt lendRERPBER L, ARERT , icpEHERE
A64U T, N E20{u TR IPIRER | #BAE R R ATG H 84U TAHMIPKT Len :

<#root>
SA-LEAF-A# debug platform internal tah elam SA-LEAF-A(TAH-elam)# trigger init in-select 9 Slot 1: param values:. start asic 0, start slice 0, lu-a2d 1, ir
1---Note dpid val ue

Dst Idx : Oxcd, Dst BD : 1100 Packet Type: IPv4 OQuter Dst IPv4 address: 10.100.20.10 Outer Src IPv4 ad

Pkt len = 84

, Checksum = Oxb4ae

1---64 byte + 20 byte | P header Pkt len = 84

Inner Payload Type: CE L4 Protocol : 1 L4 info not available Drop Info: ---------- LUA: LUB: LUC: LUD:

[
Put dpid val ue here

IF_STATIC_INFO: port_name=Ethernetl/52,1if_index:0x1a006600,1t1=5940,sTot=0, nxos_port=204,dmod=1,dpid=

RZEE T | B LERRERESA-LEAF-AN N EEthernetl/528 3% | A HE R HAEEFEISA-SPINE-A,

SA-SPINE-A LR

ESPINELE , AASOMLTTAAMIVXLANSREEHIEIN T |, Pkt LenBEHSES. FARBERT , }8E vxlan-parse F feature nv
overlay , SPINEfE AEPREE - FICEl, Ht , HAEESPINESERA vxlan-parse enable i3 :

<ttroot>

SA-SPINE-A (config-if)# debug platform internal tah elam SA-SPINE-A(TAH-elam)# trigger init in-select 9 Slot 1: param values: start asic O, start slice 0,

84 bytes + 50 bytes VXLAN header Pkt len = 134

Inner Payload Type: IPv4 Inner Dst IPv4 address: 10.100.20.10 Inner Src IPv4 address: 10.100.10.10 L4

SA-SPINE-AR & H [ SA-BGW-ABE R &,

SA-BGW-A EHELAM



SA-BGW-A(TAH-elam-insel 9)# set inner ipv4 src_ip 10.100.10.10 dst_ip 10.100.20.10 SA-BGW-A(TAH-elam-insel9)# start SA-BGW-A(TAH-elam-in

1BIRSA-BGW-ARVEH | 72 #Ethernetl/485i B SB-BGW-A, T —35 2MESB-BGW-A :

<#root>
SB-BGW-A# debug platform internal tah elam SB-BGW-A(TAH-elam)# trigger init in-select 9 Slot 1: param values: start asic 0, start slice 0, lu-a2d 1, in-
l---Reset the previous filter and start again just in case if packet was not captured

SB-BGW-A(TAH-elam-insel19)# reset SB-BGW-A(TAH-elam-insel9)# set inner 1ipv4 src_ip 10.100.10.10 dst_ip

BIFSB-BGW-ANE#H , ELAMEE R A# 8%, EEKESEB-BCGW-BEAEKERE , Y AEEZCRERNBINELENE , B
BASZERELEER G, ERMAcdoudseciBERENER , ATUESB-BGW-A LBEEITELAM , EERBRESBRERAR
cloudsecf SAEBIPHE3E , B AR B #EER R cloudsec B @ E R TM A IPEHREE, REMNE LTS , BAESA-BGW-ARETHE | 8
ERESA-BGW-AfEAcloudseciZRE, Fitt , ZAILAEFASA-BGW-ARINVE IPERELAMK B EBIEES . RIRHIE &

, VXLANIZ K ICMPERIEBREB13411 til. M EHEHH3247 Tl cloudsectZE , A8 H 166/ TR :

<#root>

SB-BGW-A(TAH-elam-insel 9)# reset SB-BGW-A(TAH-elam-insel 9)# set outer ipv4 src_ip 192.168.3.2 SB-BGW-A(TAH-elam-insel 9)# start SB-BGW-
192.168.13.3 !---NVE | P address of SB-BGWB

Outer Src IPv4 address: 192.168.3.2 Ver = 4, DSCP = 0, Don't Fragment = 0 Proto = 17, TTL = 254, More

1---134 byte VXLAN packet + 32 byte cloudsec header Pkt len = 166

Inner Payload Type: CE L4 Protocol : 17 L4 info not available Drop Info: ---------- LUA: LUB: LUC: LUD
I---To reach SB-BGWB NVE IP traffic was sent out of Ethernetl/4 which is connected to SB-SPI NE-A

SB-BGW-A(TAH-elam-insel19)# show system internal ethpm info all | i i "dpid=130" IF_STATIC_INFO: port_n
SB-BGW-A(TAH-elam-insel 9)# show cdp neighbors interface ethernet 1/4 Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge S - S

192. 168. 13. 3/ 32

, ubest/mbest: 1/0 *via 192.168.11.5,

Et hl/ 4

, [110/6], 00:56:13, ospf-UNDERLAY, intra via
192.168.14. 2

, [200/0], 01:13:46, bgp-65002, internal, tag 65002

1---The device still have a route for SB-BGW¥B NVE IP via SVI

SB-BGW-A(TAH-elam-insel19)# show ip route 192.168.14.2 IP Route Table for VRF "default" '*' denotes best
*via 192.168.14.2, VI an3600
, [250/0], 01:15:05, am SB-BGW-A(TAH-elam-insel9)# show ip arp 192.168.14.2 Flags: * - Adjacencies lear

ecce. 1324. c803



VI an3600
SB-BGW-A(TAH-elam-insel19)# show mac address-table address ecce.1324.c803 Legend: * - primary entry, G

3600

ecce. 1324. c803
static - F F
vPC Peer - Li nk(R)

SB-BGW-A(TAH-elam-insel19)#

RZEE T | B LER , BIEKHARK , Cloudsecii &iEIE N HEthernet /48 2% ZISB-BGW-B, 1R I%Cisco Nexus 9000& FINX-OS
VXLANEREERT | BRA510.3(x)IERIMR 4

BE A CloudSeciii B 4 A IEIBDCI L 1T 8BS HE A X4,

1R I%[E — 5B IvPC Border Gateway Support for CloudsecEf4 , 2158RvPC BGWIE HM¥ & vPC BGWHIPIPH# it S FEDClIR#E/TIES |, Al
REM{EVPC BGWHIBGPIR R B HEiGHE. E it , DCIH BE RiHmA& T AR T HEE PP AL FIVPC BGWHIRER T, ELERP

, MCTHEE AR R BIEIR N MERE, BELRGH , FANREMSPINENNE , @E ML , BGWHEiEBBackUp SVIEH
OSPF#B#ZRIR,

SB-BGW-A (TAH-elam-insel 9)# show ip ospf neighbors OSPF Process ID UNDERLAY VRF default Total number of neighbors: 2 Neighbor ID Pri State

BENRENIEE

FEERRSVINHMOSPFRIEE, FERERT , ENXOSLE , BEEIRESEHEH40G, SVINENBEES1Gps, MUEBNHEHNEES
10Gbps :

<#root>
SB-BGW-A(TAH-elam-insel 9)# show ip ospf interface brief OSPF Process ID UNDERLAY VRF default Total number of interface: 5 Interface ID Areac
<Qut put omitted>

Ethl/4 5 0.0.0.0 1 P2P 1 up

EERBEBRT  HSVIRAETEEE XA IREE, YRAEMERFBELTRAR,


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c

<ffroot>

SB-BGW-A (config)# int vian 3600 SB-BGW-A (config-if)# ip ospf cost 1 SB-BGW-A (config-if)# sh ip route 192.168.13.3 IP Route Table for VRF "defal

via 192.168.14.2
, V1an3600, [110/2], 00:00:08, ospf-UNDERLAY, intra via 192.168.14.2, [200/0], 01:34:07, bgp-65002, int

1---The ping is started to work i nmedi ately

Request 1204 timed out Request 1205 timed out Request 1206 timed out 64 bytes from 10.100.20.10: icmp_seq=1207 ttl=254 time=1.476 ms 64 bytes fror
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