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BAKIRA : Catalyst SD-WAN Managerhx4<20.9.1

BENERRREERATEEE(SSM on-prem)REB BB AR A R |, HEERHREA 1 [RF[E
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MRBEBH L2 R H 15 R ERCatalyst SD-WAN Manager a5 E 4R B AMR A | BITTLAER
DUTMEREREBE S IR EARBENTIRH -

- FABEER | EEE £ Catalyst SD-WAN Manager#Cisco SSMZ & F B EE#E 2,
- i 7] %8 B Catalyst SD-WAN Manager#y 7 3t 5B #7 55 RS #9 Cisco SSMAZBEIBRES -
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ALERAEERR , WEXEEEEEES , WK1 Catalyst SD-WAN Manager#Cisco SSMZ
EFEEEERNHEERSE ( EEHREXFMAEN ).
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#Catalyst SD-WAN Manager GUIRIZ EE2BER , RPISWBILATEHER -

Failed to authenticate Smart Account credentials.: Failed to authenticate user - 'admin'. {"error":"
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« vManage X B RARIE20.9. 1 ESRA L,

- f£Catalyst SD-WAN Managersf A R EEH 7 HEEBRFBER , ®ECatalyst SD-WAN
Manager (vmanage-server.logs) L #J B &
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« CSSMfalfR&§IPHYvManage E By TCPDUMP

- B&FCatalyst SD-WAN Manager_ £ FIDNSHL & 2 & 1E 7 B 88 #pingifcloudsso.cisco.com

« BEAZPSSMEBKSEL | W EFESRSSME B TE R 2R A BRESIm 1T TR o

Catalyst SD-WAN Manager IP : 10.66.76.81/192.168.10.1

CSSMfalAR=&IP : 10.106.66.55

SSM1a) k25 IP#YvManage I TCPDump :

um8_vManage# tcpdump vpn 0 interface ethO options "host 10.106.66.55 -nn -vv"

tcpdump -p -i ethO -s 128 host 10.106.66.55 -nn -vv in VPN 0

tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 128 bytes

12

12:

12:

12:

12:

12:

12:

12:

12:

12:

:15:06.407513 IP (tos 0x0, ttl 64, id 24618, offset 0, flags [DF], proto TCP (6), length 52)

192.168.10.1.57886 > 10.106.66.55.8443: Flags [S], cksum Oxfadb (incorrect -> 0xdf91), seq 74638621
15:06.651698 IP (tos 0x20, ttl 44, id 0, offset 0, flags [DF], proto TCP (6), length 52)
10.106.66.55.8443 > 192.168.10.1.57886: Flags [S.], cksum 0x1b34 (correct), seq 2758352947, ack 746
15:06.651768 IP (tos 0x0, ttl 64, id 24619, offset 0, flags [DF], proto TCP (6), length 40)
192.168.10.1.57886 > 10.106.66.55.8443: Flags [.], cksum Oxfacf (incorrect -> Oxccel), seq 1, ack 1
15:06.654592 IP (tos 0x0, ttl 64, id 24620, offset 0, flags [DF], proto TCP (6), length 212)
192.168.10.1.57886 > 10.106.66.55.8443: Flags [P.], seq 1:173, ack 1, win 229, length 172
15:06.899695 IP (tos 0x0, ttl 41, id 44470, offset 0, flags [DF], proto TCP (6), length 40)
10.106.66.55.8443 > 192.168.10.1.57886: Flags [.], cksum Oxcc2d (correct), seq 1, ack 173, win 237,
15:06.911484 IP (tos 0x0, ttl 41, id 44471, offset 0, flags [DF], proto TCP (6), length 1420)
10.106.66.55.8443 > 192.168.10.1.57886: Flags [.], seq 1:1381, ack 173, win 237, length 1380
15:06.911542 IP (tos O0x0, ttl 41, id 44472, offset 0, flags [DF], proto TCP (6), length 254)
10.106.66.55.8443 > 192.168.10.1.57886: Flags [P.], seq 1381:1595, ack 173, win 237, Tlength 214
15:06.911573 IP (tos 0x0, ttl 64, id 24621, offset 0, flags [DF], proto TCP (6), length 40)
192.168.10.1.57886 > 10.106.66.55.8443: Flags [.], cksum Oxfacf (incorrect -> Oxc6bb), seq 173, ack
15:06.911598 IP (tos 0x0, ttl 64, id 24622, offset 0, flags [DF], proto TCP (6), length 40)
192.168.10.1.57886 > 10.106.66.55.8443: Flags [.], cksum Oxfacf (incorrect -> Oxc5cf), seq 173, ack

15:06.923929 IP (tos 0x0, ttl 64, id 24623, offset 0, flags [DF], proto TCP (6), length 234)



192.168.10.1.57886 > 10.106.66.55.8443: Flags [P.], seq 173:367, ack 1595, win 273, length 194

W ER Rl Ak 2R B &

[root@SSM-0On-Prem log]# tail -f messages
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09

09
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46

46
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01

01

01

01

14

SSM-0On-Prem chronyd[1319]:

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

SSM-0On-Prem

b09cle3b5d81:

b09cle3b5d81:

b09cle3b5d81:

b09cle3b5d81:

b09cle3b5d81:

lalfca641d0Oa:

lalfca641d0Oa:

lalfca641d0Oa:

504f06c0d581:

504f06c0d581:

504f06c0d581:

lalfca641d0Oa:

lalfca641d0Oa:

504f06c0d581:

lalfca641d0Oa:

Source 172.20.226.229%ttps://172.20.226.229 replaced with 17

1:M 13 Jan 2023 11:14:09.049 * 100 changes in 300 seconds. Sa
1:M 13 Jan 2023 11:14:09.050 * Background saving started by p

4617:C 13 Jan 2023 11:14:09.052 * DB saved on disk

4617:C 13 Jan 2023 11:14:09.053 * RDB: 0 MB of memory used by

1:M 13 Jan 2023 11:14:09.150 * Background saving terminated w
Redis#exists(key) will return an Integer in redis-rb 4.3. exi
[active_model_serializers] Rendered UserSerializer with Activ
method=GET path=/sessions/get_user format=json controller=Ses
10.110.35.124https://10.110.35.124 - - [13/Jan/2023:11:14:46

2023/07/13 11:17:01 [error] 47#47: *1576 connect() failed (11
2023/07/13 11:17:01 [warn] 47#47: *1576 upstream server tempo
[active_model_serializers] Rendered ActiveModel::Serializer::
method=POST path=/oauth/token format=json controller=Doorkeep

10.66.76.85https://10.66.76.85 - - [13/Jan/2023:11:17:01 +000

[INFO] Session expiring outcome=success

HKEERFFMERAMRAVManagesF A B EE I 2 BE AvManage :

13-Jan-2023

13-Jan-2023

13-Jan-2023

13-Jan-2023

13-Jan-2023

13-Jan-2023

17:

17:

17:

17:

17:

17:

29:02,775 IST

29:02,776 IST

29:02,780 IST

29:02,781 IST

29:02,781 IST

29:02,793 IST

INFO

INFO

INFO

INFO

INFO

INFO

[um8_vManage]
[um8_vManage]
[um8_vManage]
[um8_vManage]
[um8_vManage]

[um8_vManage]

[SmartLicensingIntegrationManager] (default task-24) |
[SmartLicensingIntegrationManager] (default task-24) |
[AbstractSettingsManager] (default task-24) |default|
[SmartLicensingUtil] (default task-24) |default| intia
[SmartLicensingUtil] (default task-24) |default| Getti

[RestAPICTient] (default task-24) |default| RestAPI pr



13-Jan-2023

13-Jan-2023

13-Jan-2023

13-Jan-2023

13-Jan-2023

13-Jan-2023

17:

17:

17:

17:

17:

17:

29:02,793
29:02,798
29:02,798
29:03,490
29:03,491

29:03,491

IST

IST

IST

IST

IST

IST

INFO [um8_vManage]
INFO [um8_vManage]
INFO [um8_vManage]
ERROR [um8_vManage]
ERROR [um8_vManage]

ERROR [um8_vManage]

[RestAPIClient] (default task-24) |default| RestAPI pr
[SmartLicensingUtil] (default task-24) |default| URL b
[SmartLicensingUtil] (default task-24) |default| Query
[RestAPIClient] (default task-24) |default| Failed to

[SmartLicensingUtil] (default task-24) |default| Faile

[SmartLicensingIntegrationRestfulResource] (default ta

AR : ftvManage GUIEIZ E 2R F R HIRIFRR403 , R AMF[EHEZFER , BHEBHHETR
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