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SR 1. BBSSHE T FIEELRE|Ansiblefal [REFAYCLI,

S BB 2 B 1T A T ansiblegaaxy collection install cisco.fmcansiblebAfE Ansiblefal R 28 - % 8 FMCRIANSibletE &

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

S BB 3.B1ToSmkdir /home/cisco/fme_ansiblebA 3 — B ERI KR GFHEHERER, EARA G | £ H&ER/homecisco/ , FIERKSZ
BAfme_ansible,

<#root>
cisco@inserthostname-here:~$

nkdi r /hore/ ci sco/fnt_ansible

S 4. B ZEIER K/home/cisco/fme_ansible, B BEER, EARGF , BEES Binventory.inio

<#root>
cisco@inserthostname-here:~$

cd /home/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

inventory.ini

BULERUTRRERE EUSER | femERER | BERREETNES

<tfroot>
[fmc]

10.0.5. 11

[fmc:vars]
ansible_user=

ci sco



ansible_password=

ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

S B 5. B EIER k/home/cisco/fme_ansible , B BBIER, EARREP , BBHE S Efmc-onboard-ftd-varsyml,

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fnc-onboard-ftd-vars. ym

inventory.ini

BULERUTRRERE EAER | e ERER HERREBETNES

<tfroot>

user:
domain: 'Global'
onboard:
acp_name: '

TEMPACP

device_name:
ftdl: '

FTDA

ftdl_reg_key: '

ci sco

ftdl_nat_id: '

nat ci sco



mgmt :
ftdl: '

10.0.5. 12

#6F B E|E R */home/cisco/fme_ansible , B KBEER, EARHIF , FMER Afme-onboard-ftd-playbook.yaml .

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

f nc- onboar d- f t d- pl aybook. yan

fmc-onboard-ftd-vars.yml inventory.ini

BULERUTRRERE ESER | e ERER | HERREBETNERS

<tfroot>

- name: FMC Onboard FTD
hosts: fmc
connection: httpapi

tasks:

- name: Task01 - Get User Domain
cisco.fmcansible.fmc_configuration:
operation: getAllDomain

filters:

name: "{{

user . dommi n

3

register_as: domain

- name: Task02 - Create ACP TEMP_ACP
cisco.fmcansible.fmc_configuration:
operation: "createAccessPolicy"

data:

type: "AccessPolicy"

name: "{{accesspolicy_name | default(



onboar d. acp_nane

)

defaultAction: {

'action': 'PERMIT',

'TogEnd': True,

'TogBegin': False,
'sendEventsToFMC': True

}

path_params:

domainUUID: "{{ domain[O0].uuid }}"

- name: Task03 - Get Access Policy
cisco.fmcansible.fmc_configuration:
operation: getAllAccessPolicy
path_params:

domainUUID: "{{ domain[O0].uuid }}"
filters:

name: "{{

onboar d. acp_nane

3

register_as: access_policy

- name: Task04 - Add New FTD1
cisco.fmcansible.fmc_configuration:
operation: createMultipleDevice

data:

hostName: "{{ ftd_ip | default(item.key) }}"
Ticense_caps:

- 'BASE'

ftdMode: 'ROUTED'

type: Device

regkey: "{{ reg_key | default(

devi ce_nane. ftd1l_reg_key

)

performanceTier: "FTDv30"

name: "{{ ftd_name | default(item.value) }}"
accessPolicy:

id: '{{ access_policy[0].id }}'

type: 'AccessPolicy'

natID: "{{ nat_id | default(

devi ce_nane. ftdl_nat _id

)

path_params:

domainUUID: '{{ domain[0].uuid }}'
Toop: "{{ ftd_ip_name | dict2items }}"
vars:

ftd_ip_name:

"{{

mgnt . ftdl

e "

devi ce_nane. ftdl
}}ll

- name: Task05 - Wait For FTD Registration Completion



ansible.builtin.wait_for:
timeout: 120
delegate_to: localhost

- name: Task06 - Confirm FTD Init Deploy Complete
cisco.fmcansible.fmc_configuration:

operation: getAllDevice

path_params:

domainUUID: '{{ domain[0].uuid }}'

query_params:

expanded: true

filters:

name: "{{

devi ce_nane. ftdl

I

register_as: device_l1ist

until: device_1ist[0].deploymentStatus is match("DEPLOYED")
retries: 1000

delay: 3




AR ELESFRTFRANEBEEAEE. ELBFNHEESREETEBBERT,

S8R 7. B EE R 3 /home/cisco/fme_ansible , BT+ ansible-playbook -i <inventory name>.ini <playbook_name>.yaml -
e@" <playbook_vars>.yml" LAEMansiblefE#, EARGIF |, d5H Ransible-playbook -i inventory.ini fmc-onboard-ftd-playbook.yaml -e

@"fmc-onboard-ftd-vars.yml" .

<#root>
cisco@inserthostname-here:~$

cd /hone/ci scol/ fnt_ansi bl e/

cisco@inserthostname-here:~/fmc_ansible$

I's

fmc-onboard-ftd-playbook.yaml fmc-onboard-ftd-vars.yml inventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fntc-onboard-ftd-playbook.yam -e @fnt-onboard-ftd-vars.ym"

PLAY [FMC Onboard FTD] B R R R o R R R e R R L R R i R e e R Rk S T R kA ok Sk ok S L A ok Ak o L o AR R R AR T o L T o R T

TASK [Gathering FaCtS] B R R R o O R R e R R R R R kR S T o R Rk Ak ok S Tk Ak R ok L o AR R R AR T ok L R

ok: [10.0.5.11]

TASK [Task01 - Get User Domain] E R A R R A R R L e i A A R R R S T A R T A R i A R Lk L R R T L b o R R e b e e S e S SR R L R TS

ok: [10.0.5.11]

TASK [Taskoz - Create ACP TEMP_ACP] R R R R i L R o T R R e R R R R o kA A R AR S ok R T ok L o A R AR Tk R T R T o A

changed: [10.0.5.11]

TASK [Task03 - Get Access P011Cy] R R R R R R R e L o R R R L e R kR ok Sk e S o S A R R kA kA ok L T AR Rk AR R AR R

ok: [10.0.5.11]

TASK [Task04 - Add NeW FTDl] R R T R R R ko S S R Rk R R R ok ik Lk T o L o o R R A Tk Sk S S S Ak ok A L R AR Tk Ak R AR o ok R T o L

changed: [10.0.5.11] => (1tem—{ key : '10.0.5.12', 'value': 'FTDA'})

TASK [TaSkOS - Wait For FTD Registration COmp]etiOn] R R R R R R e R R R R R Tk ok L o e R R Ak o kL o S AR Rk R e R T

ok: [10.0.5.11]

TASK [TaSk06 - Conf1rm FTD In1t Dep10y COmp]ete] R o R R i Rk L o o R R T o R R R R o ok R R R Ak Rk Sk R A R Lk AR o ok R T o LR O

FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Comp'lete (1000 retries left).
FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (999 retries left).
FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (998 retries left).



FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (997 retries left).
FAILED - RETRYING: Task06 - Confirm FTD Init Deploy Complete (996 retries left).
ok: [10.0.5.11]

PLAY RECAP R R R o R R A o S e e R R kS T R R S e e R Lk S Tk Sk S S e S A R R A Sk Sk o S e A R T o A R A

10.0.5.11 : ok=7 changed=2 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
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B AFMC GUI, EEZDevices> Device Management , FTDEEFMC LR IR , BEREFEURSIRA,

Firewall Management Center - " i
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RERAENEATRAREARETREHSR,

EERREZSEMansbleBH FMAVGHE , B LUEA-vwHTansibleBE F .

<#root>
cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-onboard-ftd-playbook.yaml -e @"fmc-onboard-ftd-vars.yml"
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