BB S F#ERT R M ERBEFRCUBE# R
B 8%

CUBE e #HEy
SIPE: B4 5 1528 (SPT
FEEENSIPEEEZRERA

LB B SIPER A

ANENBERESERRT R MR FHCUBEEITHEHERRH B S0 e MSIPE EERAFER
TE,

BRIERECRBUUTERE

 Cisco Unified Border Element (CUBE) Enterprise,
o« EXEMEERRIABRAEESIP).
- CUBERWE (A& ).

RIE AT

Collaboration Solutions Analyzer (CSA)R—EIE K AREAESBRARNEFAEGBHFAHER
HEE, CUNENRERNEYEFTERREMETENE , B ERRFRNEERE.

BB SEMRRAZDHES , #81k Bhttps://cway.cisco.com/csa-new/#/home

N W EAChrome BB ATRR T B LS 5 Bk,


https://cway.cisco.com/csa-new/#/home

=
ELTEERREESIPEISIPFIYHCUBERERT. TEFMAXEEMEMESTHE,
=

B

e MTEREFCUBE RS ( ENSIPHERR ) #1704

MRESEEHMEZHENEE) , 5% Ahttps://supportassistant.cisco.com £ #ICisco Support
Assistant4TTACTERT

P& ik

CSA¥ ARMHLLTCUBEIL :

- BRSO TSR -HRCUBEMAEMSHERE LER , AW, REHFRNERBEE,
- SIPECEERAFER -BRESIPEEEREE,

L] R el
Tools About  Knewn iSgues  Release nabes
Log Analyzer CollabEdge Validator
- - SRV Checker B2BE Call Tester
Collaboration Solutions Analyzer
Empower yourself with TAC tools that help troubleshoot and validate your collaboration
solution.
UC Crashdump Analyzer SIP Profile Tester (SPT)

ause analysis (RCA Appcat fied Boacler Element
W, IMEP, CLIC and LICTX (predust

CSAEH

B &5 2R

EEETLEBRAFI M LEMECUBEXEFMRENNWUES, CREH AFERNSE I
, ‘OFF -

« FFIYEREEA
- BILE

N srE . E%WEE HCUBERIE M TN H CUBETE (Btcosip i ) I 46 K B I 1 T AR 2=
i, B ARER QAESSSIPRERUR E BT ( HlMshowds ) .


https://supportassistant.cisco.com

+H{ECUBER #18

BB SEMRARDIE , M8k Bhttps://cway.cisco.com/csa-new/#/home

R%& | EIBIR—TLog AnalyzerEf 4 H i Upload filesiZZE T &,

B
Log Analyzer CollabEdge Validator
. = SRV Checker B2B Call Tester
Collaboration Solutions Analyzer e
Empower yourself with TAC tools that help troubleshoot and validate your collaboration
solution,
UC Crashdump Analyzer SIP Profile Tester (SPT)
BRSO EE
— Jajr A
FTAERERIERE LAl EEPENGEEER,
B ]

Upload and analyze files

and other status

Uplosd

ACER D ATER L8

B LEERUHETEDENIBRE | 55— TUpload#&kill,


https://cway.cisco.com/csa-new/#/home

Upload and analyze files

tomatic i

Configuration and system overview

Multi-product end-to-end flow

HFEDHeR LEER
HERLHINTER  BHEEBNELNZEEESMESR , ARE—TRun AnalysisiZift,

- RIS ERBEREREACUBE,
s AER—EERBEFITZEER,

Upload and analyze files

Log Analyzer

Automatic issue detection

ict end-to-end flow

Filename Product type Run

CUBE _logs tx CUBE »




ZLESMENAERTHENAEESHU , YR RMBHENFURNEE, RARETUER®
1B BRI AR

- BE- RBEES (MRURE ) BRFUEEE,
- B THRERRE, 28 RBETUEFRRBRFUSE.

System information

Log overview

BEREFE N, FEECEFINFUSERE  TERBETTEIN , HPERFUERENA.
FEREMES.

RO ERE A

FB-ERERFWUSXEF , HPERFUAYEEL

o SIPHIYERFY I

« BN -RINVITEE B RISIPEREEH,

« To-#INVITEHEMTO SIPEREEEEL,

- ERR-REEWNIPHUERIR, RINVITEEERVIA SIPHRERER,

- EFEE-BEEEENIPHUERIR, RINVITEESRURI SIPEREEE,
« FEMID -RRINVITEE EHISIPFE Y IDIREEEEL,

o FENYEREAR- W3,



. Collaboration Solutions Analyzer
' 1 I || @ UTC
cisco | og Analyzer ==

Call leg info Ladder diagram Signalling

[] Use for signaling and ladder

SIP - outgoing

General information

SIP call leg type Call

From sipp@10.4.12.116

To 45678@10.4.12.151

Signaling source 10.4.12.116 : 5060

Signealing destination 10.4.12.151 : 5060

Call D 2884A6D-454D11EF-BOOBBAZE-81F90952@10.4.12.116
Call leg connects © 2024-07-19 21:30;52 UTC

SIP - incoming

[] Use for signaling and ladder

General information

SIP call leg type Call

From sipp@10.4.12.151:5061
To 45678@10.4.12.116:5060
Signaling source 10.4.12.151 : 5061
Signaling destinatior 10.4.12.116 ; 5060

Call ID 1-9880@10.4.12.151
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Ladder tags management

Applied tags

There are no tags applied. Select from existing ones or created new one

Add existing tag

There are no tags created yel. Create new one below.

Add custom tag
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Collaboration Solutions Analyzer

iiliibs l uTC -
cisco | pg Analyzer H O
Call
Call leg info Ladder diagram Signalling
[] Allow horizontal scroll B Download ladder
~ 10.4.12.151 > 10.4.12.116
10.4.12.151 10.4.12.116
INVITE (1 INVITE) _h:
21:30:52.900 : SDP v.2353687637 «» i
:‘ INVITE (107 INVITE) :
21:30:52.907 o SDP v.5656 ,
j‘ TO0TRYING (1 INVITE) :
21:30:52.907 - )
T80 RINGING (107 INVITE) ._,I
21:30:52.908 =
200 OK (101 INVITE) '
21:30:52.909 .

21:30:52.910

SDP v.2353687637 «

ACK (1017 ACK)

"k

180 RINGING (1 INVITE)

'

21:30:52.911 , |

3 200 0K (1 INVITE) :

21:30:52.916 e SDP v.2218 4 :
A2 e B E

L TEAFEESTHSIPEEERBEEAR, B—TAEURKE.



Message

I CUBE_logs.txt

Message body

BYE sip:10.4.12.151:5060;transport=UDP SIP/2.0

Via: SIP/2.0/UDP 10.4,12.116:5060;branch=z9hG4bK17E4FD
From: "sipp " <sip:sipp@10.4.12.116>tag=A4BA9783-192B

To: <sip:45678@10.4.12.151>;tag=95055IPpTag01132

Date: Fri, 19 Jul 2024 21:30:52 GMT

Call-ID: 2884A6D-454D11EF-BO0OBBAZE-81F90952@10.4.12.116
User-Agent: Cisco-SIPGateway/I05-17.6.1a

Max-Forwards: 70

P-Asserted-Identity: "sipp " <sip:sipp@10.4.12.116>

Timestamp: 1721424652

CSeq: 102 BYE

Reason: Q.850;cause=16

Session-1D: 8148df0cc80d5cdd8e1cef5f36445d60;remote=d865788014d352b38b6aab0a34948979
Content-Length: 0
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Ladder tags management
Applied tags
D Description Visual Action
10.4.12.151 Service Provider [ m
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Collaboration Solutions Analyzer

SDP w2218 ¢

N ol e 1 ?
clsco  Log Analyzer o O A A L
Call
Call leg info Laddsr diagram Signalling
Allow horizontal scroll Download ladder Legend: M Service Provider
> 10.4.12.151 a»r 10.4.12.116
10.4.12.151 10.4.12.116
: INVITE (1 INVITE) _:
21:30:52.900 : SDP v.2353687637 4 g
:‘ INVITE (101 INVITE) @ '
21:30:52.907 = SDP v.5656 .
:‘ 100 TRYING (1 INVITE) '
21:30:52.907 = .
: 180 RINGING (101 INVITE )@ _:
21:30:52.908 . .
: 2000K (101 INVITE)@ _:
21:30:52.909 : SDP v.2353687637 ¢ "
: ACK (101 ACK)@ j
21:30:52.910 .:' .
:‘ 180 RINGING (1 INVITE) :
21:30:52.91 - .
: 200 0K (1 INVITE) :
21:30:52.916 “ ,
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S — B AREDSIPHEEMEAMHEENBREEFE S MRS,

Ladder tags management

Applied tags
ID Description Visual Action
PCMU Voice Codec G711ulaw [ ] T
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Collaboration Solutions Analyzer

afaln ul ® UTC B - ? o,

cisce  Log Analyzer

Call

Call leg info Ladder diagram Signalling
[] Allow horizontal scroll B Download ladder Legend: M Voice Codec G711ulaw
4P 10.4.12.151 4»r 10.4.12.116
10.4.12.151 10.4.12.116

: INVITE (1 INVITE) !
21:30:52.900 : SDP v 2353687637 4 g

" INVITE (101 INVITE)@ :
21:30:52.907 = SDP v.5656 4 .

L 100 TRYING (1 INVITE) :
21:30:52.907 = .

: 180 RINGING (1071 INVITE)@ !
21:30:52.908 . i

: 200 0K (107 INVITE)@ »
21:30:52.909 : SDP v.2353687637 4 g

. ACK (1071 ACK)@ j
21:30:52.910 o .

L 180 RINGING (1 INVITE) :
21:30:52.911 - .

B 550 47 88 P R R4
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Call

‘Gall beg info Laddar diagram Signaling

Time (UTC) Imsstening legs Outgeing legs Sequence Seurce Destinatian Mestage

2024-07-19 21:3052 & Invite 5D v 2353687637 o 1 INVITE 10.4.12151-5061 10.4.12.116:5060 INVITE sip 45678@10.4.12.116:5060 SIP/2.0
2024-07-19 21:3052 + Invite SDP V3856 4 101 INVITE 10.4.12.116:5060 10.4.12.151:5060 INVITE 5ip:45678@10.4.12.151:5060 SIP/2.0
2024-07-19 21:3052 = 100 Trying 1 INVITE 10.4.12.116:5060 10.4.12.151:5061 SIP2.0.100 Tying

2028-07-19 21:30052 -+ 180 Ringing 101 INVITE 10.4.12.151:5060 10.4.12.116:5060 SIP[2.0 160 Ringing

2024-07-18 213052 = 200K SDP 42353647637 4 101 INVITE 10.4.12.151:5060 10.4.12.116:5060 SIP/2.0 200 OF

2024-07-19 21:3052 © Ack 101 ACK. 10.4.12.116:5060 10.4.12.151:5060 ACK i 10.4.12.151:5060 transport=UDP SIP/2.0
2024-07-19 21:30:52 -+ 180 Ringing 1 INVITE 104121165060 10.4.12.157:5061 SAP2.0 180 Ringing

2024-07-19 213052 -+ 000K SOPvI2IE o 1 INVITE 10.4.12.116:5060 10.4.12,151:5061 SIPf2.0 200 0K

2024-07-19 21:3052 € Ack 1 ACK 10.4.12.151:5061 10.4.12.116:5060 ACK s 4S67B@10.4.12.116:5060 SIP12.0
2024-07-19 21:30:52 & Bye 2BYE 10.4.1 21515061 10.4.12.116:5060 BYE sip:4S678@10.4.12.116:5060 SIB/2.0
2024-07-19 213052 “ Bye 102 BYE 10.4.12.116:5060 10.4.12.151:5060 BYE sip:10.4.12 151-5060 transport=UDP SIR/2.0
2024-07-12 21:30052 = 20008 2BYE 19,412 V165060 10.4.12,157:5061 SIP[2.0 200 Ok

2024-07-19 21:3052 -+ 200K 102 BYE 10.4.12.151:5060 10.4.12.116:5060 SI2.0 200 0K

SRk



Message

i CUBE_logstn

Message body

BYE sip:10.4.12.151:5060;ransporte UDP SIP/2.0

Via: SIPf2.0/UDP 10.4.12.11 65060 branch=23nGABK 1 TEAFD
From: *sipp * <sip:sipp@10.4.12.116>;tag=A4BAS783-1928

To: <sip45678@10.4.12.151>/1ag=950551PpTag0 1132

Date: Fri. 19 Jul 2024 21:30:52 GMT

Call-ID: 2884A6D-45401 1EF-BO0BBAZE-S1FO0H52@10.4.12.116
User-Agent: Cisco-SIPGatewayI0S-17.6.1a

Max-Forwards: 70

P-Asserted-kenfity: "sipp * <sipsipp@10.4.12.116=

Timestarng: 1721424652

CSaq- 102 BYE

Reason: 0850 cause=16

Session-10: 8148df0ccB0d5codbe 1cal5f364 45d60 remate » 48657 BE01 40352 b38060aB0a34 946979
Content-Length: 0
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ﬁ aasfae Collaboration Solutions Analyzer
CIS€0  Log Analyzer
"

5

1l CUBE_logstxt (& UTC B Report Problem - ? it

~
- Log overview
Log Callz
Analyzer
T Q, Search
Jpoad
fhen Disconnect reason
A FromDN/URI ToDN/URlI Callld SIP Call-id Peer Call-ld GUID Call initiated (UTC) Call end (UTC) Log duration (sec)
Q
[ s
nl N ) 02876 i
L1} _ . 5524  1-9880@10.4.12.1 _ ) : 2024-07-1921:3 2024-07-19 2 )
sipp 45678 e 552448 03180 5 e 0 seconds 0
Analysis 47 5 05 052 1:30:52
2884A6D-454D11E 02876
. sEa4: I e ;. VeSS 0024-07-1921:3  2024-07-192 :
Sipp 45678 F-BOOBBAZE-B1F9 252447 03180 0 seconds 16
4B s 52 1:30:52
0852@10.4.12.116 05
1-2 of 2 . Showing 10 -
= SA
BRSO MRZHER

alil Collaboration Sclutions Analyzer

utc Report Probler ?
cisco  Log Analyzer O] B Report Problem -l ? It

Diagnostic overview

Issues found No issue Not applicable Missing information Potential problem

Q. Search
+/ No issues were found.

R It Cat You can still view the diagnostic signatures that were run but did not find any issue by selecting different result type tabs above.
esult Category ~

+ Call (8)
+ MRA (0}
~ Configuration (0)

Click on any of the below to see details or continue to analysis.

Defects only
Log Analyzer Diagnostics#iRt
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B - 0
1] LTy
Log Analyzer
Automatic issue detection it
Filename Product type Run
stem overview X f P >
>

Ao MERERaRBER

RRETONERER , BRSSO MBRTERSMEALEMIFRUBENSFENRE

« RTP#
® TCP/UDPﬁﬂ/m

% EE  NMREBERTHEISIESRTPA , AIcEERE "RTPHR. Jd |, WEHITHEEE D
SRTPRHY EAEB D KRR

& "RTPH. FIPRE—EEFE , TESETRERNRTPRAGTEN. NRAZFEBRARFHR

&  ZesIBEERILE.

Collaboration Solutions Analyzer

1l ul CUBE_Packet_Capture.pcap O UTC Report Problem

®  Log Analyzer g U] a

System information

Log overview

RTP streams TCP/UDP Streams

Q, Search

src IP Src port Dest IP Dest port Payload type SSRC Packet count Packet loss Jitter (mean/max)

172.18.110.58 8456 14.50.214.57 72682 8 Tade 273 0% 0ms f0.01 ms
50.214.57 22682 172.18.110.58 B4SH ! 97050219 269 0% 0ms /001 ms

1-2012 E Showing

=S|

[

=0T ESPCAP L #T

RTP Flow Statistics A/ LA B EERNTELBEN X AERIEN TH, &— TPacket Loss
SummaryiZ$ LA T HER,

Info



Collaboration Solutions Analyzer 1 CUBE Packet Caph ® ute ﬁ “ » -I}
sl CUBE_Packet_Capture.pcap U UTC Teport Problem
Log Analyzer " - ' =
RTP Stream
 Packstioss summary
RTP Stream statistics =
Packet interval | time
& Packet |

\\\\\\

B2 #TEsPCAP RTPH
HHNTCP/UDPH , RE R HENSENRE,

System information

Log overview

RTP streams TCP/UDP Streams

[= -

Protaca Src IP Sre port Dest IP Dest port Packet count 2-way communication OCSP
L 72181 [+ ]

UL 72.18.1 8 (%]

u 181 [ x ]

B2 #T28PCAP TCP UDPE R

SIPEL B & =R 2R (SPT)

BRVEHBESIPEEEZAMEEASBEHSIPER , MERTEREZENHASTHE. SIPE
ERERAHER TEAHECENRREFHEZNRELE

SIPEEERTEITE3EMS
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on Solutions Analyzer ) UTC B Report Prot - 7 i

SIP Profile Rules Load a Prebuilt Rule Set + SIP Message To Test Rules On ™o

Input Help: SIP Request URI or Stat v adways requirad, SIP Headers/SDP Body optional uniess testing them. CSEQ required i

Peer SIP Message To Copy From [ snow Peor copy gt

Inpuut Help: Copyist, voice service voip, Gial-peer, tenant, or other voice configurations ane not requred Input Help: Ragular “copy” rules wil use the other SI* Massage: not this input

CD

SIPREMEE
FBENSIPEEER R

ZTERUBEBEN ROIRELAR. SERENRRBE —ERARXAHR , THREIELS
{ﬁIJO

LT RAAE AR ERNERE

1. BB A TERER AL RIZE I : SIPIRE,
2. BNBRE A URGISIPHE BB IEEEE ( ESDP)
3. BEHZEMRUN TestiR A LLF1THIE,



el Collaboration Solutions Analyzer

SIP Profile Rules e Add: SIP Header

rule 108 request &NY sip-hesder Diversion Add ~“Diversion: <sip:B675305@cisco.coms”

Input Help: copylist, voice Service voip, dial-peer. tenant, or other voice configurations ane not required
‘Syntax Help: SIP Profie Config Guide, SIP Copylist Conig Guide

B SIPRER
TEERT~—EESNEERNTER
ERMISIPH R

B Report Problem -

SIP Message To Test Rules On e INVITE (No SOF)

IWGITE sip:B6T5300§192. 168.11.10: 5068 SIP/Z. 0
da: SIF/2.8/TCP 192.168.10.10:5068; branch-z3hGaby 14242118

SIP/2.8/UDP 102,168,108, 915068 br anch 0382570
- o

" €31pi123a56TARGISE, 168, 19. 10 ; Tag ~dEDFRODS - LA
To: <sip:2075305@192. 168,11, 18>
€all-ID: DFE43521-335811EF-B5788A40. SBTEBADBRIDR 162.10.18

Session-10: IdIS0AR001050M0DM0 I Tel 266¢ 160 renat e IbE 541 001050000064 164 365408

Cisco-Guids H622027175-0880051023-2238508512 1803407283

£34q: 101 IWITE

Allen: INVITE, COTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, MOTIFY, INFO, REGISTER
Allow-Events: telephone-gyent

Supported: 180rel,timer, resource.priority roplaces

Supported: -

Require: timer

Subject: SIP Profile Test

Session: Media

user-dgent: Clsco-SIPGTewny/105-17.14.1a

Date: Thu, 27 Jun 2824 0:28:07 GMT

Timestamp: 1710447687

Expires: 188

Min-SE: 1508

Sesslon-Explres: 1888 refreshar-yag

Max-Forgards: 6%

Contact: <sip:1111111111§192 168,18, 18:5648; transport=teps

2132332238192 168.10. 885 jprivacy=off; reason-unconditional counter
SEATNaATR lama™ wrfai2RIT000000E100 160 4 A0 anatuasa] D iamses

sCrgansng
P

Input Helip: SIP Request URI or Status Line aiways reguired. SIP Headers/SDP Body optional undess testing them. CSEQ required i

“method” used in MREponssa rule.
Syntax Helpc LANA SIP Parameters, LAMA SDP Parameters

Peer SIP Message To Copy From =
Input Help: Fegular “copy” rukes will use the other S5 Message; not this input

Input Help: Regular “copy” rules will use the other 517 Message; not this input

ADDED (GREEN) - Diversion: <sip:8675309@cisco.com

"" i+ Collaboration Solutions Analyzer

COriginal SIP Message:

WVETE plp-dBTUREREI0N. 168,10, 10: 5060 S1P/E.0

2 Wier SIP/2.0/TCF 192.168.10.10: 5060;branchesshidbk16 242110, SIP/2, 0AP 192, 168. 18, 9; 5060;br anche :3h4ERII1579

‘CallerI0_Mame® 3§ Fo192. 168,10, g ~CAD
<sipraETSI0NI5D . 168, 10. 105

€al1-10: DTEI511-335111EF-B5780A43- BTERAORHIT2, 166 10,10
Session-10: ¥
Clseo-Guid: JE2MITITS-DBEAIS1021 - 1114288511 - NA0DLET4ED
Caeq: 101 DWVITE

Allew: IWITE, OWS, EYE, CAMCEL, ACK, PRACK, UPDAT
Allow-Events: telephone-event,kpal, dislog

11 Supported: 100rel.tlmer,rescurce-priority, replaces, idp-anat
12 Require: timer

13 Subject: SIF Profile Test

14 Session: Medla

15 Wser-Agents Cisco-SIPGatewdy/T05-17. 1410

16 Date: Tha, 27 Jun 2024 00:20:07 GV

17 Timestawp: 1719447607

18 Explres: 180

19 MEn-SE: 1880

® o

@

. REFER, SUBSCRISE, WOTIFY, INFO, REGISTER

B

Serzlon-fxpires: 1809; refresher=usc

Fa-Formards: 68

32 Contacks <sipil11N1NRL11G152, 168, 19, 1 5068; transportsteps

21 Dlversions <3ipi2312322223§192,168.18. 100 pr Dracy=aff; ressoneuncondi tenal ; counter=1; screeneng
3 Remote-Paety 10! “CallerlD Nase" <sip:13333333333192.168. 10. 105 party-calLing; sereen-nozpe Lvacy-otf
P-dszerted-Tdentityr ~CallerDD Mame™ <sipi4ddsdssadaf1od, 168,10, 100

PoPreferred: dentity: "CallerlD Mame™ <slp:S9555555558102. 16510180

Custostieader ! “CallerID Muse™ <3ipa777777777 79102, 168, 10, 105

38 Accept: spplicationisdp

1 Content:Dispasition: sessismihandlingarequired

0 Content-length; @

B Repot Problem -

CI €I
Medified SIP Message: CEEE

IWVITE glp:BETEIOOEIHZ. 144, 11. 109080 ST/2.0

alleriD_Name® <3
Tor <siprBeTsIefI02. 168, 11,105
€all-10; D7E4¥511-3351116F - B57E0A40-GETERCAF1Z . 168, 10,10
: Te12660 164} ¢ eatte=I605451 6001 OEABRMNIE £165155408
Clzca-Guld: 3620007175 4£0951013- 1238BERELI- 1801467483
Coeqs 100 TMVITE
Allew: INITE, OPTIONS, BYE, CANCEL, ACE, PRACK, LPDATE, REFER, SUBSCRTAE, MOTIFY, INFO, REGISTER
Allow-Events: telephone-ewent, kpml,dislog
Supported: 108rel,timer,resource-prliority, replaces, sdp-anat
Require: timer
Subject: 5IF Profile Test
Sessiont Hedia
User-dgenti Cisco-SIPGateway/I05-17.14.18
Daze: Thu, 37 Jun 2034 Sb:20:07 QT
Tisestamp! 1713447607
Expires: 189
Hin.gE: t808

152, 168,10, 195 ;tag:

PR

-

&

Session-xpires: 1800 refresherssac

Hax-Forwards: &

Contacts ¢sdpiB1I1L11110§452, 168,19, 10:5043; transport=tcpr

Dlversion: <sip:2122222223§192, 168,10, 105 jpr bvacysoffjressomeuncandit lonal; counters1screensng

14 Remote-Party-100 “CallerlD Wame™ <:ipi3333333333152,.168. 104001 party-callingrscreen-anrpe vacyeoft
15 | P-dsgerted-Tdentity: “CallerID Mome® csiprdfadssidsaflol. 165, 10,193

2 Pobreferved:Tdentiny: "CallerlD Nase™ <3ipr3SSS5S55S58102, 168,10, 10

17 Custeaeader: “Callerln Naae™ 35p:77777770770102. 164, 10,105

Azenpt: applicstion/edn

31| Contest-Length: @

Logs:
Actien Before After Rule
A2 Blwerslon: <alp:BETSMOEcisco. coms

SIPH E & RFARE E iR

BT RS /# 8/ BRI ARV EE 6

rule 188 request AN sip-hesder Biversion Add "Blwersion: calp:BETi3edgcinca.com™

vis: SIP/2,0/TCF 192,168,150, 18: 5068 branche: ShOSHE1 6242110, STP/2.0/L0F 192, 148. 10, 9: 5060 s branche Shi bEMa25 75



SIPE.EE =R A

rule 100 request ANY sip-header Diversion Add "Diversion: <sip:8675309@cisco.com>"
rule 200 request ANY sip-header P-Asserted-Identity modify "sip:4444444444@" "sip:5555555555@"
rule 300 request ANY sip-header P-Preferred-Identity remove

ERRRAUNSIpHE

INVITE sip:8675309@192.168.11.10:5060 SIP/2.0

Via: SIP/2.0/TCP 192.168.10.10:5060;branch=z9hG4bK16242110

Via: SIP/2.0/UDP 192.168.10.9:5060;branch=z9hG4bK00002579

From: "CallerID_Name" <sip:123456789@192.168.10.10>;tag=4EDFODD8-CAQ

To: <sip:8675309@192.168.11.10>

Call1-ID: D7E43511-335111EF-8578BA40-6B7EBADB@192.168.10.10

Session-ID: 2d390a8000105000a000247e1266c26d; remote=3b954a1e00105000a0006c416a369498
Cisco-Guid: 3622027175-0860951023-2238888512-1803467483

Cseq: 101 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event,kpml,dialog

Supported: 100rel,timer,resource-priority,replaces

Supported: sdp-anat

Require: timer

Subject: SIP Profile Test

Session: Media

User-Agent: Cisco-SIPGateway/I0S-17.14.1a

Date: Thu, 27 Jun 2024 00:20:07 GMT

Timestamp: 1719447607

Expires: 180

Min-SE: 1800

Session-Expires: 1800;refresher=uac

Max-Forwards: 69

Contact: <sip:1111111111@192.168.10.10:5060;transport=tcp>

Diversion: <sip:2222222222@192.168.10.10>;privacy=o0ff;reason=unconditional;counter=1;screen=no
Remote-Party-ID: "CallerID_Name"™ <sip:3333333333@192.168.10.10>;party=calling;screen=no;privacy=off
P-Asserted-Identity: "CallerID_Name" <sip:4444444444@192.168.10.10>
P-Preferred-Identity: "CallerID_Name" <sip:5555555555@192.168.10.10>

CustomHeader: "CallerID_Name" <sip:7777777777@192.168.10.10>

Accept: application/sdp

Content-Disposition: session;handling=required

Content-Length: 0



‘Lsee  Collaboration Solutions Analyzer

SIP Profile Rules

rule 180 request ANV sip-header Diversion Add “Diversion: <s1p:8675389gcisco.com”
rule 30 request A sip-header P-hsserted-Tdentity sedify "sipid44d48444487 "sip: 55555555555
rule 380 request ANY sip-header P-Preferred.Identity resove

Load a Prebuill Rule Set

Input Help: copylst, voice senvice woip, disl-pesr, tenant, of other vaice configuralions are not requined
Synitax Help: SIP Profile Config Guide, SIP Copylst Config Guide

SIPEL & 12 =5 it 48 il BR 7= A1

ERGFER , 5% —TRun Test,
HASIPEE

B Repon Problem - 7

SIP Message To Test Rules On ™

INVITE 51p:8675369§192.168.11.18:5068 SIP/1.8
f3.@/TCP 192,168, 1@, 10: 506 sbranche0hfdba1 6242110

fUDP 192.188.10.9:5040; bran hEAbKaBEDZE 79
1lerip ame™ <51p:123456789G192. 168,10, 18  tage4EDFE008 (AR

6751005192, 164,11, 1>
TEAIE11- 3511 1EF - 05 THRALO - LOTERADDRIO2 168,10, 10
-I0: 20390aB00105000480024701 265026 remote=30054a100010500040006C 4164369406
Cisco-fuid: IGII0ITITE-0BGER51023- 220080512 -1803467403
Gaeg: 101 INVITE
Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIEE, MOTIFY, INFD, REGISTER
Allow-Events: telephone-gyent kpal,dj
i 188rel, timer, resource-priority, replaces

sdp-anat
Require: timer
Subject: S1P Profile Test
sesslon: Medis
User-Agent: Cisco-5lRGateway/105-17.14.1a
Bate: Thu, 27 Jun 2024 00:20:07 GNT
Timestamp: 1719447607
Expires: 188
Min-SE; 1899
Sesslon-Expires: 1808;refresher-uac
Max-Forwards: 69
Cantact i

Load a sample SIP Message

111111 1§12 . 16

01 5068; transport=top?
;privacy-off;reason-unconditl
33333IEINT 16D 4@ At mnar

8. 18
168 ounters1;screens=no
S ——

quired. SIP Headers/SDP Body o m. CSEQ required if

Input Help: SIP
“method” used in respo

Syntax Help: IANA SIP Paramet

s, LANA SDP Parameters

Peer SIP Message To Copy From *

Input Help: Regular “copy” nues will use the other SIP Message: not this input

Input Help: feg

eopy” nules wil use the other SIP Message, r

MODIFIED (BLUE) - P-Asserted-Identity: "CallerID_Name"

4444444444@192.168.10.10>

REMOVED (RED) - P-Preferred-Identity: "CallerID_Name" <sip:5555555555@192.168.10.10>

ERHISIPHE

MODIFIED (BLUE) - P-Asserted-Identity: "CallerID_Name" <sip:5555555555@192.168.10.10>
ADDED (GREEN) - Diversion: <sip:8675309@cisco.com>



olutions Analyzer

Original SIP Message: Modified SIP Message: [ 150 Uk simn ]

t 41p:BOTSIONEINE. 164, 11, 10; 5000
hGAbLDNNZS TS 2 Wie: SEP/2,0/TCP 192.165.10, 10150601 bra

IWITE 5
viai SIR/Z.

102, 165.11.10: 3060 SIR/1.0
P 132,168, 10101 5060;branche19nG4bK 16242110, 517/ 2, O/UDP 192,168, 10,9 50685br anch
GTEHGA92 . 168,10, 107 T Eaged EOF0CCA-Cid

e ShGALEIE28 2110, STP/ SGALERN5T

60,10, 107 ;T8 g EGF 0008

RIUGP 192,165,109 5860 bras

.10
548 1e 0005 D0NRBNEE 4168 10408 F

€all-1D: D7EA3511-335111EF 35750540 GETERADEH192, 168,
Sessisn.10: 2dTRRI000100ME00012Te1 260 16 enaten
362H01717S . BEEOGS 1023 11 IABESL Y- 1A0ELETED
e

Cisen-Guk

Creq: 30 ©
. CPTIONS, BYE, CAMCEL, M
1,dlalag

i 100rel, timer resource-priority,replaces, sdp-anst

ALK,

B, BEFER, WUBLCATEE, MOTIY, INPO, REGI4TER

. OBTIONL, BYE, CAMCEL, ACK, PRACK, UPDATE, REFER, SUBSCH ¥, Inf, AEGISTES y

: telephone -event, k

vents: belephone-event, kpal,dlalog

Supported: 100rel, timer, retource-priorlty,replaces, sdp-anat
Require: timer

Subjects

Requirer timer
o Test 13 Subfect: SIP Profile Test
Sessisar Medin

Cise0-SIPGNtEway 105-17.14.18

Uzer-

© Cisen-SIPGateusy/105-17.14.1a
7 b

Tisestasp: 171%

fon-Expires: 1600;refresherseac

ards: 6%

T esiprIi111000§192, 168, 10, 105060}
mversion: ssiprad. #1972, 268, 10, 1 privacysoff) reases

Sesslon-Expires: 1509 refresher=us
Max-Porwards; 6%
contact: <sipill
Blversions <sip:

ansport=tops

ncon

fonaljcountersl; screensm

Resate-Pasty-10: Resote-Party-10: 33333333 3§192.166. 19,1 recalling; screen wey=off
FPreferred don S5985589LR107 , 14420, 10) 14144 10, 19
[ YITFITYTIIRLOL. 165,48, 100
Ascepts application/sdp Content-Odsposition: session;hendling=required
Centent-Dlspas! o hand] Engerequired v
Content-Length: @ i Content-Length: &
Logs:
Actlion Before After Rale
L) Diversion: <5ipi 0675 0%8cisc0. com» rele 108 request ANY sip-hesder Diversion add “Dlversion: <sip:8675009%cisco. coms™

¥ o

o sip-hesder P-Asserted-Tdentl y "5lpraassssisiag” "sip:S5SS55ESISET

Asserted-Igentity: "CallerID Mame™ «sip!SSS55553554192.168.10.18  rule 200 request

WOOIFY  Prasserted-Identity! "CallerID Meme™ c5ip144848580add192 165 10,10

erdD Mpme™ <3lpiISIIISIIRHES.168.10.100 rule 309 reguest AN slp-hesder P-Preferred-Tdentity resove

RIMNT  P-Preferred-Tdentity: “Ca

SIPEL & 8 S 4% S 8 ANl BR = 4502

BRBESIPRER

ERKEBEVRNEBAGEINATERIEHRE (SIPERFE ) , IUERAUATIE@WA
- HIEE : BASIPEE— > CUBE — >iSHHISIPEE

- BRFRNEESIPHEE-ERTENSIPHEE,
- ERIRFANSIPEE-EEASBANSIPHEE,

ERtAPeer SIP Message To Copy FromZf% , BRI Show Peer Copy Inputi#IE, &aJLliz—
T Hide Peer Copy InputBEiitt 25 .

alr
cisco

Collaboration Solutions Analyzer @ utc

SIP Profile Rules ™= Load a Prebuilt Rule Set - SIP Message To Test Rules On e Load a sample SIP Message =

Input Help: 37 Request LRI or St squred SIP Header
required if *method” use r s e

WA SDP Parame

atway

Peer SIP Message To Copy From

Input Help: copyhist, voice senace voip, dial-pear, tenant, or other wece conf
Syntax Help: 5IP Profile Config Guide, SIF Copylist Config Guide




LTRESIPRA, BAFERAISIPERNRH :

SIPECERERAR AL,

request INVITE peer-header sip To copy “sip:(.*)@” u0l
request INVITE sip-header SIP-Req-URI modify “sip:(.*)@” sip:\u0l@

ERABEANSIPHEE,

Sent:

INVITE sip:235678@10.16.0.5:5060 SIP/2.0

Via: SIP/2.0/UDP 192.0.2.0:5060;branch=z9hG4bKA7155C

From: "Cisco" <sip:1234@10.16.0.3>;tag=B125CE72-1184

To: <sip:5678@10.16.0.5>

Cal1-ID: 783557DF-193811EF-A4C1B962-D5D3EC18@192.0.2.0
Supported: 100rel,timer,resource-priority,replaces,sdp-anat
Min-SE: 1800

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 1716577979

Contact: <sip:1234@192.0.2.0:5060>

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 68

P-Asserted-Identity: "Cisco" <sip:9876@192.0.2.0>
Session-ID: 1629a67700105000a000d9a7fe; remote=00000000000000000000000000000000
Session-Expires: 1800

Content-Type: application/sdp

Content-Disposition: session;handling=required
Content-Length: 243

v=0

0=CiscoSystemsSIP-GW-UserAgent 3601 9082 IN IP4 192.0.2.0
s=SIP Call

c=IN IP4 192.0.2.0

t=0 0

m=audio 8402 RTP/AVP 0 101

c=IN IP4 192.0.2.0

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

EERMWSIPHEE,

Received:

INVITE sip:235678@10.15.0.2:5060 SIP/2.0

Via: SIP/2.0/UDP 10.14.0.1:5060;branch=z9nhG4bK16927e56b400c78

From: "Cisco" <sip:1234@10.14.0.1>;tag=156812752~757956d9-2b62-4ab0-b5c2-6b19710635db-53693198



To: <sip:5678@10.15.0.2>

Cal1-ID: a0f63500-1f013804-1344e15-16000e0a@10.14.0.1

Supported: 100rel,timer,resource-priority,replaces

Min-SE: 1800

User-Agent: Cisco-CUCM12.5

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
CSeq: 101 INVITE

Expires: 180

Allow-Events: presence, kpml

Supported: X-cisco-srtp-fallback,X-cisco-original-called

Call-Info: <sip:10.14.0.1:5060>;method="NOTIFY;Event=telephone-event;Duration=500"
Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Session-ID: 1629a67700105000885a92d9a7fe; remote=00000000000000000000000000000000
Cisco-Guid: 2700489984-0000065536-0000126777-1234102346

Session-Expires: 1800

P-Asserted-Identity: "Cisco" <sip:1234@10.14.0.1>

Remote-Party-ID: "Cisco" <sip:1234@10.14.0.1>;party=calling;screen=yes;privacy=off
Contact: <sip:1234@10.14.0.1:5060>;+u.sip!devicename.ccm.cisco.com="SEP885A92D9A7FE"
Max-Forwards: 69

Content-Length: 0

Iy Zer n . '. 5
SIP Profile Rules == Load & Prebult Aule 54t - SIP Message To Test Rules On === Load a sample SI? Message
™ wal
B a1
T T
e
Bt Help: St
Synkax Melp: LA 51 7
Peer SIF Message To Gopy From ==

Inxpust Holg: £, woicn
Sayrian Help: SIP Profie Cond

gt Heip: &

CTD =

SIPEL B8 R EIA5 R R~
B —TRun TestiZsALARBI T & | e MAEBIRE,
BREFER

Register: u0l
Value: 5678

REBSIPEE



MODIFIED (BLUE) - INVITE sip:235678@10.16.0.5:5060 SIP/2.0

EHHSIPEE

MODIFIED (BLUE) - INVITE sip:5678@10.16.0.5:5060 SIP/2.0

ons Analyzer [} — - 7 oo

Original SIP Message: Madified SIP Message:

52.0.2.8

e OO NN ot RO DN

L]

Copy Registers:

Register [T
5678
|
Logs:
Action Before After Rule
ey Tas ¢ndpased I reguest IWITE prec-hesder 3ip T {1 Wil

ooy 60,5540 S1542.0 TWETE sdo:S67M00. 16,0, 5: 5048 S1P/2.0 request TWITE sip-hesder S18-Re

SIPE B 1 R EI 455 R 12
HwEEE
FECSAFEATEES , Report A Problem3f 4 7257 &+ A T B Ap AR B (R R =,

s EREEAUNEBEEAEFHAHECSAHBRERREEEANME , BRHRE. ERIER.



B Repon Problon - 2 a

Tools About Known is5ues Release notes

Log Analyzer CollabEdge Validator

Collaboration Solutions

SRV Checker B2B Call Tester

Analyzer

Empower yourself with TAC tools that help troubleshoot and validate your
collaboration solution.

BEEEEER
Report an issue X
Product
Issue
b
Details about an issue
]

-
W RE

ERAZEES A IRCEAERASRRE (FEHFET ). RREAEER (BARET ) AR
RERERE (EWER ) .



B Repornt Probior ‘.‘.

Tools About Known is5ues Release notes

Log Analyzer CollabEdge Validator

omatically detect. troubleshoot and

Collaboration Solutions

SRV Checker B2B Call Tester

Analyzer

Empower yourself with TAC tools that help troubleshoot and validate your
collaboration solution.

B
XEMHBEER
ELECUBEMTDMMBRMARES

Cisco I0S XE 17.5R BRHE — B R ELXFEIERM
Ef : SIPEBER
HECUBEHRXE RFEAES L FEASIPAEERE



https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-sip-param-mod.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-sip-param-mod.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-sip-param-mod.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html
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