il E T/EERR/(WGB)ZEVLANS #
B &%

&

DEFEY

KR Y

ERE

B HEBECAPWAP APEEHY % EVLANKIWGB

18 5% Bl 3=

WLCHHRE

WGBELE

RHEE

WGB#802.1q% ik | IR R1E X T 8 B AAPEIBRA) 2 {EVLAN,
18 B Bl 2=

BAPE &

WGBHL &

R B

WGBRE#RBERM W HRERTHZEVLIANEE | B 8AP,
8 5% B 3=

BAPE B

WGBELE

B

s

AXRANMAEBEWCGBIAZ BT E SR TS EEREHB(VLAN).
D ERAF
LB
BREZ R MAIreOSEIRLANIZHIZR(WLC)MER B TR N E BN EAR(AP)NERHH,
BRA T

- WLC v8.2

SAAP v15.3(3)JD4
- FEARTFEN B (CAPWAP)APHY 12 A1 75 22
- XER#}MB02.1q

ANFHEARBRBBEERETREANEENEL. XPEAZNAMBEREEREHER ( HER
) AAREREE ., MREHEREEFER , FRACCHEBIMNES TREKNEE,




ﬁgll

E

EHHECAPWAP APBIBIEY ZEVLANKIWGB

b 51 ER B an4n] B i Sk B EECAPWAP APREEEHY ZBIVLANBIWGB, 2 A Bha] LU A 2 it 48 =X = 48
BERX (BR) . KARERWGBEZEZES02. 1 Xl  BRAIWGBEEZEZEVLAN, £
L&l |, WGBIERE|CiscoX #:853560,

MBRBETRTES02.1q , BIFTEEFin#lig 2 B #E A EVLAN,

ELRAEIR , WGBLELEVLAN 210 |, ERFIWGBE T H = F i 2 Bl 45 VLAN 2601512602,

WLCEXEEREBREFimvianWEIRENH. FEAFIH , WLCHVLAN 2601, 2602F1210 L 4EE
BEBRENE.

e =

WLC v8.2

CAPWAP AP

=3 ) (o

WLAN WLAN
2601 2602

WLCHERE

SB1.BABRWLCH B EAENE(GUI) , A% EEZCONTROLLER > Interfaces , SABREWLC L
BRIERENBENE. MRBMARFZEEZEENVLAN , FE—TNew , AEFHHEENVLAN,

Save Configuration Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller Interfaces Entries 1 -3 of 3
Genera 1
Tcons Interface Name VLAN Identifier IP Address Interface Type Dy ic AP M. t IPvE Add
Inventory raragrvert 2601 172.c Static Enabled 2001 7 "
virtual L) 192.0.2.1 Static Not Supported
e g e

Interface Groups r—



Save Configuration Ping Logout Refresh

Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller Interfaces > New < Back
General Interface Name vlan210
Icons
VLAN Id 210
Inventory
Interfaces

Interface Groups

BWANTHNER

Interfaces > Edit < Back

General Information

Interface Name vlan210

MAC Address 80:e8:6f:02:6a:60

Configuration

Guest Lan
Quarantine
Quarantine Vlan Iid 0

NAS-ID none

Physical Information

Port Number

Backup Port

Active Port 0

Enable Dynamic AP Management

Interface Address

VLAN Identifier 210
IP Address ip-addr

Netmask net-mask

Gateway aw

DHCP Information

IPrimarv DHCP Server optional-dhcp I

Secondary DHCP Server

HUNREHNWLCERAERZEA(LAG) , BIEE X RIZEHIBIRG,

S ER2 BEZWLANs > Create New > Go,

CISCO MONITOR  WlaMs COMNTROLLER  WIRELESS  SECURITY  MAMAGEMENT COMMANDS  HELF FEEDBACK
WLANS WLANS
b Current Filter: Mone [Change Filter] [Clear Filter] Create Mew .

» Advanced




HER3EBFESSIDNEEERNEBRE , RRE—TApply.

s e =

Type W LA “

Profile Mame profile-name |

S5ID S5ID-name |

CLI:

> config wlan create <id> <profile-name> <ssid-name>

H R4 WGCBHY A HVLAN 2 BL45 WLAN

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANSs > Edit 'wgb-tst’ < Ba
| Security | QoS | Policy-Mapping | Advanced |

Profile Name wgb-tst

Type WLAN

SsID wagb-tst

Status Enabled

Security Policies [WPA2][Auth({802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All 5
Interface/Interface "
Group(G) vlan210 v

HER5. D BEWGBAREESSIDEABN AL A SR,

B ¥ FSecurity > Layer 2 > Authentication Key Management, i#ZEPSKIf &= %5,



AL LD
CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY

WLANs WLANSs > Edit "wgb-tst'

MANAGEMENT COMMANDS HELP FEEDBACK

* WLANs I 0
WLANS General Qos | Policy-Mapping | Advanced

» Advanced I Layer 2 I | Layer3 | AAA Servers |
L | Disabled 5
WPA+WPA2Z Parameters
. WPA Policy
WPAZ Policy o
WPAZ Encryption + AES TKIP
DSEN Policy
Authentieation Key Management 12
BOZ2.1X Enable
CCKM Enable
| PSK + Enable |
FT BO2.1X Enable
FT PSK Enable
PSK Format ASCII =

WPA gtk-randomize State
FL 3

S ER6.FERWLANER A T Aironet IE |, & BIWGB# £ RaE#,

WLANSs > Edit ‘wgb-tst'

General | Security = QoS | Policy-Mapping

I Advanced I

Allow AAA Override Enabled
Coverage Hole Detection Enabled
Enable Session Timeout

Aironet IE + Enabled
Diagnostic Channel 18 Enabled
Cverride Interface ACL IPv4 | None 5
Layer2 Acl Mone ¥

DHCP

DHCP !

DHCP .
OEAP

IPv6 | MNone = Split T

HAEARTREIF | SSIDFEAWPA2/IPSKZ 2 , IREEFAEENEZEHE (W
WPA2/802.1x ) ELEWLAN , AJLASE LT E# : 802.1xEBFEEEPEAP, ISE 2.1FIWLC 8.3

HER7 BUAWLCUA X ER BWGBHI ZEVLAN

>config wgb vlan enable

WGBE &

SR A EVLANFEREN T E. HLERFIF , VLAN
WGBELEH.

WGB# config t
WGB# interface dotllradio 0.210
WGB# encapsulation dotlg 210 native

210 ( A% ) . 2601%126024 %7 18 3


http://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html

WGB#
WGB#
WGB#

WGB#
WGB#
WGB#

WGB#
WGB#

WGB#
WGB#
WGB#

WGB#
WGB#
WGB#

WGB#
WGB#

WGB#
WGB#
WGB#

WGB#
WGB#
WGB#

interface dotllradio 0.2601
encapsulation dotlg 2601
bridge-group 21

interface dotllradio 0.2602
encapsulation dotlg 2602
bridge-group 22

interface dotllradio 1.210
encapsulation dotlg 210 native

interface dotllradio 1.2601
encapsulation dotlg 2601
bridge-group 21

interface dotllradio 1.2602
encapsulation dotlg 2602
bridge-group 22

interface gigabit 0.210
encapsulation dotlg 210 native

interface gigabit 0.2601
encapsulation dotlg 2601
bridge-group 21

interface gigabit 0.2602

encapsulation dotlg 2602
bridge-group 22

X TN E2601F26020 @EE 21722 , AABEHENEXNEEH151255,

ARZAATNE20EEREE  RAEKFRAVIANS BIGFNEK , eS8 B0 RAE
1,

HER2. 28 3 BRIE 558 B KT 5%(SSID).

EWRBIF | SSIDEAWPA2/IPSK , 1R LEBWGBEEABMZE £ HHSSID (10
WPA2/802.1x ) BBE |, 1R ATLABE LU TER

£ FPEAP & 7 B T #Y T {E4R 1B B & /R

WGB#
WGB#
WGB#
WGB#
WGB#
WGB#
WGB#

config t

dotll ssid wgb-tst

vlan 210

authentication open

authentication key-management wpa version 2
infrastructure-ssid

wpa-psk ascii 0 ciscol23

S ER3.45SSIDHT 18 2 A A EECAPWAP APREESRI N E .

It 25 BR3= 5 F @ 3 station-role workgroup-bridge#$APE% E B T EAR 815

B EARBIR , WGBERE2 4GHzN HEECAPWAP APREAE | INRIEGEEWGBEH


https://www.cisco.com/c/zh_tw/support/docs/wireless/virtual-wireless-controller/115736-wgb-peap-00.html

5GHz/ " H AR , FEiS It Bl E %718 2/ EDot11Radio1,

WGB# config t

WGB# interface DotllRadioO

WGB# encryption vlan 210 mode ciphers aes-ccmp
WGB# ssid WGB-tst

WGB# station-role workgroup-bridge

HERA BAAWGB#E —VLANZh&E,

A S A EEWGBIE AIWLCHEHF & ik 2 B 2IAVLAN,

WGB# config t
WGB# workgroup-bridge unified-vlan-client

RLHER

HBR1.EMVLAN,

SW# config t
SW# vlan 210, 2601, 2602

S ER2 BLEWGBHAKE,

SW# config t

SW# interface <interface-id>

SW# switchport mode trunk

SW# switchport trunk native vlan 210

SW# switchport trunk allowed vlan 210, 2601, 2602

SER3 M T FiRE AN E D BB ATERNVLAN,

SW# config t

SW# interface <interface-id>

SW# switchport mode access

SW# switchport access vlan <vlan-id>

WGB#802.1qXX## , S\ AR T 5 B AAPRIBIAY 2 EVLAN,
] E



Root-AP

— ) (&=

Switch

VLAN VLAN
2601 2602

BRAPE B

SR EESEVLANFERN FAE,

R RGIH | VLAN 210 ( A4 ) . 2601F1260248 2 BBWGBH BB 1 b SR A FT B B BAPEE | H
% {EVLANECAPWAP AP - WGBHL & fH B3 B .

HER2. 28 3 BR #5258 B RF 5%(SSID).

FEARTREIF |, SSIDFEAWPA2/PSK , INREFEFEASSIDEERAP , FEHFAERANLL A E
( HIWPA2/802.1x ) , AIABE LI TER -

£ B % AP L% SSID # VLAN

Root-AP# config t

Root-AP# dotll ssid WGB-tst

Root-AP# vlan 210

Root-AP# authentication open

Root-AP# authentication key-management wpa version 2
Root-AP# infrastructure-ssid

Root-AP# wpa-psk ascii 0 ciscol23

S ER3 A4 SSIDHT B ZARAP AR EESSIDI T M,

i BEARRAIS |, BAPEREH2 4GHZ EEESSID , MR LEERAPFERESGHzN EHEE
#ZSSID , A% Hl E #1182 EDot11Radiol,

Root-AP# config t

Root-AP# interface DotllRadio0

Root-AP# encryption vlan 210 mode ciphers aes-ccmp
Root-AP# ssid WGB-tst

Root-AP# infrastructure-client

Root-AP# no shut

infrastructure-client {5+ R RAPE EWGBH E R FEA B RAMEANVLANS B, MIRRH LS


http://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/service-set-identifier-ssid/210516-SSIDs-and-VLANs-configuration-on-Autonom.html#anc9

T, BAPERAMEEFinS BEEAEVLAN,
WGBE: &

SR EESEVLANERN FAE,

FERGIg | VLAN 210 ( A% ) . 260112602482 BBWGBRI BB 1 h SR AR FT B B BAPELE | H
h Z{EVLANEICAPWAP AP - WGBHL B f8 B3 B

HER2. 2 3 BRHE 5258 B RF 5%(SSID).

FEIRBIF | SSIDEAWPA2/PSK , MR EEEWCGBEEARMZ L MMSSID (1M
WPA2/802.1x ) Al , B ASE LA T E

£ FIPEAP & 17 B 5 1Y T /EAE MAE AL & 7R 5

WGB# config t

WGB# dotll ssid WGB-tst

WGB# vlan 210

WGB# authentication open

WGB# authentication key-management wpa version 2
WGB# infrastructure-ssid

WGB# wpa-psk ascii 0 ciscol23

S ER3 HESSIDITE | AR ECAPWAP APRBEERI AN E &,

It 45 %32 {¢ A 7 5 station-role workgroup-bridgeA$APERTE & T /A #81%

i EARRBIR , WGBERAEH2 4GHzN HEECAPWAP APREE | INREGEEWGBEH
5GHz T H A , FEiS It Bl E #7118 2/ HDot11Radio1,

WGB# config t

WGB# interface DotllRadio0

WGB# encryption vlan 210 mode ciphers aes-ccmp
WGB# ssid WGB-tst

WGB# station-role workgroup-bridge

WGB# no shut

THMRRE

$ A BCAPWAP APBIBI ) 2 EVLANEIWGB.F ) XM | SR UBERRNEE.
WGBRE# M3l , 3 B RRA T HSEVLANBIBIE BBAP,
H#EHI A FFWGBEA2ETEHIVLAN ( ZBVLANAIE —EVLAN ) , MIREEEERMMENL L

VLAN , BIZEEEWGB#& HE 8 —EE#H802.1qTh#EMI R iss , WBRH LNFEAER, REER
WGB(# E802.1g3 #1#) #1168 18 3 T B2 5 S5 APRA B Y 25 {EVLAN £ BV R BA 1T IR 1E,

Ammx


https://www.cisco.com/c/zh_tw/support/docs/wireless/virtual-wireless-controller/115736-wgb-peap-00.html

WGB
VLAN 210

—-H" ’)) ((f

VLAN
2602

BAPHE B

SR FESEVLANFTEN F I E.

F A E A B ECAPWAP APBIR% BVLANSIWGBHI 881 - WCBE B+ MR , BREEERRT
, BAEERBVLAN 210 ( 24 ) FIVLAN 2602 ( EFHVLAN )

HER2. 28 3 BRI 5258 B RF5%(SSID).

EARTRHIF | SSIDFEAWPA2/PSK , INRBREEFASSIDEERAP , FEHEAERANZEHE
( ;MWPA2/802.1x ) , ATIABE LT EH -

EB% AP 5% SSID 1 VLAN

Root-AP# config t

Root-AP# dotll ssid WGB-tst

Root-AP# vlan 210

Root-AP# authentication open

Root-AP# authentication key-management wpa version 2
Root-AP# infrastructure-ssid

Root-AP# wpa-psk ascii 0 ciscol23

S ER3 HESSIDITE R RAP AR EBSSIDW N E.

i EARRAIS | BAPERAH2 4GHZM EEESSID , MR EEERAPERHSGHz N HERE
#ZSSID , A%t Bl E #1827 HDot11Radiol,

Root-AP# config t

Root-AP# interface DotllRadioO

Root-AP# encryption vlan 210 mode ciphers aes-ccmp
Root-AP# ssid WGB-tst

Root-AP# infrastructure-client Root-AP# no shut

}§4 infrastructure-client A FFIEAPEEWGBAHEREEFin BN VLAN, MRRZH LGS , 1B
APEHFIE R F ik EEAEVLAN,

WGBE &

S FEBSEVLANFTEN FAHE. ELRAIF , VLAN 210 ( A8 ) F26014##i8 2WGBHE &
.,

FNEREEE LW $£15 |, #£45 WCBE Z{EVLANEIB ZICAPWAP AP - WGBELE , 1B 2 1E44l



http://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/service-set-identifier-ssid/210516-SSIDs-and-VLANs-configuration-on-Autonom.html#anc9

| IBHEERBVLAN 210 ( &% ) FIVLAN 2602 ( FFi®VLAN ) .
S ER2 32 3 PR 558 B AT 5% (SSID),

EWRBIF | SSIDEAWPA2/IPSK , IR LEBWGBEEABMZE £ HEHSSID (10
WPA2/802.1x ) BAH , B ASE LI T &R -

FRPEAPE R EN T/EBBBEE =G

WGB# config t

WGB# dotll ssid WGB-tst

WGB# vlan 210

WGB# authentication open

WGB# authentication key-management wpa version 2
WGB# infrastructure-ssid

WGB# wpa-psk ascii 0 ciscol23

S ER3.45SSIDHT 18 2 A A EECAPWAP APREESRI N E .

Itk 45 B852 1 A 7 > station-role workgroup-bridgef$APERE & T /A AE1%

& EARTRAHIR , WCBEAH2.4GHzA HEECAPWAP APREEEE | INREGEEWGBEH
S5GHz E B | S LLE B8 2T EDot11Radio1,

WGB# config t

WGB# interface DotllRadio0

WGB# encryption vlan 210 mode ciphers aes-ccmp
WGB# ssid WGB-tst

WGB# station-role workgroup-bridge

WGB# no shut

HRAEEFEFIRVLAN,

WGB# config t
WGB# workgroup-bridge client-vlan 2601

B

BT o T ABREWGCBR B EBAPEE , UK BAPRE AL B I EWCBRERNBRE PN

WGB# show dotll associations
802.11 Client Stations on DotllRadioO:

SSID [WGB-tst] :

MAC Address IP address IPV6 address Device Name
Parent State
00eb.d5ee.da70 200.200.200.4 H apl600-Parent Root-AP

- Assoc


https://www.cisco.com/c/zh_tw/support/docs/wireless/virtual-wireless-controller/115736-wgb-peap-00.html

Root-AP# show dotll associations

802.11 Client Stations on DotllRadioO:

SSID [WGB-tst]

MAC Address IP address IPV6 address
Parent State

0035.1acl.78c7 206.206.206.2

00f6.6316.4258 Assoc

00f6.6316.4258 200.200.200.3

self Assoc

Device

WGB-client

WGB

Name

WGB
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