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EAP-TLS #iE
EAP-TLS RiEHRH S ER
EXIE
CiscofE AR LANIZ#25
£/ Cisco WLC Y ISE
EAP-TLS 2 E

ISE By WLC 5%E
EISE tBUFFERE
ISE N{EEBE
EAP-TLS K Fi®
TRAFWER (Windows £ FRIER ) WERAERE
EAP-TLS B RS ERE
B

SRS HEAR

bl

ARIGREANMAIFEAS02. IXF A ER & 175 38 i EEAP-TLSER EZ R EFHMB(WLAN)
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AXHHNEARBRBREERERBEANKENREL. XHEAZNMERERRCER (R
) BVIERERE B, MRIEHVMREREET |, FERERBEMESTRERNTZE,

HREA

EAP-TLS #if&

e = T e i R Sl .- RADIUS: = = = = = = = -
[ Authentication
Supplicant AP Cisco WLC Server
o Enterprise
L ooooco JH ) naprie E

1 EAP Type=EAP-TLS
|__EAP Request | start bit set, no data

2.
l EAP-type=EAP-TLS ‘ |

(TLS client_hello) EAP Response |

EAP-Type=EAP-TLS
3 TLS server_hello
| EAP Request | TLS certificate
TLS server_key exchange
EAP-Type=EAP-TLS TLS certificate _request
TLS certificate TLS server _hello_done
TLS client_key exchange a
TLS certificate_verify | EAP Response | -
TLS change_cipher_spec
TLS finished EAP-Type=EAP-TLS
5 | EAP Request | TLS change_cipher_spec
e TLS finished
=1
| EAP-Type=EAP-TLS r | EAP Response -
7
PMIK ) | PRk |
]
9
= { EAP success | | EAP success |

EAP-TLS REHP IR

1. BIG P IREFEE (AP) BB, APTAKEFint R EEEMER N X 5D RFERRES
o BRI BE& FEFHEAP-Response Identity 1T &, WLC IZESEEHAE ID EAEEER
FmRES. RADIUS fAARES 2L EAP-TLS RIBH T EIE A Pk, EAP-TLS HiE 2 MR

2. HEBEAEEAP-Response@BiAEZE Mclient_hello) EFEHEM S MNERFERRSS , ZXEBEFHE
REREANULLH RS
3. R APRESE LA Access-challenge HEEE K HHhESE .

TLS server_hello
handshake nessage
certificate

server _key_exchange
certificate request
server_hel | o_done.

4. F FinEFHEAP-Response’H B EITEE  HEEE :

Certificate - Server can validate to verify that it is trusted.



client_key_exchange
certificate_verify - Verifies the server is trusted
change_ci pher _spec

TLS fini shed
5.XEFimRETHHRFER , RADIUSHRSBSEHFEEBLETERE  Hhas ’
change_cipher_spec. FEFEBEE,

6.KNEIWEFAR , E£RAERSHEHEIETRFE radiusf@BR=R.
7TETLSEFBEY , BHEMRSRITE LB MNE SR

8/9.EAP-Success AR EIZ T B ERRTES , RREERFERS.
LB | X EAP-TLS WEEZ A Fin n FEERBEK

RE

CiscofARLANIR$I88

SR 1. B—FAERE Cisco WLC B9 RADIUS fAlfkaES. & EHE RADIUS fAlfRss , FEEZE ML
£, > TRADIUS, > TERRB. . R—T "¥i®, (WEEFR)

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

security RADIUS Authentication Servers Apply m

AAR
| S duth Called Station 1D Type | AP Nama:zS51D

» RAQL

Use AES Key Wrap ) (Designed for FIPS customers and requires a ey wrap compliant RADIUS server)

MAC Delimiter Colon
Framed MTU 1300
Metwerk Tunmel Server
User  Management Proxy Index Server Address(Ipvd [Ipv) Part IPSec Admin Status
0 0 0 138.77.0.84 1812 Disabled Disabled a
O O 138.77.0.83 1812 Disabled Disabled [+]
0 O 136.77.97.20 1812 Disabled Disabled a
U 0 0 138.77.57.21 1812 Disablesd Disabled a
e 0 0 O vomaan 1812 Disabled Erabled -]
b Local EAP 0 0 O s = 10.100.120.41 1812 Disabled Enabled a
Advanced EAP
¥ Priority Order
b Certificate

b Access Control Lists

Wireless Protection
Policies

Web Auth

TrustSec
Local Policies
b Umbrella

b Advanced

SER2 WE , BEE@A IP (iR HHBRE <password> , ARER ISE B WLC, #R—T "EH
o LB ( MEEFTR ) o



wfaln

MONITOR — WLANs

COWNTROLLER ~ WIRELESS  SECURITY

Save Configuration  Ping  Logout Refresh

HMANAGEMENT COMMANDS  HELP User:admin{Reacwrite) M Home

clisco

Security RADIUS Authentication Servers > Edit < Back
et Server Index 7
Ganery
» RADIUS Server Address{lpvd lpvs) 10,106,356
Ahatints Shared Secret For ascil
Accounting o >
Auth Cached Users ‘Shared Secret
Falback
DoE Confirm Shared Secret
W
¥ TACACS+ Key Wrap [ (Designed for FIPS customers and requires 3 ey wrap compliant RADILIS server)
LDAP -
Local Net Users Apply Cisco 1€ Default settings: U
MAC Fitering Apply Ci5c0 ACA Default settings 0

» Disabled Chants
User Login Policies
AP Palicies
Pasyword Policies
b Local EAP
Advanced EAP
b+ Priority Order
b Certificate
b Access Control Lists

Wireless Protection
Policies

b Web Auth

b TrustSec
Local Policles

b Umbrella

b Advanced

Pert Number
Server Status
Support for CoA
Berver Timeout
etwork User
Management
Management Retrangmit Timeout
Tunnal Proxy
Realm List

PAC Provisioning
IPSee

Cison ACA

HER 3. B1I WLAN BT RADIUS B,

R7E , BRIVEMFH WLAN |, SASHERE A A WPA-Enterprise 83 , fEHE S LA RADIUS
TR

SER 4 RETHAERIZE WLAN | RIZFE  RBE—TBT (WEEMT) .

Swye Configuration  Ping  Logowt  Redresh

User: sdmin{Readwrite) i Home

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANs WLANs Entries 1 - 15 of 15
- wians Current Fiter;  None (g Fier] (cles k] [t~ o]

WLANS
¢ Advanced

Profile Mame WLAN 5510 Admin Status Security Policles

[ wian 10 Type

SEB5 AFHWLANG B BEAP-TLS, &—T "EH. UEE (W GBFT).

Save Configuration  Ping  Logout Refresh

User: admin(ReadWrite) A Home

CIsCo MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANs WLANs > New _ <Back_| Al
v WLANs

T v

s e WLAN
[ AP

» Advanced Profile Name EAP-TLS

s5ID EAPTLS

) 3 v

6. E—T "—M, , WHEFRARES THAL . ERREMFREAA 802.1X BFEF WPA2 ( 0%
AR ) o



MONITOR ~ WiAMs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP

WLANs WLANs > Edit 'EAP-TLS' _<Bak | My |
v WLANs
. w|m[u|w|m
b Advanced
Profile Name EAP-TLS
Tpe WLAN
SSID EAPTLS
Fes el |
Security Policies [WPAZ][Auth(802.1X))

[Modifications done under security tab will appear after applying the changes.)

Radia Policy Al ¥
lc:.lt;d;ceifbﬁeﬂm T
Multicast Vian Feature | Enabled
Broadcast SSI0 Enatied
HAS-[D none

1a Status Enabled

Labby Admin Actess D

SR7 BT, EEE "ReM, > "TAAA AR, REIER , ZEUEMIRBIERER RADIUS fIRER
( MPBFIR) o

il AN el

{|s{a MONITOR  WLAMs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP Userzadmin{ReadWrite) A Home
WLANs WLANs > Edit 'EAP-TLS' <sack | | oty |
* WLANs

e General | Security = QoS | Policy-Mapping | Advanced
b Advanced Layer 2 | Layerd | AAA Servers

Select AAA servers below to owerride use of default servers on this WLAN

RADIUS Servers
FADIS Server Overweite interface | |Enabiied
Agoly Cisco ISE Default Sestings  []Enabled

Authentication Servers Accounting Servers EAP Parameters
Erabled Enabled gate  [J
Server 2 | None ¥ | Moo ”
Server 3 | None L v
Server 4 | None ¥ | Nose -
Server 5 | None ¥ | Nore «
Sarver 6 | Nome v Meme M
Muthorization ACA Server Mccounting ACA Server
(] Enabled [ enabled
Server  None v Nore v

MIEE - BT, BRMERETHR WLC EEFE RADIUS fAREE. RADIUS £ UDP
EEE 1812 ( ARER ) , AEGEERBURETSERRTMAMNEESHE,

£ Cisco WLC B ISE

EAP-TLS B

FRERERA , BFEEBAR

THEABERE , LAREMNER, BHR dotix RRIERA ,



LA RIBRAIRRE S NIEE LFFRY EAP BEL,

MREEABRE , UAHASHEAPRBET S BRE | NREBEMEY B EEAPLRIH
RIS LSRRI R B,

S$EB1.88F TRA, > TRAEH, > &R, > "TRE, > TAKFNEREE, A6 ARE-T '
i (WE/FATR)

il Identity Services Engine Home » Context Visibility » Operations i » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning | + Policy Elements

Dictionaries » Conditions +Results

. . Allowed Protocols Services
GUITETHETET For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

Allowed Protocols
Edit ofAdd [f5Duplicate Delete
[] Service Name 4 Description
[ Default Network Access Default Allowed Protocol Service

¥ Authorization
+ Profiling
» Posture

¢ Client Provisicning

SER2 El TAFNEAGE, BFED , AUBMABENER. ELRGIP , TARF EAP-TLS.
FREZE , THEMT 5 EBUEZE ( UEAC e ) o



sl dentity Services Engine Home  » ConlextVisibiity  » Operations » Administration  » Work Centers

Authentication  Authorization  Profiing Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  + Resulls

o
- Alloved Protocols Services List > New Allowed Protocols Service
= Authentication
Allowed Protocols
Allowed Protocols ® Name | gap.71
» Authorization Description
» Profiling =
w Allowed Protocols
» Posture

Authentication Bypass
¢ Client Provisioning 0O T —
Authentication Protocols
Allow PAPTASCII
Allow CHAP
Allow MS-CHAPV1

Allow MS-CHAPvZ

0O000a0

Allow EAP-MD35

4
Q)

Allow EAP-TLS

O Allow Authentication of expired certificates to allow cerlificate renewal in Authorization Paolicy (i
O Enable Stateless Session Resume

Session licket time to 2 *
live

Proactive session ticket update will occur after | 10 % of Time To Live has expired

O alowLEAP

v O aiowpeap

PEAP Inner Methods
¥ Allow EAP-MS-CHAPVZ
¥l Allow Password Change Retries| 1 | (Valid Range 0 to 3)
Allow EAP-GTC
Allow Password Change Retries 1 (Valid Range O to 3)
Y1 Allow EAP-TLS

Allow Authentication of expired cerlificates to allow certificate renewal in Authorization Policy

1

Require cryptobinding TLV

ISE By WLC E&*E

S BRUISE X4, REREEZE THE, > THEKREFR. > THENRER,) > TH, (WG

R)o

SER2 WAE (MEEATR) -



Identity Services Engine » Operations

» System b |denbly Management | = Network Hesources | Dovice Portal Managemant  pxGnd Services ¢ Foed Sorice ¢ Thieat Centic NAG
Chick he
w Metwork Devices  Metwork Device Groups . Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences  NAC Manosgers  External KD ¢+ Location Services
—

[ ]
Neabwork Davicas LIst = How Netwoerk Gevics
Nebwork Devices

PRtwOrk Davicas

Default Davice
* Nams | Bharti-WLC
Drevics Security Setlings
Dascription

- | 1P Address »| =z | 10.106.35.67 | #[3=2

* Device Profie |

Software Verson -

* MWetwork Device Group

Location [ Locations ) Sat To Default |
IPSEC [1s 1PseC Dewice @ | | SetTo Default |

5 | | SetTo Default |

&

Device Type [a)l Device Types

[+ rADILS Authentication Sotings

RADIUS UDP Sattings
Prodocol  RADIUS

| ~ snarod Searet |

- | [ Show | 1

Uss Secaond Shared Secret [
[ showe
Gk, Port | Set To Dafaulk

RADMUS DTLS Settings §

£ ISE LBV FERE
$R1.E88F "HH, > "HE9EE, > "9, > TERAEL > THM, (NEGFAR)

£ - | Deserymen FNine LN | el e o dnant ot fr

SER2. MAEH (WEBHAT) o



“tucs: Identity Services Engine L Y Sl - Administration

» System | = ldentity Management = » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~Identities  Groups External Identity Sources Identity Source Sequences b Settings
I
<]
Metwork Access Users List > New Network Access User
Users

» Network Access User
Latest Manual Network Scan Results

*Name | bharti

Status Enabled
Email ' -

w» Passwords

Password Type Internal Users hd

Password Re-Enter Password

* Login Password PrrT— ] Generate Password _| i

Enable Password | | | [ Generate Password | i

w» User Information

FirstName . -+ |

Last Name | === |

» Account Options

Description |

Change password on next login O

w Account Disable Policy

[J  bisable account if date exceeds | 2018-02-17 (yyyy-mm-dd)

v User Groups

[Select an item

m [ Cancel |

ISE NIEHENR
SR1.88E TEE, > "R, > "HE. > "EREH, > "EEENERE. .

B—T "EA, LS BEEAE ISE, £ ISE #1#E WLC X BV FEHER A L£FEHNIT EAP-TLS &
EENEX S ISENEBR. BEETERAER , AMFEEL CSR.

TR2 EEE "EE, > "ER, > "SIRERER, > "ELEBBERER (CSR)1 ( MEHFH T
) o



éﬁ',.';!; Igentlly SendcesEngine  Fome CorteVislly  » Operaions  » Polky  JIRETUITSEN) Lcerse Waring A

=System | b dentity Management b Network Resources ¥ Devica Portal Menagement  pwuGrid Sanvices b Feed Service  # Threat Cantric NAC

Oegloyment  Licensing  wCerifizales  » Loggng  » Maimenance  Upyade  » Backup SRestors b Admn Access  » Setings

[}
AT Certificate Signing Requests
Tuses Cerficates A Cerificale Signig Reauests (C3Rs) must e sert b and signad oy an etemal ahorty CIk "sypor” o danrioad one e more GSRs 50 it eyl be sigees by 2n edemal auhorty, Aer 3 request has een signed, i "and" 1o bind e rexest o e
sk ctfite ssued by hatastiorty, Orce a SR s bourd, 1l be remand from s st
0CSP ClentPrels
Ceic Siing Requests Pren Beme | Xoske | Bnd Cetfcte s 7
Certiica Paindc Check Sati,. [ FriandlyName Gerificats Subject Keylenglh  Portal grouptag  Timestamp & Hast
¥ Certificate Authorty No data avalable

SER3, BEELECSR , B EE EUsage , A& Certificate(s)as for T~ 118 P IEIZEAP
Authentication , 20T ElFf 7R

“asca  Mdentity Services Engine Home ¢ CortewiVibliy  » Operstions  # Poley WRECUUCTC G * Work Ceners

Licensz Waming &

wSycham b Wenlty Management v Metwork Resources Device Porial Management  pwGric Senvices  » Feed Service  » Throal Cenlrie MAC

Deplymenl  Licanging  ~Celifcatss  » Logging  » Mainlenanse  Upgrade  + Backup SRestoe  » Admin Acosss b Sellings

-]
+ Cerifficate Mansgement Certificate Signing Request
Cerificata types wil raguirs diferent extended key usages. The [l below oulines which exnended key usages are ragquined for sach perfiicate type:
Systam Geroaies )
ISE Identity Certificates:
Ul S + NLIfUise (Ain, EAP, Portal, peGiid) - Clieel and Samver sulervicaion
DCEP Client Profile o fulmin - Server Authantizaton
P —re—m— » EAP Authenticalian - S=rver Authentication
+ DTLS Auencatn - Sener Atencalon
Centficale Periodc Check Set... + Poral - Server Authenicanon
« pilGrid - Cient and Server Authentication
+ Contificate Authortty + SAML - SANL Skyring Carilicals

] 1BE Cortificie Autherity Cestificates:

o |5E Rool CA- This is rot @ signing requess, but an abiity b generate a hrand new Riet CA perficass for fe 1SE CA fanctionaliy,

+ I5E s CA - This B an il CA Sigring Raquesl

o Rerew SE DCSP Resoonder GeAMcates - This i nola signing request, bul an abilty 1 ren this GCSP respondes cerincate hat i signed by T
ISE Rool CALSE |nlermedizie CA

Usage
Cerdficate(s) will be used for | EAP Authestication z

Ak Wikicard Certificares [ 1

Nede(s)
Gergrate CER'S for these Nedes:

CER Friendly Name

IabisetEAP Autrenicaion

SEB 4 1 ISEEEMN CSRIRE. B—T "R, (WREBFT).



csve: [EETR]

| =-==BEGIY CERTIFICATE REQUEST=-—
B MIRUFQUATI0GgwggEIMADGCSqGS BIDOER
ACLAM

EDwAgaEha BAGC e PSH Ta DawvrGPVves|
LIBFMUCHBUC b G B TLVZSgNINNAIEm -+ bAmMT +KITIATS3NGE6 Tvar
USRI+

H
BLRDLONE TP AN STGITORD
osanZhyKhMOSEE KNI PTIVIGMTNDRK Huloohp Y20 21LAD 4 yd kT3 TS
DNLSAZETpLAGKTHLIZMABOEM A+ TTS000 + TRRRIMAgNBAAG L RIBGKNEIG

AUEDWCEMIFADAIBINHOLE QU AESH L AT

HAWEGCCoAGUFBWMCRBECCACGSAGG +ETB
18+ okEOTAD VR
< L BTYPRYETHE b ZhAL MEy YV PabolEDoicH

dgRACISCINACHITRDRIFL9BHPEERYTIMEzcacNLZLK kb G IACNS AL
I dkeTHOCD

ARMCErBiol TeAwOEk e (Do kEVrsCnikluM LS Sai TegGralfwis 1 DUDBZa0t
BV ELY TN R T KL 200K VB = =
=-—END CERTIFICATE REGUEST-~-

SER5 ELECSR%E , FRE CARARSE A ARE—T "ERBR. (MBEHTR)

Microsoft Active Directory Corfificate Services — fixer-WIN-87Q5HOKPSIG-CA.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:

Reguest a certificate
View the status of a pending certificate request

Download a CA cedificate, certificate chain, or CRL

HER 6. ;J‘f?@%fﬁ ,EEEE TEAERE. N TEMBRER, EE  R-TERBRER
(BT ) o

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPSIG-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anjgdvanced certificate reques

HER 7. 7 "Base-64 MBHBBER, P EEAR CSR, it "BRBEA : , THNXEHE , #iE
"Web fRIBRER. " K REE-TRX., (MREHATR).




T 1 r
Microsoft Actrve Directory Certificate Services — fixer-WIN-G7Q5SHOKPSIG-CA

Submit a Certificate Request or Renewal Request

i

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.

Saved Requost:

Baga-B4-ancoded
certificate reguest
(EMC or
| PKCS #10 or
PKCS &7 V.

Cartificate Template:
[Coss o J

Additional Attributes:

Attributes: |

| Submt >

SERe. B—T "B’X, &, CEMGRIBRELMNEE | EH "Base-64 MiE. , AR "TR
QEﬁEJ ( pu%%ﬁﬁi‘ ) o

Microsoft Active Directory Certificate Services - fixer-WIN-87Q5HOKPSIG-CA

Certificate Issued

The certificate you requested was issued to you.

" 'DER encoded or [@Base 64 encoded |

E Download certificate
=={Download certificate chain

HER 9. ISE AR EBE THEATK. BUURENRS  ZHRETEMERS , —AREENH
fihEEE. RETUE HE, > "EE. > "REENER) > TEAL TEA (HWRBHR
) o

=Syste™ ¢ idontily Managemend  » Network Rescurces  » Dovice Portal Management gk Services.  » Feod Service  + Thveat Coniric NAG

Click here 10 00 wirsless Sefup and visbiity sstep Do not show Jis again,
Depiopmant  Licensing  wCorficases b Logging  » Mamsanance  Upgrade  » Backup &Resions  » ASTin Access  » Settngs
L]
Cartificate Managemant Trusted Certificates
Sysiem Cerfcates e @rigon | Woaas  Ovien Show [ M8 b

(] Frienaly Mame - Satus Trasted For Serial Number Hs00d T Issund By Vaiid Frem Expiration Date



aleil. Identity Services Engine Home » Context Visibility » Operations » Policy ~Administration » Work Centers
~System  » |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
I

o
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File ~ Choose file  No file chosen
System Certificates
Friendly Name 5 i
Trusted Certificates i I ol !
OCSP Client Profile Trusted For: ;
EelRaleS Uy antes = Trust for authentication within 1SE
Certificate Periodic Check Setti...

O] Trust for client authentication and Syslog

+ Certificate Authori
e oy [ Trust for authentication of Cisco Services

[ validate Certificate Extensions

Diescription |

e o)

SER10. B—T "X, & , ABESNEEICENBREE. A FEERAPEBRS THE
CSR 84 ( MEB/FT) .

*System ¢ ldentity Management  » Metwork Resounces ¢ Device Portsl Management  pwGrd Services ¢ Feed Serdce i+ Threat Centric NAG

Click here 19 00 winslass setup and visiblity ssup Do not show INis again
Deployment  Licering = Cenificales  » Logging  » Maimenance  Upgrade  » Backup & Restore  » Aomin Actass  » Semings

(]
= Cartificats Mansgemeat Certificate Signing Requests
Syataen Cortficatin. Genermte Certficate Signing Requests (TSR]
Trusted Cerificates A Cersficate Signing Requests (CSRs) must be sent 10 and signed by an extamal authority. Click "sxpon™ o downicad one or more CSRs 8o that they may be signed by an extemal authority. Aler & nequest has been signed, click “bind™ 1o bind the request 1o the
signed cartficats srued by Tt suthorty. Once & CSR is bound, it wil be nemoved fram this kL
OCSP Cliertt Profile
Centficaln Sigring Requests Jvew @Epon X Delere Show | Al | %a
Certificals Pariodic Check Setd... [ Friendly Name Certificate Subject Portal Timestam| & Host
+ Cartificate Authority B REAP Authantication CH=ish..00m e Maon, § 2l 2018 L |

SR E-T "REBR, & HYEAEENEEREFRRKLETHNBEER, BBEEPE
B RRE-T "#X, (NEEFHT).

“tuey Identity Services Engine Home  »ContextVisbilty  » Operations  » Policy Rt * Work Centers
~System b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management Bind CA Sigrled Certificate
SyeE Duiioane * Cerlificate File = Choose file | No file chosen
Trusted Certificates
7 OCSP Client Profile Friendly Name | i

Certificate Signing Requests
i Validate Certificate Extensions  [] i

Certificate Periodic Check Setti...

» Certificate Authority .

EAP Authentication: [Jse cerificate for EAP protocols that use SSUTLS tunneling

EnrT

SRNEZRERR  FUEE "EHE, > "EE. > "TREBRE. (OXEGAR)
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EAP-TLS WA F i

TRAFKER (Windows R EREK ) NEAEESE

SR 1. EEBEB EAP-TLS BB EEFEAE  BHXEELEAFHEEH. BEMN Windows = i E#2
EHE , I FEEMRES. BIRI Web BIE2s , A% A LU : https://sever ip addr/certsrv---

HR2 FEE , CAYERE ISE TEHRERMEAR CAMEE,

At BFEZERANTHMAMRRBENMEE CA AMRER. £ME CA L, #—T "EREE.,
(MELBSITHEIMF )  BUKEEREN ERAE, MABREX (MEEAT )


https://sever ip addr/certsrv---

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPOIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.

Saved Request:

EzAIVKdOPEONKC=BT/3glJecM]l ZgxnL.7BVISPIry
aF4l12alpmDFplPEVEIVaPela/ mej3IXh0RFxBUII
welh0e+V+ehT7ljeTgiwzEEGr /fceYTIakocoSzLijgR

S3ase-b4-encoded
~ertificate request

I:FMC or dD7LeuikxFl93SwvLTKLDIq+00VEAhrxlplPyDZ 3

KCS #10 or ieC/XQshm/0ryD1XuMF 4xhg52ZWo loDOJHE L g+dKX
PKCS#7): |aeeee END CERTIFICATE REQUEST-—---- .
Certificate Template:

Liser E
Additional Attributes:
Attributes: Y
Submit =

SR EE R-T "TRARERE. (WEEmsHARIBTHDE) .
BEBRER , FEBEUTSR , BIE Windows ERRR B LENEE
TR 4 ZEEEARE , BEEIEB Microsoft Management Console (MMC) ZE,

1. EEZHB MMC , FFEEZE "Bits.) > "81171 > "TMMC. .
2. BEE TR, > "THINEBRHBAXERET, .
3.1IEZMT "HRE.

4. i2=H "BEERS

5. 18H "AHMEE > "L .

6.%—T "#E. ,UER "MARNEEERT,) 5B,
7.8%—T TBR&.1> "EAL > "BRL =0 [+

8. LBERARE—T "BR. 6K AREWN "MEIHE. > "EAL.
9. "Nexty (T—% ),

10. % —T "Browse. »

1. BEUEAEE AR .cer, .crt, or .pfXo

12. #%—F "Open. »

13.#% "Nexts ( F—% ),



14,20 "HEHBREREERKERERERE, .
15. % — T "SERAERE. -

BREARRE  CEBRESASE (ILEHA Windows = FRERS ) 585 EAP-TLS,

EAP-TLS W AR E

SR BEENASRENTEMBRFBEADE (PEAP) B WEIERER , LLA EAP-TLS,
#—T TEAP fEARERER . .

SER 2. 3#E "Microsoft BB FREMBE ., , REBE—T "BE. (WNERFFR).



EAP Wireless Network Properties

Connection Security

Security type: WPAZ2-Enterprise

Encryption type: AES

OUSE g TIELVVUIT R dULTIE]] alion _meLtnod.

Microsoft: Smart Card or other certificate

/| Remember my credentials for this connection each
time I'm logged on

Settings

Advanced settings

OK

SER3. BT "RE, , RBBEIKE CA ARF[ZBNVREE (MBEAR) o

Cancel




1 ] L]
Smart Card or other Certificate Properties

When connecting:
(O Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:
Entrust.net Certification Authority (2048) A
Equifax Secure Certificate Authority
h
| ] GeoTrust Global CA
GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority - G3
GlobalSign

GlobalSign
GlobalSign Root CA v

< >

View Certificate

T i 1

S 4 H—T "HRRE, K REN 021X REXRSIERKEN "FRAERBMRR, (WG

) o



\dvanced settings

802.1X settings  802.11 settings

| Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

S5 BE , ERBENEREZERER | BRIUERNRERE (LEHA EAP) M NER, . BB
EARE R (MREIR ) o



EAP
Connected, secured

blizzard-legacy
Secured

blizzard

Secured

= intemet
Open

dot1x_test
Securnsd

JioPrivateMet
Securedl H-:,'J‘tEr:u:lt 210

mac_filter

1 Secured

1
Metwork & |ntermet settings

Change setlings, swch as making & connecton melerec

i e Ll
Mobile
Airplane mode  hatspot

B

ERAXHRE , BELNEEBRET EEERE,

SR BEFin KRB EERMREBLAERARUN, Mt RFAFRETHEE. BUYS IP it , BAlE
BERE (MBI ).



fonitor

Summary
b Access Points
¢ Cisco CleanAir
b Statistics
r CDP
F Rogues
¢ Redundancy
Clients
Sleeping Clients
Multicast
b Applications
b Lync
Local Profiling

SR 2. A,

Clients > Detail

Max Number of Records 103  Clear AVC Stats

s oy

General | AVC Statistics

Client Properties AP Properties

MAC Address 34:02:86:96:21:b7 AP Address 00:d7:8f:52:db:al
IPv4 Address 10.106.32.239 AP Name Alpha2802_3rdfioor
IPv6 Address feB0::2818:1524:659:842, AP Type 802.11bn

AP radio slot Id o

WLAN Profile EAP

WLAN SSID EAP

Data Switching Central

Authentication Central

Status Associated

Association 1D 1

802.11 Authentication Open System
Client Type Simple IP

Reason Code 1
User Name Administrator

Status Code 0o
Port Number 1

CF Pollable Mot Implemented
Interface management

CF Pgll Request Mot Implemented
VLAN ID 32

Short Preamble Mot Implemented
Quarantine VLANID 0

PBCC Not Implemented
CCX Version CCXvl

Channel Agility Not Implemented
E2E Version Not Supported

Re-authentication timeout 1682
Maobility Role Local o
Mobility Peer IP N Remaining Re-authentication timeout 0
Address WEP State WEP Enable
Mobility Move Count 0
Policy Manager State RUN Lync Properties
Management Frame o .
Protection Lync State Disabled
UpTime (Sec) 146 Audio Qos Palicy Silver

RRERAFIHFMENEE L WLC WIER EAP 53 ( I BFIR ) -



Security Policy

Completed ves
Policy Type RSN (WPA2)
Auth Key Mgmt 802.1x

Encryption Cipher CCMP (AES)

EAP Type EAP-TLS

SNMP NAC State Access

Radius NAC State RUN

CTS Security Group Not Applicable

] Tag
AAA Override ACL one
Name
AAA Override ACL ‘
Applied Status Unavailable
AAA Override Flex
ACL none
AAA Override Flex _
ACL Applied Status Unavailable
Redirect URL ——
IPvd ACL Name none
FlexConnect ACL _
' I
Applied Status Unavailable
ot I_PV4 Eeen Unavailable Pt

HER 3. AT AEGIsRZ CLINAFRFMER (AHER )

(Cisco Controller-Standby) >show client detail 34:02:86:96: 2f: b7

Cient MAC AdAress. . ...t 34:02: 86: 96: 2f: b7
Cient Username ............. .. Adm ni strator

AP MAC AdAress. .. ... e e 00: d7: 8f : 52: db: a0
AP NamB. . . . Al pha2802_3r df | oor
AP radio slot Id........... ... . ... . . . . 0

Adient State....... .. Associ at ed
Wreless LAN Id............ ... .. . .. 5

Wreless LAN Network Nane (SSID)................. EAP

Wreless LAN Profile Nanme........................ EAP

Hot spot (802. 11U). ...ttt Not Supported

BSSI D. .. e 00: d7: 8f : 52: db: a4
Connected FOr ........ .. ... 48 secs

Channel . ... ... . . 1

I[P Address. ... e 10. 106. 32. 239
Gateway Address. . ... ... 10.106.32.1

Net mBSK. . ... e 255. 255.255. 0
Policy Manager State.............. . ... ... .. RUN

Policy Type. ... WPA2

Aut henti cation Key Management.................... 802. 1x



Encryption Cipher........ ... ... ... .........
Protected Managenent Frame ................
Management Frane Protection................

Encpoints | Network Devices

Endpairts » 34:02-86:96:2F BT

34:02:86:96:2F:B7 Oz H

MAC Address: 34:02:96:96:-2F BT
Usarmama: AdminisiratoniEfiaer,com
| Endpoint Profie Intel-Davice
E Curmant |F Acdnass

Locanen:
Alribunes Autherucaton Thrsals Vulrmarabiites
—
Ganeral Anributes
Description
Sxatic Assignmant talsa
Erdpoir Polcy intnd-Curvice

Static Group Assgnmpnt {alsa

Idently Group Assignmeni  Profied

Custom Afiribubes
Altribute Nama Attribute Valua
£ AIFEnLE MET Adiris

Mo data Tound, Add ousiom afrbuios hasrg

...... CCMP- 128 ( AES)

...... EAP- TLS

$BW4.EISEL , BEZE "RABRTRE, > "R, > "R, (WEBHAT).

abed  jdantity Services Engine Home R ATERTET Y

r Operations + Policy

Onhor Afribuies

B Soreer 12

Al Bl ea Toos 9800 8ac 26 58 10 6T, 58: 43 T e -boooliBd: 57 bd
Airnspace-iian-id 8

AuthenticatiorigenttySiom Irdnmal Uisors

Agtrenticatiorddntnng uEE PRI

+ Adrmintstradion

» Work Casnbars

¥ Fizgr =

-



BY 0D Regiairathon
Callad-Station-1D
Calling-Siation-10

Diays to Explry
Destination|PAddrass
Destination Por
Dietailedinfo

Dewvice IP Address
Device Port

Devica Typa
DiwvickRegisirationSiaius
ElapsedDays

EnablaFlag
EndPointMACAddress
EndPointPolicy
EndPaimProfilerSarver
EndPointSource
Extanded Key Usage - Mama
Exiended Ky Usage - OID
FallureReasaon
IdentityGroup
InactiveDays

IsThirdPartyDeviceFlow

ILimikon oswm
00-dT-Bf-52-db-al:EAP
34-02-B6-98-21-07

363

10.106.32.31

1812

Invalid usemame or password specified
10.106.32.223

32775

Devica Type#All Davica Typas
MotRegistered

i

Enabled

34-02-B6-06-2F-B7
Intel-Device

. 5, COATY

RADIUS Probe

130, 132, 138

1.36.1.6.6.7.3.2, 1.361.5657.34, 1.3.6.1.4.1.311.7

CH=figar-WIMN-8FQSHOKPAG-Ca), DC=Twer, DC=¢

fixer-YWIN-9TQSHOKPOIG-CA

Issuar - Domain Componeant

fixer, com



" Locaton Location®All Locations i

MACAddress 34:02:86:96:2F.BT
MaichedPolicy Intel-Device
MessageCoda 5200
HAS-IP-Address 10,106,532 223
NAS-identifier HA_Pri
MAS-Fort 1
MAS-Por-Type: Wireless - [IEEE 802.11
Netwark Device Profile Cisco
NetwarkDeviceGroups Location®All Locations, Device Typefall Devios Types
NitwarkDaviceMama HA_Pri
NetwarkDiavicaProfilild 4A03eaBle-Ta2T-41c3-800b-2THE405 1a08d
NetworkDavicaProfilehame Cisco
1 oW intel Corporate
OpenSSLEmorMessage 55L alert: code={n230=560 \: sowrce=iocal | type=Tatal \; massage="Linknown CA - error unable bo gat

S0 GERilicab: ocally”

14016065381 2504 ermor 14080082 S5L routings: SELI_GET_CLIENT_CERTIFICATERD canificate

OpenSSLEmarStack returned-s3_smrc: 33T

Policy\ersion 0
PostuneApplicabli s
PoslunihssassmeniSiaiug HotApplicabis
RadiusFlowType Wirgless802_1x
RadiusPackelType AcoessRequest
S5ID 00-47-81-52-db-al-EAP
SelectedAccassSarvica Default Metwork Access
SalectedAuthorizationProfles PermitAccess

. Serial Number 10 2941 T8 00 00 00 00 00 11—,

RERE AR

B B 1) S iE A R LA RS SRRV B E B o
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