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E1£Cisco Secure ACSHAEAWLCIEIMAAAAEF | §

i
ot

BT8R
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GUI ( EERZEWLCEREARHFHTTP/HTTPS ) 6

HACSHERERSH BT IHNERAEEWLCHERE TARE THE, flMn , ERERAEHSE
WLCHIWLANEE N2 M#HWLANAYFF A #E, LR & B s — B A,



YAt

el BIFer Hene Dezirge Pibme | loomar kel Comardi Wairse w o i |

I Hl&ik I Tepr Pore® il ko ML A= LRID A Tepbus Sraorfly Fallzles

| (LIRS aliil i) = il bl L SRR Rt R | =]
M —
WLCH Y 7] B (& 5 7] 4

EEAHERENCEREERSERSR ELNERK  FRESFILAL.

sifuen]ns
Cisco
Securky Fricsity Drdar > Mardgarmird Liie:
w Bl
TRy ar o rsr e
= I
LU Lo
e i laed firder e her Arhemiicstion

L |l
EF | b TAGTEL ¢ G B de sl e S W I-I-:r | .
. L S oy VT ST W B R s ron o Falear. Fis il det preleges
b Local FAUE -“
= Fromiadiy DSk
Hatagrt Lhry
L Lt

v Aewway Darbrad Lisis

¢ Wirtler: Prateciisn
s e

b Wah ek

b A il

R MR BEE R IR

iE EFEURSI L ANEBWLCHCLIERE, T E 2 — & H R4,

<#root>

(Cisco Controller) >

2

debug Manages system debug options.

help Help

Tinktest Perform a Tink test to a specified MAC address.
Togout Exit this session. Any unsaved changes are Tost.
show Display switch options and settings.

(Cisco Controller) >config

Incorrect usage. Use the '?' or <TAB> key to Tlist commands.



MBT R, BHEERCLIFHN ? SBETRENERETHNGRRE. BFHEEE | config 59%
SERRILROIB L, ERARMERSREFTREWLCEHTEARE, B2  MBLEAFWETERHIE (GUIAICLIER ) L3
LR N

AR BESEBRADIUSARBRHWLCEREET T H0RE  ERZEZER , HTTPGARSBNESREEFinE
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ERLERBRT  BFREBACSHEREAEETHORE , 5 HBE K Ih5T K (access-accept) , I BIRTERHER L KRB IEMREE
R BR  RMBARTEREETHORRE.

EE"BERT , THEMEBERME , URAMEFEA S & LEFAdebug aaa eventsenable T EAFIWLC, ik , BFIRSERS
—ESBRFRT.

—fERENRRR , BMEACSLIEREE T EAERBNER , ACSKRE B A BT ZISE MR E AR Service TypeB .

debug aaa events enable

BENRELTRAFEAEREFAENBME (0, Service TypeBH ) , Blffaccess-accept EAAARIARE X Bt 24Nk, 1 RHE
debug aaa events enable i i H 2 — B R,

<#root>

(Cisco Controller) >

debug aaa events enabl e

Mon Aug 13 20:14:33 2011: AuthenticationRequest: 0xa449a8c

Mon Aug 13 20:14:33 2011: Callback....vouiiiii e e e e e e 0x8250c40
Mon Aug 13 20:14:33 2011: protoCOlTypPe. . v e et ee e e e e e naaaneeenns 0x00020001
Mon Aug 13 20:14:33 2011: proxyState.........coviiuiiunnnnn 1A:00:00:00:00:00-00:00

Mon Aug 13 20:14:33 2011: Packet contains 5 AVPs (not shown)

Mon Aug 13 20:14:33 2011: 1a:00:00:00:00:00 Successful transmission of
Authentication Packet (id 8) to 172.16.1.1:1812, proxy state
1a:00:00:00:00:00-00:00

Mon Aug 13 20:14:33 2011: ****Enter processIncomingMessages: response code=2

Mon Aug 13 20:14:33 2011: ****Enter processRadiusResponse: response code=2

Mon Aug 13 20: 14: 33 2011: 1a: 00: 00: 00: 00: 00 Access-Accept
received from RADIUS server 172.16.1.1 for nobile 1a:00:00: 00:00:00 receiveld = 0
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Aug
Aug
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20:

20:

20:

20:

20:

20:

14:

14:

14:

14:

14:

14:

33

33

33

33

33

33

2011:

2011:

2011:

2011:

2011:

2011:

AuthorizationResponse: 0x9802520

structureSize. ... ..ot e 28
resultCode. ... ..ooviiiiiii ittt 0
protocollUsed. ... .cuiiiiii i i i 0x00000001
proxyState.........iiiiiiiiinan 1A:00:00:00:00:00-00:00

Packet contains 0 AVPs:

TE Ik 5 — {8 ’Rffldebug aaa eventsenable S S E HH & | #F T Access-Accept B R I #ERADIUSTRI AR 8542 U , 1B Service TypeB 14 R EIE
FIWLC, ERFEAACSLEEFANBEREREFERE.

EEHCisco Secure ACSEL B A& SR EREIRESService TypeB i, SHERBEREFTEESarvice TypeBEERES
Administrative INAS-Prompt,

% — B RPIEIXEE R T debug aaa eventsenablefn S, B2 , E—IRACSLEH Service TypeB 5% E BAAdministrative,

<#root>

(Cisco Controller)>

debug aaa events

Mon

Mon

Mon

Mon

Mon

Aug
Aug
Aug
Aug

Aug

13 20:17:

13 20:17:

13 20:17:

13 20:17:

13 20:17:

enabl e

02

02

02

02

02

2011:

2011:

2011:

2011:

2011:

AuthenticationRequest: 0xa449flc

CalTback. ..o ovi i i et i et e e ee e 0x8250c40
ProtoColType. - i ittt e et e 0x00020001
proxyState.........iiiiiiiiannan 1D:00:00:00:00:00-00:00

Packet contains 5 AVPs (not shown)



Mon Aug 13 20:17:02 2011: 1d:00:00:00:00:00 Successful transmission of
Authentication Packet (id 11) to 172.16.1.1:1812, proxy state

1d:00:00:00:00:00-00:00

Mon Aug 13 20:17:02 2011: ****Enter processIncomingMessages: response code=2

Mon Aug 13 20:17:02 2011: ****Enter processRadiusResponse: response code=2

Mon Aug 13 20:17: 02 2011: 1d: 00: 00: 00: 00: 00 Access-Accept

recei ved

from RADI US server 172.16.1.1 for nobile 1d: 00:00: 00:00:00 receiveld = 0

Mon Aug 13 20:17:02 2011: AuthorizationResponse: 0x9802520

Mon Aug 13 20:17:02 2011: structureSize..........c.cu....
Mon Aug 13 20:17:02 2011: resultCode.......ccuvivuunnn..
Mon Aug 13 20:17:02 2011: protocolUsed...................

Mon Aug 13 20:17:02 2011: proxyState..........ccuvuvunn..

Mon Aug 13 20:17:02 2011: Packet contains 2 AVPs:

Mon Aug 13 20:17:02 2011: AVP[01] Service-Type...........

Mon Aug 13 20:17:02 2011: AVP[02] Class.........
CISCOACS:000d1b9f/ac100128/acsserver (36 bytes)

ERERE L —EEHEEHP |, Service TypeBMH EFEFIWLC,

HEAE A

0x00000006 (6) (4 bytes)
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