AR B IR RR LB E R G A A ARER
B 8%

AP_E#)Syslog

B
WLC (GUN W RFE HFERLE
FEWLC(CL) FRERFHE

#WLCHELEAPH R HES CLI

fEFlexConnectfZEX B F Fl B R i A &
BRI

&I
AR SR GNA] A R B 55 A BR 2R B A AR [ S M 42 2R

AR

FR

BRIERERBUUTERE

o BRAR0ATERTE SEARLANIR 485 (WLC) MR B 7 ENEA (LAP) SU T B AR IR 4E,
« ERFER(CAPWAP) 1 E 12 & M FREC B B A A
BRA T

AXFHNEARBIRU T RENERRA
« E1TAireOS 8.8.111.0X B E R [EHAIZFIZR.

« SE1EAP : 3500, 1600/2600/3600 ( fEFRMB.SEREIRA , AR BEIRER D REFHRITIRE
)+ 1700/2700/3700,
« ZE2JKAP : 1800/2800/3800/4800. 1540F11560,



ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BAEREREE) . MRIEHPEEREFT |, FRARECEAEAESTRERNTE,

BBAWLC LR R# AN ER

AL BB AT EHREERREMELRIRS = 5B RRK A FARSR.

WLCHE R & 22 H2s L B ENBERMK At ARSRR , SEAEERME B FEENEA,

A RRBREEEER IS AARBTRREETER - SRR AR ARF[ERFITAME K.
FEREAFERAA L CHEI EHEETEREES,

ARERFEENBHBESNEFRES  F2RERNRFEES

AP _E#YSyslog
#AireOS 8.4 , BWAILUEBWLC CLIEREEAPH/Z £ FHH Rk B 5[ RES
8.8/ 5| A T ¥fWave 2 AP E#syslogZhRERY X 2,

A

AxX ;&

BRLANEERH R  UREHERZS=ZAERRAKBFARSZNRESH. SCHKI2EF2R LE
BREERMSEFARRE , 2HRSEESERRKAFTEENEL, HRERAEZEARSRE
ERFARER , At ARFREETER - A RBAFARFERTITAMEX,

EERERBBBRUTER

- Hp—{EEEER RH A ERRSR T T A
- ZEEESHETUERTEEREE,.
- REEBARFERRKBFELEZITRARENARSE , AERTHRM.

N EE KRB ERHBEUDPES 14 LS | HARSEETAESEREEN AR,

N EE BITWICEEREEE  RERSEEEE  MASERAIRG D RARS. &
A FSaC 88 R Elsyslog A AR 2R i 2 W REFRE B40%)

WLC (GUI) LW %R it A B &

(]

S B 1. EManagement > Logs > Config. R#R#H R Syslog ConfigurationEH :

$ BB 2.8 ASyslogfa fRESIPH#E 1t W2 — FAdd. BHRZAUMBHB[EMN=ARKBFRARS.
IR HIBSH R R AH AR EESBRELXAET ., MEEREEIZMBERsyslogRIRES |
2EFTE [ REF A BIAYRemove,

s


https://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/products-system-message-guides-list.html

SR 3. EERESyslog Level ( BREM ) LA SyslogiH RiBEEISyslogfal fR2s ,

BERBREUTERZ— :

Emergencies=@&E#% 510
BHR-BREMRA (FEERE)
BRE=-REMRI2
SHER=RRE MR RBI3
BE=-REMRA4
JE%H—E"&E@%&EJ

Informational=/&& Z M 4% 516

A= EAR 7

jl\*

$5#¢Syslog Level F I

MRRERMBFERE , ARBEBREMFRIVDRZRBINEE T EEAT R BEMRR. Hlu
, MRERFAFMBIREABHN (BREMMLES ) , AIRAREENRONMS BN EE S SEE

EIEY

7t H 56 fa R 27 o

N T MR CHARERNE S ARNSEEE  AREEAERBHN R S TS
EMERRTIE  BEMARFSEE
EHBFEEIEEHERGY , MMEEHERELRBIREAERtE2 ML,

SR A4 BRBEsydogflRBHIRKATHER

Bob=32 ek 50
ERHERE=-RER B

Mail= Fecility level 2
ZETREER = Facility level 3
Authorization= Facility level 4
Syslog =F& ek A5 ( FARR(E )
LinePrinter= Facility level 6

USENET=8%FEAR BI7

e

nXE%{SlOgnl

Unix-to-Unix Copy= Facility level 8

Cron=& & 519

FTPFEERER =R BI11

R =R B12

Rk B, Hlan | 408 81T debug client mac-addr s | BIZE S i%

, FE1eSyslogiRiE T BB FIRIFLI T RIE L — ¢



o REERM2-ERMEMHRRI13

. REEEA3=RRMEREI14

o RBERA-RMERBI5

o AHERO0=3RHEK 16

o FMMER2=FRHEAR A7

o AHUERI3=RRAEAR 5118

o AHER4=RMERBI19

o AufERS=RR k5120

o AHERS=ERHEAR B2

o AHERS=RRHEAR 5122

o AHUERIS =FRMEAR 5123

BN | SBIEKernd IS EEREBERZ FHEBNEE, Authorization, EEXEAAANEBNEES,

SEB53E—T "Applys o

EWLC (CLLEERFKEAE

SR1BEBBMAUT RS , AR B FCHKILRE B RR B EEEEE B #Ysysogfil lRERAYIPHbL

(Cisco Controller) >config logging syslog host server_IP_address

HER 2. BiEBI A LT 6 T REIEHI2R P MR RR B RS AARES

(Cisco Controller) >config logging syslog host server_IP_address delete

SRIWALUTHS , REAMERL BFHEDBBIRM A HRARBFOBRELRS

(Cisco Controller) >config logging syslog level severity level



it . EAseverity leve , BE LU ABEFHREF. 540 : debuggingsh7.

#EWLC CLIFARBIE R R4t B A RS

EALST , WLCHBRR LRI RMAFARE. B2 , MRCLIGHEKL  BEABR , RKEAFARSFFIEELIH T,

(Cisco Controller) >config logging debug syslog enable

RWLCEBAPH RFE B ( EFRCLI)



SB1ERERKEAFZRARSpt , KBAFERACLI, EULUEFEAPSREEAPE FEREIPHL,

(Cisco Controller) >config ap syslog host ?

global Configures the global system logging host for all Cisco AP
specific  Configures the system logging host for a specific Cisco AP.

(Cisco Controller) >config ap syslog host global ?

<ip_address> | P address of the global system logging host for al Cisco AP

(Cisco Controller) >config ap syslog host global 10.0.0.1

Setting the AP Global Syslog host will overwrite all AP Specific Syslog host configurations!
Areyou sure you would like to set the AP Global Syslog host? (y/n) y

AP Global Syslog host has been set.

(Cisco Controller) >show ap config global

AP global system logging host.................... 10.0.0.1

AP global system logging level................... debugging

AP Telnet Settings.......cccooeveeeieneeenne Globally Configured (Disabled)

AP SSH Settings.....ccccoeveeeereneeerieeniens Globally Configured (Disabled)
Diminished TX power Settings..........cccceueeene Globally Configured (Disabled)

SR2BEMEASVEBCLIMANTSHS , REXMARNBREMRS , BRBRBEFNMAMEFMMWRKEFTHEE

(Cisco Controller) >config ap logging syslog level severity level

% it fEBseverity level | AT A ABERRBF. fili0 : debugingor 7,

SR 3BBMALTHS , 5REoutgoingsys ogmessages to thyslogserverfy T & :

(Cisco Controller) >config logging syslog facility facility-code

Hhfacility-code@ THIEH—I1F :

ap :AP*EEQBEB#O



authorization =R ER K. FRIEHREI= 4.

o auth-private=RERHK (BH ) . XEHKBI= 10,

e cron=Cron/ati% . ERHEARBI= 9,

o daemon =R#FEFEEN. RMEHKE=3,

o ftp=FTPFERER. REH/EI= 11

A kern :*Z/l\.l\o Eﬁﬁﬁ&gk 0,

o local0=AbfFER, REHREI= 16,

. |Oca|1:ZFiﬂ_7,Eﬁﬁo 5&5@%&5“= 170

o local2=AHifEMA, RMEkBI= 18,

. |Oca]3:zFﬂﬁEFHo EQFE:?&BU= 190

o local4 =ZHufEA, MR AI= 20,

+  local5 =AN#hfE . AR BI= 21,

o local6 =AHifEMA, MR EI= 22,

o local7=AHfEMA, RMERBI= 23,

o lpr =R EEDRBRIF. RHEMEI=6,

o mail = BRI, REHKEI= 2,

o ¥iE= USENETH @, :RMEHREI=7,

o sysI2=RIAEMEM. FRHERBI=12,

. WSJ-S :%\: bﬁmo Eﬁmmgu= 13,

o sysl4=REEMEH. FRHERBI= 14,

. WSlS :%ﬁﬁﬁﬁ o %ﬁﬁﬁﬁ%&}nﬂ]= 150

+ sydog= ThesyslogZ &, ERHEMRBI= 5.

. user zﬁﬁﬁ%ﬁﬁc Eﬁfﬁﬁ\&gu= 10

+  uucp = UnixBlUnixi 8RR K. sRHEHKEI=8,



SRIEAUTHTEEAPH R BFEIIRE

(Cisco Controller) >config logging syslog facility AP

HAPAPA MR :

« associate = APHIBEBER&K B &,

» Disassociate = Disassociate syslog for AP.

SRABBMANTSHT , RAPHFAAPRERMAF IR :

(Cisco Controller) >config ap logging syslog facility facility-level { Cisco_AP| al}

Hpfacility-level BATHBIZ — :

o auth=EER#K

o cron = Cron/ats%

o daemon =RfFAFEEN

o kern =#»

o local0 =3 A

o locall =i {E A

o local2 =7 ith {5 FH

o local3 =A b {5

o local4 =71t {5

o local5 =i {E A



o local6 =i fE A

o local7 =i {E A

o lpr #R EEDREERMK

o mail =B R

o FfME= USENETH ™

o syslO=RHMEMA

o sysll=REEH

o sysl2=R#KEMER

+  sysI3=REEER

o syslA4=RFEH

* wsg :%I bﬁm

+ syslog=SyslogH &

- ERE-EREHER

+  uucp = UnixBlUnixi 8RR %

EFlexConnectFEH LERLERF A

FlexConnectE R & FiR AR L FF RAPRAPHR AR EREFRNFAR. CEANRRBARARFEEREBHEL.

fiE FiFlexConnectE R E Fin AR :

o B LUEBREWLCRAPERGIEE A F F RN EMACH U RFBHAPH & FimE R BE,

« A LB FlexConnectih AR T FinEMREE , MERESEAPLE Adebug THMA S EHH. FEfdebugis TRAFTER

o



- BEEFRIUBHEINMNE 6 BEEESHEAPLE Adebugin . BEIBTEF exConnectiB iR BIEEFAFAE , B FlexConnectfl #Y
FrEAPERE W Bt ARRTER

- EBRWLCRMHERIF[NIPHI , R AFRABRFREFTRERF

o WMBSMERIEFIE LR B sysogff FREE A B FlexConnectZ BN S , BITE EFH B AFHE A1 U AR VLANE | AL
B, REEIMENLERGAFERNESFEMAVLAN ID BETER, ER—ECHMNME,

% R WLCEARBAAPEDEXFF., MRETUSBAPEEIE , AT UBAEDEXFH,

LTEWLCCLILHWARG S :

(Cisco Controller) >debug flexconnect client ap ap-name{add|delete}mac-addrl mac-addr2 mac-addr3 mac-ad
(Cisco Controller) >debug flexconnect client apap-namesyslog{server-ip-address|disable}

(Cisco Controller) >debug flexconnect client groupgroup-name{add|delete}mac-addrl mac-addr2 mac-addr3 m
(Cisco Controller) >debug flexconnect client groupgroup-namesyslog{server-ip-address|disable}

(Cisco Controller) >show debug

HRESIHT TEAPERSE LB ANSARG S, ELH

BT, ELHTHRTERWLCER,.

&

BARBEEFRAPEREREEETAR. IREEAPERGHE LR AEL

AP#[no]debug condition mac-address mac-addr
AP#[no]debug dotll client



PRI

« APEREEENRBHEBTERE,

+ HEAPHE N EIFlexConnectGroup A & #EA PH il BRAPE 82 & AP FlexConnectFA A AR B8 .




B TR EDIEEFE AN Sydogig,

B

ERFCLI LW R BAGFEE , A Hshow logging.

<#root>

(Cisco Controller) >show logging
Logging to Logger Queue :

- Logging of system messages to Logger Queue :

- Effective Logging Queue filter level.......... debugging
- Number of Messages recieved for logging :

- Emergency severity...uueeeeeeenininnnnnnnnnnnn 0

- Alert Severity. .. vuee e i e 0

- Critical Severity.uoee e e e i e innaaaeeenn 0

- Error Severity.....oioii i e 9

- Warning Severity....ooeeeriiiinii i 6

- Notice Severity...uuuernnnne e e innnnaneenn 210

- Information Severity........coiiiiiiinnnnnnnn. 8963

- Debug Severity.....uuer i e 5

- Total messages recieved........cvviiiininnnnnn 9193

- Total messages enqueued........uviiuvnunnnnnnn 2815

- Total messages dropped........ccvvviiinannnnn. 6378

Logging to buffer :
- Logging of system messages to buffer :

- Logging filter level......cciiiiiiiiinnnnnnn errors
- Number of system messages logged.............. 9
- Number of system messages dropped.............
- Number of Messages dropped due to Facility .... 09195
- Logging of debug messages to buffer ........... Disabled
- Number of debug messages Togged............... 0
- Number of debug messages dropped.............. 0
- Cache of T0gQiNg ... iinnnn Disabled
- Cache of logging time(mins) ................... 10080
- Number of over cache time log dropped ........ 0

Logging to console :
- Logging of system messages to console :
- Logging filter Tevel........coieiiiiiinnnnnn.. disabled



- Number of system messages logged.............. 0

- Number of system messages dropped............. 9204
- Number of system messages throttled........... 0
- Logging of debug messages to console .......... EnabTed
- Number of debug messages Togged............... 0
- Number of debug messages dropped.............. 0
- Number of debug messages throttled............ 0

Loggi ng to sysl og

- Syslog facility...... ... . . . . . I ocal O

- Loggi ng of system nessages to syslog :

- Logging filter level...... .. ... .. ... .. ... ..... debuggi ng

- Nunmber of system nessages logged.............. 2817



- Nunber of system nessages dropped............. 6387

- Logging of debug nmessages to syslog ........... Di sabl ed
- Nurmber of debug nessages logged............... 0
- Nunber of debug nessages dropped.............. 0

- Nunber of rempte syslog hosts.................. 1

- syslog over tls... .. .. Di sabl ed



- Syslog over IiPSeC. . ... . Di sabl ed

- ipsec profile inuse for syslog................. none
- HOSt 0. 192. 168. 100. 2
- Host A, ...
- Host 2. .. . . .

Logging of Debug messages to file :

- Logging of Debug messages to file.............. Disabled
- Number of debug messages logged................ 0
- Number of debug messages dropped............... 0
Logging of traceback..........ccoiiiiiiiiiiinnnnn Enabled
- Traceback Togging level......... ... ... errors
Logging of source file informational............. EnabTed
Timestamping of messages. .....vuviiiiiinnnnnnnnn
- Timestamping of system messages................ Enabled

- Timestamp format. ... .couuiiiiiiinnnnnnnnnnnnnn Date and Time
- Timestamping of debug messages................. Enabled

- Timestamp format. ... .couuiiiiiiinnnnnnnnnnnnnn Date and Time

[...]



(Cisco Controller) >

& A LA T i show ap config global 8 4R i A 32 #1285 I Fr B 7 ER B Y £ B syslogfl BR ES 5% % o

HERREUNTXFNER

AP global system logging host.................... 10.0.0.1

ERRAPHAPH EsyslogserveriR i , 5 {5 Al @ T show ap config generalap-name.

g -

<tfroot>

(Cisco Controller) >show ap config general testAP

Cisco AP Identifief.......ccooornecennnnee 1

CisCO AP NamMe......ocoveirereceseieiens testAP

(-]

Remote AP DebUg ........covevreireeiininiccns Disabled

Logging trap severity level .......... ... ... ... i nf ormati onal

KPI not configured ...........iiiiiiiiiinnnnnnnn.

Loggi ng syslog facility ........ ... ... ... ... ... kern

S/W VerSioNn ...ttt it ettt et aa s 8.8.111.0
[...]

HHEER



https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-8/config-guide/b_cg88/configuring_system_and_message_logging.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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