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3. ERTAT , BAZRICLI, FARRMEA & B Risadmin , AFRZWE Aadmin.
4. INEME | FE# A reset system SAEF BN E YN AFIEE,
5 EF—REBERERFTT , AARKER. RREBBRZTIE2ETFIENHASCIIE T,
6. MAEEEFAERBNEN, FAEERBNEERS YT S24E 5 ENASCIF T,
7. WA REEN HIPE E % ERDHCP, MRFEMEHRKIERE E @ REES B E P it
8. MRBELSRTHARAAFTMARR , YEFTEWMARKENTRIPHU , FAETRAWMER
N A RIS ENEIPHb U MR BIE, MRETEFEHREE | 558 A0.0.0.01E 5 IPith ik M8
BB,
9. MALTEENE : EENHIPH U AR IS TEFRES 25 1Pt 758 VAN BI =55 v LA6E A
BMPVLANEBIRFSE , LI MEAOEAREBNEZER., B ERHFLNEENEHEES
HATEMRATRMIE FH " Rtbvian, B9 —30 8 , BHSETBSHEETER. Rt , B24E
BVLANEREAT (EEHSEL )
10. AMBNTE ( 2HRHK ) WEBEE, WRWLC , siHEiRgigabitZ AN ELR BN 0] AEELR
BAH134,

M. WAAEFK, EBENEMREEN RSP A FEFXDHCPRIAREFHIPHELE ( 2N R
—1@) .

12. EALWAPPE&H#E | F2ENHEIW. FXK : WRBBEER BWLC 44023 Z EAPEE@E
NLAYER2 , RIS ST 2 BEAPE RSN FFMER

13. W AR AR IPHsE, ibit JAREMESN, RoOBHIPHUE , 2010.1.1.1 , HEIBR
2NBRBHEERMEH, X BECANERBRIPHu 2R B,

14. B A Cisco WLAN Solution Mobility Group/RF Group name,

15. By AWLAN 1R FS 538 B &5 85 (SSID) R ABE A . LLER B Fref R R EAPH R EWLCEAN A

5&SSID,

16. AEFBRBEILEFIRNBREIPHU, W AyesAAHFEFIHREMEBCHIPHLL, #A noAE

RE BB {EDHCPRAIARESE R IPH 1t .
17. MREEFEEHEWLC LFRERADIUSHIARES , 55 Ayes i AL T & : RADIUSHIARER Pty
WHEAELAESRMBRETEEZRERADIUSHIRES , NGB BHEREMERE , F@A.

18. I AXBNERNAB, WATTEURKRIIEEAR/MENEE.

19. A M HYIEEE 802.11b, |IEEE 802.11a#IEEE 802.11gHI % &,

20. AR EZEARKREEREE(RRM) ( HEIRF ),

WLC 4402 — Bl EENR

Wel cone to the G sco Wzard Configuration Tool

Use the '-' character to backup

System Nanme [Cisco_43:eb: 22]: c4402

Enter Administrative User Nane (24 characters max): admin
Enter Administrative Password (24 characters nmax): *****
Service Interface | P Address Configuration [none] [ DHCP]: none
Enabl e Li nk Aggregation (LAG [yes][NO: No

Managenent Interface |IP Address: 192.168.60.2

Managenent |nterface Netnmask: 255.255.255.0

Managenent Interface Default Router: 192.168.60.1

Managenent Interface VLAN Identifier (0 = untagged): 60
Managenent Interface Port Num[1 to 2]: 1

Managenent |nterface DHCP Server |P Address: 192.168.60.25
AP Transport Mode [l ayer 2] [ LAYER3]: LAYER3

AP Manager Interface | P Address: 192.168.60.3

AP- Manager is on Managenent subnet, uses sane val ues

AP Manager Interface DHCP Server (192.168.50.3): 192.168.60.25
Virtual CGateway |P Address: 10.1.1.1

Mobi | ity/ RF Group Nane: RFgroupname



Net wor k Nanme (SSID): ssSID

Al low Static | P Addresses [ YES][nho]: yes

Configure a RADIUS Server now? [YES][no]: no

Enter Country Code (enter 'help' for a list of countries) [US]: us
Enabl e 802. 11b Network [ YES][no]: yes

Enabl e 802. 11a Network [ YES][no]: yes

Enabl e 802.11g Network [ YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

EWLCJ:E’JF’*EEMEEHE EWLCHER—Bhping BRI T H. Hit , MNREEERWLCHZping
EERE, AERTEHRITA.

i BABEREAPEERNE , FTREASAPEWLCEE,

RAWLCEE XAk

I &5 6 FA Y —E E ) — EEAR BRI Catalyst 3750 #:85, ZRVIBBAPEERMNEENE , 14§
Lu:b EMEVLAN 6OJ:o XW%E%?*E.: Eﬁ.IlEEE 802 1QEE$¢ HE%J:/\JLH:!FJEE%

VLAN ( EARZRHIFAVLAN 2E4F160 ) %‘IE*HAP%EE%%VLAN(VLAN 60)51‘?‘3% , BREEAS
BHARBEVLAN, Al , ETRAIEWLC LR EELNHER , & AELNE D EVLANG B3

LT R802.1QX M IBE B A R -

interface G gabitEthernet1/0/1
description Trunk Port to C sco WC
swi tchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 2-4,60
switchport mode trunk

no shut down

B ERWLCT KRR | BRATEERIIRBM T IKIE, MRAZWLC GigabitZ KHBEEER
B33 i85 FastEthernetiE 4318 | BT EEE A,

EEE , WEE RS ERBREIEE EAE AFFS02.1QF#E LM VLAN, FIEEMVLANSS
#Bz{lkﬁwo EEAFVRETRLEN , EC_RIBNREER, EHTHBENVLANE , WLCEE
MR | E&R A AHELREE.

VTN T st

LA 2 Catalyst 375089 VLAN S [ #H RE&E 5

interface VLANS
description AP VLAN
ip address 10.5.5.1 255.255.255.0

Bt MR Cisco WLCHA#LEFRF802.1QH #& , {ECiscolREAPTHEMVLANERR , B REERIIMER
BV,

LA 2 Catalyst 3750 L Hy 33 #i 2R AR IR AR RE & 5

interface G gabitEthernet1/0/22
description Access Port Connection to G sco Lightweight AP



swi tchport access vlan 5
swi tchport node access
no shut down

EfeRECERmMUE  TUERSIAP, LAPERTENWLCER T E , WREZEMAN
WLC, RZELAPm@ZEIZREM

AR R Cisco Support Community £ 825 FERE , PR T EACLIFIGUIRY EARLANE 28 HI 4]
MRELE : EACLIFIGUIRY EARLANIE HIBFMVHI R EL & o

E

ERAXEAR , BREENEERTEEER.

LAP[Ei2HIBRREM & | B A EERGHIREREN HEBNERTRECH

All APs |

Search by AP MAL Search |
Dperational
AP Mame AP MAL AP U Time Adrvin Status SEatus AP Mode Certilicate Type AP Sub Mode
Op:ib:gd:ed:afi:db 04,00k 01 /31 5 Enable REG Local HIC W

&5 & 7 12 ) 25 B iy

fECLILE , ATLAfE Fishow ap summaryis S ERE B EWLC L MAILAP:

(Cisco Controller) >show ap summary

Number of APs. ... ... ... . . 1

G obal AP User Name........... ... ... ...y Not Confi gured

G obal AP Dotlx User Name........................ Not Confi gured

AP Name Slots AP Model Et her net MAC Locati on Port Country
Priority

AP001b. d4e3. a81b 2 Al R- LAP1232AG A- K9 00: 1b: d4: e3: a8: 1b default |ocation 2 I'N
1

EWLC CLIE , #iE ] LAfE Fishow client I EG S RRREWLC LEMANER &R -

(Cisco Controller) >show client summary

Number of ClientsS...ccceeeeeeccccccscccccncssncns 1
MAC Address AP Nane St at us WLAN Auth Protocol Port
00:40:96:al:45:42 ap: 64:a3: a0 Associ at ed 4 Yes 802. 11a 1

(Cisco Controller) >

LT &L ERRBUNMAFERAGUIFICLIETEALANIZESISN VARG R | #£HACLIFIGUIY EARLANE
HEETHREE,


https://community.cisco.com/
https://community.cisco.com/t5/wireless-mobility-videos/initial-configuration-of-wireless-lan-controller-using-cli-and/ba-p/3100533
https://community.cisco.com/t5/wireless-mobility-videos/initial-configuration-of-wireless-lan-controller-using-cli-and/ba-p/3100533

REREGF
ERAKEAS , HHEERETRHIR.
B
B BT 9 B B 17 SR BEBERR

SR : fERdebuglE 2 8l BASMEMDebUgE SN EE A,

tkdebug Iwapp events enableWLCHnr = 8 HH B REREAPE M EIWLC:

(Cisco Controller) >debug lwapp events enable

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue
Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue
Tue

Tue

Tue

Tue
Tue

Tue

Apr 11 13:38:47 2006
00:0b:85:64:a3:a0 to
Apr 11 13:38:47 2006
to AP 00: Ob: 85: 64: a3
Apr 11 13:38:58 2006
00:0b:85:64:a3:a0 to
Apr 11 13:38:58 2006
is 1500, renpte debu
Apr 11 13:38:58 2006

. Received LWAPP DISCOVERY REQUEST from AP
ff:ff:.ff:ff:ff:ff on port "1
: Successful transnission of LWAPP Di scovery- Response
a0 on Port 1
. Received LWAPP JOIN REQUEST from AP
00: Ob: 85: 33: a8: a0 on port '1'
: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 64: a3: a0
g node is O
! Successfully added NPU Entry for AP

00:0b:85:64:a3:a0 (index 48) Switch IP: 192.168.60.2, Switch Port: 12223,

intIfNum 1, vlanId 6
00:0b:85:64:a3:a0
Apr 11 13:38:58 2006
00: Ob: 85: 64: a3: a0
Apr 11 13:38:58 2006

0 AP IP: 10.5.5.10, AP Port: 19002, next hop MAC:
: Successfully transm ssion of LWAPP Join-Reply to AP

. Register LWAPP event for AP

00:0b:85:64:a3:a0 slot 0

Apr 11 13:38:58 2006
Apr 11 13:39:00 2006
00: Ob: 85:64: a3:a0 to
Apr 11 13:39:00 2006
static 0, 10.5.5.10/
Apr 11 13:39:00 2006
00: Ob: 85: 64: a3: a0

Apr 11 13:39:00 2006
regstring -A regDfro
Apr 11 13:39:00 2006
regstring -A regDfro
Apr 11 13:39:00 2006
Mobility G oup<6f, 39
to AP 00: Ob: 85: 64: a3

Apr 11 13:39:00 2006:

Config-Message to AP

Apr 11 13:39:00 2006:
Apr 11 13:39:00 2006:

due to Configuration

Apr 11 13:39:00 2006:

00:0b:85:64:a3:a0

Apr 11 13:39:00 2006:

Response to AP 00: Ob

Apr 11 13:39:00 2006:
Apr 11 13:39:00 2006:

00: Ob: 85: 64: a3: a0

Apr 11 13:39:00 2006:

00: Ob: 85: 64: a3: a0

: Register LWAPP event for AP 00:0b:85:64:a3:a0 slot 1
: Received LWAPP CONFI GURE REQUEST from AP
00: Ob: 85: 33: a8: a0
: Updating IP info for AP 00:0b: 85:64:a3:a0 --
255. 255. 255. 0, gtw 192.168.60.1
: Updating IP 10.5.5.10 ===> 10.5.5.10 for AP

. spanVerif yRegDomai n RegDormai n set for slot O code O
ncb -A
. spanVeri f yRegDomai n RegDormai n set for slot 1 code O
nch -A
. spanEncodeDonai nSecr et Payl oad: Send donai n secr et
, 74, cd, 7e, a4, 81, 86, ca, 32, 8¢, 06,d3, ff, ec, 6d, 95, 10, 99, dd>
;a0

Successfully transmission of LWAPP

00:0b:85:64:a3:a0

Runni ng spanEncodeCr eat eVapPayl oad for SSID ' SSI D
AP 00: Ob: 85: 64: a3: a0 associ ated. Last AP failure was
changes, reason: operator changed 11g node

Received LWAPP CHANGE STATE_EVENT from AP

Successfully transm ssion of LWAPP Change- St at e- Event

1 85:64: a3: a0

Recei ved LWAPP Up event for AP 00: Ob: 85:64: a3: a0 slot 0!
Recei ved LWAPP CONFI GURE COMVAND RES from AP

Recei ved LWAPP CHANGE STATE EVENT from AP


https://www.cisco.com/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Tue Apr 11 13:39:00 2006: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Received LWAPP Up event for AP
00:0b:85:64:a3:a0 slot 1!

DTt g@RUATEANWLCdebugin & :

. debug pem state enable — Bt & 55 8 5K B B E 25 FAE1E

- debug pem events enable

- debug dhcp message enable — #7REEDHCP Al ik 28 X I DHCPE B FEE

- debug dhcp packet enable — F& /R &% B|DHCP{a iR 8§ M DHCP A fR 25 EIX FDHCPE K&
FHHMERANFR

Tue Apr 11 14:30:49 2006: Applied policy for nobile 00:40: 96: al: 45: 42

Tue Apr 11 14:30:49 2006: STA [00:40:96: al: 45: 42, 192.168.1.41] Repl aci ng Fast
Path rule type = Airespace AP Client on AP 00:0B: 85:64: A3: AO, slot O
I nHandl e = 0x00000000, QutHandl e = 0x00000000 ACL Id = 255, Junbo Franes

= NO interface =1 802.1P =0, DSCP =0, T

Tue Apr 11 14:30:49 2006: Successfully plunbed nobile rule for nobile
00: 40: 96: al: 45: 42 (ACL | D 255)

Tue Apr 11 14:30:49 2006: Plunbed nobile LWAPP rul e on AP 00: Ob: 85: 64: a3: a0
for nobile 00:40:96: al: 45: 42

Tue Apr 11 14:30:53 2006: DHCP proxy received packet, src: 0.0.0.0,
len = 320

Tue Apr 11 14:30:53 2006: dhcpProxy: Received packet: Cient 00:40:96:al: 45: 42
DHCP Op: BOOTREQUEST(1), IP len: 320, switchport: 1, encap: Oxec03

Tue Apr 11 14:30:53 2006: dhcpProxy(): dhcp request, client:
00: 40: 96: al: 45: 42: dhcp op: 1, port: 1, encap Oxec03, old nsch
port nunber: 1

Tue Apr 11 14:30:53 2006: dhcp option len, including the nagic cookie = 84

Tue Apr 11 14:30:53 2006: dhcp option: recei ved DHCP REQUEST mnsg

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 61, len 7

Tue Apr 11 14:30:53 2006: dhcp option: requested ip = 192.168.1.41

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 12, len 15

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 81, len 19

Tue Apr 11 14:30:53 2006: dhcp option: vendor class id = MSFT 5.0 (len 8)

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 55, len 11

Tue Apr 11 14:30:53 2006: dhcpParseQptions: options end, len 84, actual 84

Tue Apr 11 14:30:53 2006: nsch->dhcpServer: 192.168.60.2, nscbh->dhcpNet mask:
255. 255. 255. 0, msch- >dhcpGat eway: 192. 168. 60. 1, mscb->dhcpRel ay:
192. 168. 60. 2 VLAN: 60

Tue Apr 11 14:30:53 2006: Local Address: 192.168.60.2, DHCP Server:
192.168.60.2, Gateway Addr: 192.168.60.2, VLAN: 60, port: 1

Tue Apr 11 14:30:53 2006: DHCP Message Type received: DHCP REQUEST nsg

Tue Apr 11 14:30:53 2006: op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1

Tue Apr 11 14:30:53 2006: xid: 3371152053, secs: 0, flags: O

Tue Apr 11 14:30:53 2006: chaddr: 00:40:96:al1:45:42

Tue Apr 11 14:30:53 2006: ciaddr: 0.0.0.0, vyiaddr: 0.0.0.0

Tue Apr 11 14:30:53 2006: siaddr: 0.0.0.0, giaddr: 192.168.60.2

Tue Apr 11 14:30:53 2006: Forwardi ng DHCP packet locally (348 octets) from
192.168.60.2 to 192. 168. 60. 2

Tue Apr 11 14:30:53 2006: Received 348 byte dhcp packet from 0x0201a8cO
192. 168. 60. 2: 68

Tue Apr 11 14:30:53 2006: DHCP packet: 192.168.60.2 -> 192.168.60.2 uses
scope "I nternal Scope"

Tue Apr 11 14:30:53 2006: received REQUEST

Tue Apr 11 14:30:53 2006: Checking node 192.168.1.41 Allocated 1144765719,
Expires 1144852119 (now. 1144765853)

Tue Apr 11 14:30:53 2006: addi ng option 0x35

Tue Apr 11 14:30:53 2006: addi ng option 0x36



Tue Apr 11 14:30:53 2006: adding option 0x33
Tue Apr 11 14:30:53 2006: adding option 0x03
Tue Apr 11 14:30:53 2006: addi ng option 0x01
Tue Apr 11 14:30:53 2006: dhcpd: Sending DHCP packet (giaddr:192.168.60.2)to
192.168. 60. 2: 67 from 192. 168. 60. 2: 1067
Tue Apr 11 14:30:53 2006: sendto (548 bytes) returned 548
Tue Apr 11 14:30:53 2006: DHCP proxy received packet, src: 192.168.60.2
len = 548
Tue Apr 11 14:30:53 2006: dhcpProxy: Received packet: Cient 00:40:96:al: 45: 42
DHCP Op: BOOTREPLY(2), IP len: 548, sw tchport: 0, encap: 0xO
Tue Apr 11 14:30:53 2006: dhcp option len, including the magi c cookie = 312
Tue Apr 11 14:30:53 2006: dhcp option: received DHCP ACK msg
Tue Apr 11 14:30:53 2006: dhcp option: server id = 192.168.60.2
Tue Apr 11 14:30:53 2006: dhcp option: lease time (seconds) = 86400
Tue Apr 11 14:30:53 2006: dhcp option: gateway = 192.168.60.1
Tue Apr 11 14:30:53 2006: dhcp option: netmask = 255.255.255.0
Tue Apr 11 14:30:53 2006: dhcpParseOptions: options end, |len 312, actual 64
Tue Apr 11 14:30:53 2006: DHCP Reply to AP client: 00:40:96:al: 45:42
frame len 412, switchport 1
Tue Apr 11 14:30:53 2006: DHCP Message Type received: DHCP ACK mnsg
Tue Apr 11 14:30: 53 2006: Op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
Tue Apr 11 14:30:53 2006: xid: 3371152053, secs: 0, flags: O
Tue Apr 11 14:30:53 2006: chaddr: 00:40:96:al1:45:42
Tue Apr 11 14:30:53 2006: ciaddr: 0.0.0.0, yiaddr: 192.168.1.41
Tue Apr 11 14:30: 53 2006: siaddr: 0.0.0.0, giaddr: 0.0.0.0
Tue Apr 11 14:30:53 2006: server id: 10.1.1.1 rcvd server id: 192.168.60.2

18R] BASE A LA H fttdebugis & ¥ AE REEE 1T 28 S HR AR

- debug Iwapp errors enable — F&/RLWAPP#E 255 19 &
. debug pm pki enable — BEERTEAPHIWLC 2 B EEN B EHEMFAR

B H SR T RBAPEERIPibiL

I RERE 2 BRIEEE5ID CSCsq75863E M, ZZD%EFE%fﬁ’Hﬂ“:EFﬁ?’“%‘J%EE’JAP-managerIPiniJJ:EI’J

FHREFIEAZEE , BIFERBERK A LAt AT 5 EARP)IREVE £ A S ERAMACH HE RI#T, 2%

EEEERE  APEEBIIESRH SN AL BB RUESHIEHE, APEERRER |, 5455

Lxﬁéiﬁﬂﬂéa_ﬁﬂ@,ﬁuom ERMARZZZFIEBINWAPEESRNTE , BB 2 FWARPE
faER, HETERMANFARPRIFER % , MREBWBR APH%jJuM““%IJ%Eo

LERERERY AR T AR ST H AT IP#bsE | 2 ISR AV BERRE B 27 LA EFFEARPIRE :

- BEEIPHh — BFAURE —EFRFEEFEERAENE(GU) , EHEREKRAPEEFE R,

- AP- ManagerlPiﬁv,iit APt S — B F#3 A= HE8.

- BEBENEHIPHI — REHMFENERN SR ERFIF[NEBENTE,
DHCPéﬂ’FE% HRE PR T HER, TelnetsSSHEREZ R FHIZFHEE UL , A Harp <ip
address> <hhhh.hhh.hhh>1E SR FIBARPE R, EHRFIZNTER E%EH%ELEFHpmg}E EERE
MIfzsiE , LAME il %% B 28 £ FARPREL, %E?ﬁ??&MAC&i& , AL Ta% : show arp | include
<ip address>,

3R b0 A SRARLANIE 588 49 18 I 458 A REHE 1T R Bk AR

ASRAMAERIANZGSRNEERNFIMIRHIRE UG- LABRATEERERFEH
(LAP)#& S I A\WL C A0 P B8 B J% 20 AT 5% B HE R P RE R & 3
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- BRAP(LAP)SH BISEARL AN HIZ](WLC)

- SRR E AR HER (WLC) T4

. ERLANISIB3(WLC) L I T E BB &

- YR 0 A SEARL ANTR 5] S 0 S8 IR 432 )\ B HE (TR B HERR
. SERRLANIZHIBR(WLC B iR
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