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APAY &, S¢S, ae0960G-SPCAP

o8 APE™E&ACTRAY & SAY -&(Epcapas 3@ &fYacS, 114" 8%28.76—38 (8.8, @ @ 3% T @Zar;3%4a™ %%
38090 G-Spcapancef a8 -a@p-a ™ar?cY%e ¢« ¢8,e%0€e0e%04...8a® 114" AE...ae<-RX/TX%%014(ESE,"a" a @—€»Z
aytad TVAEARfAf ... @ C@>AP

CPUSPé @@t @ihEée™ae, 9a°e'—E€231°€©*APCS, 2 @ 1€ AP DHCPA€ QAP
capwapaeZ83 96386 a€ | A€ ! i14%08, ! 5,4 @6 (°a®CR e« uPEiQIE,

&« ', @14(EINSA° Q@7 r0e%E™ @IV R e€In8AnTI° @ E™@ELV(,°SMBI%4%0i14(ED> i@ eflzéc
H—e0\eotery @ 1€ a"«a%o@i1aEe«a™a;...a%¢¢" " a€Eno debug traffic wired ip
capturea€@x"-a€Eundebug

alli€@asnta@rertru@éier"3@-i"" 3@ | d%otentefa @xrwefd ¢, °A°QACE...a»@ak"d «a..¥eed
¢ <Y

BHEOY L&Y &eepeapiVndlaig’ & Edebug traffic wired ip capture3€ @ é @ 2 "fe @1 @Az ¥ias

<#root>

AP70DB.98E1.3DEC#debug traffic wired ip capture
% Writing packets to "/tmp/pcap/

AP70DB. 98E1. 3DEC_capt ur e. pcap0"

AP70DB.98E1.3DEC#reading from file /dev/click_wired_log, link-type EN1@MB (Ethernet)

BHOY 2.0%08Ys. ..o ET @@ acilEc,Ya34EAY2: ¢ dEENO debug traffic wired ip



captured€@ala»nae -a@2aY ¢ d€Eundebug alla€@a'la»na@erle @ cQ2i%s

AP70DB.98E1.3DEC#no debug traffic wired ip capture

BHEOY 3.8° 1o oy " enterYsd Ctftp/scpay/Loce@da™ “i14S

<#root>

AP70DB.98E1.3DEC#copy pcap

AP70DB. 98E1. 3DEC_capt ur e. pcap0

tftp 192.168.1.100
i G T i T
AP70DB.98E1.3DEC#
HEOY 4.cOUde ThER, 4@ a»¥doce "wiresharkd é-«3-Ye©2% e ®i"a€, " & ¢,°pcap03€, > a"¢,°pca
8 VoBrab 6 ..
debug traffic wired& YsroeaodbodlY .86 € .49 a»¥3"«4502, 2@ CO%0'aR3 @ EL QIS
APC4F7.D54C.E77C#debug traffic wired

<0-3> wired debug interface number
filter filter packets with tcpdump filter string

ip Enable wired ip traffic dump
tcp Enable wired tcp traffic dump
udp Enable wired udp traffic dum

& a@ a»¥adce debugaeEia»ncs,cu@aYuxe-°acza€Everbosed€@adutaece | -3°Q@AC...cS, 29 @4a...6€
aYhiC" 6L %haA™ & | ¢ Yae0e%o¢-SPCAP

QL2 %™ ® 1%ha1%@ tcpdumpae @ cQ6@Zx;%A™ @ %4V O J°@ri%odE,

~

@Zae;%haA™ " ¢roaYad| P

a»80Y ("8 »ae0Y192.168.2.5" |smoaEtamaaef @ Ze;%43° @AE... " 3@ -1 EarY i 4@ (6T 3%0€

"src host 192.168.2.5" |é€™ae' Lamef é@pZe; %3° QACE..." 3 @-iLEI Q= 6153 1212192.168




"dst host 192.168.2.5" ||amad(Efércamef 6@ Ze;%4°QAE... " d@-1%EE»¥5%; 3@ é>TE%0€

"&Y 443" snadEtévoamef 6@ Ze; %43 QACE... =" 3 Q-1 ES»YES ... 614, .-ece%
EELa/YAY ||"srcdY 1055" EE™aef o -8@-22° Q@R EE€£¢-3aY 1055¢8, 2@ et QaE,
"dstaY 443" EE™amef o' 3@ -0 ® (S, 00°¢,CE€£C-3AY 443¢3, 2@ T QAE,

Br¥A, (CPEYxA, CS, &Y, AT06 GrPAos Y §& T 8, SIVAEAYATAY oI 6@ ZE @ Zae ;%4 ¥af...2¢e | -CAPWAP&3fze-™

APC4F7.D54C.E77C#debug traffic wired filter "port 5246"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, link-type EN1@MB (Ethernet)
12:20:50.483125 IP APC4F7-D54C-E77C.lan.5264 > 192.168.1.15.5246: UDP, length 81
12:20:50.484361 IP 192.168.1.15.5246 > APC4F7-D54C-E77C.lan.5264: UDP, length 97

APC4F7.D54C.E77C#no debug traffic wired filter "port 5246"
APC4F7.D54C.E77C#Killed
APCAF7.D54C.E77C#

o oy €Y, 3FOcreay K1Y S

APC4F7.D54C.E77C#debug traffic wired filter "port 5246" capture

% Writing packets to "/tmp/pcap/APC4F7.D54C.E77C_capture.pcap@"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, link-type EN1@MB (Ethernet)
APC4F7.D54C.E77C#no debug traffic wired filter "port 5246" capture

APC4F7.D54C.E77C#copy pcap APC4AF7.D54C.E77C_capture.pcap® tftp 192.168.1.100

HHHHHH A
APCAF7.D54C.E77C#

&9 &ce "wiresharki Sé-3-Ye @ c@2ihEe«dY-&jEa»¥a " @al0eilhs



Ml APCAFT.DSACETTC capture peapl
File Edit Yiew Go Capture Analyze Statistics Telephomy ‘Wieless Tools [Help

AW @ RB ses=FiEEaqan

_ﬂ + "

Mo, Delta Source Cestinaton tengtt Info
1 B.008008 192.168.1.82 152.168.1.15 651 Application Duta
2 0.001525 192.168.1.15 192.168.1.82 123 Applicaticn Data
3 B8.6581152 197.168.1.4 255. 255,255,255 385 CAPWAR-Control - Primary Discovery Reguest[Malformed FPacket)
4 9.638343 192.168.1.82 192.168.1.15 987 Application Data
5 B.081&627 1921.168.1.1% 152.168.1.82 123 Application Data
& @.018493 192.1658.1.82 192,168.1.15 171 Applicaticn Data
7 0.001087 192.168.1.1% 192.168.1.82 129 Application Dats
8 ©.008387 191.168.1.82 1921.168.1.15 187 Application Data
5 0.000818 192.168.1.1% 152.168.1.82 123 Application Data
1@ 28.34434]1 197.168.1.82 192.168.1.15 123 application Data
11 &.001214 192.168.1.15 152.168.1.82 138 Application Dats
1Z 21.965537 192.163.1.82 192.168.1.15 651 Application Data
13 2.901215 192.168.1.15 192.168.1.82 123 Application Data

Frame 1: &51 bytes on wire (5288 bits), 851 bytes captuwred (S208 bits)

Etharnet II, Src: Clsco dc:e7:7c (ca:F7:05:4c:e7:7¢c), Dst: Cisco lc:d2:FfF (B9:le:bd:lczdl:fF)
Internet Protocol Wersion 4, Src: 192.168.1.82; Dst: 192.168.1.15

User Datsgram Protocol, Sec Port: 5264, Dst Port: 5245

Contral And Provisiening of Wireless Access Padnts - Control

Datagram Transport Layer Security

G, IG5 cH>
3@ a»¥800C,iC36»c3,e7887 93126 €4 S8V (" &3 te-MA(E...e @ CQ2FE,C"tar-lazes "ef 12812+ 6Y i (EC,

EE™Mxp @50 —8@CR e é—ee @ 2L RZCR ~FEQE «A» 10 —2%0IEPE—e @ FEQeapitH
¢ QY@

EOY 1.ae-"8t78.Y &lacs, AR e o MacdoL QP E€IE, 3@ ar¥ae-°3C73n38€macde i QEI€,4'Ya@ 4»¥a°e

config ap client-trace address add < client-mac> --- Per client debugging. Allows multiple macs.
config ap client-trace all-clients <enable | disable> -- All clients debugging. Not recommended.

POV 2.8°16@ 7 %EA™ & A®5(,°4f... " TE(E, (%o 'dP33 Q" a®3 e -2 %o Re%ir" 2@ 3,49 aB514S

config ap client-trace filter <all|arp|assoc|auth|dhcp|eap|icmp|ipv6|ndp|probe> <enable|disable>

ROV 3.6€ 2"tace " 2/88 e 3,56] crodls 31%i14 é @73 €@ Er¥ilh%oilhs

configure ap client-trace output console-log enable



BHEOY 4.8 &ce&-Y El03E,

config ap client-trace start

< By

<#root>

APQOCDQ.F894 .46E4#show dotll clients

Total dotll clients: 1
Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB

A8: DB: 03: 08: 4C. 4A

] 1 1 testewlcwlan -41 MCS92SS No

APQCDO.F894 .46E4#config ap client-trace address add

A8: DB: 03: 08: 4C. 4A

APQCDO.F894 .46E4#config ap client-trace filter

all Trace ALL filters

arp Trace arp Packets

assoc Trace assoc Packets

auth  Trace auth Packets

dhcp Trace dhcp Packets

eap Trace eap Packets

icmp Trace icmp Packets

ipv6é  Trace IPv6 Packets

ndp Trace ndp Packets

probe Trace probe Packets
APQCDO.F894 .46E4#config ap client-trace filter all enable
APQCDO.F894 .46E4#configure ap client-trace output console-log enable
APQCDO.F894 .46E4#configure ap client-trace start
APOCDO.F894.46E4#term mon

LQPIQP Rl @ O UEL«AY-&[Ei»¥s @ "@alr0eils

configure ap client-trace stop
configure ap client-trace clear
configure ap client-trace address clear

€0—e%o

E0—&%0a® ¢aE o« &Y etaiy/S

<#root>



AP70DB.98E1.3DEC#

show ap client-trace status

Client Trace Status : Started

Client Trace ALL Clients : disable

Client Trace Address : a8:db:03:08:4c:4a
Remote/Dump Client Trace Address : a8:db:@3:08:4c:4a
Client Trace Filter : probe

Client Trace Filter : auth

Client Trace Filter : assoc

Client Trace Filter : eap

Client Trace Filter : dhcp

Client Trace Filter : dhcpv6

Client Trace Filter : icmp

Client Trace Filter : icmpv6é

Client Trace Filter : ndp

Client Trace Filter :arp

Client Trace Output : eventbuf

Client Trace Output : console-1log
Client Trace Output : dump

Client Trace Output . remote

Remote trace IP 1 192.168.1.100
Remote trace dest port : 5688

NOTE - Only VIP packets are seen on remote if VIP is enabled
Dump packet length : 10

Client Trace Inline Monitor : disable
Client Trace Inline Monitor pkt-attach : disable

EQASYC3,a®Cx Y« SEFC-3CR0E%I1AS
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Apr & 10:45:122
Apr & 10:45:22
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kernel:
kernel:
keznel:
keznal:
kernel:
kernel:
keznel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

keznel:
kernel:
kernel:
kernel:
kernel;
keznel:
ksznel:
kernel:
kernel:
kernel:
kernel:
kernal:

keznel:
kernel:
kernel:
kernel:
kernel:
kernel;

[*04S06/ 2020
[+04/ 06/ 2020
[*04/ 06/ 2020
[*04/06/ 2020
[«04 /0672020
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|*04 /0652020
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[*04S 06/ 2020

[*0d/ 08 2020
[*04/067 2020
[«04S 0652020
[*04S0E/ 2020
[*04/0E/ 2020
[*04/06/ 2020

10:45:21.5351]
10:45:21.5352]
10:45:21.5361]
10:4%5:21. 5416]
10:45:21.5441)
10:45:21.5501)
10:4%:21.577¢8])
10:45:21.5784]
10:45:21.5955]
10:45:21.6003]
10:45:21.6028]
10:45:21.6475]
I0:45:21.6473]

10:45:21.863€)
10:45:21.863€]
10:45:21.8637]
10:45:21.8637]
10:45:21.8637]
10:4%:21.8637]
10:45:21.6678])
10:45:21.867€]
10:45:21.8677)
10:45:21.8677)
10:45:21.8684]
10:45:21.8685]

10:4%:32.1611]
10:45:22 1612}
10:45:22.164€])
10:45:22.1647]
10:45:22.1647]
10:45:22.1647]

[15B61€292];535000]
[15B6162921:535224]
[1566165921: 53615E]
[13661659921: S4150E]
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|13E6165921: 5TT86]
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[15BE1E292]:B63731]
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[15E61659214
[1366169921:86762T]
[15B6165921:8676E64)
[1586165521:867705]
[15B61£292):B67740
[15B616292]; B68
[15B616292 1.

[1866165822:161177]
[1586165522: 160213
[15B6165522: 164673]
[15BE1E0022:164600)
[1586160022:164722]
[15BE160022: 164751]

[REOCDO. FATA . 46E4]
[APOCDO. FAGE . 46E4]
[APOCDO.FE%4, 46E4]
[RPOCTO. F854 . 46E4 ]
[REOCTO. PS4 . 46E)
[AFOCDO. PG . 4624
[AFOCDO. FE54 . 4684
[RFOCDO.F594 . 45E4)
[APOCDO. PB4 . 4684 )
[AFOCDHO. FAOE . 46E4]
[AROCDO. PG . 464 ]
[APOCDO.FET4 ., 46E4]
[APOCDO. FE34 . 46E4 ]

[APOCDO . FESE . 46B4]
[APOCDO . FE34 . 46E4)
[AROCDO . FEGE . 46E4]
[ABDCDO . FADS . 46R
[ABOCDO . PGS .
[APOCDD . FEg

[RPOCDO . P854 . 46E4 ]
[APOCDO . P54 . 46E4)
[APOCDO . PG4 . 46E4)
[APOCDO . PIDE . 26E4]
[ABOCDO . FADE . 46E4]
[ABOCDO . FD4 . 46E4]

[aB:db; 03: 0B: 4 4a]
[aB:db:03:DE:4c:4m]
[aB:db:03:0E: 4 4m]
[aB:dp: 0308 4 da)
[aE:db:03: 084 4a)
[aEB:db:03: 0B 4o 4a)
[aB:db:03:08: 42 4a)
[aB:db:03:0B:4c:4m)
[aB:db: 031 0B 4z 4m]
[aB:dbi 031 0B 4 4m]
[aB:db:03:0E:4c:4m]

E:dcidal
Bidcida]
E:de:ida)

diar 03 0B 4z dm)
al:db:03: 0B84 4a]
[aB:db:r 031 0B 41 4m]
[aB:db:03: 0E:4cidm]
[aB:db:03:DE:ds:dm]
F:0B:ds:ida]
u} Erde:rda]
p3: 084 dm]
Brdorda)
DA 0B 4o dm]
P 0B 4o da)
D3 0Bcdo:dm]
rdorda)
Brdcida]
ETETY]
dzida)
[3:08:4c:4a)
DB s da)
N304 da]

Fi0B:dsida]
[aE:dib:03: 08 : 4 da]
[aB:db:03:0B4c: 4m]
[aB:db:03: 0840 4m)
[aB:dbr 031 0B 4z da]
[aB:db;:0F: 0B d4cidm]
[aB:db:03:DE:4c:4m]

<aprivis |
<aprlvl>
<apelvls
capeldvd>
capedels |
caprlvis

[D=w]
<apedwd> § jgﬂ

capedvi> |
cnpztuﬂ:-

{up:l:':l:u [[oew}

capeldwls
capelvls
caprlvls
<aprlvls
<nascapwapls>
<nsasapwapl>
cnsacapwapl>
caascapwapls
coascapwap >
<aprivl> [D:z
<nascapwaplx
nascapwapls

<pascapwapl> [D:C] DHCE OFFER

<apeldvl> [D:
capelwl> [U:
capeldels [O:
caprlvls [U:
capeldel> [U:
conascapwapls
cnascapwaplx
<nmscapwapl>
<nascapwapl>
{naa¢upuapn}
<apelvlr [D:
crascapwapls
coascapwap s
<nascapwapls
<aprivl> [D:
<apriel> [U:
<apelelds [U:
<apelvl> [U:
cpascapwapl>
cnascapwapls
cnascapwap s
<nascapwap (>
<aprilel> [D:

o

BOTL1 AUTHENTICA
DOTLL_AUTHENTICA
| BOT1I_AUTHENTICA
DOT1i_ASSOC REQD
| DOT11_ASZOC REIP
| EATOL_KEY. Ml : D
ERFOL_REY M2 :
| EAFOL_KEY.M3
| ERFOL_REY.M4
| DOT11_ACTION
| DOT11 AcTION
' DOTI1 RCTION
DOTLL_ACTION :

D
p
B
{
{
{
{

DHCF DISCOVER
DHCF_DISCOVER
OMCE_DISCOVER
ODHCP_DISCOVER
[W:E] DHCP_DISCOVE
[W:E] DHCP_DISCOVE
[D:E] DHCF_OFFER :
[D:C] DECF_OFFER :
[D:C] DHCF OFFER :
W] DHCP_OFFER 1 Tra
[D:E] DMCE_OFFER
[D:C] DHCP_OFFER

W] DHCP_OFFER : Tz
W] DHCP_REQUEST :
C] DHCP_REQUEST
C] DHCP REQUEST
c] DHCF | _REQUEST :
[o:e] DECE Rzourﬁ?
[U:E] DHCE _REQUEST
[D:E] DHCP_ACK :
[D:S] DHCER RER
[D:C] DACP_ACE :
W] DHCP_ACE : Tean
[D:E] DHCF ACE :
[B:C)] DHCP_ACK :
[D:C] DHCP_ACK @ T
W] DHCF AEK i Trans

Wl el el o o= o

TR R N

K] ARP GUERY : Send
€] ARP_QUERY : Zend
C] ARP_QUERY = ﬁﬁnd

[0:E] RARF ' QUERY
[D:E] ARF_REPLY
[D:C] ARP_REPLY
[B:C] nRr REPLY
W] ARF BEPLY : *enw

a8Y84,68, 54— @@ 3'«850=, " 7e8£RO% Q€A CO YA " EVor ™ 114 ER|  ¢r°E ™Er? A AEWE| " ¢rOC

R L M VTR

U &€ 4 SejEé@”

by

e.

&G Y@

E &€ &gt ™anicTPED. .. e <3V @
C &€" &&'jcLeaB%0a €48 ¢

a..Ta—<e6 ...

eQ2a@ExYrCe | -a—¥eEi%s

e*fae-™MAC...1% a%ntetPa® e " ¢« %%
D &€ 4,<«6Ee@ e &*fae-™ACE...i%" 2 E%0d,€4 1%0
W &€" &'icll, i¢-S€0..

ThES SE @ —ETOACTEEMA%E—r @ (3,39 «CHOIAS

G, T&(EA@ alzi¢" a»¥a d'Va»rnaze?e | -e—Y¥e?Eiusa€Eshow ap client-trace events mac
XX XX XX XX XX XX: XXEEQ T4 a8 —3°Tmacae ¢ e ¢, °a€ (Eall 3€ @114 %0

<#root>

APQCDO .F894 . 46E4#

show ap client-trace events nmac a8: db: 03: 08: 4c: 4a



[*04/06/2020 10:11:54.287675] [APOCD@.F894.46E4] [a8:db:03:08:4c:4a]
[*04/06/2020 10:11:54.288144] [APOCD@.F894.46E4] [a8:db:03:08:4c:4a]
[*04/06/2020 10:11:54.289870] [APOCD@.F894.46E4] [a8:db:03:08:4c:4a]
[*04/06/2020 10:11:54.317341] [APOCD@.F894.46E4] [a8:db:03:08:4c:4a]
[*04/06/2020 10:11:54.341370] [APOCD@.F894.46E4] [a8:db:03:08:4c:4a]
[*04/06/2020 10:11:54.374500] [APOCD@.F894.46E4] [a8:db:03:08:4c:4a]
[*04/06/2020 10:11:54.377237] [APOCD@.F894.46E4] [a8:db:03:08:4c:4a]
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83 £.300024 8.0.0.8 SCTP 463 ai pct”zmmﬂ"mm
87 @.020237 Cisco_36:4d:ad 9 A PCLI20 (timestamp, case IO}
B8 @.000801 192.168.191.1 428 GJ [n]]
B9 ©.008000 192.165.101.1 428 %
7@ 2.000001 Somsungf_tB:4cida 79 A
91 ©.000000 0.0.0.9 A:rsai PGM
93 9.025855 192.168.101.1 : ::ﬁi EFI
94 G.000001 192.165.181.1
97 8.27594% Seacungf BB:dc:ida | 1583 W
98 B.809931 Cisco_b7:3¥:42 Samsungf_BB:dc:ds 146 1
99 @.821%996 Sastunef SB:dc:da Broadcast 239 P
<
Frome 591 251 bytes on wire (1098 bits), 151 bytes coptured (1088 bits) on interfa
Ethernet IT, Src: Cisco_el:3d:ec (Md:db:98:el:Y¥diec), Dst: GoodwayI_b¥rbfcaf (08:5
Internet Protocol Version 4, Src: 192.168.1.83, Dst: 192.168.1.100
User Datagram Protocol, Src Port: 50008, Dst Port: 5688
AiroPeek/OmniPesk encapsulated IEEE 882,11 L
» 802.11 radio information + = m @ Eff?
IEEE B82.11 Probe Reguest, Flagis ........C
IEEE B&2.11 wireless LAM III
|

Padkets: 299 - Displayed

a0hoe—0maaSY efVaCS, 6 a8 EACZ8Y+8SY efvacs, &8 ... & ®iYAS

EE@C8'eE ¢2nID CSCvm09020 8.84, Sc§, &R ¢ o &Y &los, @at @€ ¢n°DNS

FEQC8'EE enID CSCvm09015 4B ¢as o @Y &logj ¢caog ' +808 CMP_otheriV4ES€a"—e™Y¢,°null

FE@c8'EE e2nID CSCvm02676 AP COSARCaE o« &Y el @arcefe @ c@’webauthe*fae-™ac...

F£@cS'EE e°nID CSCvm02613 AP COSARCaE o« Y &lué@ ¢« €% 31°c,jae e£a, a-¥aloe

F£@C§EE éenID CSCvm00855 &R taE o« &Y eSEQe™Y 4 @4 €6t

8979800 WL Cae? 8§ TAP&®Cas o &Y éla

3@ a»¥é.. @Clh®INIZEAPE»¥AY-&(EC,ic3a®Ca e« &-Ye'ns | 4347

BHEOY 1.6... @C®ABSCHOL | @2 @ cO S, eUPETCS, APE- Y é . @Cl®R @]

config term
wireless profile ap trace


https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02613
https://tools.cisco.com/bugsearch/bug/CSCvm00855

filter all no filter probe output console-log

BEOY 2.
TAPEY &lné. .. @Clh®a™ | e-°4¢Z8 0 ®a “™cS, APaYC" ¢5,APAS 4. ¥6.. @ C1®x 2 4 A€,

ap profile < ap join profile name>
trace

o8 @ 3° e nAPAS §...¥6... 9@ @ @ 1% e-1ho®a ™MAPEY (" (E, Cc™Ménia ™Mcin

G448 C™MY e Y &o/a@ e (

ap trace client start ap

client all/

ap trace client stop ap

client all/

ap trace client start site



client all/

ap trace client stop site

client all/

E0—&%od YoalYsS

show wireless profile ap trace summary

show wireless profile ap trace detailed PROF_NAME detail
sh ap trace client summary

show ap trace unsupported-ap summary

Moz VoL@ 2a™ " 2" a1 € ¢S, AP Catalyst 91xx

ae-°cS, Catalyst
91155€€91173€€91203'E91303€ a»¥ace ¢Lfe@ra™ " j3%@ad e A®SA€,xnéH

X .

Z¢ <@ Fa»¥3%0 @
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% Troubleshooting & o e MAL 47 5 "
X enamen [
APCAFT DSACETIC x
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Conbgure

hboard %  All Access Points el |

Number of AP{s): 4 Clrandir Admen S1atus : EMABLED .' T Power
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Configuration Adrin P Antenna Paramators
> AP MNama AR Mool Slots Starus Acdress Curem T

{2} Administration ; PEMESIIERA S ROl 1 o 182.1¢ Ao ¥

x AP0 FEDE 4 A Ao Iy
Troubleshooting Pl il < '
A A
CAPATZ = smizal M :
APCAFTORICETIC oiz0nqs 2 = Epm—

1 T =

5 GHz Radios [: h

% 2.4 GHz Radios Exiablc Seilfi
humber of AP{s) 4

AP arme St Ko Base Racdio MALC Admin 3 Sniflor P 192.168.1. 100

APCAFT DSSCETIC o c06d 2422 1780
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M *ThinkpadEthemetilue

File Edit WYiew Go Caplure Analyze Statistics Telephony Wireless Tocls Help
dn 6 I BRBRes=FEaEEaqan
W Judp.port == 5000
Ma. Diefta Source Destination Lengt Info
1. 9.832866 SamsungE_08:4c:4a Cisco_97:83:ef 187 Authentication, SH=37, FHe=8, Flagse........ C
2. 8.0000801 192.168.1.15 192.168.1.180 76 Acknowledgement[Malformed Packet]
Fs B.881720 Cisco_97:03:ef SamsungE_@8:4c:4a 187 Authentication, Sh=8, FM=@, Flags=........C
P 8.808381 192.168.1.15 192.168.1.188 76 Acknowledgement[Malformed Packet]
2= 0.200791 SamsungE_08:4c:4a Cisco_97:03:&f 360 Association Reguest, SN=38, FN=@, Flagss........C, 58I
- 9.080238 192.168.1.15 192,168.1.188 76 Acknowledgement[Malformed Packet]
p I 0.0042690 Cizco 97:03:eF SeRsUREE_BB:4c:4a 398 Associstion Response, SM=1, FM=@, Flags=........C
- 9.008758 192.165.1.15 152.168.1.100 76 Acknowledgement[Malformed Packet]
= ©.818966 Cisco_97:03:ef SamsungE_BE:4c:4a A o
F o.000001 152.168.1.15 152.168.1. 100 76 Acknowledgement[Malformed Packet]
i 8.821911 SamsungE_88:dc:4a Cisco_97:83:ef 342 Key (Message 2 of 4)
- ©.009882 192.168.1.15 192.168.1.100 76 Acknowledgement[Mal¥ormed Packet]
5 B.882186 Cisco_97:83:ef SamsungE_88:4c:4a 391 Mey (Message 3 of 4)
2= 8.88@535 102 168.1.15 192.168.1.18@ 76 Acknowledgement[Malformed Packet]
. 2.9013829 SamsungE_08:4c:4a Cisco_S7:93:ef 199 Key (Message 4 of 4)
2 8.p80174 192.168.1.15 192.168.1.18@ 76 Acknowledgement [Malforned Packet]
» Tag: Supported Rates 6(B), 2, 12(B), 18, 24(B), 36, 48, 5%, [Mbit/sec]
» Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Elesment
» Tag: Vendor Specific: Cisco Systems, Inc.: Aironet Unknown (44)
» Tag: HT Copabilities (802.11n D1.18)
» Tag: HT Information (882.11n D1.18)
» Tag: Extended Capabilities (B octets)
» Tag: VHT Capabilities
» Tag: WHT Operation
» Tag: Mobility Domain
» Tag: Fast B55 Transition
» Teg: RM Enabled Capabilities (5 octets)
» Tag: BS55 Max Idie Period

v Ext Tag: HE Capabilities (IEEE Std 8062.11ax/D3.0)
Tag Humber: Element ID Extension (2155)
Ext Tag length: 45
Ext Tag Mumber: HE Capabilities (IEEE 5td B802.11ax/D3.0) (35)

» HE MAC Capabilities Information:
» HE Phy Capabilities Information

» Supported HE-MCS and NS5 Set
» Rx and Tx MCS Maps <= B8 MH:
» Rx HEX-MCS Map <= BO MHz: @xaaaa

v o 1B
18. .

caes =18 = Fax
caes 10, = Max
. | . S Hace
Hax
Hax
Hax
- ® HEN

=
&
E B B B @

HE-HCS
HE-HCS
HE-HCS
HE-MCS
HE-MCS
HE-HCS
HE-HCS
HE-HCS

Tx HEX-MLS Map <= B@ HHI: Sxadaa

» PPE Threshalds

v Ext Tag: HE Operation (IEEE Std B82.11ax/D3.0)

Tag Humber: Element ID Extensiom (255)

Ext Tag length: 9

Ext Tag Mumber: HE Operation (IEEE Std 8902.11ax/D3.8) (38)

» HE Operation Parameters: 8x@83ff4
BSS Color Information: @xel

» Basic HME-MCS and M55 Set:

Buf i

&, 0'!'1/4@0'@023 »¥WIFI
6&3te-™MEEY (/18 36€9 S, % - €I ES Vot e~ TAEC +ae-Yapeekremotedoe "Wiresharka
phyaz«a"¥a€,a;®a%©ace " Wireshark

3.2.44%E4...94 Wiresharkéj cmlaefc¢ocs, WiFi6c%o©c @ TE€YcZ3E,

far
for
for
for
for
For
for
for

Bx529082 1098y

B =1 2 W W R

55:
55:
55:
55:
551

Suppart
Support
Support
Support
Support

S5: Support

55:

Support

S5: Suppart

for
for
for
for

for
for
far

HE-MC5
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

a-11
B-11
8-11
e8-11
2-11
e-11
e-11
e-11

{8x2)
(Bx2)
{ex2)
(ex2)
{ex2)
(8x2)
(Bx2)
{82}

E»IYSEQ T APerE™ ¢, i 2@ @ MU-OFDMAZ'EIUEL2T3€ dr¥e @ cO2EE58'SMU-
OFDMA@ | -¢2—c3,88 C™U3 €Il a» ¥ C®ic@ Te Tae-MEEY 78 26 €@11u%03€, 2, 8- 8@ a»Y

OFDMAAZ-2c™Ac"Yil4 e " ~ae0e?C™14C" Y4 %08 ¥4 @ SA® Cae O c« @ 18" 3E€«C™ V(Y 3E,



— &£/’ e5Ee€) € Cr°

e a¥%MTU

&, 16 8 MTUC™MY.c3%4a€ 2%0%4a " °APCS,2e€aV 2 MTUILEL:2Ta@ d»¥aeYodcee ! Téaene a®SaE

&08'Aire0S 8.10.130 WL C4, Siv4ES Ysamaconfig ap pmtu disable

<ap/all >4 ¢,°4 €8€ @R - %o€Re%oAPE " ARIE Q.. (MTUILELEES @a~ a%@e dcar.. 2 (( Carl

el@ace d%ea°Zae™, V(" &80 | iVaEe«aY-&jEa»¥a " @il
1 4 1 >

& 4@ a»¥ace 4 @-jdl%ea°Zae™ e «@Econfig boot debug

capwapa»¥a+Y¢" capwapa€@DTLSY'EDHCP&?; 20 | i%hEI@>a%scd0e " dh0eae¥Crcu+a-281408°74 "6 ¢

&6, , oo dY.EE " e« €2 £01¢S, SEECcoNfig boot debug memory xxxxaE@a€,

& &€ a»¥aly (' d€Eshow
boota€@ae¢e ! -4 @-jét@ar-"-Yacae™ ™ 4 |4V 4°T814:8°78%:20 | &€,

B 8@ A»¥E€36@Z30e (@A U™ -"4C disableé—oeé@ua—ili a3 |, AEEconfig boot

debug capwap disabled€@i%4%o0a34Tc| @¢" A®FAE€'E,

coe@ér»20Ya"q

3@ a»Y¥E€36 9769 @iTEr¥E A hdrnaY%Te C—cu! A®3E®CR e« ¢3,C €&fL3-@&E

debug client trace <mac addr ess>

a®CaE e« QoS

¥l @EO—e%oxr™ 3@ | @FT%oc¢" a°TQoSae ™c+nil(EIQ a»¥é@<«ejEa€Edebug capwap client

JosEE@ A€,
AR féj ¢roc, ¢S CaE o« ¢S, 3tae-™ACE. .. ¢S, UPSEVLAE,

&1%8. 88/ AEAR 4, € & 126€28; EMACE @ Za; 34(3¢ 28 réxcczet, CiscodE &%l DCSCvmO8899 ),

labAP#debug capwap client qos

[*08/20/2018 ©09:43:36.3171] chatter: set_qos_up :: SetQosPriority: bridged packet
[*08/20/2018 ©09:43:45.0051] chatter: set_qos_up :: SetQosPriority: bridged packet
[*08/20/2018 ©9:43:45.5463] chatter: set_qos_up :: SetQosPriority: bridged packet
[*08/20/2018 ©09:43:46.5687] chatter: set_qos_up :: SetQosPriority: bridged packet
[*08/20/2018 ©09:43:47.0982] chatter: set_qos_up :: SetQosPriority: bridged packet

®'6,8€ a»¥E0—2&%oiAPE Scs,Qos

dst:
dst:
dst:
dst:
dst:

UP&"°DSCP&; 4»¥3€SQosae ™ctni€@aes 8¢ ES Yaof, 3,83 ae-MA(E...c Yoares i3

00:AE:
00:AE:
00:AE:
AC:81:
AC:81:

FA:78:36: 8¢
FA:78:36: 8¢
FA:78:36: 8¢
12:C7:CD: 3!
12:C7:CD: 3!


https://tools.cisco.com/bugsearch/bug/CSCvm08899

LabAP#show dotll qos
Qos Policy Maps (UPSTREAM)

no policymap
Qos Stats (UPSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

[SESE SIS ISR

DSCP TO DOT1P (UPSTREAM)

Default dscp2dotlp Table Value:
[0]1->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:
[0]1->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Qos Policy Maps (DOWNSTREAM)

no policymap
Qos Stats (DOWNSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

[SESE SIS ISR

DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[0]1->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [1@]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [3@]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [5@]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [6@]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[0]1->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [1@]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [3@]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [5@]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [6@]->-1 [61]->-1 [62]->-1 [63]->-1
LabAP#

a0’ WL C4, SA®SCY40Qosg—¢#¥4, 140 Flexconnect
APA S3 &Y 9boe™ , 1VAESQ a»¥alr¢"  é€28{EEO—&%0i%AS



AP780C-F@85-49E6#show policy-map
2 policymaps
Policy Map BWLimitAAAClients type:qos client:default
Class BWLimitAAAClients_AVC_UI_CLASS
drop

Class BWLimitAAAClients_ADV_UI_CLASS
set dscp af4l (34)

Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af4l (34)

Class cm-dscp-set2-for-up-4
set dscp af4l (34)

Class cm-dscp-for-up-5
set dscp af4l (34)

Class cm-dscp-for-up-6
set dscp ef (46)

Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions

808 QosEEY Z1E™ @3 ¢S, f .3 @4 (43

AP780C-F085-49E6#show rate-limit client

Config:
mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0
Statistics:
name up down
Unshaped 0 0
Client RT pass 0 ]
Client NRT pass 0 0
Client RT drops 0 0
Client NRT drops 0 38621

9 54922 0



676€56 9" R2fr OO

308 e/’ Y Yoe-220 @ e Car ~ae...65e™, 14 60 —2%0APe™ 4@ | T4t ™, 6€25. . ¥e | @2/fe @ €CS,CY

debug rrm off-channel defer

debug rrm off-chanel dbg (starting 17.8.1)

debug rrm off-channel schedule

debug rrm off-channel voice (starting 17.8.1)

debug rrm schedule (starting 17.8.1, debug NDP packet tx)
show trace dot_11 channel enable

[*06/11/2020 ©9:45:38.9530] wcp/rrm_userspace_0/rrm_schedule :: RRMSchedule process_int_duration_timer_]
[*06/11/2020 ©9:45:39.0550] noise measurement channel 5 noise 89

[*06/11/2020 ©9:45:43.5490] wcp/rrm_userspace_1l/rrm_schedule :: RRMSchedule process_int_duration_timer_]
[*06/11/2020 ©09:45:43.6570] noise measurement channel 140 noise 97

a® Cae e« EEEC-S

8@ a»¥alk (" eeEAYES €5€E°ErflaE™ 6" 38" —31°8-2CY "t R7Y¥4.. ¥ér7a@-2T 6O—2%ocs,a®¢

LabAP#show dotll clients deauth

timestamp mac vap reason_code
Mon Aug 20 ©9:50:59 2018 AC:BC:32:A4:2C:D3 9 4
Mon Aug 20 ©9:52:14 2018 @@:AE:FA:78:36:89 9 4
Mon Aug 20 10:31:54 2018 @@:AE:FA:78:36:89 9 4

054, 54 €86<Y, 8108 1VAEAZY & &»Ectyas a@p-9 60 —2e%0dZY& G»ECCUiAES |, a»¥a €L @R Y0ERO’

https://community.cisco.com:443/t5/wirel ess-mobility-knowledge-base/802-11-associ ation-status-802-11-
deauth-reason-codes/ta-p/3148055

Vapas seE+APA WLANGS, 8 &YCE/A(& WL CE ¢ +8™ 4 Sc§, WLAN 1D8, @!11)3€,
& 4@ 3»¥3°13..9e 163 ANEeO’ @ €€:°¢S,a...98»-%,31°8°n3 @ %oé—0ce @ ep-a3%TIHEEE™E €
& 4@ a»¥coed@ °a....eee%o0d€Eshow controllers Dot11Radio 0/1 wian&€€ ¢S, VAP IDz....a-®3¢€,

C ARt o @ C, é—ee @ ™, hEzR, 4@ »¥@P28%—rme%oé—aed.. . YEEEc 3¢S, 0% 2% e Sl

LabAP#show dotll clients
Total dotll clients: 1

Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB
00:AE:FA:78:36:89 1 10 1  TestSSID -25 MCS82SS No

2809%06—0aB® ¢ G aat


https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

©0®C3, > dn3e03¢ 2%t "SiEL @ AY-&jEa»¥a " @alh0eiths

LabAP#show client summ

Radio Driver

wifi@

[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
wifil

[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018

Radio Driver

wifi@

[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
wifil

[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018

client Summary:

11:54:59.5340]

11:54:59.5340] Total STA List Count @

11:54:59.5340] | NO| MAC | STATE |

11:54:59.5340] ----------mmm oo

11:54:59.5357]

11:54:59.5357] Total STA List Count 1

11:54:59.5357] | NO| MAC | STATE |

11:54:59.5357] -----mmmmmmmi i

11:54:59.5357] | 1| o:ffffffae:fffffffa:78:36:ffffff89| 8|
Client AID List:

11:54:59.5415]

11:54:59.5415] Total STA-ID List Count @

11:54:59.5415] | NO| MAC|STA-ID|

11:54:59.5415] -----mmmmmm e

11:54:59.5431]

11:54:59.5431] Total STA-ID List Count 1

11:54:59.5431] | NO| MAC|STA-ID|

11:54:59.5432] -----mmmmmmm e

11:54:59.5432] | 1| o:ffffffae:fffffffa:78:36:ffffff89| 6|

WCP client Summary:

00:AE:FA:78:36:89 1 9 1

mac radio vap aid state encr Maxrate is_wgb_wired

FWD AES_CCM128 MCS82SS

wgb_mac_addr
false 00:00:00:00:00:00

NSS client Summary:

Current Count: 3

| MAC

|F8:0B:CB:E4:7F:41|00000000 |
|F8:0B:CB:E4:7F:40|00000000 |
|00:AE:FA:78:36:89|00000003 |

| OPAQUE |PRI POL|VLAN|BR|TN|QCF|BSS|RADID |MYMAC|

Datapath IPv4 client Summary:

00:AE:FA:78:36:89

31 o] 1] 1] ef 2| 3] 1]
3 o] 1] 1] o] 2| 3] 1]
11 e 1] 1] eof 9| 1] 0|
id vap  port node tunnel mac seen_ip hashed_ip sniff_ac

9 aprlv9 192.0.2.13 - 00:AE:FA:78:36:89 192.168.68.209 10.228.153.45 5.990000

Datapath IPv6 client Summary:

client

mac seen_ip6 age scope  port

1 @Q0:AE:FA:78:36:89 fe80::2ae:faff:fe78:3689 61 link-local aprilv9

Wired client Summary:

mac port state local_client detect_ago associated_ago tx_pkts tx_bytes rx_pkts rx_bytes



A@ a»¥alyc' alad"9oe—E-«c%0'a®3a®¢e Y« ¢S,E€£¢ SIS

test dotll client deauthenticate

@ a»¥aYe(" a»¥a@%ha»uc, e @atld®(e o« (Q’aP-ruQPEi@e e a™ 1148

LabAP#show client statistics wireless ©0:AE:FA:78:36:89
Client MAC address: @0:AE:FA:78:36:89

Tx Packets ;621

Tx Management Packets : 6

Tx Control Packets : 153

Tx Data Packets ;462

Tx Data Bytes : 145899
Tx Unicast Data Packets : 600

Rx Packets : 2910
Rx Management Packets 013

Rx Control Packets ;943

Rx Data Packets : 1954
Rx Data Bytes : 145699
LabAP#

305G, |C-56»&+né@ CIA(EY " dnsedte "SEfLa€ d»¥ace  d€Eshow
controllerS3E€ &, c€) 87— 3€, ae-"AC 7A@ ¢as o MacioPd@ €™ ihES°Té] (o @ 5,83 e-MEEY(Z1AE

<#root>

LabAP#show controllers dotllRadio @ client @@:AE:FA:78:36:89

mac radio vap aid state encr Maxrate is_wgb_wired wgb_mac_addr
Q0:AE:FA:78:36:89 0 9 1 FWD AES_CCM128 M15 false 00:00:00:00:00:00
Configured rates for client 00:AE:FA:78:36:89
Legacy Rates(Mbps): 11
HT Rates(MCS):M@ M1 M2 M3 M4 M5 M6 M7 M8 M9 M1@ M11 M12 M13 M14 M15
VHT Rates: 1SS:M@-7 2SS:M@-7

HT:yes VHT :yes HE:no 4@MHz :no 80MHz :no 80+80MHz : no 160MHz: no

11lw:no MFP:no 11h:no encrypt_polocy: 4

_wmm_enabled:yes gos_capable:yes WME (11e):no WMM_MIXED_MODE : no

short_preamble:yes short_slot_time:no short_hdr:yes SM_dyn:yes

short_GI_20M:yes short_GI_40M:no short_GI_80M:yes LDPC:yes AMSDU:yes AMSDU_long:no
su_mimo_capable:yes mu_mimo_capable:no is_wgb_wired:no is_wgb:no

Additional info for client 00:AE:FA:78:36:89
RSSI: -90

PS : Legacy (Sleeping)

Tx Rate: @ Kbps

Rx Rate: 117000 Kbps

VHT_TXMAP: @

CCX Ver: 4

Statistics for client @0:AE:FA:78:36:89
mac  intf TxData TxMgmt TxUC TxBytes



TxFai |

TxDcrd TxCumRetries RxData RxMgmt RxBytes RxErr TxRt
@0:AE:FA:78:36:89 aprov9

Per TID packet statistics for client 00:AE:FA:78:36:

Priority Rx Pkts Tx Pkts Rx(last 5 s

]

Noou b~ wNeR

89

5

9
0
0

(SIS SEN SERNe]

460
0

[SESE SIS ISR

Legacy Rate Statistics:

(Mbps
11 Mbps
6 Mbps

0
0

HT/VHT Rate Statistics:
(Rate/SS/Width :
0/1/20 :
6/2/20 :
7/2/20

webauth done:

false

Rx

4
4
5

Rx, Tx, Tx-Retries)

)
1
0
0
0
0
0
0
0

1

Tx (last 5 s

1038

)
1
0
0
0
0
0
0
0

89

1

0

]

QID Tx Drops Tx Cur Qlimit

144
145
146
147
148
149
150
151

, Rx-Ampdu, Tx, Tx-Ampdu, Tx-Retries)

’ 4!
’ 4!
’ 5!

G, Ot EQ CCEe; V28" ma Y2 ¢

0!
0!
0!

0!
0!
0!

0
0
0

]

[SESEE SIS RS RS I N

0

[SENSENSEN SRS RS RN

1024
1024
1024
1024
1024
1024
1024
1024

31

RxRt idle_counter stats_ago expiration

1

1599

Te€..c« efae-™ é€Yg2ié’CE/ae“—RSSIé€%’|’%CEae, "4 a»¥aY-&{E3€Edebug
dot11 client rate address <mac>3€@ % ExrxeEfarneefe @c8e "éE,d €e-jrneie” Siva%

LabAP#debug dotll client rate address @0:AE:FA:78:36:89

[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018
[*08/20/2018

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

17
17
17
17
17
17
17
17
17
17

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

17:

28.
28.
29.
30.
31.

32

33.
34.

35

36.
37.

38

39.
140.
141
142,
143,
144,
145,
146.
147,
:48.
:49.
50.

0928]
0928]
0931]
0934]
0937]
.0939]
0942]
0988]
.0990]
0993]
0996]
.0999]
1002]
1004]
.1007]
1010]
1013]
1015]
1018]
1021]
1024]
1026]
1029]
1032]

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
:AE:

FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:

78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

MAC
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89

Tx-Pkts

0

SO NOOOOOONOUWOURNNNWORLRNDNDNWN

Rx-Pkts

0
18
18
20
20
21

4
23

7

6
14
10

6

N
S

[y
SO U OO e

Tx-Rate

12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12

Rx-Rate
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s
a8.2-2s

-45
-45
-45
-45
-45
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46
-46

RSSI

SNR Tx-Re
53
53
53
53
53
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52
52



[*08/20/2018 14:17:51.1035] 00:AE:FA:78:36:89 1 7 12 a8.2-2s -46 52
[*08/20/2018 14:17:52.1037] 00:AE:FA:78:36:89 0 17 12 a8.2-2s -46 52
[*08/20/2018 14:17:53.1040] 00:AE:FA:78:36:89 1 19 12 a8.2-2s -46 52
[*08/20/2018 14:17:54.1043] 00:AE:FA:78:36:89 2 17 12 a8.2-2s -46 52
[*08/20/2018 14:17:55.1046] 00:AE:FA:78:36:89 2 22 12 a8.2-2s -45 53
[*08/20/2018 14:17:56.1048] 00:AE:FA:78:36:89 1 18 12 a8.2-2s -45 53
[*08/20/2018 14:17:57.1053] 00:AE:FA:78:36:89 2 18 12 a8.2-2s -45 53
[*08/20/2018 14:17:58.1055] 00:AE:FA:78:36:89 12 37 12 a8.2-2s -45 53

808 a0y, 8104 IVAETXE ERXEQACE...& " "aee 3™ ™ 125 See-id"—4 @ a%UE -4 FI€E-"63"4...83,°2 1 3
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Flexconnectae—tag”

A0E &2« BO—%odbo @ 114" 8%<a | ,CWAIVa%02e " -€%«a» 126 ©—e%od¥aEaeS... 2’ @a i hEx, 3@ a»¥éO—e

AP#show client access-lists pre-auth all f48c.507a.b9ad
Pre-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

REDIREC

rule 0: allow true and ip proto 17 and src port 53

rule 1: allow true and ip proto 17 and dst port 53

rule 2: allow true and src 10.48.39.161mask 255.255.255.255
rule 3: allow true and dst 10.48.39.161mask 255.255.255.255
rule 4: deny true

No IPv6 ACL found

AP#show client access-lists post-auth all f48c.507a.b9ad
Post-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

post-auth

rule 0: deny true and dst 192.0.0.0mask 255.0.0.0
rule 1: deny true and src 192.0.0.0mask 255.0.0.0
rule 2: allow true

No IPv6 ACL found

AP 2gi" ¢t
COSAP3, €4...98 +80e "unixd8€°43,58"—a1°e" | >rcu+cs, e %o€ae0e%0d...84®3€,

a YobudE@Eshow
filesystems3E€ 2 @ € 33> N3%0 @3 T3%0%a8128 SCO°é-"31 " f.. 3 @& TS T412"¢3, 03¢ °&3 e " SitA3



2802#show filesystems

Filesystem Size Used Available Use% Mounted on
/dev/ubivol/storage 57.5M 364.0K 54.1M 1% /storage
2802#

& VadrudEEshow

flash3E@ & —a1°APS; «é-f& " " 19é«"d 53,8 »ae™"e 3,2, " é,,3€ a»¥é™ ,3S syslogae™-coreé—ceé@p

ap_2802#show flash
Directory of /storage/

total 84

-IW-Y--Y-- 1 root root 0 May 21 2018 1111

-IW-Y--Y-- 1 root root 6 Apr 15 11:@9 BOOT_COUNT
-IW-Y--Y-- 1 root root 6 Apr 15 11:@9 BOOT_COUNT.reserve
-IW-Y--T-- 1 root root 29 Apr 15 11:@9 RELOADED_AT_UTC
drwxr-xr-X 2 root root 160 Mar 27 13:53 ap-images
drwxr-xr-X 45 root 2016 Apr 15 11:10 application
-IW-Y--T-- 1 root root 6383 Apr 26 09:32 base_capwap_cfg_info
-IW-Y--T-- 1 root root 20 Apr 26 10:31 bigacl

-IW-Y--T-- 1 root root 1230 Mar 27 13:53 bootloader.log
-IW-Y--T-- 1 root root 5 Apr 26 09:29 bootloader_verify.shadow
-IW-Y--T-- 1 root root 18 Jun 30 2017 config

-IW-Y--T-- 1 root root 8116 Apr 26 09:32 config.flex
-IW-Y--T-- 1 root root 21 Apr 26 09:32 config.flex.mgroup
-IW-Y--T-- 1 root root @ Apr 15 11:09 config.local
-IW-Y--T-- 1 root root @ Jul 26 2018 config.mesh.dhcp
-IW-Y--T-- 1 root root 180 Apr 15 11:10 config.mobexp
-IW-Y--T-- 1 root root @ Jun 5 2018 config.oeap
-IW-Y--T-- 1 root root 2253 Apr 26 09:43 config.wireless
drwxr-Xxr-X 2 root root 160 Jun 30 2017 cores

drwxr-xr-X 2 root root 320 Jun 30 2017 dropbear
drwxr-xr-X 2 root root 160 Jun 30 2017 images

-IW-Y--T-- 1 root root 222 Jan 2 2000 last_good_uplink_config
drwxr-Xxr-X 2 root root 160 Jun 30 2017 lists

-IW-Y--T-- 1 root root 215 Apr 16 11:01 partl_info.ver
-IW-Y--T-- 1 root root 215 Apr 26 09:29 part2_info.ver
-IW-Y--T-- 1 root root 4096 Apr 26 09:36 random_seed
-IW-Y--T-- 1 root root 3 Jun 30 2017 rxtx_mode
-ITW-Y--Y-- 1 root root 64 Apr 15 11:11 sensord_CSPRNG@
-ITW-Y--Y-- 1 root root 64 Apr 15 11:11 sensord_CSPRNG1
drwxr-xr-X 3 support root 224 Jun 30 2017 support

drwxr-xr-X 2 root root 2176 Apr 15 11:10 syslogs

Filesystem Size Used Available Use% Mounted on

flash 57.5M 372.0K 54.1M 1% /storage

4,287 8 (B3, 3¢E@ > ncutae—Yei(E

syslog@tae-™M&YE, 284... &% @ T @ -3+ Yacc3,syslogels a1°3€,8"2a»1d€Eshow
logEEQ@ a@2cecafé] cn°et?3 Sae-iét@ae-"3-Yaca»¥adutcs, P rcutaa—Yer(ESE,

dos'e @@ibt@@-"aYaca™,ihECrcura—Ye Eéfheoefd «a..¥aczéi@a?®| 3k,



artaki# show flash syslogs
Directory of /storage/syslogs/

root
root
root
root
root
root
root
root
root

11963
20406
313
20364
33
19788
20481
313
20422

Jul 6 15:23 1

Jan 1 2000 1.0

Jul 6 15:23 1.last_write

Jan 1 2000 1.start

Jul 6 15:23 1.watchdog_status
Jul 6 16:46 2

Jul 6 15:23 2.0

Jul 6 16:46 2.last_write

Jul 6 15:23 2.start

Used Available Use% Mounted on

total 128

-IW-Y--T-- 1 root
-IW-Y--T-- 1 root
-IW-Y--T-- 1 root
-IW-Y--T-- 1 root
-IW-Y--T-- 1 root
-IW-Y--T-- 1 root
-IW-Y--T-- 1 root
-IW-Y--T-- 1 root
-IW-Y--T-- 1 root
Filesystem

flash

artaki# show flash cores

Directory of /storage/cores/

total @

88.0K

54.5M 0% /storage

Used Available Use% Mounted on

Filesystem
flash

88.0K

54.5M 0% /storage

8 @38A%3°78%ECS, -3, €3€@ Y 1™ i 1.0iES ! ,eZce1.06 @Zé14E %ot cefa»° e ™
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é @& &f..23@a (%EAPA°TS. .. Osyslogd,*e€ @8 3@ &fh3°781 ¢ c*Nan3cs, dnfae'ét "s c§,drfa'dce

é @& =f..23Qa (HEAPSESEQLCrcure—Ye (ES,6€94.. (788 e &1 81°8,5¢3,8»»8%208"—8€°8
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AP3S &.. Y3€Q6. @R e d e & 6EMEE i e FE,



Edit AP Join Profile

General Client CAPWAP AP Management Security ICap QoS

Device User Credentials CDP Interface
TFTP Downgrade Telnet/SSH Configuration
IPvd4/IPv6 Address 0.0.0.0 Telnet
Image File Name Enter File Name SSH v
System Log AP Core Dump
Facility Value KERN v Enable Core Dump
Host IPv4/IPvE Address 192.168.1.12
Log Trap Value Information v
Secured (i)

®"a€@ a»¥a°fLog Trap Value
3 o 1g, 41 €@ Lot — YA (ES 2E€9 2% 20 | 3€,¢, Na%UELER,  3€ a»¥dce AP
CLI&S&°Y(" 2% 20 | iEEE™E%2% 0 ! 3,814 31°6€36 @7 Crcutae—Ye T xY 2@ 3, °6€9487°58-28..@CV,

¢" +ae-Y/4CiscoéE €?alD CSCvu75017
iVAEa@2e0e%oc 9o, " a°tsysloge “ae-1e " a®Sc,°KERNIA"é @& a€%i1%0e™, 1T4EAP 2 %0 @ e 0efd, €@

8|, avome o Acs o/’ ™A PA@  &f1han+a7/» Y28 GELC-SI1A E%A !, iTaESce "WGBA Si%%ocS, &+ @& Ei4ESS

& eIV EL e € a;«é-f& "e19é«d,a,%37 ¢S, Crcutae—Yel T e @™ %20 | 8'Ea°te% a1°4,%a ace”

APsE @ a¥—a»f|
3@ 4%ZeZ¥A.. ¥é»74 58,3¢5,8-R8€ e @ T QAE.. 5,0 @i%nd £3%6€53 2"61¢5,3€,C ®IZA¥CS,
3@ >¥ACE.. 2300 2@ TCIQAE. 45,8 C—2%te "SACE...ai43

* AP show tech

* APC3»ctee—¥eA(E

» AP Capwapdarse...lae—¥AE
o AP3Y&&d Eaf @ =—Y¥eCE


https://tools.cisco.com/bugsearch/bug/CSCvu75017

o AP 8:f&/%08, %0 o

LPCOAO-APx" 2@ x@1NQACE...1uER, 4@ a»¥é€23. . ¥AP CLI4, ! &% .a...¥a'ha»aa€Ecopy
support-bundletftp: x.x.x.xaE@a€,

808 sl 3YAETY Eae 3@ a»¥aeCY¥a@ @ CAPAQ@C +4 "é™ 3S 4°tsupport.apversion.datetime.tgzcs, a

APCAFT.D54C.E77C#copy support-bundle tfitp: 192.168.1.188
LCr>
APCAFT.D54C.E77C#copy support-bundle tftp: 192.168.1.189
Creating support bundle, please wait...ifconfig: wiredl: error fetching interface informaticn: Device not found
Unit systemd-journald.socket could not be found.
tar: ./*.tgz: No such file or directory
tar: error exit delayed from previous errors
tar: *.tgzr: Mo such file or directory
tar: error exit delayed from previous errors
+=== Support file APCAF7.DS4C.E77C_support.17.2.1.11.28280488.145526.tgz created ===+
B e e e e e e e e e e e R e e e e T
Successful file transfer:
APCAF7.D54C.E77C_support.17.2.1.11. 28208488 .,145526.tg2
APCaF7.D54C.E77CH]]

cfle "BE(EESESE ¢, REEQ@ '@ 2™, MEI@Q d»¥e (e ! -x"é&1¢S, € ,¢ e 2| S

-images s+ APCEFTDMCETT support.1T.21.11.20200408. 145526

Maimi [rate adifind Type

= APCAFT.DSLC.ETTC support. 1T.2.1,11.20200808. 145526, brain.eror.dog.gz 4782020 4:55 P GL File KB
APCAFT.IDSLC.ETTC support. 1T.20. 1120200208, 145526, bran log.gs 47872020 4:55 P 3L File KE

| APCAFT.DALCETIC suppare, 17.2.1,11.20200808, 145526.infa 478/ 2020 2:55 P MFO Fila KE

| APCAFTIDSEC ETTC suppor. 1201120000408, 145526, mettager.gr 478/ 2000 4:55 P iZ File KE
APCAFT.IDRLCETIC support 1T 1, 1120000208, 145526.stanlog g 478/ 2000 4:55 PiA iZ File KB
APCAFTIDLC ETIC support VT2 0. V00000408, 1455260y slogs.g2 478/ 2020 4:35 P 32 File KB
APCAFTIDAC ETTC suppont. VT2 1.11.20000408. 145520 tech_support.or A58 20000 4:55 P iZ File + KB

| APCHFT.OSEC.ETIC support T2 0,11 20800408, 14352 6.wea_infoiongs o /2020 4:55 P G File KB

| APCAFTIDSEC.ETTC supporl 1T 11120200408, 145526, wea_status pon.ge \F5r 2020 4:55 P G File KE

@ c« ®"YétAPx2 a;fe®|"

QEQ c« ®"I&HTAPR dife? @ 1hEe«d V¢ ¢! @aCE. . edoe & 2@ 2@ TCIQPIE..5,c3,2 ;feV
server 192.168.1.100a€,

AireOSCLI

({c3504-@1) »config ap core-dump snable 192.168.1.100 aplores uncompress ?
<Cisco AP> Enter the name of the Cisco AP.

all Applies the configuration to all connected APs.

AireOSGUI
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Cisco |OS® CLI

<#root>

eWLC-9800-01(

config

HONITOR

All APs = Details for APTODB.98E1.30EC

CONTROLLER

WiLANS WIRELESS

SECURITY

MANAGEHENT

| General | Credentizls  Interfaces | High Availability | Tnwentory
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Cisco 10S® GUI

802 1Ebgi-E BOZ.11a:d
1L (Eermad) T

-

delauli-grows T

180

Glekal Config ¥
Global Config * | 7
Global Config * |
(b
TCF MGE e Globelly Enabled
Enabde T
] (1:8)
] £1- 3600 )secorads

L

Indefimite
* Datable
PR Module

o

ok Deteced

Glekal Config ¥
Pragent

COMHANDS

HELP

FEEDRACK

Power Dver Ethernet Settings

Bof Stetus

Pre-standsrd B02.3af savbches

Povier Insetsr S

Full Power

AP Core Dumg

AP Core Dump
TFTP Sercer 1P
File Name

File Crempresssse

4P Regrarsmit Count
AP Rearieaail [rbenal
WLAB Tagging
VLAN Tagging
NTF Server Stalus
Stotus  Desebled
miS Configuratson
mONS Snooprg
VLAN List |
TrusiSeo
s fifig

CME Sorvices

Services Sub-Serviges CMX Server Ip

19216481100
ol ones
¥ Enable

Enalbied



B il Cisco Catalyst 9800-CL Wireless Controller A ® E

= » AP Joln | Edit AP Join Profile

Device
AP Joir Profile Mame
TFTP Downgrade
TirgoOfho
seatprahbes hed TPl Addrass 0.0.00
L
System Log
-
MHost IPvE/IPvlh Acddros 255,755 155,255

&/iZCisco |OS® XE
17.3.16~<88<Y/AEae & +am0%od, €3 EX 2@ 2@ T QAE...5€ 96 @ctriLEIQ a»¥auiWLC
GUI& «2%%0AP SB3E,

3B faoCA@5CS, 8@~ 40" AP4 S&Y-&jES€Ecopy support-
bundle3E@ 8arrilhES, | EQ@E@7SCPE QA WLCIA &> ¢, °WLCAQ dn¥ae™ SCPAYCRE @A™ 114%05t

G, T&¥(EVAEr"a@ a»¥auzZcE@e|1a™ " a «2¥%%oi%S

e~
P780C-  AR- .
‘085-49E6  AP2BOZI- 2 [v] 81.244.9.50 502{.a83¢
4 A-KD General Interfaces High Availability Inventory ICap
1 10 -
Destination £ This Device La
External Server
Q
5 GHz Radios “
Server IP* 172.31.46.79 T
2.4 GHz Radios Destination File Path* @ / s
F
Usemame*
Dual-Band Radios T
Password*

LSC Provision

EE™@{ "¢t 4@ a»¥ace 17.3.14"E%0 @3, eWLCc%o0 sece-4 2e%ocdcaY-&{EC @ ECS, "3 %S

8l aroee "o aa0dhod @ GELC-387°APCS, TFTPaYece @d™ "114Ee« b€ QEQZSCPE°T " @ d¥—arTcl, 8¢
IPagE,



SWLCEER, 89 G»¥aUIAPEESEQZSSHE 28+ @iES> 2nd°@ae-1417.35"3%0€ %0 R 0e-33%12226€™a™"

B¥60Y 1.8059800 v17.2.14 S&Y " "SSH

2260V 2.805' Cisco 10S® XE v17.2.14 S&VY ¢ "SCP

BPCRCAYxEPS 78, /mé. . @ CYH®SCPCS, 1% ce @™ "« ASYeSfLa€,eencrtadhdlsi " eeoe-80e°d®3¢%OCS,

I AR authentication and suthorization =ust be t:rfiguffd properly 1n order for SCP to work
Device> anable

Deviced configure terminal

Device(config)s aaa new-model

)% aaa authentication login default local

j# aaa authorization exec default local

Device(confi

oo MW

)
o o

Device(confi
Device(config)s username userl privilege 15 password @ lab
! 554 must be configured and functioning properly.

Device({config)s ip scp server anable

Device({config)® end

<]

BHEOY 3. EacC 8 YoiuEEECOpY Support-
bundlez€@i4Ex"a€'éx€e | @rETa®3A0e "SCPaY R @A™ " 8,a»°C« (S, 2" AP QAE,

QP QSR 4@ ar¥é@«@|EL €xjd1arnaAutc@la@-a €aE@mrYor, @ HOCS, 2@ @iEC, 953

AP7@DE.98E1.3DECScopy support-bundle scp: admingl92.168.1.15:/

Creating support bundle, please wait...!tar: ./®*.tgz: No such file or directory
tar: error exit delayed from previous errors

tar: ®.tgz: Mo such fils or dirsctory

tar: error exit d " i
+=== Support file] AP78DE.98E1.3DEC_support.17.2.1.11.278200506.118086.tgz freated ===+
Warning: Permanently added
Password:

Connection closed by 192.168.1.15 port 22

lost connection

AP7BDE.98E1. 3DEC#copy support-bundle scp: admin@192.168.1.15:/AP78DE.98E1.30EC_support.17.2.1.11.28200586.110086.tg7
Creating support bundle, plsase wait...!tar: ./*.tgz: Mo such ¥ile or dire:tcr;

tar: error exit delayed from previous errors

Tl e tud 4

tar: *.tgz: Mo such file or directory

tar: error exit delayed from previous errors

+=== Support file AP70DB.98E1.30EC_support.17.2.1.11,20200506.118400.tgz created ===+
Password:

AP7@DEB.98E1.3DEC_support.17.2.1.11.20200506.110400.182

Connection to 192.168.1.15 closed by remote host.

AP7@DB.58E1. 30ECE]]

BHEOY 4.¢, T8 (Eax 8@ a»¥E€€%4.. ¥eWLC GUIESace " Administration > Management > File
M anager & «c@°a@-2"2; %43


/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html
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CISCO

Cisco Catakyst 9800=-CL Wireless Controller

bootflash

%oCe@ ¢Y2a'Ee—esSt:

ereen  wisc0 Catalyst 9800-CL W

* » Flle Manager

il Mgty

3@ a»¥80e "AP3 Sa%ic" @?CaeY¥gRPCaCre @A™  e—Y¥e2Eils

AP# show grpc server log

time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
37:
37:
37:
37:

527"
527"
527"
527"
527"
527"
527"
527"
527"
527"
027"
027"
027"
027"

level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info

msg="[DNAS] spaces conn url 10.22.243.33:8000"

msg="[DNAS] entering stopDNAspacesTmpTokenRoutine"

msg="[DNAS] exiting stopDNAspacesTmpTokenRoutine"

msg="[DNAS] entering startDNAspacesTmpTokenRoutine"

msg="[DNAS] launching token request cycle"

msg="[DNAS] exiting startDNAspacesTmpTokenRoutine"

msg="[DNAS] spaces token expiration time 2020-04-02 01:36:52 +0Q0¢

msg=" Calling startDNASpacesConn routine "

msg="[DNAS] Receive Success status"

msg="[DNAS] Connection not in ready state sleeping for 10 second:
msg="[DNAS] Setup Stream for the gRPC connection"

msg="[DNAS] Connect RPC Succeeded."

msg="[DNAS] RX routine got enabled "

msg="[DNAS] TX routine got enabled "

DNA Spacest€ @A™ "¢3,6€£c-50€83€ 6369 7Z60—2%0i%S



AP# show cloud connector key access

Token Valid : Yes
Token Stats

Number of Attempts
Number of Failures

Last Failure on

Last Failure reason :

Last Success on
Expiration time

Connection Retry Interval :

;44

. 27

: 2020-03-28 02:02:15.649556818 +0000 UTC m=+5753.097022576
curl: SSL connect error

. 2020-04-01 00:48:37.313511596 +0000 UTC m=+346934.760976625
: 2020-04-02 00:48:37 +0000 UTC

30

AP# show cloud connector connection detail

Connection State
Connection Url
Certificate Available
Controller Ip

Stream Setup Interval
Keepalive Interval

Last Keepalive Rcvd On
Number of Dials

Number of Tx Pkts

Number of Rx Pkts

Number of Dropped Pkts
Number of Rx Keepalive
Number of Tx Keepalive
Number of Rx Cfg Request
Number of Tx AP Cfg Resp
Number of Tx APP Cfg Resp

Number of Tx APP state pkts
Number of Tx APP data pkts

READY
10.22.243.33:8000
true
10.22.243.31
30
30
2020-04-01 00:32:47.891433113 +0000 UTC m=+345985.338898246
2

2788175
11341

0

11341
11341

0

0

0

5
2776829

el@x?Ce | -APCcS, ¢ 93%0@BLEA»L£x'E... @ CV2®114S

AP# show controllers ioTRadio ble @ broadcast

BLE Profile Config
Active profile

Profile @ (iBeacon)
UuID

Interval (ms)

Power (dBm)

Advertised Power (dBm)
Minor

Major

TxPower byte

Profile 1 (Eddystone UID)
Namespace (hex)
Instance-ID (hex)

Profile 2 (Eddystone URL)
URL

. v-iBeacon

1 00001000000000000000000000000000

100
-21
-65

0
0
: bfbfbfbfbfbfbfbfbfbfbfbfbf

. 0000000000005446089¢C
1 7000000100

: http://www.



Q! -2/fr@P@cu@rieilhEe«dY-e{Ea»¥a " @alceilhs

AP# show controllers ioTRadio ble @ scan brief

Profile MAC RSSI(-dBm) RSSI@lmeter(-dBm) Last-heard
Unknown 3C:1D:AF:62:EC:EC 88 0 0000D:00H:00M:01S
iBeacon 18:04:ED:@4:1C:5F 86 65 0000D:00H:00M:01S
Unknown 18:04:ED:@4:1C:5F 78 65 0000D:00H:00M:01S
Unknown @4:45:E5:28:8E:E7 85 65 0000D:00H:00M:01S
Unknown 2D:97:FA:@QF:92:9A 91 65 0000D:00H:00M:01S
iBeacon E@:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown E@:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
iBeacon @4:EE:03:53:74:22 45 256 0000D:00H:00M:01S
Unknown @4:EE:03:53:74:22 45 256 0000D:00H:00M:01S
04:EE:@3:53:6A:3A 72 N/A 0000D:00H:00M:01S

Unknown @4:EE:03:53:6A:3A 72 65 0000D:00H:00M:01S
iBeacon E@:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown E@:7D:EA:16:35:35 67 65 0000D:00H:00M:01S
iBeacon @4:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Unknown @4:EE:03:53:74:22 60 256 0000D:00H:00M:01S
Eddystone URL @4:EE:@3:53:6A:3A 72 N/A 0000D:00H:00M:01S

GTAPa0E éf "¢cY/2aet%0¢” ¢S, BEEEC ¢ SBLECTPE—ofE @2 " [a1@a «a-¥aleoeae™,Va(Eae, A€ a»¥alsi¢" @ Cx

AP#show iox applications
Total Number of Apps : 1

App Name : cisco_dnas_ble_iox_app
App Ip : 192.168.11.2
App State : RUNNING
App Token 1 02fb3e98-ac02-4356-95ba-c43e8al1f4217
App Protocol : ble
App Grpc Connection : Up
Rx Pkts From App 1 3878345
Tx Pkts To App 1 6460
Tx Pkts To Wlc 10

Tx Data Pkts To DNASpaces : 3866864

Tx Cfg Resp To DNASpaces : 1

Rx KeepAlive from App 1 11480

Dropped Pkts 10

App keepAlive Received On : Mar 24 05:56:49

B AQ a»¥alyC' EE™A%AVra»né€LC SA T I0Xe1%0¢" ¢« AV @i1A(EC, N334 EAe " " “atndsie ™E... @2

AP#connect iox application
/ #

/# tail -F /tmp/dnas_ble.log

Tue Mar 24 06:55:21 2020 [INFO]: Starting DNA Spaces BLE IOx Application

Tue Mar 24 ©6:55:21 2020 [INFO]: Auth token file contents: db26a8ab-e800-4fe9-a128-80683eal7b12
Tue Mar 24 ©6:55:21 2020 [INFO]: Setting gRPC endpoint to: 1.1.7.101:57777

Tue Mar 24 06:55:21 2020 [INFO]: Auth with token: db26a8ab-e800-4fe9-a128-80683eal7bl2



Tue Mar 24 06:55:21 2020 [INFO]: Attempt to connect to DNAS Channel
Tue Mar 24 ©6:55:21 2020 [INFO]: Starting to run metrics

Tue Mar 24 06:55:21 2020 [INFO]: Starting to run Channel Keepalive
Tue Mar 24 06:55:21 2020 [INFO]: Initialize DNAS Reader Channel

Tue Mar 24 06:55:21 2020 [INFO]: Start listener for messages

Tue Mar 24 06:55:21 2020 [INFO]: Running BLE scan thread

(;Qé«—
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