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Wireless
VLANs

[F oA ]

BUTR 2B X imiB RE a6l

interface Ethernet0/0

nameif outside

security-level 0

ip address X.X.X.X 255.255.255.224

I--- X.X.X.X represents a public IP address

interface Ethernet0/2
nameif dmz
security-level 50

ip address 172.16.1.2 255.255.255.0
I

éccess—1ist Outside extended permit udp any host X.X.X.Y eq 5246
!--- Public reachable IP of corporate controller
access-1list Outside extended permit udp any host X.X.X.Y eq 5247
!--- Public reachable IP of corporate controller
access-1list Outside extended permit icmp any any

global (outside) 1 interface
nat (dmz) 1 172.16.1.0 255.255.255.0



static (dmz,outside) X.X.X.Y 172.16.1.25 netmask 255.255.255.255
access-group Outside in interface outside
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<tfroot>

config network ap-di scovery nat-ip-only disable
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WLANs > New

Type WLAN ™
Guest LAN

Profile Name M |
sSSID | Remote LAN
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WLANSs AP Groups

* WLANS
WL AN AP Group Name AP Group Description
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WLANSs > Edit
N Security PN

Layer 2 [ l_.mreri-l ! msaenfers

Layar 2 Security £ | WPA+WPAZ *.r]

[ ] 1eMAC Filtering
WPA+WPAZ Parameters
WPA Policy
WPA Encryption AES TKIP
WPAZ Policy
WPAZ Encryption [«] Tic1E
Auth HKey Mgmt 'v-l

B02.1X+CCKM
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WLANS > Edit WLANS > Edit
PSSR Secwity ESIINSUTNCEE | SRS Security SR

Layer 2 | liwira 1 MA.Ennrurs Layer 2 [ LWB | AAA Servers

Layer 2 Security £ | W Wra2 - 4 Layer 2 Security £ | WPA+WEAZ ""]
[ ieMAC Filtering [] eMAC Filtering
WPA+WPAZ Paramelters WPA+WPAZ Parameters
WEA Policy WFA Policy
WPA Encryption . I Tie WPA Encryption
WrAZ Pohcy ¢ WPRAZ Palicy

WFEAZ Encryption - : WFA2 Encryption

Auth Key Mgmt : Auth Key Mgmt




WLANs > Edit

General Security f Qos 1 Advanced

Layer 2 I Layer 3 | AAA Servers

WLANSs > Edit
General | Security | QoS | Advanced

Layer 2 Layer 3 | AMA Servers

Layer 2 Security & | WPA+WRA2 v] Layer 2 Security & | WPA+WPRA2 hd
[ 1eMAC Filtering L] 1eMAC Fiktering
WPA+WPAZ Paramelers
WPA+WPAZ Parameters
WPRA Palicy [+]
WHEA Folcy —
WPRA Encryption ¥l AES Ll TEIF
WFPA Encryphio W A | B i
Encryphion AES E:T.-TI WPA2 Policy =
WPAZ Palie W
S ) ) WPA2 Encryption Haes Owae
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REMBEAUREFRE., REAMACEBIE , HEEAWebBRFE., HEREAMACER,
HGERE2EFNEIBMACIEIE -
WLANSs > Edit WLANSs > Edit
= General Security Advanced
General | Security | Advanced
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Layer 3 Secunty Mo 'I"'!
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WLANSs > Edit
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IFwS Enable £

Cwernde Interface ACL
F2F Blocking Action Cisabled

Client Exclusion 2 O Enabiled

=

Maximum Allowed Chemtz £ 0

TEMABESERA,

QoS | Adﬂm:td-|

Silver (best effort)  |w
[EE !l { i

Sold (video)

Silver (best effort)
Eronze (background)

DHCP

DHCP Server O override

DHCP Addr. Assignment [ Required

Management Frame Protection (MFP)

MFE Cliapt Protection 4

DTIM Period (in beacon ingg
|Required
202.11a/n (1 - 255)

g02.11b/g/n (1 - 255)

TEER A AIronet IE ( EFATER ) , BATCPIREER,
EEERBMFP) A ZXE  ERHEARREATREE W TEMT :
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Configuration

SO DR TR

CONFIGURATION

Configuration

System

Laegglin

Lﬂql“ Lig @ rraaria
Usarnama adTin -
Fasswond nEnE [EET [T

Radio Interface 5 GHE)
Radio Status = :'I
Fadio Inben ace (24 Gz | Chupningl Sabgotgn
Seabus Enabied I B02.11 n-mode [ Enabled ]
Channgl Selecton Bandwidth | 408z H

% 20 hAFz

B02.11 n-made Enabied [*]

Bandwidth

MIEE -

« 20F140 MHzE & E °] 5 GHz,

+ 24 GHz 40 MHzZEAREZ X , BIEA20 MHz,

« 24 GHzAX#40 MHZzE ( BEREE ) -

CONFIGURATTON m HOME COMNFIGURATION

:nnﬂnu"unn Configuration
System 5510 DHCP System L ESID OHCP |
Lagin
Login L armamsa sdrn
Usemame adman Eaggwerd P
Passwond LITTT] Radlo
Radio Interface 15 GHz) [s]
il ) SLatuE Enabled ||
Radic Interface (2.4 GHz) |» Channal Selection Aute EI
Status Enabled | B02.11 nemode Enatisd ||
Channel Selectinn Ao | » Bandwidth
BOZ.11 n-mode w| A
4000
B 2010 Cisco Systems Inc. All nghts reserved
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Cisco Aironet 600 R JIOEAPE AEAPEEMERET. HiIt , T EEC00R Y 2 BB EE Fin

SEE - T8 L2 802.11a/n5802.11b/g/n T 2R & 1ECisco Aironet 600 & FIOEAP L {2 fiiE Lt
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N1E c C 11bl/g Global Parameters
802.11a Global Parameters 802 g G =

General General
802.11a Network Status [¥] Enabled | 292-118/9 Network Status Enabled
802.11g Support [+] Enabled

BHRERIE LI802.1xX &
TELEHIE R A ) /\ﬁ802 1XE Ap 'I'-‘ E(CLl)tmigo
: E R MGUIE.

iE & Cisco Aironet 600R 5|OEAPE HIN B R B(ERIEH) , EHIRIFLANER (F2 R HBENEE
:l:J.u.nLANE/JﬁB ) .

\I/

B O LABBRFE fshowin T EAR E BT IR IRLANEL B
<ttroot>

show renote-l an <remote-lan-id>

EFNERLANEE , BEE

Tt

AE :

<{froot>

renot e-1 an di sabl e <remote-lan-id>

BARERLANAI802.1XER 7 :

<ttroot>

config renote-lan security 802.1X enabl e <remote-Tan-id>

B AERLESRERE

<ffroot>

config rempte-lan security 802.1X di sabl e <remote-Tan-id>



HRRIHLAN , THNE . (&S T (Wshow remote-lanF A 7R) A A EL &
MREBEFHREEAP (EHEHEDR ) ERARIBMARSS -

<{froot>

config renote-lan |ocal -auth enabl e <profile-name> <remote-lan-id>

H ey p2 21FEIBIEHEBFGUI(Security > Local EAP)E{ CLI(config local-auth) €& . BRALIES
HMEN , FSEREFIEEER.

ERLMERLESRERTE

<ttroot>

config renote-lan local -auth disable <remote-lan-id>

®EF , WREFERANGBAAAT 75 E RIARES
+ config remote-lan radius_server auth add/delete <remote-lan-id> <server-id>
+ config remote-lan radius_server auth enable/disable <remote-lan-id>

Hserver2EBEHIZZGUI (Security > RADIUS > Authentication)={CLI(config radius auth)# 17 &%
E. w2HEHRERUEGARLETHFAEN.

SERERER , BUARKLAN :

<ttroot>

config renote-1lan enabl e <remote-lan-id>

_}'l,l-'-|

555 FHshow remote-lan <remote-lan-id># 5 A BB R HNERE.

HRIERLANE Fin , SFERAS2AXENRELXEEBHEE, F2RENEELRFMH,

OEAP-600/ZEX Bifil &

Ltk B #& R Cisco Aironet 600% 5|OEAPHI iR B :
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Ports 1-3 local connectivity
Cisco Aironet 600 Sernies

OfficeExtend AP Overview

Cisco Aironet 600%& 5IOEAPRI FEEXDHCP/E A1 210.0.0.x , LB AT LAE At 31£10.0.0.1 BIE 2|
B1-3LMAP, FERRERAEBRBANZE Aadmin.

i ETEREHCiscotEAEAERBMOSHAP1040, 1130, 1140F13502i,
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HIE1-3,

BEEA , BRERAERBNZERHadmin,
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Office Extend Access Point

-
Windows Secunty

The senver 10000001 at Cesco Odfice Exténd AP réguines a usermane and
password.

Waming: This server is requesting that your usermame and password be
sent in an insecure manner (Basic authentication without a secure
connection)

l admin
wifiei I s
CISCO ademin
Remembser my credentials

iy 5MiEs i 1SS0 = s LT

AR BOBEHMERNAMERTRERN, MREHREERE 7IEKLAN , RILBSEAPKIIIIA
BRI RIRORBE, ATRERRE  AEERERE-3 !

\{a “; LL | FL.,:,,J L J.'rJ'L,, J(_L‘ I i o Q )3 [ !a,W

\1'\-'1.‘ LY

RUBEIRER  CRBFINEIREER, LEFTRABRENMACHTER, MR REEEE
E A REEFEAMCERAERARKRE, REBENEX, KEAR#ESSIDUKBMAWLANGE.
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Configuration

Login
Ligsrmame
Patiwiord

Radio

Rad Interface
Status

Channal Selection
B0 11 n=-mode
Bandwsdth

System T L e ——

L L 2]

2AGHE -
Enabled -

{ESSIDERH |, EAETUEERBAWLANGER, RELAERESSIDNEL 258, dWHtEHREP
B THERELSI B ( EEEAEFIZSRAIPEEWANZE ) |, SWEKIIMA

LGB RSSIDAEMACIEIRBHERE -

CISCO

Configuration
ETT

Personal Network
Band Salecton

Enabded
Eroadcatt

=5

MAC Filter

Enabled
Alovwed MAC Addretoes

EREEREMBASSIDR , THNEFAHEAEEERARESSIDLRERZR S, BMAERRKRELE
EMACIBIR (MNREE ). MREABKREAS21MnNER  BRCAEZZRTIA. MBERR
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FE 7S 3 55 8 o R 42 1 R EH’J{EFH%_IU&"“%MZ/L,\IJJ , MBERERA/IER  RIEREZFH 1%‘ jt
HEESERE., FEit, ﬁ%M/J\/b\TEf“ﬁiﬁﬂﬂﬁE RAEERE RN IAZEFIZS , BT
EROE AR

FRETRRLEMRE

Security

WPA-PSE Disabled |»

WPAZ-PSK Enabled |v

WEP Encrypbon

WPA Encryption AFES W

WPA passphrase -l-il-ll Chck nere to display

Network Key 1
Metwork Key 2
Network Key 3
Network Key 4

Current Network Key

RETREER TFEASBERERHBRR A R ECisco Aironet 600RFOEAP , RA L EmItIF 5
HEEBENAREBHB/HNIIE, ERRALEMNEFRAFTIER A, PPPoOEX EHRER, ELE
REREF FHEERERBRTRIINIIEE,

HALEREERARARDUER , BERERRER , BRTEREENALEER. A,
HERIFLERNM RS REATEBE.

HRARXZERERBSEMWDHCPERIHE192.168 x xS E A , Ft%EE EHTERDHCP/ERE
10.0.0.x , W B A UEE.,

MRRERBERFFEA10.0.0.x , BIXAZE#Cisco Aironet 600R FIOEAPEL B A 192.168.1.x3
AP LUR S AR 2R,

TE#&RTDHCPEREEE :



CISCO

Configuration Apply

__System _________SSID DHCP _____WAN

Local DHCP

[P Address 10001
Subnet Mask 2552552550
Default Gateway 10,001
DHCP Server Enabled -
DHCP Starting [P Address 10.0.0.100
DHCP Ending 1P Address 1000150
DHCP Lease Time 86400

EE : IR Cisco Aironet 600R JIOEAPKRHITEEEREREE , AIFAEEEW AL SEHIEN
IPHbsit ( SOTAFR ) , SMEAPH LA N AR HIBE. ABZhANAR , APRERXIEIRHIZR T SR HTHY AR
BAMEES I, ATWLANERRE., ik, MRETTEHE , RIWLANEE B R E#47ECisco
Aironet 600 R FIOEAPHY E HE

MBEEHEEARMA , FRFBEFSFNIPMUER B BARMERER. MREHAMACIEBIE ,
FEMACHHE B B F o A =R HIBS

3
#
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Configuration

am S5ID DHCP

This is whera you enter the IP

address of the DMZ OEAP controller
Controller

Uplink IP Configuration Example IP
Staoc IP a

Domain Mame

IF Address
Subnet Mask:
Default Gateway
DMNE Server
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b B 8 RCisco Aironet 600R 5I|OEAPKIYIEE S E
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Cisco Aironet 600R 5|OEAPH RARUAAPH 24, FRAEE NI ERBAPHEESBYRIER
YIMHE |, ELYESERY TSRS AU ERESE, RREREMERFPINA2

dBi, 3 HEZFTBLU3C0EENES ., BLURER (REEE) , BEERRZAAMES, SAPRE
B, YERKERECEREMIE.

EEYR (MR ) SREERL —KEEAR. NRARLAFEIFBERYMG , EUESTE
MrERNEERENEE. IREFEER (FIHNE=ZEEED ) , FHEBAPRELE TE
, WERSAPZREFEAN R IMLE,

FERMAANEXR ( SEEF3ME ) .
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COEAP-600 SERIES QEAP-00 SERIES

Asmuth Plans, 2 4 Gz Band E hvabion Plane, 34 G Band
Blomoem Lt Ardenng Babiom Lel Andenna
] P

LB RS GHZRIREHE (MBEPRREAHRE ) -

DEAP-600 SERIES OEAP-800 SERIES
Anerugh Py, $ GHZ Band Elirctticn Fiares, 5 (-2 Buand
b il R ghE Antisring Wiaie Faght Anlising

OEAP-600 1 [EHEK

BRVBHIEERIER, =T UHESECisco Aironet 600 R FIOEAP EFIWANIE 2 EiR TR EES | I
Bl WP st SNRAPLIFRMAZEFIEE , BEPCEBRIIEI-3 (REFFIRE ) , A%
BRI LA ATERRIPH#E10.0.0. 1 BIERIAP, FERFERAEZBMNZTE Aadmin,



BRERADCRELAIEFIEMNIPHI, BRI, B AIPH i B HHELEICisco Aironet 600F 5
OEAP , LMEERE I RIIEHISTH SRR,

AR REEREM (EE ) TEHRAREAEEENREIRE, RFEE TERKLAN , BRAEERLE
= TR, . AR, THEBRERE AT ( ARBRERER )

BESH AFARREBMMAET (HRSEIETHARSA ) .

Ltk Bl F& R Cisco Aironet 600%& 5|OEAP##RE :

WAN Fort

Corp. on

Yellow goes back

to corpo rate no
clients

Ports 1-3 local connectivity
Cisco Aironet 600 Series

OfficeExtend AP Overview

B FE R Cisco Aironet 600 R 5|OEAPE#RIE -




Local Ethernet LEDs 1 through 2
Remote LAN LED Hemote LAN Pon

Stmus LED Local Ethernet Ports | through 3

Wircless LED Resed Baiton
WAMN LED Power Tllﬁ:ln: Swich

USE LED {fuiwre) Power Connecton

Power Indicator LED

R Cisco Aironet 600 R 5 OEAPHEE N AR EIZE , BREREUTER .
1. BRI AR R A THFEE L 2ERFICisco Aironet 600FR FOEAPHIWANIE,
2. #PCE#RZICisco Aironet 600K J|OEAPHY EL Fh — B8 1-3, T REKALE 2IMBMRAERE
3. RF L RIRFISRMIPH UL REEAPH,
4. R HIBREDMZ £ B A SUE B A FR AR RS 7 ER
5. R AL FEET ERHEFELEDRMEEREKE,
6. EAPEERAHMRGAEHM BB HFAE EHFRE.



7. MRERAB AL , BEFHUDP 52461524738 R4 LE,

Itk B # 7R Cisco Aironet 600%& SIIOEAP#AZLEDAREE :

Understanding Cisco Aironet 600 Series OfficeExtend AP LEDs

Status LED Meaning

Purple Association status, when CAPWAP 15 connected: Normal
operating condition, but no wireless client associated.

Blue Associanon status, when CAPWAP is connected: Normal
operating condition, at least one wireless client association,

Flashing blue Operating Status: Software upgrade in progress.

Flashing orange Operating Status: No IP address, waiting for DHCP IP.

Cycling through purple, |Operatng Status: Discoveryfjoin process in progress, no client
orange and blue associated.

Cycling through purple, |Operating Status: Discovery/join process in progress, with
orange client associated.

Orange Cisco 105 errors: Software failure; try disconnecting and
FECONNECTINE UNIt POWET.

MREFBELY , LEDERRETHECRGEEC, NRBEEEREN , eRESH HIEUIEAR
HE—SHNFMET. EFEEHAEF , FAEIAP ( FHMBASSIDRELRIE-3 ) WiHE L E R
ITEEESRA,

Ltk B #& 7~ Cisco Aironet 600& 5|OEAPE4 A% :



Epdraidy

CEgae PEwndoow

TN
Mo
Mo
"M
Mo
IH.|:||.|-
“hlger
TR
Mo
"Ry
Mo
Mo
Mo
iy

"N
Moy

Mo
Mo
Mo
hos
Mo
Mo
lml,r

Mo
Moy

13
13
12
i3
13
13
13
i1
11
11
i1
11
11
11

i
11
L
11
i
HE
L
i1
|
HE

Event Log

"hotd 12 DEII1IER.IWAC
EERGIRG DISOONERY REQEEST wepfSvarvhchiscowery: 1208, Coprroller &

GEI X101 59,384,
D 1059, 411
R R R LR
D 32000201
CEI T 109, 3941
0 e
R T TR
T4 31045, DDl
14131145, 618;
4330548, &20;
3048, E20:
ICEEFRE LT 5]
14131145, &28x
T A48, E2E:

14131145 &X5:
HE e B B ]

Ids 3145, E2d:
14131045, &7
1433245, 837:
a1 :49, E20:
EEERFEE LY ¥ 1
14131145, 300
4332595, &30:
Idi a1 52 467
id1 32146, 388:
ILTEFSL T P+

IF Lddeess OmcOabBllel
Bilscovery Responss froes -108I73 1195

Fot il binding deccde: Fipocowvery Responas
Taleckad MUAR 'Evoca-5C" [indasx 0).

ip mgE count=i

D JOLE & CAPVEAD CORLCOlLlEr

Chooping AP Rgs with index O, I[F = Ouclabliel,
Syvnchroniciong Ttime with AC Eime.

CAFRAF BErarce: BTLE HSerup.

Frly Jzppiom Eavab]lished wich che AL -10EITILISES porc= 5246
CAFWAF Jtate: Joim.

Jais pegbest: werailon=11T460M04

Jols Fequesc? baaBayisgs Exzasage Faylosd

Fotlil binding enocde: Enoodimg JOin CeQeERt

Jending Joim Request Fath ATD paylomd, Length 1376

fomd = @, .

dols Eesponss ool -1062731I95
FTRR i Settimg ATV E& @ 1485

Baril bindiey decode: Join BEsponss

Srarcing Foat JOLE ©issr

CAPWAF Scate: Image Data,

Stoppieg Poat Jois Timar and Stacting HeactBeat Timsec
Imaipe Barva Feqeest sent o -10423TILTIHE

Imsipe Dace Fesponss from -1063731295

Ftarting image downlomd....orsrrarmn

Succeaafully devnloaded imEage

o 1 8 s -
FPuplicate pequenos poasber 2490 1o CeqQeEst.

MR MNAIBFE KB , I HiE Cisco Aironet 600R 5|OEAPE X E SR ER TR 488 |

EMECisco

Aironet 600 R FIOEAPKHIAPII AT EA. Al , FEEFHAAPHEREHREMAC, BRI UES

HrEFFRIEBAR. UTR—EAISHENEAHBERTRM , TEBEHRBUTAR




_ Eventlog 1
WAM port has not obtained IP address, g
othersdse i0will be shown hene, AP bac address Base Radio MAC i 00:22:BD:DACEG:D0)

*lan 01 08:00:05.420: ethD X}f.inkenc.ap:Ethemel Hwadd F'C(D:EI:EH:IIS:J-E:EE
L

*lan 01 08:00:05.420: BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
*lan 01 08:00:05.420: R¥ packets:1 eron:d dropped0 overuns D frame0

®lan 01 020005, 420: T¥ packets:0 emors:0 dropped 0 overmins 0 carrier0
*lan 01 08:00:05.420; collisions: 0 xquevelen:100

*lan 01 08:00:05,421; R¥ bytes:bd (04,0 b} TX bytes:0 (0.0 b)

*lan 01 08:00:0%5.421: Interrupt:4 Base address:0x2000

*Jan 01 08:00:05.421; ’
*Jan 01 08:00:05.444; ethl  Linkencap:Ethernet HWaddr00:22-BD:DAB6:07
*lan 01 08:00:05%, 444: UP BROADCAST RUMMING ALLMULTI MULTICAST BMTLU1500 Metric:l
*lan 01 08:00:05.444; R¥ packets:0 errors:0 dropped:0 overmns:0 frame0
"lan 01 08:00:05,.444; TX packets:0 errorsd dropped:0 overmns:0 carriern
*lan 01 02:00:0%, 444: collisions: D togquewslen: 100

*lan 01 08:00:05.444; RX bytes:0 (0.0 b} TX bytes:0 (0.0 b}

*lan 01 08:00:05,445; Interrapt:3 Base address:0x 1000

*lan 01 08:00:05,445;

*lan 01 08:00:05.467: Kernel IP routingtable

"lan 01 08:00:05.467: Destination  Gateway Genmask Flags Metric Rel  Use face

*lan 01 08:00:05.467: 127.000 * 255000 U 0 0 Ol

“lan 01 080005 489: IPaddress  HWtype Flags  HW address Mask Device

*Jan 01 08:00:05.540: oeap_mwar_ipaddrd= YY XY

*lan 01 08:00:07.074; ‘S-ul:lil;-{l:(ﬁﬂ_,ﬂ'—'ﬂ fifornia, L=Sanlose, 0=CISCO, OU=WNEL, CN=0OEAPGD2-COC 1C0054886  emailad

_— "\

Contioller IP add iess configured in local GUI cerificate

RRARE—RR , SRR GIBR ERas et B , LU ECisco Aironet 600 5|OEAPR A E 1M
AERHIBRREEMAZESRR, Wi ERERARERNENFREIRERERE,

MREZEEZAPSMHERE , FFWECisco Aironet 600R FIOEAP Z KEMACHEHE ( FEMAREMACHEHE
) RREB AR/ EMRadiusfAiReEs. FLETUREH A FRE 2 KBMACH L,

1E2 4088 1 S Cisco Aironet 600%& 5IOEAP

o I [ Ty Caelgrsine Tra Ligoa sfved]

:I’{ﬂl EOMTOR  Wiaks (ONTROLLEE WEILITS  OUETY  EaNAGTMETNT OORRANDE WDLF  PET DTN

e
B Rajaeas Pgdsty
B il . bl

T SLabAray

{+]

|+

= 2 _ Sararih AP o g

b (5P e R [ h n
B gy il s a
L el ¥
L ] v ]

. Fed | =]

=]

=]

B

A0SR E W AREIEAR B A b £ KHBIRAYPCRARE MR MEE , BAPEEIMAZRIZR , X ARCHR
EEHIZRRYIPHE At E A AP GUIRRECE B AIa6[A |, RIRERERXAPR B CAIIMA . HEFAPTEAAASR
fREEH. SE , WRDTLSEFKH , AIAPRIAEFEEHI2: L HIRFE B H#H R A M/ A6 R,

MR R B EICisco Aironet 600R FIOEAPE B AT LA A #2425 , FERBEZIEFIB[ESMNVNNDMZE



, i B R A ITBUDP#E524615247,
WA A& i BE B 5 =2

APIEFEMAZRHIZ: | BERE FinB AR\ FSSIDEIN . RESA AFUREBBEEREIIE
AP,

TEEREFIRELESSIDEWPARWPA2BEBMAN I EEEYH., SREARKN B HRFBRFE
WEPHISSID , R —1{&aop MOBILEE 4,

S B 5F-F FinEa
*Feb 19 20:26:58.876: (Re)Assoc-Req from00:24:d7:2a:72:c0 forwarded to WLC, wired: no
*Feb 19 20:26:58.941: received assoc-rsp for wireless client, status=0000

*Feb 19 20:26:58.942:
ADD MOBILE from WLC wmeEnabled=1,encrptPolicy=1

*Feb 19 20:26:58.942: ADD MOBILE: client 00:24:d7:2a:72:c0, slot=0,vapid=1

*Feb 19 20:27:00.648:
ADD MOBILE from WLC wmeEnabled=1,encrptPolicy=4

*Feb 19 20:27:00.649: ADD_MOBILE: client 00:24:d7:2a:72:c0, slot=0,vapid=1

R (Re)Assoc-ReqEH T E HEEH |, FREFFIRER EMN R ERE,

MR (Re)Assoc-ReqEHHEREHGFF , EEFHELEREN A SATFRERSSELLBA
debug client <MAC address>n s , A& B A HMCiscodFOEAPTFEE N T Fin RN A X
EE=E,

WA EMA B

THNSE4 B FMERATEBEH HfiCisco Aironet 600K SIOEAPIE 4R B BT H FEHERR

LA 2#Cisco Aironet 600 R FIOEAPEH A ERPUIEMN — LRG| , HEEHMBBEESH AR
HE




*lan 01 080007093
*lan 01 08:00:08.975:
*lan 01 080009009
*lan 01 0F00:09.042:
*lan 01 0F00:09.044:
*Jan 01 08:00:09.193:
*lan 01 080009194
*lan 01 08:00:09.194:

SEMDING DISCOVERY REQUEST wi pStarthcDiscoveny:1

*lan 01 00009, 195:
*lan 01 QE-00:09, 256
*Jan 01 OE0009. 272
"lan 01 080009 272
*lan 01 080000272
*lan 01 Q&0000. 273
*Jan 01 DE00:09.2 73
®Jan 01 0S:00:09.273:
*lan 01 0800092 74:
*lan 01 OH00:09. 274
*Jan 01 08:00:12.133;
®lan 01 0F:00:19. 182
*lan 01 08:00:19. 183:
*lan 01 0F00:19. 1583
*lan 01 O8-00: 19 183:
*lan 01 OF-00:19, 183
*lan 01 080019 183:
"Feb 19 23:33:560.000:
*Fob 19 23:34:16.813:

*Feb 19 23:34:16.813:
*Feb 19 22:34:16.814:

*Feb 19 23:34:16.815:
*Feb 19 22:24:16.815:
*Feb 19 23:34:16.815:

"Feb 19 23:34:16.887:
*Feb 19 23:34:16.888:

*Feb 19 23:34:16.888;
*Feb 19 23:34:16.889;
*reh 19 23:34:16.890;
*Feb 19 23:34:16.890;
*Feb 19 23:34:16.800:
*reh 19 23:34:16.891:
*Feh 19 23:34:16.891;
*Feb 19 23:34:16.893:
*Feh 19 23:34:16.895;
*reh 19 23:34:17.019;
*Feb 19 23:34:17.022
*Feb 19 23:34:17.027:
*reh 19 23:34:17.023:

Event log 2

Build version 7.0, 112.66 (compiled Feb 19 2011 at 16:29:58),
CAPWAPState: Init,

CAPWAP State: Discovery.

Starting Discoveny.

CAPSAP State: Discowvery.
Discovery Request sent o T.Y.Y.Y
Discovery Request sent to ¥, 7.Y.Y

Discovery Request sent
If AP can not get IP address,
then Discovery Feq. will not be sent

d:gnéww st ol
ith disfowvery type set to 1

Controller Clsoo 7d:-88:00: IP Address
with discovery type set 1o 0

Discovery resp. recaived from
controller. B no response from
controller, then need 1o check
whether controller

is accessible

Discovery Request sent 1o Y. ¥.Y.Y
Discovery Response from Y.Y.Y.Y
Dot 11 binding decode: Discovery Response

wiplDecodeDiscoveryResponse Discovery Latency: 0, WLC: IP= - ¥, 7.Y.Y . name=_i T :B8:00, index
Discovery Response from ¥, 7.Y.Y

Dot 11 binding decode: Discovery Response

wipDecodeDiscoveryfesponse Discovery Latency: 0, WLC: [P Y.Y.Y.Y | name«Cisca 7d:88:00, index

Discovery Response from Y.Y.Y.Y

Dot 11 binding decode: Discovery Response W
wipDecodeDiscoveryResponse Discovery Latency: 0, WLC: IP= Y.Y.Y.Y | names=Cisco_ 7d:88:00, index
vopping dibs packet since session is not established. aba62383, 147e, c0aB80121, 1470, 0

Selected MWAR Cisco 7d:88:00'{index 0).

Selected MWAR Cisco 7d:88:00" {index 0]

AGI;::'E: :T;::::p rrroler Selected controller to join, timestamp synced to the controller
Choosing AP Mgr withindex 0, IP = Y.¥.¥.Y m&? handshakingwith the controller
Synchronizing time with AC time. &— completed. If certificate has problem, then
CAPWAP State: DTLS Setup. the falhure will happen hene

Dtls Session Extablishedwith the AC - Y.YYY | pont=5246 &

Event log 3

CAPWAP State: boin,
boin requiest: version=7.0.114. 76

Join request: hasMaximum Message Payload

Dotll binding encode: Encoding join request

Sending boin Request Path MTU payload, Length 1376

loin Resp. from controller

If AP 15 not added to AAA server,
this step will kil

r
=

Join Responie from  Y.Y.Y.Y
PFTRILE: Setting MTL 1o - 1485

D11l binding decode: Jein Response
Starting Post loin timern
CAMYAPState: Image Data.
Contraller Version: 7.0,114. 76

AP Version: 7.0.114.76

CAPWAP State: Configure.

D111 binding encode: Encoding configuration status request,
hwapp_encode_ap_reset_button_payload: reset button state off
Configuration Statussentto Y.Y.Y.Y
Configuration Status Besponse from  Y.Y.Y.Y

Controller and AP have same version
SW. noimage download is need. When
controller is upgraded 1o new version
W, 1r||.¢51,=1:|{w.'|| loadwillhappen,

F
T,

= CAPWAPState: Fun,

Dot1l bindingencode: Encodingchange state event request.
CAPWAPState: Run,

Capwap m:fiﬁu ration completes



*Feb 19 23:34:17.023:
*Feb 19 23:34:17.399:

*Feb 19 23:34:17.602:

*Feb 19 23:34:17.762:
*Feb 19 23:34:17.853:
*Feb 19 23:34:18.045:
*Feb 19 23:34:18.118:

*Feb 19 23:34:18.281:
*Feb 19 23:34:18.522:

Event log 4

CAPWAP moved to RUN state stopping post join timer

capwapWtpDiForwarding() returned 1 WLANs are configured for

2.4 GHz Radio
ca prova pWit p DIForewa rdingl ) returmed 1 l

Change State Event Response from -142 1466749

5510 alpha WLANID 1, added to the slat[0], enablad

SSID alpha_phone WLANID 2, added to the slot[0], enabled
Ethernet Backhaul WLANID = 3,qos=0 &—

Remote-lan is configured

SSID alpha WIANID 1, added to the slot[1], enabled = WLANS are configured for
SSID alpha_phone, WLANID 2, added to the slot[1], enabled £ 5 GH:z Radio

E R ER T T S
AEFNEHBF AT EInternet ER AN RKRIIEEREIEIRUERFRLE, ETERHEN

ISPHARE .

& B , CAPWAPSERE ( IREI RHIBRE

ISPEUIRM I REIRMZREIEN, AF , REISPHERSTEHHBER IR, BEER

) DRSS B A MR B B B A BURE

LTREABFPLERENEES

*Feb 16 07:13:24.918:
*Feb 16 07:13:36.919;
*Feb 16 07:13:39.919:
"Feb 16 07:13:39.919:
*Feb 16 07:13:39.919;
*Feb 16 07:13:42.918:

*Feb 16 07:13:42.919:
*Feb 16 07:13:42.919:
*Feb 16 07:14:09.919:
*Feb 16 07:14:09.920:
*Feb 16 07:14:14.918:
*Feb 16 07:14:14.919:

|Llost connection to the

Comment : This Retransmission continuesan

Re-Tx Count= 0, Max Re-Tx Values5, NumofPendingiMsgs=1

Re-Tx Count=4, Max Re-Tx Value=5, NumofPendingMsgs=2

Max retransmission count exceeded going back to DISCOVER mode.

Retransmission count for packet exceed ed max{UNKNOWN_MESSAGE_TYPE (2 18103808)., 2)
Retransmission count exceeded max, ignoringas the ethernet is overloaded

Re-Tx Counts b, Max Re-Tx Values5, NumolPendingMsgs=2

Multiple times..

Max retransmission count exceeded going back to DISCOVER mode.

Retransmission count for packet exceed ed max{UNKNOWN_MESSAGE_TYPE |2 18103808)
GOING BACK TO DISCOVER MODE

CAPWAPState: DTLS Teardown,

DTLS session cleanup completed. Restarting capwap state machine,

controller, goingto re-start evora...

HitpFAR® T

EfRIE S E {3 E 5 Fr £ Cisco Aironet 600%& 5|OEAPEF |, 7£Cisco Aironet 600%& 5IlOEAPIEIB %

EIRE 2 HER BT

YR

/l_a\

FEFBARBNTE. Atk , FRECHERBARLT —EERARMEE (&£

-3 ) BEREASSIDE ARG M2 R B E R

RAPH X i ESE T Internet® , B ESEIIDTLSEEE

BB ATSSID, A%, BRE# (RERE

B 7IEwLAN ) 2 558K,

AR EUREELSERE  FHREERNUELEDNEEREBRTREIIMA, i, BAMDE
REREEEBIRRE,
AR BEfUESHEMISPEIRERE (BEA24/0K )  BEETEH. AR, CLAEHMRKAER



KRR, ERERFTHN , REEN.

1t 8218 F8 7R Office Extend iy & FH{T E 4R 4E

Hotel Plug Hotel
Connection Ethernet into WAN

_~port on OEAP-600

OffceE xlended

clients
Ports 1-3

BEBERNHAAERES (ERENEEN )

Below are the new diagnostics commands for the OEAF 600
The WLC CLI of "show tech” is:

debug ap enable <apname>

then:

debug ap command “evoraTechSupport” <apname> =¥ the information about system and radio slot 0/1
debug ap command “evoraTechSuppornt 2° <apname> =» more info about radio slot 0 (2.4G)

debug ap command “evoraTechSupport 2* <apname> =* more info about radio slot 1 (5G)

The “show eventlog™ is the same as other APs:
show ap eventlog <apname:>

EAEEEE

A REREFIE EERTFTP/FTPRIREEE , R EERemote-LANERE FEAWLANAERE, BE
SHMMER  FSEMRAT7.0.116.0MCiscofEAR L ANTR & SS N8 2 FEN B B ITAR ARSI,

EOEAP-600L , INERCAPWAPEFEH A IZE L B EBRFABMM AR , HFOEAP-600E R EH
FUEICAPWAPE S 28] , OEAP-600 L HICiscoBLED A RE 2RI — RIS, EREFRR , EHit
RESTE | RYELEDE R , APTEEE.



//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html
//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html
//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html
//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html
//www.cisco.com/en/US/docs/wireless/controller/release/notes/crn7_0_116_0.html

LLOEAP-600E MM B A B EH ZBIWOEAPERE TR , B THEREEMR ( fliLinksys ) —3 , &
BFEAELBAadmin , OSHadmin ; EftCisco OEAPTZEREL ( HIZIAP-1130FAP-1140 ) 978
SREFAE B ACisco , AH ACisco,

5% —hROEAP-600%< #2802.1x , BZ#ECLILZ X &, EXERCGUINERETREEERHBE.

B IR BRE S H At B 5 AR FHOEAP-6008F | OEAP-600EEZFIBARBNILE , T @ BRERE
BEEE, RERERAERBAED —EERSIEERE EFE1-3) , AEABEASSIDEALR
[EXRERMER, RAPH EHEED Internett® | %E%E.LDTLSI&%L*D"‘E’J NTFISSIDFMBF
B#4 (BRREE TERKLAN) , REBATEHNRE, BFIE K EVHEEL,»EBNRE K BHEER
NAUELEDNERREE | L,Li%/T\EZIJJjJuAO LEEF , fEAMD %E%?%Bfﬁ@,ﬁﬁﬂmno

SEE . EHEREAISPEBIES (BEB24NE ) B | RETERGE | SXAEFRBARN
E&o l:;E -I-ﬁE’J y ;EIE'%E’JO

Office Extend in pay for useiZFff

Hotel Plug Hotel
Connection Ethernet into WAN
_~port on OEAP-600

OfficeE xiended
AP

q. "-"'-'.- # -‘-u--..’.
Chent Csery Home

clients
Ports 1-3

LA RCisco 7.2k A 5| A K — L H 3R THAE -
- EGUIFHIE802.1xR &M
RES IR BIZRIF AP L At WLANRS BI-E B ASSID , RAFLXEE
- SEEIRIRAIRIEE
- XEH#2{ENFSSIDE R AIESSID



- XEERLANEISAE
EGUIRFT1E802.1x&Z £
802.1xIR E 8 INFIGUI

o]

CISCO MOMITOR  WlAMs  COMTROLLER  WIRELESS

WLANS WLANS > Edit 'remote’

WLANS
W LAMNS

 General | Security | Advanced |

Advanced Layer 2 | Layer 3 | AAD Servers |

Laver 2 Security Mone W
Mone

g02.1x

BRERLANERERENEEEE,
802.1x authentication for remote-LAN port

WS shall be provided to enable 802.1x Layer 2 Secunty and conhigure AAA
server for remote-LAN. WEP encryption shall be always disabled.

Same as 802.1x authentication for wireless clients, in 802. 1x authentication for remote-LAN
client, WLC acts as authenticator. Evora AP just forwards the EAPOL packets. AP converts
EAPOL Ethernet packet to 802.11 data frame betore sending it to WLC. The destination
address in the 802.11 data frame shall be set to BSSID for remote-LAN. There is no data
encrypiion for the Ethernet packets transterred on remote-LAN port. So there 13 no key
exchange on EAPOL. The data security 1= provided by DTLS on CAPWATP data channel.

Following EAP methods are supported:
* BEAP-TLS
. PEAP
* BAP-TTLS.

RES (IR HI2RF AP LY A WLANGA FE-F B ASSID , R AFFEREE

F A1 WLANGL B
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Manually configure channel and power level

In JMR1 release, there 12 no t:-:-niiguratiﬂn c-ptiﬂn for EEIE lla.fn and 302. llb;'gfn radios for
l.rene:r'al . “RF F’lnnne] :"!.ec:lgnmen’r 'mrl *Tx Power Level H‘w-':lgnment portions. The

“Admin S[ulu:s“ in ““General” shall be display only. The options for “Assign Method™ are

chﬂnged to “Custom Cﬂnﬂgm‘ed“ and “AP Controlled”. By defanlt * AP Lcrlltrnlled“" 18

Eunﬂf-_m ed” mode.

OEAP-600 does not support DFS channels =o that WLC shall not allow these channels to be
configured. [[his new assignment method is passed to AP with CAPWAP payload.

In AP, when the channel is*“AP Controlled”, then the channel is controlled by the setting
from local AP GUIL Otherwise the channel =et by WCS 1z used.

The channel azsign method and the azzigned channel are zaved 1o NVEAM and digplaved in
local GUT

In AP, when the power 15 AP controlled”, then the mmwamum power level 1s always used.
Otherwise the power level set by WCS 1= uzed.

The azzign method for TX power level and aszigned TX power level shall be zaved in flash
20 that they can take effect atter AP reboots.

When “Reset to Defanlt” operation is performed, the assign method is set to “AP
controlled”.

T ERERLANERIEINEE (EPRCLI)

/EE'EIEIEFH#\EFﬁﬁRLANEyJ ERVOEAP-600R FIAP , 2 IhEE A FFOEAP-600 2 A HBIE3EA
EIRLANE T, EAFEBCLETEE , L T2 —ExRH6

Config network oeap-600 dual-rlan-ports enable|disable

MBAREELINEE , AIER4 remote-laniS#EEET, BEEHSEEMFERHE —HNIRKLAN, BiF
LANSIBRR[E) | :EBURAE AN R FEFRMAIEZAPIH,

Default-group

MREAFERME , AIEERBEEHLAN IDHEMZHLANAS LR EES, HlI0 , remote-lan-id 29
remote-lan# ¥t E|#E4 ( ZEOEAP-600L ) . EBFFEMRRHIRIHLAN IDRY IR iHL AN IR )18
3 ( EOEAP-600L ),



LT3 EEiwlan &5

(Cisco Controller) >show remote-lan summary
Number of Remote LANS..........cciiiiiiiinnnnnnn. 2

RLAN ID RLAN Profile Name Status Interface Name

2 rlan2 Enabled management
3 rlan3 Enabled management

rlan2 EE B &R IR IRlIan ID 2 , RILEMREES, rlan3EBFEERKlan ID 3, FIL ¥R F|IES,
AP#E

MRFEHAPLE , BIZOEAP-600E I HREUARAPEMN IER, EFAAPHE , HEBE LRAPHESR
BRATE R EFMAMWLAN , AZEHEZ, AREWMERFanE NB|APE, BEEINE3 APE
IELAN | SREIGINEARIFE | HKEIEINEAMWLAN,

SBEEHE—ENENremote-lanBL B EHFIE3 K MAEPNE BN ESYMIEFIEL , MLATE
BIFF 7 -

RLAN ID RLAN Profile Name Status Interface Name
2 rlan2 Enabled management
3 rlan3 Enabled management

MHEAE A

. Clsco,ﬂﬁviLAN}"“ﬁlJ%E’FH'iE S EIEREI7.0hR
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