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<#root>
[*09/14/2023 04:12:09.7740]

CAPWAP State: Init

[*09/14/2023 04:12:09.7770]
[*09/14/2023 04:12:09.7770]

CAPWAP State: Discovery

[%09/14/2023 04:12:09.7790]

Di scovery Request sent to 172.16.0.20, discovery type STATI C_CONFI (1)

[*09/14/2023 04:12:09.7800]

Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7800]

Got W.C address 172.16.5.11 from DHCP.

[*09/14/2023 04:12:09.7820]

Di scovery Request

sent to 172.16.0.20, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7830]

Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7840]

Di scovery Request sent to 255.255.255. 255, discovery type UNKNOMN(0)

[*09/14/2023 04:12:09.7850]
[*09/14/2023 04:12:09.7850]

CAPWAP State: Discovery



[*09/14/2023 04:12:09.7850]
Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8030]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169

IHAPBR T B REAL B AYWLC (172.16.0.20) FIEIBDHCPIZIEA3 (172.16.5.11) 8 RHWLCIEZIN B IREE/N | ERE—FRDHNE —1E
WLC (172.16.5.169) K T HIEE K RATWE T EBRRES.

CAPWAPHREE : DTLSEREo

WE , RIBAPEWLCZ BRDTLSEE.

<#root>

[*09/27/2023 21:50:41.0000]

CAPWAP St ate: DTLS Setup

[*09/27/2023 21:50:41.7140] sudi99_request_check_and_Toad: Use HARSA SUDI certificat

CAPWAPHREE : fn A



BIUDTLSEFER , BAKEBRLEFEAWLCEEMAFER., BELFRIAMAREWLCERMASENEE

<{froot>
[*09/27/2023 21:50:41.9880]

CAPWAP State: Join

[%09/27/2023 21:50:41.9910]

Sendi ng Join request to 172.16.5.11

through port 5270
[*09/27/2023 21:50:41.9950]

Joi n Response from 172.16.5. 11

[%09/27/2023 21:50:41.9950]

AC accepted join request

with result code: 0

[*09/27/2023 21:50:41.9990] Received wlcType 0, timer 30
[*09/27/2023 21:50:41.9990] TLV ID 2216 not found
[*09/27/2023 21:50:41.9990] TLV-DEC-ERR-1: No proc for 2216

CAPWAPHREE : E2BE R

APHHMUREEWLCBR TR, EEBBRT , APHER D EEREFEN 2 EIFERWLCHIRETRE , Rite&millupgradeshis
T, ZESHIETAPEWLCERZAMNMREG , WETHIEFNISTD D EIEF,

<tfroot>
[*09/27/2023 21:50:42.0430]

CAPWAP State: |nmage Data

[%09/27/2023 21:50:42.0430]

AP i mage version 8.10.185.0 backup 8.10.105.0, Controller 17.9.3.50

[%09/27/2023 21:50:42.0430]

Ver si on does not natch.

[*09/27/2023 21:50:42.0680]
upgr ade. sh

: Script called with args:[PRECHECK]
[*09/27/2023 21:50:42.1060] do PRECHECK,

part2 is active part



[*09/27/2023 21:50:42.1240]
upgr ade. sh

: /tmp space: OK available 101476, required 40000
[*09/27/2023 21:50:42.1250] wtpImgFileReadRequest: request aplg7, local /tmp/part.tar
[*09/27/2023 21:50:42.1310]

I mage Data Request sent to 172.16.5.11

, fileName [aplg7], slaveStatus 0O
[*09/27/2023 21:50:42.1340]

I mage Data Response from 172.16.5.11

*09/27/2023 21:50:42.1340] AC accepted join request with result code: 0

*09/27/2023 21:50:42.0450] <t iiii it e a e e

*09/27/2023 21:50:55.4980] i iiiiii i et e e,

*09/27/2023 21:51:11.6290] .o iiiinn e Discarding msg CAPWAP_WTP_EVENT_REQUEST (type
*09/27/2023 21:51:19.7220] . iiiiiii .

*09/27/2023 21:51:24.6880] s iiiiiii it a e

*09/27/2023 21:51:37.7790] ittt et e e,

*09/27/2023 21:51:50.9440] .ottt e e e > 76738560 bytes, 57055 msgs, 930 last
*09/27/2023 21:51:59.9160] Last block stored, IsPre 0, WriteTaskId 0

*09/27/2023 21:51:59.9160]

L T e Y s T s T s Y s Iy Y s By I |

I mage transfer conpleted fromWC

, last 1

REERTHE  APERBREEZRTBEUABRITREER, BTHRIRER , upgradeshiE TRBRBL KT ERIFEE 7 EIE
, AR |ZRGRAB FFTEN D B8, &%  APEHBA B CARBEEZBE(CAPWAPHREE : BER),

<ffroot>
[*09/27/2023 21:52:01.1280]

I mage signing verify success

[*09/27/2023 21:52:01.1440]

[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2] : Shadow is now in-synced with master
[*09/27/2023 21:52:01.1440]

[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2] : Verifying against bundle image btldr.img...
[*09/27/2023 21:52:01.1570]

upgr ade. sh

part to upgrade is partl

[*09/27/2023 21:52:01.1780]
upgr ade. sh

: AP versionl: partl 8.10.105.0, img 17.9.3.50
[¥09/27/2023 21:52:01.1960]



upgr ade. sh

: Extracting and verifying image in partl...
[¥09/27/2023 21:52:01.2080]

upgr ade. sh

: BOARD generic case execute
[*09/27/2023 21:52:01.5280]

upgr ade. sh

: Untar /tmp/part.tar to /bootpart/partl...
[*09/27/2023 21:52:01.7890]

upgr ade. sh

: Sync image to disk...
[*09/27/2023 21:52:31.4970]

upgr ade. sh

. status

Successfully verified image in partl.

[*09/27/2023 21:52:32.5270]
upgr ade. sh

: AP version2: partl 17.9.3.50, img 17.9.3.50
[¥09/27/2023 21:52:32.5540]

upgr ade. sh

: AP backup version: 17.9.3.50
[¥09/27/2023 21:52:32.5700]

upgr ade. sh

Fi ni shed upgrade task.

[*09/27/2023 21:52:32.5840]
upgr ade. sh

: Cleanup for do_upgrade...
[*09/27/2023 21:52:32.5970]

upgr ade. sh

: /tmp/upgrade_in_progress cleaned
[¥09/27/2023 21:52:32.6090]

upgr ade. sh

: Cleanup tmp files ...
[*09/27/2023 21:52:32.6720]

upgr ade. sh

: Script called with args:[ACTIVATE]
[*09/27/2023 21:52:32.7100] do ACTIVATE, part2 is active part
[*09/27/2023 21:52:32.7640]



upgr ade. sh

: Verifying image signature in partl
[¥09/27/2023 21:52:33.7730]

upgr ade. sh

: status 'Successfully verified image in partl.'
[*09/27/2023 21:52:33.7850]

upgr ade. sh

activate partl, set BOOT to partl

[%09/27/2023 21:52:34.2940]

upgr ade. sh

AP primary version after reload: 17.9.3.50

[%09/27/2023 21:52:34.3070]

upgr ade. sh

: AP backup version after reload: 8.10.185.0
[¥09/27/2023 21:52:34.3190]

upgr ade. sh

: Create after-upgrade.log
[¥09/27/2023 21:52:37.3520]

AP Rebooting: Reset Reason - |mage Upgrade
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<{froot>
[*09/27/2023 21:56:13.7640]

CAPWAP State: |mage Data

[*09/27/2023 21:56:13.7650]


https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html

AP i mage version 17.9.3.50 backup 8.10.185.0, Controller 17.9.3.50

[%09/27/2023 21:56:13.7650]

Version is the same, do not

[*09/27/2023 21:56:13.7650]

need updat e.

status

upgrade. sh: Script called with args: [ NO_UPGRADE]

[*09/27/2023 21:56:13.7850]

CAPWAPHREE : BlE

do NO_UPGRADE, partl is active part

APREHRABEWLCHER , ERAWLCEBHNHEENEREE, —RME , ERXRTAPEERHEHLAL (WRWLCHEAEELERE),

<tfroot>
[*09/27/2023 21:56:14.8680]

CAPWAP State: Configure

*09/27/2023 21:56:15.8890]
*09/27/2023 21:56:15.8890]
*09/27/2023 21:56:16.0650]
*09/27/2023 21:56:16.0750]
*09/27/2023 21:56:16.1150]
*09/27/2023 21:56:16.1160]
*09/27/2023 21:56:16.4380]
*09/27/2023 21:56:16.4880]
*09/27/2023 21:56:17.5220]
*09/27/2023 21:56:16.5650]
*09/27/2023 21:56:16.5650]
*09/27/2023 21:56:16.5890]

L e T s TN s N s T s T s N s T s N s Y s Y s By |

CAPWAPHREE : E1T

Telnet is not supported by AP, should not encode this payload
Radio [1] Administrative state DISABLED change to ENABLED
Radio [0] Administrative state DISABLED change to ENABLED
DOT11_CFG[1]: Starting radio 1

DOT11_DRV[1]: Start Radiol

DOT11_DRV[1]: set_channel Channel set to 36/20

Started Radio 1

DOT11_CFG[0]: Starting radio O

DOT11_DRV[0]: Start RadioO

DOT11_DRV[0]: set_channel Channel set to 1/20

Started Radio 0

sensord psage_base init: RHB Sage base ptr al030000

LLES , APERIhINAZRHIZS . FEUHMRET , WLCEBE —EMRFIRBESAPERNEE. ZUUER , APEHE TERENRISEE
, W HEEHSEEFEREREE , RAWLCZ I RAELAP,

<ffroot>
[*09/27/2023 21:56:17.4870]

CAPWAP State: Run

[*09/27/2023 21:56:17.4870]

AP has joined controller



uwu-9800

[*09/27/2023 21:56:17.4940] DOT11_DRV[0]: set_channel Channel set to 1/20
[*09/27/2023 21:56:17.5440] sensord split_glue psage_base: RHB Sage base ptr al030000
[¥09/27/2023 21:56:17.6010] sensord split_glue sage_addr: RHB Sage base ptr al030000
[*09/27/2023 21:56:17.6230] ptr al030000

[*09/27/2023 21:56:17.6420]

DOT11 _DRV[0]: set_channel Channel set to 1/20

[*09/27/2023 21:56:17.8120]

DOT11 _DRV[ 1]: set_channel Channel set to 36/20

[¥09/27/2023 21:56:17.9350] Previous AP mode is 0, change to 0

[*09/27/2023 21:56:18.0160] Current session mode: ssh, Configured: Telnet-No, SSH-Yes, Console-Yes
[¥09/27/2023 21:56:18.1220] Current session mode: telnet, Configured: Telnet-No, SSH-Yes, Console-Yes
[%09/27/2023 21:56:18.1310] Current session mode: console, Configured: Telnet-No, SSH-Yes, Console-Yes
[*09/27/2023 21:56:18.1340]

chpasswd: password for user changed

[%09/27/2023 21:56:18.1350]

chpasswd: password for user changed

*09/27/2023 21:56:18.1520] systemd[1l]: Starting Cisco rsyslog client watcher...
*09/27/2023 21:56:18.1610] Same LSC mode, no action needed

*09/27/2023 21:56:18.1640] CLSM[00:00:00:00:00:00]: U3 Client RSSI Stats feature is deprecated; can no
*09/27/2023 21:56:18.1720] systemd[1l]: Stopping rsyslog client...

*09/27/2023 21:56:18.2120] systemd[1l]: Starting Cisco syslog service...
*09/27/2023 21:56:18.2230] systemd[1]: Started Cisco syslog service.
*09/27/2023 21:56:18.2410] systemd[1]: Started rsyslog client.

*09/27/2023 21:56:18.2440] AP is in good condition, BLE 1is off

*09/27/2023 21:56:18.2510] SET_SYS_COND_INTF: allow_usb state: 1 (up) condition
*09/27/2023 21:56:18.2530] systemd[1]: Starting dhcpv6 client watcher...
*09/27/2023 21:56:18.2530] systemd[1]: Stopping DHCPv6 client...

*09/27/2023 21:56:18.2530] systemd[1]: Starting DHCPv6 client...

*09/27/2023 21:56:18.2530] systemd[1]: Started DHCPv6 client.

*09/27/2023 21:56:18.2530] systemd[1]: Started dhcpv6 client watcher.
*09/27/2023 21:56:18.2560]

L T ey TN s T sy T s T s N s T s Y s T s N sy Y s Y s By I |

Set radio 0 power 4 antenna nask 15

[%09/27/2023 21:56:18.2530]

Set radio 1 power 4 antenna nask 15

[*09/27/2023 21:56:18.2530] Got WSA Server config TLVs
[*09/27/2023 21:56:18.2720]

AP tag change to default-policy-tag

[*09/27/2023 21:56:18.2780] Chip flash OK

&
it
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Edit AP Join Profile

High Availability
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(]

Backup Primary Controller fy

backup-9800

172.16.28.50

Backup Secondary Controller
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APIN A Bl EE RIS al A MHEE


https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html

AR EAPIMARBEEPHAEWLCHEDEHBIWLCHEERIEF T FINEEAIHIgh Availability BB HIStatic
Primary#lSecondaryf§& B .

BR A Telnet/SSHEF AP

EZConfiguration > Tags & Profiles> AP Join > Management > Device , AZIZIZESSHH/RTelnet,
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mage File Name Enter File Name S5H (E

Serial Console

System Log
AP Core Dump

Facility Value S i Log

Host IPva/IPvG Address 172.16.5.27 AAEEl

Log Trap Value Dabug

Secured D
TEAPHN A B & 18 28 7 XA Telnet/SSHEA

ERESSH/Telnet’BRE |

Cisco Catalyst 9800-L Wireless Controller Welcome admin = Feedback

174,

» AP Join

Add Deleta D) Glone

E Dashboard
: Edit AP Join Profile
AP Join Profile Name:

@ Monitoring [] Atsska-sie Management

[ default-ap-profile

)., Conf
1
Administration
User Management
i) Licensing
Usemame
o~ T . Wiraless Password Policy is Disable
e Troubleshooting
Password Type = Although disabled, it is recommended to follow the following
password rubes
Password - Do's
@ Password length range B - 120 characiers

Secret Type

Saecret

Donts:

© De asswords [CiSc0) and reverse passwords (OcSic)
are not allowed

[x] Alphabets repeated mone than twice in sequence (CCC)
© Digits repeated more than twice in sequence (666)

© Sequential digits are not allowed (234)

© Sequential characters are not allowed {imn)

APHY SSHFN Telnet

ERERE IR

MREEZHRERBAPERRETEN S HENEAEFHEE , FHEAKREConfiguration > Tags& Profiles> AP Join > CAPWAP
> Advanced F Bt Data Link Encryption, &E| , BHRESEB NS,




+ AP Join Edit AP Join Profile

Add Delete ) Clone

AP Join Profile Nama

AR BRI EMZECAPWAPERRE, CAPWAPEHIRE S EBDTLSINE,
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Br T EAPH R HEH IR MICAPWAPARREMES | IERT BAEWLCHERABRAXER THEERDTAPIIABE !

Predscel Langth

12:58:41. 208976 CAPRRP-Control CAPMAP-Contral - Discovery REqeest
BET 12:58:41.2889T6 o.padpedaRe 172.16.5.11 CAPWAP-Contral 147 5267 CAPWAP-Control - Discowvery Response CAPWAP Discovery
BEE 12:58:41.308574 002750888 172.16.5.65 CAPWAP-Contral 254 56 CAPWAP-Control - Discovery Request
B30 12:58:41.308974 000000000 172.16.5.11 CAPWAR-Contral 147 5267 CAPWAP-Control - Discovery Response
TR4EST  0.195009000 171.16.5.03 DTLSY1.2 76 5246 ent H
9. TISR4E  B.000R0I000 172.16.5.11 BTLEv1.2 98 5267 Hello Werify Regquest
@.TOEO55  B.0OLBOTBRN 172.16.5.65 DTLSw1.2 196 56 Client Hells
TOS954  9.001999880 172.16.5.11 DTLSV1.2 562 5267 Server Hells, Certificate (Fragment) DTLS Session Establishment
TORSSA  D.000D0SRRN 172.16.5.11 DTLSv1.2 562 5267 Certificate (Frageent)
TIREEE @, 000000900 172.16.5.11 BTLSW1.2 6T 367 Certificate (Reassembled), Server Key Exchange (Fragsent]
9. TISES4 0000000000 172.16.5.11 DTLEV1.2 349 5267 $arver Koy Exchange {Reassesbled), Cartificate Reguast, Server Helle Dong
1163 12:58:50.859040  B.06008E060 172.16.5.65 DTLGW1.2 534 SM6 Certificate (Fragsemt)
1164 12:58:50.859940  9.000000000 172.16.5.65 DTLSv1.2 534 5M6 Certificate (Reassembled], Client Key Exchange {Fragment)
1181 12:58:51. 204975  0.0669I7R00 172.16.5.65 DTLSv1.2 483 5246 Client Key Exchange {Reassesbled), Certificate Verify, Change Cipher Spec, Emcrypted Handshake Message
1182 13:58: 51209900 9001000900 171.10.%.11 BTLSW1.2 125 3T Chamge Cipher $pec, Engrypted LIFHTIL
1330 13:58:55. 014045 . 01E007ER0 171.16.5.85 BTLEwi. 2 1487 S346 Application Data
1321 12:58:55.016044  .0010009860 172.16.5.11 DTLGw1.2 1488 5267 Application Data
1338 12:58:56.246981  9.109003800 172.16.5.65 DTLSv1.2 1439 5M6 Application Data
1331 12:58:56.246981  0.000000900 172.16.5.65 DTLS¥1.2 1439 5246 Application Data
1332 12:58:56. 2465881 0. 000000000 172.16.5.65 BTLSv1.2 379 B4 Application Data
172,16.5.11 BTLEV1.2 58 5267 Application Dats -
172.16.5.65 DTLSW1.2 1430 5246 Application Data < sl
1365 12:58:57.292984  0.0000000 172.16.5.65 DTLSv1.2 630 5245 Application Data
1366 12:58:57.293975  0.009991808 172.16.5.11 DTLSv1.2 354 5267 Application Data
1368 12:58:57.387965  0.065985@00 172.16.5.65 BTLEv1.2 992 5346 Application Data
1349 12:58:57.308972  S.001807880 172.16.5.11 BTLEW1.2 482 3367 Application Datas
1376 12:58:57.469061  9.001000080 172.16.5.65 172.16.5.11 DTLEV1.2 148 5246 Application Data
1377 12:58:57.469951  0.00S00BEG0 172.16.5.11 172.16.5.65 DTLSw1.2 183 5267 Apolication Data
12:58:57. 478968  0.001L007000 172.16.5.65 CAPHAP-Data 184 5247 | cAPMAP-Data Keep-AlivelMalformed Packet] |
12:58:57. 474960  9.002998000 172.16.5.11 DTLSV1.2 133 s37 Fpplication Data
@.002006000 172.16.5.11 CAPWAP-Data 188 3267 CAPWAP-Dats Keep-Alive(Malfo Packet
13:58:57. 546860  0.003907R00 171.16.5.65 DTLSv1.2 148 5246
1481 12:58:57.546950  0.00000000D 172.16.5.65 DTLSv1.2 119 5246 Application Data
1482 12:58:57.547960  9.808992060 172.16.5.11 DTLSV1.2 183 5267 Application Data
1403 12:58:57.547960  0.000000000 172.16.5.11 DTLSV1.2 121 5267 Application Data
1411 12:58: 57575950  0.002990000 171.10.5.05 DTLSY1.2 148 3346 Application Data
1412 13:58: 57575950 0.000000000 172.16.5.11 BTLSV1.2 183 5367 Application Dota
1413 12:58:57.577957 B.021909008 172.16.5.65 DTLSv1.2 119 5246 Application Data
1414 12:58:57.577957  &.008000060 172.16.5.85 DTLSw1.2 143 5M6 Application Data
1415 12:58:57.577957  @.000000080 172.16.5.11 DTLSv1.2 1198 5367 Application Data
1416 12:58:57.577957  0.000000000 172.16.5.11 DTLSv1.2 183 5267 Application Data
1425 13:58:57.608950  0.070993800 171,16.5.05 BTLSV1.2 119 5246 Application Data inne
1436 12:58:57.688050  B.00MMOEER 171.16.5.83 BTLEvI. 3 148 3346 Application Data
1437 12:58:57.682050  B.000000808 172.16.5.11 DTLGV1.2 119 5267 Application Data
1428 12:58:57.682950  9.000000000 172.16.5.11 DTLSv1.2 183 5267 Application Data
1429 12:58:57.685951  0.0009I2000 172.16.5.65 DTLSv1.2 119 5246 Application Data
1430 13:58: 57609951 0000000000 171,106,505 BTLEV1.2 133 S24G Application Data
1431 12:58:57 608058 B 00180TERR 172.16.5.11 BTLEV1.2 175 3367 Application Data
1432 12:58:57.6080508  B.008000000 172.16.5.11 DTLGV1.2 103 5267 Application Data
1433 12:58:57.692957  9.001999080 172.16.5.65 DTLSv1.2 119 5M6 Application Data
1438 12:58:57.692957  0.000000900 172.16.5.65 DTLSv1.2 111 5246 Apglication Data
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
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B - T EAAPEREAPIABR ERANFHAET. ETUNELEEINESHEBER , FIWAPLIRMALEHZRWLCHERE
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Join Statistics

General

Access Point Statistics Summary Discovery Phase Statistics

Is the AP currently connected to NOT JOINED Discovery requests received
controller

Successful discovery responses
Time at which the AP joined this 09/27/2022 09:45:49 sent
controller last time

Unsuccessful discovery request
Type of error that occurred last Join processing

Time at which the last join error 09/27/2022 09:46:01 Reason for last unsuccessful
occurred discovery attempt

Time at last successful 09/27/2022
Last AP Disconnect Details discovery attempt 09:52:27

q : Time at last unsuccessful NA
Reason for last AP connection failure DTLS close alert from discovery attempt
peer

Last Reboot Reason (Reported by AP) Mo reboot reason

Last AP message decryption failure details

Reason for last message decryption NA
failure

—BRAPIN A B ETER

MEELHMES , FRER—REN "HIHER. B8, Eit , ZTUEBREXNMASERIBZRNMABREE , AREENE
Ko




Join Statistics

Statistics

Control DTLS Statistics

DTLS Session request received
Established DTLS session
Unsuccessful DTLS session

Reason for last unsuccessful DTLS DTLS Handshake
session Success
Time at last successful DTLS session 09/27/2022 09:45:44

Time at last unsuccessful DTLS NA
session

Join phase statistics

Join requests received
Successful join responses sent
Unsuccessful join request processing

Reason for last unsuccessful join DTLS close alert from
attempt peer

08/27/2022 09:45:49

Time at last successful join attempt

Time at last unsuccessful join attempt NA

PN
ap T

AT S AT AR EEBRAPIN A R RE -

*rwLc

¢ show ap summary
e debug capwap error

«  debug capwap packet

ftWave 2fCatalyst 11ax AP

Configuration phase statistics

Confi ation requests received

Successful configuration
responses sent

Unsuccessful configuration
request processing

Reason for last unsuccessful
configuration attempt

Time at last successful
configuration atternpt

Time at last unsuccessful
configuration attempt

Data DTLS Statistics

DTLS Session request received
Established DTLS session
Unsucc ITLS ion

Reason for last unsuccessful
DTLS session

Time at last successful DTLS
session

Time at last unsuccessful DTLS
session

09/21/2022
01:39:07

NA

DTLS Handshake
Success

NA




o {RER capwap A FImEH

e debug capwap client error

e debug dtlsclient error

e debug dtlsclient event

e debug capwap client keepalive

o test capwap restart

e capwap ap erase all

#ftWave 1 AP

¢ debug capwap console cli
e debug capwap client no-reload
¢ show dtlsstats

e clear cawap ap al-config
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--1475016411
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--1475016411
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