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FRARBEEERNER.
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EFBEIHNCSRABIFEETEE R B TB(SAN)FAL,

[ req ]
default_bits
distinguished_name

4096
reqg distinguished_name

req_extensions req_ext
[ reg_distinguished_name ]

countryName Country Name (2 letter code)

stateOrProvinceName State or Province Name (full name)

localityName = Locality Name (eg, city)

organizationName = Organization Name (eg, company)

commonName = Common Name (e.g. server FQDN or YOUR name)
[ reg_ext ]

subjectAltName = @Qalt_names
[alt_names]

DNS.1 = testdomain.com
DNS.2 = example.com
DNS.3 = webadmin.com

HEDNS XEBEHASAN, BEWMUBRAMENESFMEN. BIREISANBAL(DNS.)FEE
NFH . Google ChromeERURLH K BB MASANBE L T e EERE.

HEWebEEMNBRAT , EEFRZEAURLWEEBERTSANRV(ETEEIRE , REFNTERES
#(FQDN)) , AEHERBIERVU I PHURLANERSRBIRMHE , SR THE,

FERALUT &S 0penSSLEA.CSR:

openssl req -out myCSR.csr -newkey rsa:4096 -nodes -keyout private.key -config openssl.cnf



BRIEMBTRMBTERE , FRICSREE#HITOpenSSLIY B & 4EK AmyCSR.cer , HEBERA
private.key.

H{Rprivate keyEREARMEZBARFELZEM,
AUERAUATARERIEERS !
openssl req -noout -text -in myCSR.csr

K&, B EENCARMBILCSR , UHHETHBWEREES, BMRECATHTRRER , X
HRBH ABaseb4 R |, Ul FEEE —HRF,

EAE®

SB1.IE A 1£9800 WLCEEHN B E X EREREA G E(TFTP) @RS LFEFEPKCS12EB &,
PKCS12BRENBILENBUREZIRCANZ S,

S B82.F 9800 WLC GUI Efin FConfiguration > Security > PKI Management , 3% Zhi€Add
Certificate E . RBIImport PKCS12 Certificatei22 , WIHETFTPFHMEN. & , Transport
Type T {5 E F #Desktop(HTTPS):#E1E A FFEIB BB SR HETHTTP L&, Certificate Password =
BEBPKCS12R ERFEAN B,

Configuration = » Security ~ > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate

© Generate CSR
+ Input certificate attributes and send generated CSR to CA
© Authenticate Root CA
=« Copy and paste the root certificate of CA received in .pem format that signed the CSR
© Import Device Certificate
» Copy and paste the certificate signed by the CA
© Import PKCS12 Certificate
= Signed certificate can be received in pkcs12 format from the CA

« LUse this section to load the signed certificate directly

Generate Certificate Signing Request

Authenticate Root CA

Import Device Certificate

¥ Import PKCS12 Certificate

Transport Type Desktop (HTTPS) v
Source File Path® = Select File

[ 9800.pfx
Certificate Password* [ TTITITY)




SR RBEFARTER  RRE—TImport (EA ) . ¥ , BRESHHEREBETFEI AL
HMETRZENHBETRY, RWEAR , 9800 WL.CEBAZRCARLENNEER.

i By, BESEETY AR webauthgiwebadminf¥ , 9800 WLCA 2R R BN BH L
, MREREERENRHEEERE, WEMBEREHBREEERID CSCwa23606 , B1F
Cisco IOS® XE 17.8H{&1E,

Configuration~ > Security ~ > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate
-+ Add
Key Name «  Key Type ~ Key Exportable ~  Zeroise Key
TP-self-signed-1997188793 RSA No
alz-9800 RSA No
Josue RSA Yes
TP-self-signed-1997188793 server RSA No
CISCO_IDEVID_SUDI_LEGACY RSA No
CISCO_IDEVID_SUDI RSA No
9800.pfx RSA No
1 10 ¥

CLI:

9800# configure terminal
9800 (config) #crypto pki import

B EEEANGERNEBLAREIB0 WL.CEREE , MEASRCARMEMHEMEER

o

ZHMCABRHPHPKCS1 2B MR BN,

BATRESEIERNER : £E —EPEMCRTEANABERNEE  YEFELECMHEESK
PKCS12(.pfx)1& =, , LAE EEZF|9800 WLC, EEHITIIRE , BFWAUT SRS :

openssl pkcsl2 -export -in


https://tools.cisco.com/bugsearch/bug/CSCwa23606

MREE—EBRRERS ( —ENZEFECATRCA ) 2EHRAPEMEN , IFERMBEBR SO
Bl — 1B pfxiERF,

B, FHECABRREHIE—ERT, BSARERYE EHE—E ( L pemBARFESR)

————— BEGIN Certificate --------
<intermediate CA cert>

—————— END Certificate --------
————— BEGIN Certificate -----
<root CA cert>

&, B LUEFTENPKCS12E EERER .

openssl pkcsl2 -export -out chaincert.pfx -inkey

ESWATHEENRE 5 RERKEBNNE,
EIE2 — 7£9800 WLC & & MAERAR(CSR)

SB1.ERBARSA®®Y, EEZEConfiguration > Security > PKI Management , i£1EKey Pair
GenerationE & , ARIE— T+ Add. BWAFHEF , R EPKey ExportableZZEN 5 , ARIR—
T Generate,

* » PKI Management

Key Pair Generation

Key Mame v  Key Type « Key Exportable «  Feroise Key ‘

TP-self-signed-1997 188793 RSA Mo | Key Name® 9800-keys

alz-9800 RSA No .

Josue RSA Yas Key Type® @ RSA Key O EC Key

TP-self-signed-1997 188793 server RSA No wtodulus Gised rees

CISCO_IDEVID_SUDI_LEGACY REA No H Zeroise

CISCO_IDEVID_SUDI RSA No | Key Exportable® v

s s i D Cancel m

1 10

CLIELE :

9800 (config) #crypto key generate rsa general-keys label 9800-keys exportable
The name for the keys will be: 9800-keys

Choose the size of the key modulus in the range of 512 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [1024]: 4096



% Generating 4096 bit RSA keys, keys will be exportable...
[OK] (elapsed time was 9 seconds)

SB2.E4 9800 WLCHICSR, EfinZIAdd Certificate B & , A% B BGenerate Certificate Signing
Request , IEEFMENR , WRTAREFRIBANELINSIBY ., PESBALAEIBOWLCLES
FAEREFEIERMNURL (WebBEEEHHE. WebBRHEES ) A7 , Certificate Name 25T HZ B

, B iE

AURBEEHEBNERETH R,

9800 W.CxEHEHBAA P EAERF T BN ERE,

Configuration = > Security = > PKI Management

rustpoints

©

©

CA Server Key Pair Generation Add Certificate

Generate CSR

+ Input certificate attributes and send generated CSR to CA

Authenticate Root CA

+« Copy and paste the root certificate of CA received in .pern format that signed the CSR
Import Device Certificate

« Copy and paste the certificate signed by the CA

Import PKCS12 Certificate

+ Signed certificate can be received in pkes12 format from the CA

+ Use this section to load the signed certificate directly

% Generate Certificate Signing Request

Certificate Name* 9800-CSR Key Name* 9800-keys v O
Country Code MX State CDMX

Location Mexico City Organizational Unit Cisco Systems
Organisation Wireless TAC Domain Narme alz-9800.local-domain

(i

HREAIER  REIE—TGenerate, EEEFIBKREZ BN IAELTETRCSR,

“ Generate Certificate Signing Request

9B00-CSR Key Name” 9800-keys 4+ Generated CSR

WX State COMX BEGIN CERTIFICATE REQUEST e
MIFETCCALOCAQAWZ AxIAGBGNVBAMTGWF sel0SODAWL MY 2FsL
WRVDWFpbiS)
BZ0XFAUBGNVEASTOUNDCZNVIFNSCIRIDXMFTATBONVEACTDF dpcm
WSZXMZIFRE

Wirgless TAC Domain Name alz-9800.local-domain.c QZEUMBIGATUEEXMLTWVAaWNVIENgaHKxDTALBgNVEAGTBENE VX
CzAJBgMVEAYT

AT YMREWFOYJKOZINVENACKCF ghhbHO O TowMDCCAIWDQY JKaZiny
CNAQEBBOAD v

Mexico City Organizational Unit Cisco Systems

Generate [ Save to device MO

BAUSKAAREIHE | UEETLUSHER 3 XA FERLFEFCSR. MRIEE "Save to

device

, 9800 WLCEE I CSRH EIA I #& E FFEbootflash:/csrih, Hlg0 | ETUATHE -

9800#dir bootflash:/csr
Directory of bootflash:/csr/



1046531 -rw- 1844 Sep 28 2021 18:33:49 +00:00 9800-CSR1632856570.csr

26458804224 bytes total (21492699136 bytes free)
9800#more bootflash:/csr/9800-CSR1632856570.csr

CLIEE :

9800 (config) #crypto pki trustpoint 9800-CSR

9800 (ca-trustpoint) #enrollment terminal pem

9800 (ca-trustpoint) #revocation-check none

9800 (ca-trustpoint) #subject-name C=MX, ST=CDMX, L=Mexico City, O=Cisco Systems, OU=Wireless TaC,
CN=alz-9800.local-domain.com

9800 (ca-trustpoint) #rsakeypair 9800-keys

9800 (ca-trustpoint) #subject-alt-name domainl.mydomain.com,domain2.mydomain.com

9800 (ca-trustpoint) #exit

(config) #crypto pki enroll 9800-CSR
% Start certificate enrollment ..

% The subject name in the certificate will include: C=MX, ST=CDMX, L=Mexico City, O=Cisco
Systems, OU=Wireless TaC, CN=alz-9800.local-domain.com

o

The subject name in the certificate will include: alz-9800

o

Include the router serial number in the subject name? [yes/no]: no

o

Include an IP address in the subject name? [no]: no
Display Certificate Request to terminal? [yes/no]l: yes
Certificate Request follows:

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]l: no

RAREAEEBEENSIH
C:EBxX, REERMEAEFH.

ST : REM/E , REMNIENEHE,
LiLERHE , FEEH.

o8& ® , REALR.

OU : BN ER A F2HE .

CN:(—EBBESTERMRINEIE , BLEREEFRNESE P (BETEIP, ERIPE
) LEFAFQDNE BN E#H,

B NREMECRAEEREE , AITE17.8.128H Cisco I0S XEMZA L AR B BHEERRID
CSCvt151 77 E A MR TTREHRSANTFEMERELIERER AT EHEHE
BERRN , FERKARUZHREENCSR , MHBE 1R



https://tools.cisco.com/bugsearch/bug/CSCvt15177

SR ELENBREREEN(CAZEEZEMNCSR, TERTEFREXTCAUBHETESR,

MR EHAWindows Server CAHE EHITHER , H Baseb4EX THERBNRE, TR, BFE
{# FAWindows cert managerE B AR ETEH,

[ 9 centcae . x

| General Detals Certification Path € £¢ Centificate Export Wizard
Show: |<aAll> v
Export File Format
5. ~ "
Field Value Certificates can be exported in a variety of file formats.

| Version V3
- Serial number 00
=) Signature algorithm shaS12RSA Select the format you want to use:
~|| Signature hash algorithm sha512 _
| Issuer Chuu Root CA, Chuu Wireless, ... () DER encoded binary X.509 (.CER)
2 Valid from Tuesday, April 28, 2020 11:58... (@) Base-64 encoded X.509 {.CER)

Valid to Friday, April 26, 2030 11:58:0... —
B it S i e P v (_) Cryptographic Message Syntax Standard - PKCS =7 Certificates (.P78)

Microsoft Serislized Certificate Store (.SST
Mext Cancel

i ERRERFBEIRNEBECSRINCAEE, NMREERCA , BRESE4a, NMRE
ZRCA , FEHESBRI, ERVEN  HAGEYH —XREBERERE (TERENESR
EHRE),

FB4a.[F800EEEEECA, L.pemiE (Basebd) TEHERECAETE, BHRE—REHHN
Authentication Root CAEl % , #ETrustpoint FHLREFRIBBELXFIERNETE , AR EEEE
CARE, MARFMEINEEBER , RE IR — T Authenticate,



% Authenticate Root CA

Trustpoint™ 9800-C5R v

Root CA Certificate (.pem)* | 7777= BEGIN CERTIFICATE-----

Authenticate

CLIEE :

9800 (config)# crypto pki authenticate 9800-CSR

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Certificate has the following attributes: Fingerprint MD5: DD05391A 05B62573 A38C18DD CDA2337C
Fingerprint SHAl: 596DD2DC 4BF26768 CFB14546 BC992C3F F1408809 % Do you accept this certificate?
[yes/no]: yes

Trustpoint CA certificate accepted.

Q

% Certificate successfully imported

F4bY  TEZEAREBNERT , BEACAKINBZE—EFNETH, ELEXREISEHH
RERESLEN T —ESORERN, KWEXRECLIFZERK , EXEHHE—EHECAN—ER
CA:

9800 (config) #crypto pki trustpoint root
9800 (ca-trustpoint) #enrollment terminal
9800
9800
9800 (ca-trustpoint) #exit

(
(
(ca-trustpoint) #chain-validation stop
(ca-trustpoint) #revocation-check none
(

9800 (config) #crypto pki authenticate root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself



Certificate has the following attributes:
Fingerprint MD5: 6CACO00D5 C5932D01 B514E413 D41B37AS8
Fingerprint SHAl: 5ABD5667 26B7BD0OD 83BDFC34 543297B7 3D3B3F24

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

9800 (config) #crypto pki trustpoint 9800-CSR
9800 (ca-trustpoint) #chain-validation continue root
9800 (config) #crypto pki authenticate 9800-CSR

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: DD05391A 05B62573 A38C18DD CDA2337C
Fingerprint SHAl: 596DD2DC 4BF26768 CFB14546 BC992C3F F1408809

Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
% Certificate successfully imported

B ORRIFEPEZSEPECA , AISEEANRRRBLAER —BHFNEETE. EF
2% 2478 {# A chain-validation continue <trustpoint-name>@ 5| FHEE T — kB EW ST,

SR 2 HBNBRFEHAZFI9800 WLC, E[RE—EE & B Import Device CertificateZf 7, EE %
BIEZ M Trustpoint , WAL FCARMHNERBENEERE. BERIBEAR , I&— Timport,

Vv Import Device Certificate

Trustpoint® 9800-C3SR v

Signed Certificate (.pem)* |77 BEGIN CERTIFICATE-----

CLIELE :



9800 (config) #crypto pki import 9800-CSR certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

% Router Certificate successfully imported

R

Web &

B ¥ Z Administration > Management > HTTP/HTTPS/Netconf , A& #Trust Points T RJ&

BEEANEE,

==

=a)



Administration~ > Management~ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration

HTTP Access [ENABLED .]

HTTP Port 80

HTTPS Access [ENABLE[:I .]

HTTPS Port 443

Personal |dentity Verification |. DISABLED |

HTTP Trust Point Configuration

Enable Trust Point [ENABLED .]

Trust Points 9800.pfx v

Netconf Yang Configuration

Status [ENABLE[:I .]
5oH Port B30
CLIEE :

9800 (config) #ip http secure-trustpoint 9800.pfx
9800 (config) #no ip http secure-server
9800 (config) #ip http secure-server

A iWebBh 8

58 £ Configuration > Security > Web Auth , i#EiEglobal 5| Z85E , AR Trustpoint T hiE & HiE
EEANGSEY, 2—T Update & Apply - AREEE, BRAERIPUYETHBEEEIZEHNLH
B ITE,



Edit Web Auth Parameter =

~

General Advanced

Parameter-map name ‘ global |

Banner Type ® None (O Banner Text (O Banner Title (O File Name

Maximum HTTP connections ‘ 100 |

Init-State Timeout(secs) ‘ 120 |

Type | webauth v |

Virtual IPv4 Address ‘ 192.0.2.1 |

Trustpoint | 9800-CSR v |

Virtual IPv4 Hostname ‘ alz-9800.local-domain.c |

Virtual IPv6 Address ‘ KIHIXIX |

Web Auth intercept HTTPs

Watch List Enable

Watch List Expiry Timeout(secs) 600

Captive Bypass Portal i

EE

Disable Success Window

Disable Logout Window

diaH aanoelau|

Disable Cisco Logo

Sleeping Client Status

CLIECE :

9800 (config) #parameter-map type webauth global

9800 (config-params-parameter-map) #type webauth

9800 (config-params-parameter-map) #virtual-ip ipv4 192.0.2.1 virtual-host alz-9800.local-
domain.com

9800 (config-params-parameter-map) #trustpoint 9800-CSR

FEENMESEABR  FEFTMBHTTPR !

9800 (config) #no ip http server
9800 (config) #ip http server

BAUAMERER



EAREVIRSATAMEHA SSO)EERB0H £, AR ENRMRAASKIEETREERIE
BEE, EERMRERFRLERNES | MERSASREEATTEL. BYHAERYH % , m1E
Hlzs LM RREMTNEE , ERRSNRERMBRRE

K%, EHRBBEHBRERNEDRENRHBZINLEARTRHBRENEE.
mAREWebARFEEEE
REAWeb ARBEEREE —LEENIEEE :

- HONAE (RSANMHE ) AR BB B URLITE,

- RBEBRHEA.

- HMEHBBRETHBHVCASCAREMER, Bt , AWebARBIRENFESAIESHEPIFT
BERE  BI (THEFE ) EFmAEEE (BERIRCA) EENEEAL,

MR TEEHMBEE  BERTERATHELFE , WEAMXATRIHFEECN,

B

AUERANATHTRERSRE

9800#show crypto pki certificate 9800.pfx

Certificate

Status: Available

Certificate Serial Number (hex): 1236
Certificate Usage: General Purpose
Issuer:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Subject:

Name: alz-9800

e=user@example.com

cn=alz-9800

ou=Cisco Systems

o=Wireless TAC

1=CDMX

st=CDMX

c=MX

Validity Date:

start date: 17:54:45 Pacific Sep 28 2021
end date: 17:54:45 Pacific Sep 26 2031
Associated Trustpoints: 9800.pfx

CA Certificate

Status: Available

Certificate Serial Number (hex): 1000
Certificate Usage: Signature

Issuer:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX



c=MX

Subject:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Validity Date:

start date: 05:10:34 Pacific Apr 29 2020
end date: 05:10:34 Pacific Apr 27 2030
Associated Trustpoints: 9800.pfx

9800#show ip http server secure status

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha aes-128-cbc-sha
aes-256-cbc-sha dhe-aes-128-cbc-sha ecdhe-rsa-3des-ede-cbc-sha
rsa-aes-cbc-sha2 rsa-aes-gcm-sha2 dhe-aes-cbc-sha2 dhe-aes-gcm-sha?2
ecdhe-rsa-aes-cbc-sha2 ecdhe-rsa-aes-gcm-sha?2

HTTP secure server TLS version: TLSv1.2 TLSv1l.1l TLSv1.0

HTTP secure server client authentication: Disabled

HTTP secure server trustpoint: 9800.pfx

HTTP secure server active session modules: ALL

B LAE9800 L R FB AN BREHERL, MREEBFESHTPECAREN , MPBCAK T RHBCAZ
B, IRE—EEmMERESERNEERNETE , AESEKNBEECHELE. FIEER
ST, 9800 WLCHYO9800.pfxBEHBERE (WLCER ) REKBCA ( B#CA) , REEZ—EE
% ZEEHEERHZFECANIRCA,

9800#show crypto pki certificate 9800.pfx
Certificate

Status: Available

Certificate Serial Number (hex): 1236
Certificate Usage: General Purpose
Issuer:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Subject:

Name: alz-9800

e=user@example.com

cn=alz-9800

ou=Cisco Systems

o=Wireless TAC

1=CDMX

st=CDMX

c=MX

Validity Date:

start date: 17:54:45 Pacific Sep 28 2021
end date: 17:54:45 Pacific Sep 26 2031
Associated Trustpoints: 9800.pfx

CA Certificate

Status: Available

Certificate Serial Number (hex): 1000
Certificate Usage: Signature

Issuer:

cn=Chuu Root CA

ou=Chuu Wireless



o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Subject:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Validity Date:

start date: 05:10:34 Pacific Apr 29 2020
end date: 05:10:34 Pacific Apr 27 2030
Associated Trustpoints: 9800.pfx

9800#show crypto pki certificate 9800.pfx-rrril
CA Certificate

Status: Available

Certificate Serial Number (hex): 00
Certificate Usage: Signature

Issuer:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Subject:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Validity Date:

start date: 04:58:05 Pacific Apr 29 2020
end date: 04:58:05 Pacific Apr 27 2030
Associated Trustpoints: 9800-CSR 9800.pfx-rrril

fE OpenSSLAY BB
OpenSSLERFEREAF A TRLEERELFHURRREA,

ZEEHEREAOPenSSLAEHE -

openssl x509 -in

HEHBRCSRHNAR :

openssl req -noout -text -in

R EIEERFI800 WLC LK IRERE , EFREFEARERUNNEMAIR , OpenSSLA AT L



BRIESRHFFZHEET

openssl s_client -showcerts -verify 5 -connect

& 0] LAfE FA 98008 WebAdminBYURL B &8 AR ILFYURL ( EEHRIP ) Bffi<wicURL>, BT LA
HBIPHUEMELE. EEEREAKRIINZENE  ER2FRAIPhI KB ETHER  BERBKETEE
100% IE#&,

EMEARLEBHFPKCS12(.piX)BERHEH

openssl pkcsl2 -info -in

DTRERERE LG TES , HhEBEBERHBEA intermediate.comy BIHFRECA ( HEX S
&R Troot.com. MIRCAKE ) BEBIG T BYH O\(TAC):

openssl pkcsl2 -info -in chainscript2.pfx

Enter Import Password:

MAC Iteration 2048

MAC verified OK

PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048

Certificate bag

Bag Attributes

localKeyID: 1D 36 8F C2 4B 18 OB 0D B2 57 A2 55 18 96 7A 8B 57 F9 CD FD
subject=/C=BE/ST=Diegem/L=Diegem/0=Cisco/CN=TAC
issuer=/C=BE/ST=Diegem/0=Cisco/OU=TAC/CN=intermediate.com/emailAddress=int@int.com

Certificate bag

Bag Attributes: <No Attributes>
subject=/C=BE/ST=Diegem/0=Cisco/OU=TAC/CN=intermediate.com/emailAddress=int@int.com
issuer=/C=BE/ST=Diegem/L=Diegem/0=Cisco/OU=TAC/CN=RootCA.root.com/emailAddress=root@root.com

Certificate bag

Bag Attributes: <No Attributes>
subject=/C=BE/ST=Diegem/L=Diegem/0O=Cisco/OU=TAC/CN=RootCA.root.com/emailAddress=root@root.com
issuer=/C=BE/ST=Diegem/L=Diegem/0=Cisco/OU=TAC/CN=RootCA.root.com/emailAddress=root@root.com

PKCS7 Data

Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048

Bag Attributes

localKeyID: 1D 36 8F C2 4B 18 OB 0D B2 57 A2 55 18 96 7A 8B 57 F9 CD FD
Key Attributes: <No Attributes>

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:



<Private key >

RER: AR

FRALTHTHTREERE, MRERIKDFE ( SSHtelnet ) £E5ERK , BIFE Eterminal monitor3k
R

9800#debug crypto pki transactions

FRZhRy 75 SRR
BEHHBER T E9800 LU EA B BRNTAMB L. £ALSDHERASEURERERE :

Sep 28 17:35:23.242: CRYPTO_PKI: Copying pkcsl2 from bootflash:9800.pfx

Sep 28 17:35:23.322: CRYPTO_PKI: Creating trustpoint 9800.pfx

Sep 28 17:35:23.322: %PKI-6-TRUSTPOINT_CREATE: Trustpoint: 9800.pfx created succesfully

Sep 28 17:35:23.324: CRYPTO_PKI: examining cert:

Sep 28 17:35:23.324: CRYPTO_PKI: issuerName=cn=Chuu Intermediate CA,ou=Chuu Wireless, o=Chuu
Inc, st=CDMX, c=MX

Sep 28 17:35:23.324: CRYPTO_PKI: subjectname=e=user@example.com,cn=alz-9800,ou=Cisco

Systems, o=Wireless TAC,1=CDMX, st=CDMX, c=MX

Sep 28 17:35:23.324: CRYPTO_PKI: adding RSA Keypair

Sep 28 17:35:23.324: CRYPTO_PKI: bitValue of ET KEY USAGE = 140

Sep 28 17:35:23.324: CRYPTO_PKI: Certificate Key Usage = GENERAL_PURPOSE

Sep 28 17:35:23.324: $CRYPTO_ENGINE-5-KEY_ADDITION: A key named 9800.pfx has been generated or
imported by pki-pkcsl2

Sep 28 17:35:23.331: CRYPTO_PKI: adding as a router certificate.Public key in cert and stored
public key 9800.pfx match

Sep 28 17:35:23.333: CRYPTO_PKI: examining cert:

Sep 28 17:35:23.333: CRYPTO_PKI: issuerName=cn=Chuu Root CA,ou=Chuu Wireless, o=Chuu
Inc,l=Iztapalapa, st=CDMX, c=MX

Sep 28 17:35:23.333: CRYPTO_PKI: subjectname=cn=Chuu Intermediate CA,ou=Chuu Wireless, o=Chuu
Inc, st=CDMX, c=MX

Sep 28 17:35:23.333: CRYPTO_PKI: no matching private key presents.

Sep 28 17:35:23.335: CRYPTO_PKI: Setting the key type as RSA

Sep 28 17:35:23.335: CRYPTO_PKI: Attempting to insert the peer's public key into cache
Sep 28 17:35:23.335: CRYPTO_PKI:Peer's public inserted successfully with key id 21

Sep 28 17:35:23.336: Calling pkiSendCertInstallTrap to send alert

Sep 28 17:35:23.337: CRYPTO_PKI: Deleting cached key having key id 31

Sep 28 17:35:23.337: CRYPTO_PKI: Attempting to insert the peer's public key into cache
Sep 28 17:35:23.337: CRYPTO_PKI:Peer's public inserted successfully with key id 32

Sep 28 17:35:23.338: CRYPTO_PKI: (A0323) Session started - identity selected (9800.pfx)
Sep 28 17:35:23.338: CRYPTO_PKI: Rcvd request to end PKI session A0323.

Sep 28 17:35:23.338: CRYPTO_PKI

alz-9800#: PKI session A0323 has ended. Freeing all resources.

Sep 28 17:35:23.338: CRYPTO_PKI: unlocked trustpoint 9800.pfx, refcount is 0

Sep 28 17:35:23.338: CRYPTO_PKI: Expiring peer's cached key with key id 32Public key in cert and
stored public key 9800.pfx match

Sep 28 17:35:23.341: Calling pkiSendCertInstallTrap to send alert

Sep 28 17:35:23.341: CRYPTO_PKI: cert verified and inserted.

Sep 28 17:35:23.402: CRYPTO_PKI: Creating trustpoint 9800.pfx-rrrl

Sep 28 17:35:23.402: %PKI-6-TRUSTPOINT_CREATE: Trustpoint: 9800.pfx-rrrl created succesfully



Sep 28 17:35:23.403: CRYPTO_PKI: Setting the key_ type as RSA

Sep 28 17:35:23.404: CRYPTO_PKI: Attempting to insert the peer's public key into cache

Sep 28 17:35:23.404: CRYPTO_PKI:Peer's public inserted successfully with key id 22

Sep 28 17:35:23.405: Calling pkiSendCertInstallTrap to send alert

Sep 28 17:35:23.406: CRYPTO_PKI: no CRLs present (expected)

Sep 28 17:35:23.406: $PKI-6-PKCS12_TMPORT_SUCCESS: PKCS #12 import in to trustpoint 9800.pfx
successfully imported.

EXEANEBCANPKCS12R R

MREEARSLIWFER . "RKICARSE. 1 , ARTFpERTISRERY —ECATHFE

o

9800 (config) #crypto pki import pkcsl2.pfx pkcsl2 bootflash:pksl2.pfx password

Q

% Importing pkcsl2...

Source filename [pksl2.pfx]?

Reading file from bootflash:pksl2.pfx

% Warning: CA cert is not found. The imported certs might not be usable.

wnRiE1Tan S openssl pkes12 -info -in <path to cert> , (E RASER—EEE —ERBHNER , AlX
RCATFETE, BEBLEEREE  WHTEEMIHENREREEL, WREFHIABRCLMEE
IRIRCA , AIFEEETEE.

RN —E A EREPKCS12BEBAPEMY FREERZHE, £ T —ERHIG , RMAE—E
PIXER , ZERATEREWLC)RERHEER., TRHE—{EFMBECA (EPKCS1I2ERHRFFE
) K, MPECAXHEHMBCAESR,

B, BILWEDLHE.

openssl pkcsl2 -in

SBR2. 1B EH APEM,

openssl pkcsl2 -in

S R3.EPECABE THAPEM,

CARREURREME, MRECRLNHCA , AIBEESRUEHRETE, B8, CAEEELAR
ftBase64 8 X (.pem)IE ST, MREZHEMBIAICA , FRES B —EARERD , REHEIEABRE
i SR TR R RO R SR AR

TRA iR, HEFENCABEEEPKCS 12



openssl pkcsl2 -export -out fixedcertchain.pfx -inkey cert.key -in certificate.pem -certfile
CA.pem

EMIRER Mixedcertchain.pfxa , A LAK {E & H [E A Catalyst 9800!

AT A PR 5

. Cisco I0S® XEF X B A MHAEIB2099HICARE & | B RIEEERID CSCvp64208

. Cisco I0S® XEF & ESHA256 message digest PKCS 12E# ( X #ESHA256FE , BIRE
PKCS12E# A & B FISHA256%% , BIFR%#E ) : Cisco#4z8ID CSCvz41428

- MRWLCEERBTERAERST , X H TR IBHERMEEERINAC/ISERE ( fla0 , E£SD-
WANZEF ) , I EEI S B, BREF—EAM00LTE ( ERTEXBEAEHSE
HEZERADIUSHE ) , IRWEBEERCHEZETRBMTU , BITsEE R ERADIUSH I AT
NWBED B, RERELT , BMERECEBHEREEEZARWLCRENFIEUDPERS

, LU 52 BB AR R K SR AT RE S BV IE B /R B S R R



https://tools.cisco.com/bugsearch/bug/CSCvp64208
https://tools.cisco.com/bugsearch/bug/CSCvz41428
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