£ EBAAAE B INRERY Catalyst 9800 4R 2 #I85
F S FQoS (BDRL)EZR

H &%

A

WLAN M ERANAPE

Flexconnect R B3R /SDA =
283

Flexconnect/3%

gm PR\

LRl

AIE R4 Catalyst 98007 5l fig 12 25 L & 0% R fR%(BDRL) R A RESEH1

B R

ER

BRIERERBUUTERE

« Catalyst#E#F98004H RE ! #F
- AAAEE B R & 17 BR 5 5| Z(ISE)

BRA T
AR ERAFBIRA T RBAERRA



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html

« Cisco Catalyst 9800-CL #3123 #85(MR4516.12.1s)
« 22l EN S HIRBEEIZE

ANFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERREHER (HEKR
) BAEREREE ., MRIEHEEREFT , FREARCERAEAES TRERNTE,

BEREM

9800 WLCY¥ & H QoS fiE Fi B Catalyst 9000 & #H BRI B2 F Tt
AEREELETHNAEENERRS  URNAREELE T URETRNER,

BE L6 QSEENTHEARMT :

1.\ RRBERRNRE. FHBRA LRI R RS ETEEAVC)5IE,

sk, ERE T ER B EREHRUREESBEFBEEACLHED RIFAHR(DSCP) LA AY

mE

2. REGHR : 2R N EHIRAY KRR,
IBL R A LUREDSCP, ERFERRHIERFHRICE L RE

4. Service-Policy : f£Fservice-policy@n s , RESETAR AT LA FE A FASSIDEY R EE Bl B RE R RAFE 5 [
WEEEF ik,

3. (W ) RYM . AN —BEREBRAE —ERR , flW , CoSERABDCSP,

N g ERERG | EEETUNE (4F132) ; ERMHEIRAP | BERI ( COSE!
DSCP ) »



class-map = MATCH
« AVC (Application or Group)

« User defined
« ACL
- DSCP

policy-map = TAKE ACTION
» Mark DSCP
* Drop
+ Police (rate-limit)

service-policy = WHERE and DIRECTION

« Client Ingress / Egress
« SSID Ingress [ Egress
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Method List Mame® ISE-Auth

Group Type "

Fallback 1o loca

Available Server Groups Assigned Server Groups
radius a nE22(0 -
ldap &

By g e g b
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BB 3.8 Z|Configuration > Security > AAA > Authorization > AAA method List , A% iZ{ZAdd,
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Quick Setup: AAA Authorization

Method List Name* default
T‘,FF:IE‘* network v
Group Type group v
Fallback to local |:
Authenticated L
Available Server Groups Assigned Serve

Idap radius

=
tacacs+

EZHIREERABAAARRFEDNREBME (FlW0, LEMNQOSKE ), BAl , BTSEAR
RADIUS#E WK KB,

WLANZKEE, SHEEEFAPEE
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WLAN, ECESSID, BLEEEZH. WLAN ID , HiiRERERARA.
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Genera Security Advanced

Layer? Layer3 ABA,

Authentcation List ISE = Austh ¥

Local EAP Authentication

HER 3.2 #FPolicy Profile , AEEE+Add. EEXRKEEERRE.

# "Status ( ARRE ) 4 FXEA "Enabled ( BXA ) 1 ; RRBA "Central Switching ( EF R )
. TAuthentication ( &178&%% ) o . "DHCP(DHCP), #1 "Association ( B35 ) 4

General Arcass Policies Q05 and AVE hahility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Mame® QoS-PP WLAN Switching Policy

Description QOos-FP Central Switching

Status EMABLED . Central Authentication

Passive Client . DISABLED Central DHCP

Encrypted Traffic Analytics . DISABLED | Central Association [EHABLED .
CTS Policy Flex MAT/PAT . CISABLED ]

Indine Tagaging

SGEACL Enforcement

Default SGT

35 ]
o
Ln
n
7+ ]

SR ABMIPERE IR EE T FImERIISSIDRERE Finfio BAVLAN



Genera Access Policies QOS and AVC Mobility Advanced

RADILIS Profiling

Lacal subscnber Policy Mame v

WLAN Local Profiling

Global State of Device Disabled @)
Classification

HTTP TLV Caching

DHCP TLY Caching

V0LAN
VLAN/NVLAN Group VLANZE13 =
Multicast VLAMN Entar Multicast VLAN

S B 5.18FPolicy Tag XiEF+Add,. BIERKEBRERE,

FEWLAN-Policy Maps T , ZE+Add L , #& THEE FEFEWLAN ProfilefMPolicy Profile , A%REE
HEERENHRHRE,



MEma™ OaS=PT

Descriphion Oos-PT

¥  WLAN-POLICY Maps: 0

Map WLAN and Policy

WWLAN Profda” CRSWLAN L Fohoy Profig® LS~ L]

EE

S ER 6.12#FSite Tag , A% BE+Add. EFEnable Local SitefE , FEAPLARHERIEIT ( REFE
FlexConnectfR#FRZHARRE )

Name* CoS-5T

Description Enter Description

AP Join Profile gefauli-ap-profile ¥
Controd Plane Name ¥

Enable Local Site |+

HER 7181 Tag APs , BEBAPI B INFKRE, WHBFNRFER :



P Iy CoaS=PT ¥

el L] COoaS=5T -

= ched ol - rf - 15 ¥

Chanagaesd AR Tagls) vall Serss Sdtodialedd AP o rdcavird!
Qos

FR 1 EMIEE>RBE> QoS , ARBFE+AJIE L QoSKHE,

WARE (EARRHIFH : BWLImMIitAAClients ) -



Add QoS x

Auro QOS5 [. DISABLED |

Policy Name*® BWLimnAAACHents

Description

hatch «  Match w  Mark ~  Mark «  Police Value ~ ANC User w

Type Value Type Valie (kbps) Drop  ~ Defined Actions  ~
0 10 - P

{~ Add Class-Maps

Class Default

Mark MNone ¥ Police(kbps) 8 = 10000000

Drag and Drop, double click or click on the button to add/remove Profiles from 0, Search
Selected Profiles

Available (2) Selected (0)
Profiles Profiles Ingress Egress
E silanacolan £

S ER 2,18 i1 —{EE B LAMIBRY outube FNetflixo 3 — T Add Class-Maps. ##EAVC, match
any, dropR{EMIZIERME R E.

Match ~ Match ~  Mark v Mark ~ Police Value v AVC/User w
Type Value Type Value (kbps) Drop ~ Defined Actions  «
0 | 10 | items per page Mo items to display
AVC/User Defined | AVC v
Match © Any A
Drop v
Match Type protocol - |
Available Protocol{s) Selected Protocol(s)
. youtube
netbios-ssn
netflix
netblt
netflow




HER 3.5 INZEEDSCP 46 X34y S ¥R,

¥ — T Add Class-Maps.

- EERAEE  £REER

- EEEBIDSCP

. [LHL{E46

- EHARIDSCP

- BERE3NM
Match ~ Match ~
Type Value
protocol youtube, netflix

1 10 «

AVC/User Defined

Match O Any
Match Type DsSCP
Match Valug* 46
Mark Type bscP
Drop
Palice(kbps)
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TRABZER - EEHR  ZHERANRSBRERETRREHERA
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¥ — T Add Class-Maps ,
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All

Mark
Value
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Drop
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Defined Actions
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Match ~ Match ~  Mark ~  Mark w~  Police Value ~ ANVC/User v

Type Value Type Value (kbps) Drop  ~ Defined Actions  ~
protocol youtube,netflix  Mone 8 Enabled  AVC Ty
DSCP 46 DSCP 34 Disabled  User Defined ]
1 | 10 » | items per page 1 -2 of 2 items
AVC/User Defined | User Defined v
Match ©Any Al
Match Type | ACL v |
Match Value* | specifichostACL v
Mark Type | None v
Drop
Police(kbps) | 50| |

UTRARGHESETHRENACLRA

Sequence v Source  ~ Destination -~ Destination Source « Destination «
- Action «~ SourcelP « Wildcard IP Wildcard Protocol ~  Port Port DSCP + Log -~
1 permit any 192.168.1.59 ip Mone Disablec
2 permit 192.168.1.59 any ip None Disablec
1 LIV

SER S HEEHMET | EARREREMAEMRENERRS,
EREFEZ LRBRA —FENTAEETFIRRERNERRE,



Match ~ Match ~  Mark ~  Mark ~ Police Value v AVC/User v

Type Value Type Value (kbps) Drop -~ Defined Actions  ~
protocol youtube, netflix Mone 8 Enabled AVC i
DSCP 46 DSCP 34 Disabled  User Defined 1}
ACL specifichostACL  None 50 Disabled  User Defined T
1 10 +
-+ Add Class-Maps
Class Default
Mark MNone v Police(kbps) 100

S B 6.8 — T IKZBAYApply to Devices

FMHICLIEE :

policy-map BWLimitAAAclients
class BWLimitAAAcTients1_AVC_UI_CLASS
police cir 8000
conform-action drop
exceed-action drop
class BWLimitAAAcTients1_ADV_UI_CLASS
set dscp af4l
class BWLimitAAAcTients2_ADV_UI_CLASS
police cir 50000
conform-action transmit
exceed-action drop
class class-default
police cir 100000
conform-action transmit
exceed-action drop

class-map match-all BWLimitAAAcTlientsl1_AVC_UI_CLASS

description BWLimitAAAcTientsl1_AVC_UI_CLASS UI_policy_DO_NOT_CHANGE
match protocol youtube

match protocol netflix
class-map match-any BWLimitAAAcTlientsl1_ADV_UI_CLASS

description BWLimitAAAcTientsl1_ADV_UI_CLASS UI_policy_DO_NOT_CHANGE
match dscp ef
class-map match-all BWLimitAAAcTlients2_ADV_UI_CLASS

description BWLimitAAAcTients2_ADV_UI_CLASS UI_policy_DO_NOT_CHANGE
match access-group name specifichostACL

N rE EARET  HRQUSEMBAMERER it FREREH THEBRS, B
 BTEQUSERIBEAIEHEBERS BELRERENEBRE,



SEB2HEISEL , EMEIRBE>ERIE-FR>-REEEER , BEHEMUEIREREERER.
EMEFHQOSKRE , 53 FEIBCisco AVEI S HIEMASRBHIRE.
REXISEGHRBNFERKOE A ILh EREARAES I IRER R,

B2 Fip : sub-qos-policy-in=<policy name>#Hlip : sub-qos-policy-out=<policyname>

* Advanced Attributes Settings

1]

Cisco:cisco-av-pair ip:sub-qos-policy-in=BWLimitA...

Cisco:cisco-av-pair ip:sub-gos-policy-out=BWLImit...

* Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:sub-gos-policy-in=BWLimitAAAClients
cisco-av-pair = ip:sub-qos-policy-out=BWLimitAAAClients

N e EMEBESANE., RERHIER

ERAXEHAR , BEEENEERET ERERF .

EWLCLE

# show run wlan

# show run aaa

# show aaa servers

# show ap tag summary

# show ap name <AP-name> tag detail

# show wireless tag policy summary

# show wireless tag policy detailed <policy-tag-name>

# show wireless profile policy detailed <policy-profile-name>
# show policy-map <policy-map name>

# sh policy-map interface wireless ssid/client profile-name <WLAN> radio type <2.4/5GHz> ap name <nhame>

show wireless client mac <client-MAC-address> detail
show wireless client <client-MAC-address> service-policy 1input
show wireless client <client-MAC-address> service-policy output

* H H



To verify EDCS parameters :
sh controllers dotllRadio 1 | begin EDCA

<{froot>

9800#show wireless client mac e836.171f.al62 det

Client MAC Address : e836.171f.al62

Client IPv4 Address : 192.168.1.11

Client IPv6 Addresses : fe80::c6e:2ca4:56ea:ffbf
2a02:a03f:42c2:8400:187c:4faf:c9f8:ac3c
2a02:a03f:42c2:8400:824:e15:6924:ed18
£d54:9008:227c:0:1853:9a4:77a2:32ae
£d54:9008:227¢:0:1507:¢c911:50cd: 2062

Client Username : Nico

AP MAC Address : 502f.a836.a3e0

AP Name: AP780C-F085-49E6

AP slot : 1

Client State : Associated

...

Local Policies:
Service Template : wlan_svc_QoS-PP (priority 254)

VLAN 1
Absolute-Timer : 1800
Server Policies:
Input QOS : BWLimitAAAClients
Output QOS : BWLimitAAAClients
Resultant Policies:
VLAN Name : default
I nput QOS : BW.imtAAACients
Qut put QCS : BWimtAAAC i ents
VLAN 1
Absolute-Timer : 1800

AP L

EAPER AR A HSSIDERFlexconnect P RMPE Xy | MEUAPEITHESLER , BAQoSH
AR 75 SR s FRWLCTE Ao

ERTHEIOE ST



Wireshark 10 Graphs: wireshark_59472C4E-A14B-4A09-9E28-CCECC1 A
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5E SRR
ARG ERARGIECE TREIR,
S8 1 FRAE A LT EQ TR A

# clear platform condition all

HER 2 AR A RN EIRE FimAvHEE.

# debug wireless mac <client-MAC-address> {monitor-time <seconds>}

HER 3 EREFimEREISSIDUER R,
SR ACERBERF LA,



# no debug wireless mac <client-MAC-address>

AR EHRENBFREEWLCENAERS , HEBA .
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log
MREAGUITERBEELER , BIRFHNERE B AdebugTrace_aaaa.bbbb.cccc.txt,
SBLEERELNELENER , BEi%ratrace JlogERFN AR , REFELE BERELH,
FAUTHSTRERARMERNER !

# dir bootflash: | inc ra_trace

B RERI A AR

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

xE , BRAR

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

HER 6. BERIRIBIRM.

# clear platform condition all

FlexconnectZith 33 #t ( SR #5EFE/SDA ) A=

$ A flexconnect A it X2 ( T IATHAERE/SDA ) |, APHSFE R BEWLC L EEKIFTEQoSE K,



i

# : R Cisco bug ID CSCwh74415


https://tools.cisco.com/bugsearch/bug/CSCwh74415

, RADIUSAl R 251 = A9 & #TQoS KM FE M EAREIE — RN AT A EFin , RItbig®E
EFfEHMQoSKRE., 176204 , FAAAABENBEFRERRHFTBEERT
., F2EERRA , UREBERE.

frwave2 M 11axFERE £, EERFBEESER (573l ) KB, MAREI17.6ZANBEE ik
HEESSID, EEAMFlexconnect/FabricH fyfFEREL, FEURE LAY HR A TUERARIZ B3R (EWC-AP)EE
Z,

%17 561 , AR FHAAABERHEIZBHLLZESEIBEE FImAERRH,
617 66018 , EFlexAtb3sHifit B FHY802.11ac Wave 2Hl11ax AP L X BB R Fin# m iR R R4,

N e Flex APR X EQoSEKEEHFZEACL, EftEFTZEBRR ( RRHEE ) MRBEEXIEF
, BETLUBEIBCLIEITALE/B E9800 Web UIR AR A , 79800 L th A&, BRIREID
CSCvx81067 R #tFlex APFYQoSEK IR ACLE 2,

HERE

BERANE—HoTLEE , EEREHIN

1. RRBEERRCREAR I, FlexZEBEREBengaluru 17.43 2 BI= A REFE,

B17.5% , kMU EERE , AETITARERERE.


https://tools.cisco.com/bugsearch/bug/CSCvx81067

WLAN Switching Policy

Central Switching . DISABLED
Central Authentication :EMAELED .
Central DHCP [. DISABLED ]
Central Association . DISABLED
Flex NAT/PAT :. DISABLED

2. LRRBERE R/ T RAN M U5 3

Enable Local Site

Flexconnect/3Z &b Pa i B HE bR
HAEAPREAQOSEKMESE K FMIlEELGTHEBNAGE NERNEE,

show dot11 qos



show policy-map

show rate-limit client
show rate-limit bssid
show rate-limit wlan

show flexconnect client

<tfroot>
AP780C-F085-49E6#

show dot 11 qos

Qos Policy Maps (UPSTREAM)

ratelimit targets:
Client: A8:DB:03:6F:7A:46

platinum-up targets:
VAP: 0 SSID:LAB-DNAS
VAP: 1 SSID:VlanAssign
VAP: 2 SSID:LAB-Qos

Qos Stats (UPSTREAM)

total packets: 29279
dropped packets: 0
marked packets: 0
shaped packets: 0
policed packets: 182
copied packets: 0

DSCP TO DOT1P (UPSTREAM)

Default dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Trust DSCP Upstream : Disabled
Qos Policy Maps (DOWNSTREAM)

ratelimit targets:
Client: A8:DB:03:6F:7A:46

Qos Stats (DOWNSTREAM)

total packets: 25673
dropped packets: 0
marked packets: 0
shaped packets: 0
policed packets: 150
copied packets: 0



DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[0]->0 [1]->0 [2]->1 [3]->0 [4]->1 [5]->0 [6]->1 [7]->0

[8]->1 [9]->1 [10]->2 [11]->1 [12]->2 [13]->1 [14]->2 [15]->1

[16]->2 [17]->2 [18]->3 [19]->2 [20]->3 [21]->2 [22]->3 [23]->2
[24]->3 [25]->3 [26]->4 [27]->3 [28]->3 [29]->3 [30]->3 [31]->3
[32]->4 [33]->4 [34]->5 [35]->4 [36]->4 [37]->4 [38]->4 [39]->4
[40]->5 [41]->5 [42]->5 [43]->5 [44]->5 [45]->5 [46]->6 [47]->5
[48]->7 [49]->6 [50]->6 [51]->6 [52]->6 [53]->6 [54]->6 [55]->6
[56]->7 [57]->7 [58]->7 [59]->7 [60]->7 [61]->7 [62]->7 [63]->7

Profinet packet recieved from
wired port:
0

wireless port:
?

AP780C-F085-49E6#

show pol i cy- map

2 policymaps
Policy Map BWLimitAAAClients type:qos client:default
Class BWLimitAAACTients_AVC_UI_CLASS
drop

Class BWLimitAAACTients_ADV_UI_CLASS
set dscp af4l (34)

Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af4l (34)

Class cm-dscp-set2-for-up-4
set dscp af4l (34)

Class cm-dscp-for-up-5
set dscp af4l (34)

Class cm-dscp-for-up-6
set dscp ef (46)



Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions

AP780C-F085-49E6#

show rate-limt client

Config:
mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0
Statistics:
name up down
Unshaped 0 0
Client RT pass 0 0
Client NRT pass 0 0
Client RT drops 0 0
Client NRT drops 0 38621
9 54922 0

AP780C-F085-49E6#

AP780C-F085-49E6#
show fl exconnect client

Flexconnect Clients:

mac radio vap aid state encr aaa-vlan aaa-acl aaa-ipv6-acl assoc auth switching
A8:DB:03:6F:7A:46 1 2 1 FWD AES_CCM128 none none none Local Central Local

AP780C-F085-49E6#

Catalyst 9000 16.12 QoSIEE

9800 QoSHEl &S
Catalyst 980040 REHY 5%

Cisco |IOS® XE 17.6%{ThRAGTIE



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-1/config-guide/b_wl_17_11_cg/quality-of-service.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-1/config-guide/b_wl_17_11_cg/quality-of-service.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
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