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(config) #wireless management interface vlan 1114 nat public-ip x.x.x.x
(config-nat-interface) #capwap-discovery ?

private 1Include private IP in CAPWAP Discovery Response

public Include public IP in CAPWAP Discovery Response

F17 x5+ |, BfnZlConfiguration > Interface > Wireless , #2# #& — T~ Wireless Management
Interface , fEGUIBLENAT IPFICAPWAPZ I A 5,



Configuration™ » Interface ™ > Wireless Edit Management Interface *

Intarfaceo Vian1119 -
Trusipoend "
interface Mame  ~  Intesface T « Trustpoint Name » VLANID =~ r
¥po MAT Status ENABLED -J
0O viantiig Management 111§ ;
IPvd [ IPvE Server Addrass KX
1 10 »
Irvaid IP Socress
CAPWAP Discavery [ Peivate Public
D Cancel ] - Update & Apply to Device

AERE

1. ERVFlexflBRE R , 5EUHOffice Extend AP , A% &7 2 & B> A i B 3R> Flex.

General Local Authentication Policy ACL VLAN Umbrella

MName* OEAP-FLEX Fallback Radio Shut

Description QEAP-FLEX Flex Resilient

Mative VLAN ID 37 ARP Caching o
HTTP Froxy Port 0 Efficient Image Upgrade o
HTTP-Proxy IP Address 0.0.0.0 Office Extend AP L
CTS Paolicy

Join Minimum Latency

QEBVHHEBRMEMRFlexBEEER , FEM K E>-RMAE R RRE>-HR,



Add Site Tag

Name* Home-Office
Description _ Enter Description

AP Join Profile ’ default-ap-profile v
Flex Profile - OEAP-FLEX v
Control Plane Name | v

Enable Local Site

[ ) Cancel ]

3.5/ ZE1815 APHZE , BAZH £ A B Configuration > Wireless Setup > Advanced > Tag AP&X
Y Site Tago

Tag APs X

Tags

Policy / default-policy-tag | »
Site Home-Office v
RF ' default-rf-tag .

Changing AP Tag(s) will cause associated AP(s) to reconnect

[ O Cancel ] =l Apply to Device
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1815 APEHIMAWLCE , BEUTE@E

vk-9800-1#show ap name AP1815 config general

Cisco AP Name : AP1815

Cisco AP Identifier

Country Code

Regulatory Domain Allowed by Country

AP Country Code

Site Tag Name

RF Tag Name

Policy Tag Name

AP join Profile

Flex Profile

Administrative State

Operation State

AP Mode

AP VLAN tagging state

AP VLAN tag

CAPWAP Preferred mode

CAPWAP UDP-Lite

AP Submode

002c.c8de.3460

Multiple Countries : IN,US

802.11bg:-A  802.1la:-ABDN

US - United States

Home-Office

default-rf-tag

default-policy-tag

default-ap-profile

OEAP-FLEX

Enabled

Registered

FlexConnect

Disabled

IPv4

Not Configured

Not Configured

Office Extend Mode : Enabled
Dhcp Server Disabled
Remote AP Debug Disabled
vk-9800-1#show ap link-encryption
Encryption Dnstream Upstream Last
AP Name State Count Count Update
N2 Disabled 0 06/08/20 00:47:33



AP1815 Enabled 43 865 06/08/20 00:46:56

when you enable the OfficeExtend mode for an access point DTLS data encryption is enabled
automatically.

AP1815#show capwap client config

AdminState : ADMIN ENABLED (1)
Name : AP1815

Location : default location
Primary controller name : vk-9800-1

ssh status : Enabled

ApMode : FlexConnect
ApSubMode : Not Configured
Link-Encryption : Enabled
OofficeExtend AP : Enabled
Discovery Timer 10

Heartbeat Timer 30

Syslog server

Syslog Facility

Syslog level

BHEE - A LAGE Aap link-encryptionii S A EZE ARSI EEARBARZADTLSER N

gg

255.255.255.255

informational

vk-9800-1 (config) #ap profile default-ap-profile

vk-9800-1 (config-ap-profile) #no link-encryption

Disabling link-encryption globally will reboot the APs with link-encryption.

Are you sure you want to continue?

1.8 SE A EHIP#h 3 S OEAPHI Web T HE . B AR FER B IRAadminFadmin.

(y/n) [yl:y

B AOEAPf &i & fE A SSID
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o] NETWORK

cI1SCO HOME CONFIGURATION EVENT_LOG DIAGNOSTICS HELP
System Configuration
2.4GHz Login
S5GHz
Username admin
381D Password =00 sessssssessssns
DHCP Radio
Radio Interface EGhz
i Status Enabled [
Firewall 802.11 n-mode Enabled
B02.11 ac-maode Enablad
Backup/Restore Bandwidth aomhz [
Channel Selection w B

S2010 - 2016 Cisco Systems Inc, All rights reserved.

3.%Efin £ Configuration> SSID> 2.4GHz/5GHz A EL & 1B A SSID,

: Refrmb  Logest
BVENT_L5C Lot

DUALNORTICS i TELEWORKER

o 0 1 B 1
BackupRestons HAC Aadress [ MAT Adment [

Sacurity
P [T - |
WPAZFER e B
WA ERFSten
OPA padtvaes CETE ) il P B0 O gy
A BAERENHE
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5.8 A SSIDI BX FiBroadcast

6.8 R INE |, FEEWPA-PSKHWPA2-PSK , A& AHEZ R BN R,

7T "ER, UEREEN.

8.FEFKEMNT , BERMEASSIDHEFImE#10.0.0.1/24 85 B EUPHb 1t .

O.REEMEM & T LAERE—EAPERRE , Y EREFFEBDTLSRRESE,
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WETWORK
CONFIGURATION NT_LOG i -, HELP

DIAGNOSTICS TELEWDRKER

Association

Local Clients
Clignt MAE Client IP WLAN SSID Radia/LAN Assaciation Time Picts I, Dut
001790 80 1308 weass  Home-ssi ] 24GHE O0d=B0k;24m: 55 REES U

Corporate Clients
Cliant MALC Clhait 1P WLAN SSID Radia/LAN Asdciation Time Pt In/Out
SOICAALF O 10,106,373, 115 corporabe-ssid 2.4GH: 00d=00k:07m:05= 495/ 265

To clear personal ssidfrom office-extend ap
ewlc#ap name cisco-ap clear-personalssid-config

clear-personalssid-config Clears the Personal SSID config on an OfficeExtend AP
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1. EEEIRLANGRERE , 55E B Z Configuration > Wireless > Remote LAN , A& 8 ARLANER
ERHZBAMRLAN ID , 20T BEFfRo

Add RLAN Profile -

General Security
Profile Name* RLAMN-TEST
.RLAN 1D 1
.Stalus enasiep [
Client Association Limit 0
mDNS Mode Bridging v

D Cancel | ] Apply to Device

2.BE ZSecurity > Layer2 , ZEABRLANBA802.1x , F8#$802.1xRRERXE BEnabled , 21 T EIFT


/content/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215026-local-eap-authentication-on-catalyst-980.html

o

Edit RLAN Profile

General Security

Layer2 Layer3 AAA

802.1x [ENABLED .]
MAC Filtering v
Authentication List default v

3.E 7 B|Security > AAA , #§Local EAP Authentication5%E Zenabled , AR R THIRE HREME
WEAPEERE SR , M TEM R,

Edit RLAN Profile

General Security

Layer2 Layer3 AAA

Local EAP Authentication ENABLED .l

EAP Profile Name " Local-EAP - |

4. ZEEIRLANR Bl | 558 % E Configuration > Wireless > Remote LAN , A&7 "Remote
LAN, B _t#Z—TRLAN PolicyZ%, , I~ EFf =~



Edit RLAN Policy x

General Access Policies Advanced

& Configuring in enabled state will result in loss of connectivity for clients associated with this policy

Policy Name* RLAN-Policy RLAN Switching Policy

Description Fnier Daecrpkion Central Switching enastep ([l
Status evasten [l Central DHCP enasteo ([
PoE

Power Level “ v

B RIERERE , BREVLANM EMER L EMARE,

General Access Policies Advanced
Pre-Authentication Host Mode singlehost .
VLAN VLANDO39 * ‘
Remote LAN ACL
IPv4 ACL -
IPvE ACL E

5 ERVEREBRYKMRLIANG BEREREMIIRLANER | FEHM 3N E>-EREEREESER,



Add Policy Tag x

MName* RLAN-TAG

Description Enter Description

WLAN-POLICY Maps: 0

% RLAN-POLICY Maps: 0

Port ID ~  RLAN Profile ~ RLAN Policy Profile v

4 ] 0 [ s | 10 « |items per page o itemns to display

Map RLAN and Policy

Port ID* 3 v

RLAN Profile* RLAN-TEST 5 J Euﬁrr Policy | RLAN-Policy v
- rofile* . /

=




Add Policy Tag x

Name* ‘ RLAN-TAG

Description [ Enter Description

WLAN-POLICY Maps: 0

Vv RLAN-POLICY Maps: 1

|- Add

Port ID ~ RLAN Profile «~ RLAN Palicy Profile v
3 RLAMN-TEST RLAN-Puolicy
1 i 10 « |items per page f 1 items

= Apply to Device

6.RUFALANIEN FEAP L FE A KB IZE ., B ¥ ZE Configuration > Wireless > Access Points , A& 1% —
AP,



Edit AP

Location*

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
QOperation Status
Fabric Status

LED State

LED Brightness
Level

Tags

default location

0042.5ab7.8f60

0042.5ab6.4ab0

Local v
Registered
Disabled
B oisasLen
8 v

A Changing Tags will cause the AP to momentarily lose
association with the Controller,

Policy RLAN-TAG| =
Site default-site-tag ' v
RF ' default-rf-tag ' v

Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

10S Version

Mini 105 Version
IP Config

CAPWAP Preferred Mode

DHCP IPv4 Address

Static IP (IPvd/IPvE)

/A

N/A

NA
1.1.24
17.2.1.11

0.0.0.0

Not Configured

10.106.39.198

Time Statistics

Up Time 0 days 13 hrs
33 mins 40 secs

Controller Association Latency 20 secs

EHRE , APEEFHMAWLC, &—TAP , R&RiEEInterfacesi B LANIE,



Edit AP »

General Interfaces High Availability Inventory ICap Advanced
Radio Interfaces
Slot ~ Admin «~ QOperation Spectrum ~  Spectrum Regulatory
No Interface ~ PBand ~ Status Status Admin Status Operation Status ~ Domain
0 802.11n- 24 GHz Al Enabled (4] Disabled O -A
802.11ac All Enabled o Disabled O =D
1 » 10 « | items per page 7 of 2
Power Over Ethernet Settings LAN Port Settings
Power Type/Mode Power PontID ~ Status VLANID «~ PoE  Power Level RLAM
Injector/Mormal
Mode LANT 0 MNA N @
PoE Pre-Standard Disabled LANZ 0 NA NA v @
Switch
‘ LAN3 39 A A L @ ‘
PoE Power Injector Disabled
MAC Address M ¢ 10 ¢ |items per page

Edit AP x
General Interfaces High Availability Inventory ICap Advanced
Radio Interfaces
Slot w Admin +~ Operation Spectrum ~ Spectrum Regulatory
No Interface ~ Band ~ Status Status Admin Status Operation Status ~ Domain
0 802.11n - 2.4 GHz All Enabled o Disabled O -A
1 802.11ac All Enabled (] Disabled (4] -0
1 L 10 » . tems per page -20
Power Over Ethernet Settings LAN Port Settings
Power Type/Mode Power PortID ~ Status VLANID ~ PoE Power Level RLAN
Injector/Normal
Mocle LAN1T 0 NA @
PoE Pre-Standard Disabled LANZ 0] NA MA @
Switch
LAN3 [« 39 MA MNA (]
PoE Power Injector Disabled -
MAC Address 1 » 10 » | items per page

7. #PCEMREIAPHILANIE, PCASEIE802.1xETH11ERTE |

I8 'E ZMonitoring > Wireless > Clients , & & Fimik&E,
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Monitoring = » Wircless~ > Clents

Clients Sheaping Chents Exeduchisd Clients
Tetal Chane(s) in the Metwone 2
Humbsr of Clants) selected: 0
Chpnt MAC Adoress -~ IPwd Address -~ IPvE Addross AP Nama - 55D ~ WLANID ~ Swe - Prowcol ~ UserName -~ DevicoType  ~  Role
S350 O & V005 T T F e b o APTENS 0 POy~ i) 3 R 1in{Z.e) M L
B406.0126 S A 10.106.39.191 B0 0 eSA:27004 248 APIEND RLAN-TEST 1 Run Ctharrat ey M Le<sl
1 0 . o
Client
360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE

Session Manager

IF ID 0x9000000C

Authorized TRUE

Common Session ID 00000000000000E7IEBCTAIA
Acct Session ID Ox00000000

Auth Method Status List

Method Dot1x

SM State AUTHENTICATED

SM Bend State IDLE

vk-9800-1#show wireless client summary
Number of Clients: 2

MAC Address AP Name

Protocol Method Role

503e.aab7.0£ff4 AP1815 WLAN 3 Run
11n(2.4) None Local
p496.9126.dd6c AP1810 RLAN 1 Run
Ethernet Dotlx Local

Number of Excluded Clients: O

RER: AR

# RERE

. EARHSSIDT# , KEEWLC LEEMSSID : REAPR B EMMAZEFIZE,

. EESREIOEAP GUI M EAPR B EBIPH U WERF A E M ( A&, ACLE)

EPRRESSERTFRELIRIFIERPH A - #ITRARMK , BHERBRHE,
B#R802.1xEFFimk TKEF L BRI -

[client-orch-sm] [18950]: (note): MAC: <client-mac> Association received. BSSID 00b0.el187.cfcO,
old BSSID 0000.0000.0000, WLAN test_rlan, Slot 2 AP 00b0.el87.cfcO, Ap_1810



[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition: S_CO_INIT ->
S_CO_ASSOCIATING

[dotll-validate] [18950]: (ERR): MAC: <client-mac> Failed to dotll determine ms physical radio
type. Invalid radio type :0 of the client.

[dotl11l] [18950]: (ERR): MAC: <client-mac> Failed to dotll send association response. Encoding
of assoc response failed for client reason code: 14.

[dotl1l] [18950]: (note): MAC: <client-mac> Association success. AID 1, Roaming = False, WGB =
False, 1llr = False, 1llw = False AID list: Ox1| 0x0| 0x0| 0x0

[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:
S_CO_ASSOCIATING -> S_CO_L2_AUTH_IN_PROGRESS

[client-auth] [18950]: (note): MAC: <client-mac> ADD MOBILE sent. Client state flags: 0x71
BSSID: MAC: 00b0.el87.cfc0 capwap IFID: 0x90000012

[client-auth] [18950]: (note): MAC: <client-mac> L2 Authentication initiated. method DOT1X,
Policy VLAN 1119,AAA override = 0 , NAC = 0

[ewlc-infra-evqg] [18950]: (note): Authentication Success. Resolved Policy bitmap:11 for client
<client-mac>

[client-orch-sm] [18950]: (note): MAC: <client-mac> Mobility discovery triggered. Client mode:
Local
[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:

S_CO_L2_AUTH_IN_PROGRESS -> S_CO_MOBILITY_ DISCOVERY_IN_PROGRESS

[mm-client] [18950]: (note): MAC: <client-mac> Mobility Successful. Roam Type None, Sub Roam
Type MM_SUB_ROAM_TYPE_NONE, Previous BSSID MAC: 0000.0000.0000 Client IFID: 0xa0000003, Client
Role: Local PoA: 0x90000012 PoP: 0x0

[client-auth] [18950]: (note): MAC: <client-mac> ADD MOBILE sent. Client state flags: 0x72
BSSID: MAC: 00b0.el87.cfc0 capwap IFID: 0x90000012

[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:
S_CO_MOBILITY DISCOVERY_IN_PROGRESS -> S_CO_DPATH_PLUMB_IN_PROGRESS

[dotll] [18950]: (note): MAC: <client-mac> Client datapath entry params -
ssid:test_rlan,slot_id:2 bssid ifid: 0x0, radio_ifid: 0x90000006, wlan_ifid: 0x£f0404001

[dpath_svec] [18950]: (note): MAC: <client-mac> Client datapath entry created for ifid
0xa0000003
[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:

S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS

[client-iplearn] [18950]: (note): MAC: <client-mac> Client IP learn successful. Method: DHCP
IP: <Cliet-IP>

[apmgr-db] [18950]: (ERR): 00b0.el87.cfc0 Get ATF policy name from WLAN profile:: Failed to get
wlan profile. Searched wlan profile test_rlan

[apmgr-db] [18950]: (ERR): 00b0.el87.cfc0 Failed to get ATF policy name

[apmgr-bssid] [18950]: (ERR): 00b0.el87.cfc0 Failed to get ATF policy name from WLAN profile
name: No such file or directory

[client-orch-sm] [18950]: (ERR): Failed to get client ATF policy name: No such file or directory

[client-orch-state] [18950]: (note): MAC: <client-mac> Client state transition:



S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN
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