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il Gisco Catalyst 9800-CL Wireless Controller Welcome admin | # W

Configuration ™ » Wireless~ > Access Points Edit AP

General Interfaces High Availability Inventory
W All Access Points
General
Number of AP(s): 1
AP Name* 2802-carcerva-snife]
AP v AP v Admin «~ [P v B
Name Model Slots ~ Status Address M ——— =
Location default location
2802-  AR- 4
carcarval - AR28021- 2 © 172160125 al  gaqe Ragio MAC 203d.692.9400
i B-K9
1 10 » ms | Ethernet MAC 00a2.eedf.6114
5 GHz Radios
AP Mode Flex v
2.4 GHz Radios Operation Status Registered

HER3 MESRAdmIn Status AEnabled , I A$AP Mode# ¥ A& Sniffer , 21T B R~.

'::ll's'c'l__',' Cisco Catalyst 9800-CL Wireless Controller Welcome admin | @ W&
Configuration~ > Wireless~ > Access Points Edit AP
General Interfaces High Availability Inventory

W All Access Points

General
Number of AP(s): 1
AP Name* 2802-carcerva-sniffer
AP v AP - Admin  ~ IP v B
Mame Model Siots ~ Status Address M T— =
Location default location
2802- AlR- o
TR LR © 172160125 al gy, Ragio MAC 203.6192.9400
& B-K9
1 M ¥ per pa Ethernet MAC O0a2.eedf.6114
Admin Status
5 GHz Radios
AP Mode Sniffer v
2.4 GHz Radios Operation Status Reqgistered

RingBE A —EEEAE PS8 T —EME
"BEE ERAPEA KR ERAPENME . MBEHILERTEEEE,
BEOK , M TNEMR.

AP Configuration

Warning: Changing the AP mode will cause the AP to
reboot . Click Update & Apply to Device to Proceed




B84 % — T Update & Apply to Device , 20T BIFf o

General Interfaces

General

AP Name*
Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status
Fabric Status
LED State

LED Brightness
Level

High Availability Inventory

| 2802-carcerva-sniffer |

| default location |

a03d.6792.9400

00aZ.eedf.6114

| Sniffer - |

Registered

Disabled

| 1 v

ICap Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Next Retry Time

Boot Version

105 Version

Mini 105 Version

IP Config

CAPWAP Preferred Mode

DHCP IPv4 Address

Static P (IPvd/IPvE)

RSB R —EEHAE , UEERELNMAPRESY , BT,

o Configuration Successfully Applied

Access Points Data was successfully applied

EENASRMN TEBCLIERAP

SR BEFTEAFERBIEXANAP , XRMAPEHE,

SR ERAPE R,

LB IERAPEE, Ef<AP-name>—APHE B &M,

carcerva- 9k- upg#ap name <AP-nane> name 2802-carcerva-sniffer

SRR EERBEATEEAP,

Support Bundle

17.3.2.32
NIA

NIA

NIA
1.1.2.4
17.3.2.32
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IPva

172.16.0.125
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car cerva- 9k- upg#ap name 2802-carcerva-sniffer mode sniffer

A MAPLUEIRGU IR 8 E

$EB1, 7£9800 WLC GUIA , HE ZConfiguration > Wireless > Access Points.

S5 E82 1EAccess Points B [H L , #’R5 GHz Radio=(2.4 GHz Radioi® 5%, iEEURNIFREFTEM
BE , B R

ﬂ Ilclllsltl:lr_\:' Cisco Catalyst 9800-CL Wireless Controlier Welcomeadmin | & W [ & A @ T Q C g

Configuration ™ > Wireless~ » Access Points

All Access Points

5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

Licensing

Country

SE2ESAP, B— TR TEHARMUBERESTE  HTHIZEHEEContains , REEAAPH
B WTEFR.

'c||'s;_|c; Cisco Catalyst 9800-CL Wireless Controller Welcome admin | #% W B & M@ @ T

_ Configuration™ > Wireless~ > Access Points

== Dashboard All Access Points

@ Monitoring > % 5 GHz Radios

Number of AP(s): 1

Base Radio v  Admin ~ Operation ~ Policy v
- - AP Name ~ [ Slot No MAC Status Status Ta Site Ta w
Administration ke L g ite Tag
2802-carcerva- _ohow items with value that: default-site
; 400 (v} (4] webauth_test e
sniffer Contains v
1 sr‘.iﬁeri
Troubleshooting
24 GHz Rewoce

SER3ZIEAP |, ¥ A)iEConfigure > Sniffer Channel Assignment/& T B Enable SnifferEREx 58 , 0
T BT



"C'I'S'C'L;' Cisco Catalyst 9800-CL Wireless Controller Welcome admin | # ¥

Configure Detail

Dashboard All Access Pi L I
. Antenna A %
Monitoring % 5 GHz Radio:
Antenna B %
Number of AP(s): 1
: Antenna C %
AP Name " Contains
Administration ‘ Antenna D o
AP Name w )
Licensing Antenna Gain 10
- 2802-carcerva- <
sniffer
Troubleshooting : Sniffer Channel Assignment
Enable Sniffing 4
2.4 GHz Radi
Sniff Channel 36 v
Dual-Band R Sniffer IP* 172.16.0.190
Sniffer IP Status Valid
Country
Download Core Dump to bootflash
LSC Provisio

| D Cancel ‘

F B4 #&Sniff Channel T HiZE FiEEChannel , A% # A Sniffer IP address ( £ Wireshark#3 fa]
fREFIPH#bHE ) | WM EFTR.
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Welcome admin
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9800-CL Wireless Controller

Edit Radios 5 GHz Band

Configure

All Access P

U i
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W 5 GHz Radio
Antenna B «
Number of AP(s): 1
. Antenna C «
AP Name " Contains
Antenna D L
AP Name v
Antenna Gain 10

2802-carcerva-

sniffer
: Sniffer Channel Assignment
Enable Sniffing Z
2.4 GHz Rad
Sniff Channel 36 v
Dual-Band R Sniffer |P* 172.16.0.190

Sniffer |P Status Valid

Country

Download Core Dump to bootflash

D Cancel ‘

LSC Provisio

SR EFRERENAPEERKEANBERE.

B'E ZConfigure > RF Channel Assignment AZXELLERE , T BFT o

Edit Radios 5 GHz Band

B EAPLUEIRCLIR#EE

W All Access Pi
Configure Detail
Number of AP(s): 1 —
General [ RF Channel Assignment I
AP ~ AP
Nama Maoda AP Name 2802-carcerva- Current Channel 36
sniffer
2802- AlR-
carcena AP2802| |—.| IChan.-u_-I Width 40 MHz v I
" Admin Status 3
sniffer & B-K9 ENABLED 20 MHz
- Assignment Method
Cleanar AominStatvs  (enasieo otz |
L P
Channel Number BOlkz
" Antenna Parameters 160 MHz
v 5 GHz Radio!
Tx Power Level Assignment
Number of AP(s): 1 Antenna Type I val =

Current Tx Power Level B

AP Name = Antenna Mode Omni
Assignment Method Custom v

2BI02-carcerva- Antenna A 7

sniffer
Transmit Power 6 v

1 Antenna B <



SEB1EAPLRABERIR, BITLHSS :

car cerva- 9k- upg#ap name <ap-name> sniff {dotlla for 5GHz | dotllbfor 2.4GHz | dual - band}

4l -

carcerva- 9k- upg#ap name 2802-carcerva-sniffer sniff dotlla 36 172.16.0.190
fic EWireshark SA Wt 5 32 61 T 15 18

B BB Wireshark,

HER2 ¥ Wireshark$iZ31ZCapture optionsiZEE’R , 41T BT R

A0 mA k@

Capture options

display f

Welcome to Wireshark

SRS MWREBBR—EEHRE, REFEPREERNEFEABER , W TEMRR.

rk - Capture Of

Input Output Options

-
=

Interface | Traffic | Link-layer Header
B utund B5L I00pDack

» utund BSD loopback
» utund BSD loopback

omisci| Snaplen (B) | Buffer (ME) | Monitor
aeTault F

[ I 9

[IET
default

1888
[+

—

> USB 10/100/1000 LAN: en10

[ s =y

(]

[sETI
: wodetten dafould
Wi-Fi: en0 Ethernet
Thunderbolt Bridge: bridge0 Ethernet
Thunderbolt 1: en1 Ethernet
Thunderbolt 2: en2 Ethernet
Thunderbolt 3: en3 Ethernet

default
[{ET
[{ET
[{ET
[{ET

22088 1E
[ T o T T T s T T )

¥ Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: || | Ente apture filter Compile BPFs

35 B84 £ Capture filter for selected interfaces T : #{EH , # Audp port 5555 , 41 T EIFf o



Input  Output  Options

Interface | Traffic | Link-layer Header Promisci| Snaplen (B) | Buffer (MB) | Monitor | Capture Filter
utuns B>U 100pDacK L aerauit £

default
default
default
default
default
default
default
default
default
default

utund —_— BSDloopback
utunb BSD loopback
utuné BSD loopback
USE 10/100/1000 LAN: en10 Ethernet

» Loopback: lo0 Abro.. BSD loopback
Wi-Fi: en0 Ethernet
Thunderbolt Bridge: bridge0 O | - "~ 1 " |
Thunderbolt 1: enl Ethernet
Thunderbolt 2: en2 Ethernet
Thunderbolt 3: en3 Ethernet

QD9S8

udp port 5555

MR R R RN NN NN

S 088888

& Enable promiscucus mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: M udp port 5555 Compile BPFs

HER5.% — T Start , W TEFT R,

Wireshark - Capture Options
Input  Output Options

Interface | Traffic | Link-layer Header | Promise: | Snaplen (B) | Buffer (MB)| Moniter | Capture Filter
P utung B5L I00pDacK (] astauit £

utund BSD loopback
utuns BSD loopback
utuné BSD loopback
USE 10/100/1000 LAN: en10 Ethernet
Loopback: lo0 ettt M. BSD loopback
Wi-Fi: en0 Ethernet
Thunderbolt Bridge: bridgel Ethernet
Thunderbolt 1: en1 Ethernet
Thunderbelt 2: en2 Ethernet
Thunderboelt 3: en3 Ethernet

default
default
default
default
default
e
default
default
default
default

udp port 656656

S AARAE®
RORI R ORI ORI R KRR R

¥ Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: || | udp port 5555 X Compile BPFs

ReEa2ER IR E QAQaQ @

Protocol Signal strength | SSID Time delta from

R MBEWLANGER IR (BIFE R A £8(PSK)) , BRI SHEEAPMATEME A& iR
B XIEF, MNROTAPCAPEEEEWLANEE 2SS K HENREF REHEETR
WECHBOREBEIFHEMRE , BITTERILERE,

HER7. Wireshark TS HEBEBERN T, EHENTETHER  FRBEPRE—17T , £RAR-T
ARUETEE , ARBEZRBR (WEAR) o




]
A A0 mERRE Re>=Ed 3 E

[ | |.-"-_|_:-::|':..' a display filter ... =3/>
Mo. | Time | Dest| Protocol | Source Port | Info

— 1 2021-03-.. 1l.. UDP 5555 5555 - 5000 Len=400
2 2021-83-.. 1.. UDP 5555 5555 - 5000 Len=387
3 2021-063-.. 1.. UDP 5555 5555 -+ 5000 Len=385
4 2021-03-.. 1.. UDP 5555 5555 -+ 5000 Len=400
5 2021-03-.. 1.. UDP 5555 5555 -+ 5000 Len=387
6 2021-03-.. 1.. UDP 5555 5555 -+ 5000 Len=385
7 2021-83-.. 1.. UDP 5555 5555 -+ 5000 Len=400
8 2021-03-.. 55 5555 -+ 5000
9 2021-083-.. 1. UDP Mark/Unmark Packet

10 2021-03-.. 1.. UDP . Ignore/Unignore Packet
11 2021-03—. 1. UDP . SetfUnset Time Reference
12 2021-03-.. 1. UDP T

13 2021-03-.. 1. UDP | Packet Comment...

14 2021-063-.. 1.. UDP  Edit Resolved Name

15 2021-83-.. 1.. UDP ' i

16 2021-03-.. 1. UDP ?Eepp:irzsazll;i:er

17 2021-03-.. 1.. UDP Conversation Filter

18 2021-03-.. 1.. UDP | Colorize Conversation
19 2021-03-.. 1.. UDP . SCTP

20 2021-03-.. 1.. UDP « Follow

21 2021-03-.. 1.. UDP '

22 2021-03-.. 1. UDP , oy

23 2021-03-.. 1l.. UDP —lrgisaskRroicrenaes

24 2021-03-.. 1.. UDP Decode As...

25 2021-03—. 1.. UDP . SNOW PAackKet In New WINnaow [ eyi]

SRS HR—EEHAE, BEFGRAYHEHEE | BIEUTEE : UDPHEGERERMA, 5555
from Value, SIGCOMP from Defaultf:lPEEKREMOTE from Current , 20 T~ BElFf7Ro



Wireshark - Decode As...

Field | Value | Type | Default | Current
LING nart EEEE Intasar hacs A0 SIRCNKME  SIGANKD

UDP port 5555 Integer, base 10 SIGCOMP PEEKREMOTE

HEROE—TOK, HEECHEBILEBFELRD .

FRARERE , BRENERERES EFEERE,
EERFBENEEAE800 GUILEREERSE
S 1, 1£9800 WLC GUI_LEE Z=Configuration > Wireless > Access Points > All Access Points.

SR EEAP, H—THETHBRMUBTRESTE  RTHEEHEEContains , AEZREBAAPR
, WEMR.



I:".Ill_f;nzl'.lllz:ln1 C' LU L:E]J[.EWS 0-CL Wireless Controller

_ Configuration™ > Wireless~ > Access Points

Dashboard W All Access Points

Number of AP(s): 1

AP .ﬂ.l-" w Admin ~ |IP
itatus Al

Mame , .
Show itermns with value that:

¢ Administration carcerva . 17

sniffer sniﬁed

@ Monitoring

Licensing

Troubleshooting

5 GHz Radios
S EB3. 5B FEAdmIn StatusE B EE R BERER | LIKAP Mode 2 & ASniffer , 21~ BT Ro

rhuihe Cisco Catalyst 9800-CL Wireless Controller Welcome admin | & ¥ B & W @ & Q &

CIsSco

Configuration = » Wireless~ > Access Points

W All Access Points

Number of AP(s): 1 “°
o
AP ~ AP - Admin ~J IP ~ Base Radio - | AP ~ | Operation -~ Configuration -~ Policy ~ Site ~ |
Name Model Slots  ~ |Status Address MAC Mode Status Status Tag Tag
2802- AIR- detalin= 4
carcerva-  AP28021- 2 (] 172.16.0.125 a03d.6f92.9400 | Sniffer Registerad Healthy webauth_test ite-t .
sniffer & B-K9 SRS
1 10 w» (v]
E Ala Padica

LAfEf£9800 CLIFESFAPR ARV ERSREN, ETUTHS

car cerva- 9k- upg#show ap name 2802-carcerva-sniffer config general | i Administrative
Administrative State : Enabled

car cerva- 9k- upg#show ap name 2802-carcerva-sniffer config general | i AP Mode
AP Mode : Sniffer

carcerva- 9k- upg#show ap name 2802-carcerva-sniffer config dotll 5Ghz | i Sniff
AP Mode : Sniffer

Sniffing : Enabled

Sniff Channel : 36

Sniffer IP : 172.16.0.190



Sniffer IP Status
: Sniffer

Radio Mode

: Valid

A THFREHESIEEWireshark L& 15, BAH ERUDPEE £802.11 , A2 & Z/Beacon frames , Il

TEMR.

A

I |.-"-_|_:-::|':..' a displ
No.

ay filter

| Time

A© miBN@

| Dest Protocol

RFReDdDEG O E

| Source Port

Infa

1 2021-03-.. B.. Beacon frame,

2 2021-03-.. B.. 8062.11 5555 Beacon frame, SN=23.. -39 dBm
3 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
4 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
5 2021-03-.. B.. 8062.11 5555 Beacon frame, SN=23.. -39 dBm
6 2021-03-.. B.. 8062.11 5555 Beacon frame, SN=23.. -39 dBm
7 2021-03-.. 802.11 Beacon

8 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
9 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
10 2021-83-.. B.. B862.11 5555 Beacon frame, SN=23.. -39 dBm
11 2021-83-.. B.. 882.11 5555 Beacon frame, SN=23.. -39 dBm
12 2021-83-.. B.. 882.11 5555 Beacon frame, SN=23.. -39 dBm
13 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm

SEREBERR

AEIRENEA T ARG E BT,
B8 : Wireshark T E#APEZERFMER,

BRAR  EBEEENE(WMI)SLEREHAZHE Wiresharkf@ 5. EEFRWireshark{a IRE5EWLCH
AWM Z B @ M
HEREA

. Cisco Catalyst 9800 % 5l #EAR 12 HI ST B A E 15/ . Cisco 10S XE Amsterdam 17.3.x — Z£f

D BEEEES RS
. 802.11 AR EE TR ) EL 78 AN
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/content/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sniffer-cg.html
/content/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sniffer-cg.html
/content/en/us/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wireless-Sniffing.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	在Catalyst 9800無線控制器上以監聽器模式設定存取點
	目錄
	簡介
	必要條件
	需求
	採用元件

	設定
	網路圖表
	組態
	通過GUI在監聽器模式下配置AP
	在監聽器模式下通過CLI配置AP
	配置AP以通過GUI掃描通道
	配置AP以通過CLI掃描通道
	配置Wireshark以收集資料包捕獲


	驗證
	疑難排解
	相關資訊


