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RARKIZRAREFFIRHEN —HERFR. CRREFREERIWLANKEENRZERBRE. AETE
FIRATEAR AR RRARBN FMAER | 555 BB A Catalyst 9800 AR AN 25 I i #EARFH

B EEHE.
E—EER : FFmEIISEMARER

MREFFim AR RIEISERME , RIWLCT R FHEMRIIMEE

EAWLANKY BRI

WLCHAIZIZEEIHEMBEIWLAN "cway , CWAEEZIREE BEZR "cwa-policy-profile , 3 H

IEEEFREIAP "BC-3802

<#root>

[client-orch-sm] [17558]: (note): MAC: 4203.9522.e682

Associ ati on received.
BSSID dc8c.37d0.83af,
WLAN cwa

, STot 1 AP dc8c.37d0.83a0, BC-3802

[cTient-orch-sm] [17558]: (debug): MAC:

SSID: cwa

Policy profile: cwa-policy-profile

AP Name: BC- 3802

4203.9522.e682 Received Dotll association request. Processing s

, Ap Mac Address: dc8c.37d0.83a0 BSSID MAC0000.0000.0000 wlan ID: 1RSSI: -46, SNR: 40
[client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition:

S COINT -> S_CO ASSCCI ATl NG

[dotll-validate] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: Dotll validate P2P IE. P2P IE not pr

MACIBE
RIEISE ] Bk 25 E AR

WLCHRZ2R B & FinkIBABIRA R & , 55—

FRHMITMACIEBIR (tEBBAMAB ) , MACBIER —EZ

25%  RBEENERERTFIRHIMACH L , DBEREAFECMMARER,

<ttroot>

[dot11l] [17558]: (info): MAC: 4203.9522.e682 DOT1ll state transition:


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows

S DOT11 INIT -> S DOT11_MAB _PENDI NG <-- The W.Cis waiting for ISE to authenticate the user. It does not

[cTient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_ASSOCIATING -> S
[cTient-auth] [17558]: (note): MAC: 4203.9522.e682 MAB Authentication initiated.

Policy VLAN O, AAA override = 1, NAC = 1 <-- no VLAN is assigned as | SE can do that

[sanet-shim-translate] [17558]: (ERR): 4203.9522.e682 wlan_profile Not Found : Device information attri
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Session Start event called from SANET-SHIM
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wireless session sequence, create context

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] -

authc_list: cwa_authz <-- Authentication nethod |ist used

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] - authz_list: Not present un
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_INI
[auth-mgr] [17558]: (info): [4203.9522.e682:unknown] auth mgr attr change notification is received for
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Retrieved Client IIF ID 0x530002f1
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Allocated audit session id OE1E140A0000000
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Applying policy for WlanId: 1, bssid : dc8
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wlan vlan-id from bssid hdl 0

[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] SM Reauth Plugin: Received valid timeout =
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB aut hentication started for 4203. 9522. e682

[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_AWA
[ewlc-infra-evq] [17558]: (note): Authentication Success. Resolved Policy bitmap:11 for client 4203.952
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_MAB
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_CONTI NUE
' on handle 0x8A000002

<-- | SE server connectivity has been tested, the W.C is about to send the MAC address to | SE

[caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type=1

WLCHISE=iXER

WLCEISE&ARADIUS Access-RequestERlE , EFESERWLANEIT S HERENE SR
MAC it

<#root>

[radius] [17558]: (info): RADIUS: Send
Access- Request

to

<i se-i p-addr>: 1812



id 0/
28

, len 415

<-- The packet is traveling via RAD US port

1812. The "28"

is the

[radius] [17558]: (info): RADIUS: authenticator e7 85 1b 08 31 58

[radius] [17558]: (info): RADIUS:

42039522e682

<-- MAC address that is attenpting to authenticate

[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:

servi ce-type=Cal | Check

User-Name

User-Password
Cisco AVpair

<-- This indicates a MAC filtering process

[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:

nmet hod=nmab

Framed-MTU

[1]

[2]
[1]

[12]

Message-Authenticator[80]

EAP-Key-Name
Cisco AVpair
Cisco AVpair

<-- Controller sends an AVpair wi th MAB net hod

[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:

Cisco AVpair
Cisco AVpair
NAS-IP-Address

<wm -i p-addr> <-- W.C WM | P address

[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:

ci sco-w an- ssi d=cwa

<-- SSID and WLAN the client is attenpting to connect

[radius] [17558]: (info): RADIUS:

w an- profil e- nane=cwa

[radius] [17558]: (info): RADIUS: Called-Station-Id
[radius] [17558]: (info): RADIUS: Calling-Station-Id
[radius] [17558]: (info): RADIUS: Airespace-WLAN-ID

NAS-Port-Id
NAS-Port-Type
Cisco AVpair

Cisco AVpair

[102]

[1]
[1]

[1]
[1]
[4]

[87]
[61]
[1]

[1]

[30]
[31]
[1]

14

session ID and it is unique for every

ee 91 - 17 46 82 79 7d 3b c4 30

18 *

25

43
12

26
14

17

30

32

32
19
6

1485

18 ...

"audit-session-i1d=0E1E140A0000000C8E?2

"client-iif-id=1392509681"
"vlan-id=1000"

"capwap_90000005"
802.11 wireless [19]

"dc-8c-37-d0-83-a0:cwa"
"42-03-95-22-e6-82"
1



[radius] [17558]: (info): RADIUS: Nas-Identifier [32] 9 "BC-9800"
[radius] [17558]: (info): RADIUS: Started 5 sec timeout

AR AVEZISEERR "BMEE, . ERABEIWLCHEERETNR-EREE. EX
HEEAERBRERBRERNEEREMER,

AV-Pairs R~ :

- ACLEH

- EEMAURL
 VLANZ B

- BREEREE

- ENRERR

ISEELEWLCEER



MRISEFEZFWLCEIEAMACH L , BIISEEiXAccess-Accept RADIUSE ¥, 1RIBISEERE , W0
RERRHMMACHbHE |, ISEXEESCHBERE, WNWRERAccess-Reject , BIRREISE LFE
TERBHREREE.,

<#root>
[radius] [17558]: (info): RADIUS: Received from id
1812

/
28

<i se-i p-addr>
:0,
Access- Accept

, len 334

<-- The packet is traveling via RADI US port 1812 and is has a session ID of 28 (as a response to the abc

[radius] [17558]: (info): RADIUS: authenticator 14 0a 6c f7 01 b2 77 6a - 3d ba fO ed 92 54 9b d6
[radius] [17558]: (info): RADIUS: User-Name [1] 19

42-03-95-22- E6- 82

<-- MAC address of the client that was authorized by |ISE

[radius] [17558]: (info): RADIUS: Class [25] 51
[radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ...
[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 31 0"

url -redirect-acl =cwa- ac

<-- ACL to be applied to the client

[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 183 "
url-redirect=https://<ise-ip-addr>:8443/portal /[...]

<-- Redirection URL for the client

[radius] [17558]: (info): Valid Response Packet, Free the identifier
[eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle 0xB0000039
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB recei ved an Access- Accept

for 0x8A000002
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '



MAB_RESULT

' on handle 0x8A000002
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from MAB,

Aut h event success

HREISEEKREFANWLCERE

WLCEERISERZINFTEEN. BB , ciSEARYERISEEENEREVNEREREER
o BN, WLCEAEAZERRHMACL, MBREWLANLEAFAAAA Override , BIFTE%£EWLCH
LWEE,

<#root>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< usernane 0 "42-03-95-22-E6-82">> <-- Processing username received from|SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<

url-redirect-acl 0 "cwa-acl"
>>

<-- Processing ACL redirection received froml SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<<

url-redirect 0 "https://<ise-ip-addr>:8443/portal/[...]"
>>

<-- Processing URL redirection received froml SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< audit-session-id 0 "OE1E140A0000000C8E2DA642">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]l>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

Recei ved User - Nanme 42-03-95-22- E6- 82



for client 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User profile is to be applied
. Authz mlist is not present,
Authc mist cwa_authz

,session push flag is unset
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): Central Webauth URL Redirect,

Received a request to create a CWA session

for a mac [42:03:95:22:e6:82]

{wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [17558]: (info): [0000.0000.0000:unknown] Retrieved zone id
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): No parameter map is associated with mac 4203.9522.e682
{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = cwa- ac

{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redirect = https://<ise-ip-addr>:8443/portal/[...]

{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User Profile applied

successful ly

for 0x92000002 -

REPLACE

<-- WLC replaces the user profile it had originally created

MAB B 15 B 5% 5T’

B EREFRNEAEREERR  WLCHTHRETFIRNWMACH I, MRIEISEEKH
ACLFAFERWLCE , AIWLCHAHEZIMAEEZER , KILREPLACERER XM , B
MABS B th KB, ERERBEEZETRE.

<tfroot>

{wncd_x_R0-03}{1}: [mm-client] [17558]: (debug): MAC: 0000.0000.0000 Sending pmk_update of XID (0) to (M
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682

MAB Aut hentication success

{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTH F_MAB_AUTH_DONE



{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing MAB authentication

CO_AUTH_STATUS_SUCCESS

WLCE % F i &% BB E e

BE  FEFWERKBISERMRELEERAT ERNACL , W.CEBKREOFFinEXEMER, B
i, EAEITUEREERTER,

<tfroot>

{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0O-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 dotll send association response.

Sendi ng associ ati on response

with resp_status_code: 0

{wncd_x_R0-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 Dotll Capability info bytel 1, byte2: 1
{wncd_x_R0-0}{1}: [dotll-frame] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: skip build Assoc Resp
{wncd_x_R0O-03}{1}: [dotll] [17558]: (info): MAC: 4203.9522.e682 dotll send association response. Sending
{wncd_x_R0O-03}{1}: [dotll] [17558]: (note): MAC: 4203.9522.e682 Association success. AID 1, Roaming = Fa
{wncd_x_R0O-0}{1}: [dotll] [17558]: (info): MAC: 4203.9522.e682 DOT1ll state transition: S_DOT11_MAB_PEND

S_DOT11_ASSOCI ATED

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

Station Dot 11 association is successful

L2Ea =&

RiFE FinE EWLANEIBH G L R IEERIBE |, L2508E "RB. . BR , ERLEHTL2EH
BE , RAUSTHTIEMABS HiE. BEFIRGMEITTRL2HDE8E

<#root>
{wncd_x_R0-03}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682
Starting L2 authentication

. Bssid in state machine:dc8c.37d0.83af Bssid in request is:dc8c.37d0.83af

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0O-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 L2 WEBAUTH Authentication Successf
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTH F_L2_WEBAUTH_DONE

{wncd_x_R0-03}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

L2 Authentication of station is successfu



., L3 Authentication : 1

BEREE

WLCHE RIS MG ERNER &R , MEREATLUEBRKREH

<#froot>

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{mobiTlityd_RO-0}{1}:
{mobiTlityd_RO-0}{1}:
{mobiTlityd_RO-0}{1}:
{mobiTlityd_RO-0}{1}:
{mobi1ityd_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[client-orch-sm] [17558]: (note): MAC: 4203.9522.e682 Mobility discovery triggered. C
[cTient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
[mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT -
[mm-cTient] [17558]: (info): MAC: 4203.9522.e682 Invalid transmitter ip in build clie
[mm-cTient] [17558]: (debug): MAC: 4203.9522.e682 Sending mobile_announce of XID (0)
[mm-client] [18482]: (debug): MAC: 4203.9522.e682 Received mobile_announce, sub ty
[mm-transition] [18482]: (info): MAC: 4203.9522.e682 MMFSM transition: S_MC_INIT -
[mm-cTient] [18482]: (debug): MAC: 4203.9522.e682 Add MCC by td1 mac: client_ifid
[mm-client] [18482]: (debug): MAC: 4203.9522.e682 Sending capwap_msg_unknown (100)
[mm-cTient] [18482]: (debug): MAC: 0000.0000.0000 Sending mobile_announce_nak of X
[mm-client] [17558]: (debug): MAC: 4203.9522.e682 Received mobile_announce_nak, sub t
[mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT_W
[mm-cTient] [17558]: (info): MAC: 4203.9522.e682 Roam type changed - None -> None
[mm-cTient] [17558]: (info): MAC: 4203.9522.e682 Mobility role changed - Unassoc -> L
[mm-cTient] [17558]: (note): MAC: 4203.9522.e682 Mobility Successful. Roam Type None,

[cTient-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing mobility response f
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb

[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re

[cTient-auth] [17558]:
[cTient-orch-state] [17558]:

(note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
(note): MAC: 4203.9522.e682 Client state transition: S_C

S_CO DPATH PLUVB_| N_PROGRESS

{wncd_x_R0-0}{1}:

dient

[dotl1l] [17558]: (note): MAC: 4203.9522.e682

dat apath entry paranms

- ssid:training_cwa,slot_id:1 bssid ifid: 0x0, radio_ifid: 0x90000003, wlan_ifid: 0xf0400001

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS dpath create params
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[avc-afc] [17558]: (debug): AVC enabled for client 4203.9522.e682

[dpath_svc] [17558]: (note): MAC: 4203.9522.e682

Client datapath entry created

for ifid 0xa0000001

EAFEREDOIPibit

RinEAEEEIPHU F A RKEER ., ©2RKBDHCPEN., MEFHEUGEERB , X8
REHRIPut | BIEBBEDHCPERE, MRFERAEELZWRIPHuE | BIRIREREEERHT WebP
F. &8, eBATRESE -



1. DISCOVERE R BEABERERNEFFinEE , UEHEM T AHDHCPH RS

2. BB AWDHCP{RREE , DHCPRIFREE M LIOFFERM LR, IRBABR I LK P IMIGE
REFImNIPHu, HAKBEENR, EEDHCPRIREFKEIFFZOFFER

3. BEFIRIESKHAET —AMAREMNOFFER , YU REQUESTE FEFMERY P 1t

4. &% , DHCPfARSFME FInEARIRER S , o B H#FHIPH

WLCERC Sk F & im B B IP ALt Y 75 5%

<#root>
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S CO | P_LEARN | N_PROGRESS

{wncd_x_R0-0}{1}: [client-iplearn] [17558]: (info): MAC: 4203.9522.e682 IP-learn state transition: S_IP
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0O-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER,

giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682
{wncd_x_R0O-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682
{wncd_x_R0O-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000

SI SF_DHCPREQUEST



, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

SI SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info):

SI SF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:
(info): TX:

{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

SI SF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:

{wncd_x_R0-0}{1}: [cTlient-iplearn] [17558]: (note):

Client IP learn successful. Method: DHCP

IP: <end-user-ip-addr>
{wncd_x_R0-0}{1}: [epm] [17558]: (info): [0000.0000
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203
{wncd_x_R0-0}{1}: [cTlient-iplearn] [17558]: (info):
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]:

| PLEARN_METHOD_DHCP

L3S BT R A

(info): TX:

RX:

(debug):

.e682
DHCPv4 from interface capwap_90000005 on vlan 1000

.e682
DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682
DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682
MAC: 4203.9522.e682

.0000:unknown] HDL = 0x0 vlan 1000 fail count O dirt
.9522.e682:capwap_90000005] auth mgr attr change not
MAC: 4203.9522.e682 IP-learn state transition: S_IP
MAC: 4203.9522.e682 Received ip learn response. me

RE , RimEAECSWEIPHbL | L3S HRBLARAINEAMES KRR A EZHNCWARLE,

<tfroot>

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[cTient-orch-sm] [17558]: (debug)
[client-orch-state] [17558]:
[client-auth] [17558]:

L3 Authentication initiated. CWMWA

IEEIPih b AIE

ATREER K BEFRLEFATMEARPER

: MAC: 4203.9522.e682 Triggered L3 authentication. s

(note): MAC: 4203.9522.e682 Client state transition: S_C
(note): MAC: 4203.9522.e682

1. BEBEHMARLEHIPibit, MRRIKEAENIPHIUBARPEE , I REE/MNIPiI

2. REWEBANANEM, ERA T AT Fin 7] AEEE

<tfroot>

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[client-auth] [17558]:
[sisf-packet] [17558]:

Mk, ARPIEIE AR E MR

(info): MAC: 4203.9522.e682 Client auth-interface state transi
(debug): RX: ARP from interface capwap_90000005 on vlan 1000 S



ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

4203.9522.e682 ARP target MAC: 0000.

[sisf-packet]

4203.9522.e682 ARP target MAC: 0000.

[sisf-packet]

4203.9522.e682 ARP target MAC: 0000.

[sisf-packet]

4203.9522.e682 ARP target MAC: 0000.

[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

[17558]: (debug): TX:

[17558]: (debug): RX:

[17558]: (debug): TX:

[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.0000 ARP sender IP: 0.0.0.0, ARP
ARP from interface capwap_90000005 on

0000.0000 ARP sender IP: 0.0.0.0, ARP
ARP from interface capwap_90000005 on

0000.0000 ARP sender IP: 0.0.0.0, ARP
ARP from interface capwap_90000005 on

0000.0000 ARP sender IP: 0.0.0.0, ARP
ARP from interface capwap_90000005 on

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

vlan 1000

vlan 1000

vlan 1000

vlan 1000

ARP sender IP: 0.0.0.0, ARP target IP:
interface capwap_90000005 on vlan 1000

ARP sender IP: 0.0.0.0, ARP target IP:
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP

target IP:

S

target IP:

S

target IP:

target IP:

S

S

S

S

S

S

S

S

S

t

interface Tw0/0/0 on vlan 1000 Source MA



ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

000c.290e.1c37
[sisf-packet]

000c.290e.1c37
[sisf-packet]

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: 10.20.30.17, ARP target I
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: 10.20.30.17, ARP target I
interface Tw0/0/0 on vlan 1000 Source MA



ARP REQUEST,

ARP sender MAC: dca6.32d2.e93f ARP target MAC: 0000.0000.0000
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (debug): TX: ARP from

ARP REQUEST,

ARP sender MAC: dca6.32d2.e93f ARP target MAC: 0000.0000.0000
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (debug): RX: ARP from

ARP REPLY,

ARP sender MAC: 4203.9522.e682 ARP target MAC: dca6.32d2.e93f
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (debug): TX: ARP from

ARP REPLY,

ARP sender MAC: 4203.9522.e682 ARP target MAC: dca6.32d2.e93f

E_EER  BERIHEIRE

ARP sender IP: <dhcp-server-ip-addr>, AR
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t

LR, RinEAESRKEBISENMACH I HETHHRE K EAESTZLEE. WLCXER
RBEISELBREEF REHIMEE, L, AOKERAEAE  CRAELEEHEDRALER
EZBNEE. EWLCLE , JUBRKRImFEAEZERER "Web Auth Pending . AREE,

RERE(CoA)

LTRWLCHESR "XECoA, WENMME, Hltml , —EfMAACL. ERIEEREREIAQD
MRu® , TEMEAACL, RATCAEREAEREMNEQAAOME, I K FEFiREALREUR
A, LR EICoOAERLE EFNRERT Fin. WLCERBEEINER L AZHEEIIISE



&R . CoAERIE1700, FREMRMAMBARELE,

<#root>

{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002]
Processi ng CoA request

under CH-ctx.

<-- |ISE requests the client to reauthenticate

{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002] Reauthenticate request (0Ox
{wncd_x_R0O-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB re-aut hentication started

for 2315255810 (4203.9522.e682)



<-- I SE requests the W.C to reauthenciate the CoA

{wncd_x_R0-03}{1}: [aaa-coa] [17558]: (info): radius coa proxy relay coa resp(wncd)
{wncd_x_R0-0}{1}: [aaa-coa] [17558]: (info):

CoA Response Details

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << ssg-command-code 0 32 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << formatted-clid 0 "4203.9522.e682">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << error-cause 0 1 [

Success
1>>

<-- The WLC responds with a sucess after processing the packet to be sent to |ISE

[aaa-coa] [17558]: (info): server:10.20.30.14 cfg_saddr:10.20.30.14 udpport:64016 sport:0, tableid:0ide
[caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER]

CoA response sent <-- The W.C sends the CoA response to |SE

ISERY 8 =X B 19 B &%

E_EEORETERETHAG., EREE-SItRNED. FHRBF/HAV paris 7] LAFE A A 6
&, £ —{BAccess-Accept EIREIMWACLMEERURLFBHE IR IHFERE,

WLCH ISEEIAFER

WLCE i A B9 £ & & /2 154E 4 [ ISEEIE HHYRADIUSAccess-Requestpacket, 1E#S il 2% #t
FMABE B 5:FE , WEHHRISEERMEEFin , SERFNKRKE (Hlw , RFHFBFFTE) .

<#root>
{wncd_x_R0O-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '
MAB_REAUTHENTI CATE

' on handle 0x8A000002
{wncd_x_R0-0}{1}: [caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Send

Access- Request
to

<i se-i p-addr>: 1812
id 0/

29

, len 421

<-- The packet is traveling via RADIUS port 1812. The "29" is the session ID and it is unique for every

{fwncd_x_R0O-0}{1}: [radius] [17558]: (info): RADIUS: authenticator c6 ae ab d5 55 c9 65 e2 - 4d 28 01 75



RADIUS:

{wncd_x_R0-0}{1}: [radius] [17558]: (info):
User - Nanme
[1] 14 "
42039522e682
<-- MAC address that is attenpting to authenticate

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: User-Password [2] 18 *
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Cisco AVpair

[1] 25
"service-type=Call Check" <-- This indicates a MAC filtering process
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Framed-MTU [12] 6 1485
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ...
{fwncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: EAP-Key-Name [102] 2 %
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Ci sco AVpa
r [1] 12
"met hod=mab" <-- Controller sends an AVpair with MAB net hod
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 26 "client-iif-i1d=1392
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 14
vlan-id=200"
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
NAS- | P- Addr ess

[4] 6

<wm -i p-addr> <-- W.C WM | P address
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Id [87] 17  "capwap_90000005"
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Type [61] 6 802.11 wireless [19
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Cisco AVpair

[1] 30

"ci sco-w an-ssi d=cwa" <-- SSID and WLAN t he

{wncd_x_R0-0}{1}: [radius] [17558]: (info):
Cisco AVpair
[1] 32

"w an-profil e-nane=cwa"

client

RADIUS:

is attenpting to connect



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

ISEEFEWLCFER

[radius]
[radius]
[radius]
[radius]
[radius]

[17558]:
[17558]:
[17558]:
[17558]:
[17558]:

(info):
(info):
(info):
(info):
(info):

RADIUS: Called-Station-Id [30] 32 "dc-8c-37-d0-83-a0:
RADIUS: Calling-Station-Id [31] 19 "42-03-95-22-e6-82"
RADIUS: Airespace-WLAN-ID [1] 6 1

RADIUS: Nas-Identifier [32] 9 "BC-9800"

RADIUS: Started 5 sec timeout

ISEE{TRIEER , MRKIWFERAERBERTREEERTE , RISEBXEEWLC , EIH

WLANHY & FF i iE 4% o

CEROKRRERENERESTE, WREISELEE , FI/AVHE B N/HAVE

AIERARERE , BRI B 1EAccess-Accept E B F B

<#root>
{wncd_x_RO-0}{1}:

1812/ 29

<i se-i p- addr >
:0,
Access- Accept

, len 131

<-- The packet is traveling via RAD US port

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

User - Nane
[1]

cwa- user nane

[radius] [17558]:

[radius] [17558]:
[radius] [17558]:

14 "

(info)

(info)
(info)

<-- Username entered by the end client on

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

[radius] [17558]:
[radius] [17558]:
[radius] [17558]:
[radius] [17558]:

(info):
(info):
(info):
(info):

: RADIUS: Received from id

1812 and is has a session ID of 29 (as a response to the abc

: RADIUS: authenticator a3 b0 45 d6 e5 le 38 4a - be 15 fa 6b
: RADIUS:

the portal that was shown

RADIUS: Class [25] 51 ...

RADIUS: Message-Authenticator[80] 18 ...

RADIUS: Cisco AVpair [1] 22 "profile-name=Unknown"
Valid Response Packet, Free the identifier

[eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle OxEE00003

[mab] [17558]:

MAB recei ved an Access- Accept

for 0x8A000002
{wncd_x_RO-0}{1}:

MAB_RESULT

[mab] [17558]:

' on handle 0x8A000002

(info):

(info):

[4203.9522.e682:capwap_90000005]

[4203.9522.e682:capwap_90000005] Received event '



{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):

MAB, Auth event success

REISEEKREFANWLCERE

[4203.9522.e682:capwap_90000005] Authc success from

WLCHBIXREISEEKNEN. EEARISEEVNMEH €A EHITS —REPLACER %,

<#root>
[aaa-attr-inf] [17558]: (info):

<< usernane 0 "cwa-usernane">> <--

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info)

Processi ng usernane received froml| SE

<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info)
<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]:

(info):

[4203.9522.
[4203.9522.
[4203.9522.

[4203.9522.

<< audit-session-id 0 "OE1E140A0000000C8E2DA642">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]>>

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):
Recei ved User - Nane cwa- user namne

for client 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):
User profile is to be applied.

Authz mlist is not present,
Authc mist cwa_authz

,session push flag is unset
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info):

User Profile applied

successful ly

for 0x92000002 -

[4203.9522.

e682:
e682:
e682:

e682:

e682:

capwap_90000005] auth mgr attr change not
capwap_90000005] auth mgr attr change not
capwap_90000005]

capwap_90000005]

capwap_90000005]

REPLACE <-- WL.C replaces the user profile it had originally created



L3S 17 BR R ST A
RinEAERECHEAREERET T HORE, L3HFOHRE (WebHDEBE ) EXMK.

<#root>
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682
L3 Aut hentication Successful

. ACL:[]
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTHI F_WEBAUTH_DONE

{wncd_x_R0-03}{1}: [ewlc-qgos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb

{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
{wncd_x_R0-03}{1}: [errmsg] [17558]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: Username entr

cwa- user nane
) joined with ssid (
cwa

) for device with MAC: 4203.9522.e682 <-- End user "cwa-username" has joined the WLAN "cwa"
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : username 0 "

Cwa- user nane

"]

{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : class 0 43 41
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute :bsn-vlan-interface-name 0 "MGMT"
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute : timeout 0 1800 (0x708) ]
{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS run state handler

KimfEAEEWLC EEZERIRUNARAE

K% , ERAEBERSMEREILEWLANEE,

<#root>
{wncd_x_R0-0}{1}: [rog-proxy-capwap] [17558]: (debug):
Managed client RUN state

notification: 4203.9522.e682
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S_CO_RUN
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
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