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BE)
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AR AESRACENISSUXENFMEE , Fa BRI HEREARISSU),

AEREFTE

HEERMECEMF S B AR A RABRTIRA , B8RS EE (£ 980012 Hl28 LW RIBHEBEH
MBEEEH S,

- BBEADPRGTHEHSESTEENTEE |, AWiktbootllash : packages.conff #

<#root>

WLCH

show version | i Installation node
Instal |l ati on node is

I NSTALL



W.CH

show boot

BOOT variable =

boot f | ash: packages. conf

125

CONFI G_FI LE variable =

BOOTLDR vari abl e does not exi st
Configuration register is 0x2102

St andby BOOT variable =
boot f| ash: packages. conf

,12;

St andby CONFI G_FI LE variable =

St andby BOOTLDR vari abl e does not exi st
St andby Configuration register is 0x2102




AR HREEXTZEISSU, ARMMETERNENR , F2HE K Catalyst 9800 R

EHRR LR REXARMTRHA.

- EARMEREESHEENZHHROMMONRZE,

<#root>
WLCH

show rom nonitor chassis active r0

BHEREFBARYERE,

Syst em Boot strap
Version 16.12(3r)

, RELEASE SOFTWARE

Copyright (c) 1994-2019 by cisco Systens,

W.CH

show rom nonitor chassis standby rO

I nc.

Syst em Boot strap
Version 16.12(3r)

, RELEASE SOFTWARE

Copyright (c) 1994-2019 by cisco Systens,

I nc.



i F2E A RKCisco Catalyst 9800 R 1Z ATIZ
MAKBRE,

. H{RHA SSOE B BETLER,

<#froot>
WLC#

show chassis rm

Chassis/Stack Mac Address
Mac persistency wait time: Indefinite
Local Redundancy Port Type: Twisted Pair

State

SREHEM 5 B DR E BT M rommon &

: f4bd.9e57.9d80 - Local Mac Address

H/W Current
Chassis# Role Mac Address Priority Version
*1 Active  f4bd.9e57.9d80 2 V02



169.254.10.2 NA

<--Both Chassis in Ready state

2 Standby f4bd.9e57.8b20 1 V02
Ready

169.254.10.4 NA

ABURENHES  BEHFEHF[EN "REAL M TEALER. K&, A, FHKEANR
RYEEREIRDTY  YRRTTER TREL RE.

<ffroot>
WLC#

show r edundancy

Redundant System Information :
Available system uptime = 8 hours, 38 minutes
Switchovers system experienced = 0
Standby failures = 0
Last switchover reason = none
Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications =

Up

Current Processor |Information

Active Location = slot 1
Current Software state

ACTI VE

Uptime in current state 8 hours, 38 minutes
Image Version Cisco I0S Software [Cupertino], C9800 Software (C9800_IOSXE-K9), Versi
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2023 by Cisco Systems, Inc.
Compiled Fri 20-0ct-23 10:28 by mcpre
BOOT =

boot f | ash: packages. conf

,12;

CONFIG_FILE
Configuration register = 0x2102
Recovery mode Not Applicable
Fast Switchover = Enabled


http://www.cisco.com/techsupport

Initial Garp = Enabled
Peer Processor |nformation
Standby Location = slot 2

Current Software state

STANDBY HOT

Uptime in current state = 8 hours, 35 minutes
Image Version = Cisco I0S Software [Cupertino], C9800 Software (C9800_IOSXE-K9), Versi
Technical Support: http://www.cisco.com/techsu
Copyright (c) 1986-2023 by Cisco Systems, Inc.
Compiled Fri 20-0ct-23 10:28 by mcpre
BOOT =

boot f| ash: packages. conf

,12;

CONFIG_FILE

Configuration register = 0x2102

« ¥PAC9800-CL , fFfshow romvaris B EMERE ST EEHENHANE

<#froot>
WLC_CL#

show ronvar

ROMMON variables:
SWITCH_NUMBER = 1
CHASSIS_HA_IFNAME = GigabitEthernet3

<<< Sane HA interface

CHASSIS_HA_IFMAC = XX:XX:XX:XX:XX:XX
SWITCH_PRIORITY = 2

WLC_CL-stby#

show ronvar

ROMMON variables:
SWITCH_NUMBER = 2
CHASSIS_HA_IFNAME = GigabitEthernet3

<<< Sane HA interface

CHASSIS_HA_IFMAC = YY:YY:YY:YY:YY:YY
SWITCH_PRIORITY = 1


http://www.cisco.com/techsupport

WRHAN ERETE , AITNEZE-EINTISSU, FE2RAEREERERD

7 . BRHA SSOREMBENESFMET , MR Catalyst 9800/ A A ESSORIE
AP F,

- #{Rbootflashie i EAEFE R HIBR N RAEFRFREERE , XRARTHAZAEL/HA
BARPH =1,

<{froot>
WLC#

dir bootflash: | in free

26458804224 bytes total (



21142224896 bytes free
)

WLC#

dir stby-bootflash: | in free

26458804224 bytes total (

21293092864 bytes free

)

W RbootflashFHZEE AR E , 55ZE B E Ainstall remove inactivein FEEE L EESE,

<tfroot>

WLC#

install renove inactive

install_remove: START Mon Feb 12 18:40:00 UTC 2024
install_remove: Removing IMG
Cleaning up unnecessary package files

The following files will be del eted: <-- Review files to be deleted

[RO]: /bootflash/C9800-CL-rpboot.17.09.04.SPA.pkg

[R1]: /bootflash/C9800-CL-rpboot.17.09.04.SPA.pkg

[RO]: /bootflash/C9800-CL-universalk9.17.12.01.SPA.bin
[R1]: /bootflash/C9800-CL-universalk9.17.12.01.SPA.bin
[RO]: /bootflash/C9800-CL-mono-universalk9.17.09.04.SPA.pkg
[R1]: /bootflash/C9800-CL-mono-universalk9.17.09.04.SPA.pkg

Do you want to renove the above files? [y/n] y

- REBTNREAMRE, BEEHBLZEHFEAPRAREINEE  BOINWREALEETRE "
C. ,&®7=Ah "ERBLEHER. .
ERARBEPIBRBEMANWHE , FFEMAshow install summaryii % :

<#root>
WLC#

show install summary

[ Chassis 1/R0 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted



Type St Filename/Version

IMG C 17.09.04a.0.6 <-- Only one version can be activated and comm tted.

Auto abort timer: inactive

- fEMshow issu state detailis T EFEISSUAEE , #ERZHE "No ISSU operation is progress

o

<#root>
W.CH
show i ssu state detail

Current |SSU Status: Enabl ed
Previous | SSU Operation: NA

Syst em Check St at us

Pl at form | SSU Support Yes

St andby Onli ne Yes

Aut oboot Enabl ed Yes

SSO Mode Yes
Install Boot Yes

Val id Boot Media Yes

Qper ati onal Mode HA- REMOTE

No | SSU operation is in progress <-- If different consider abort any previous |SSU process.



AR ERBRREARBERZHAR , Wil R EISSUARIBREF HBREMERFER,



T BEEISSUAHRINER |, 552 BIEE : #fCisco Catalyst 9800 R B EAF IR HI 2T Eh B8 HL B
ERETREPERBARNRA, RNE , EISSUFARE , &AL HAredundancy force-
switchoverp 5 [ER 2 £ 13 25,

EERE
FIREY R

WMRTFTPAMRBFELER , RIS REERRE,

<tfroot>

install_add: START Tue Feb 6 18:12:02 Pacific 2024
Downloading file tftp://10.31.104.72//ayhusain/C9800-L-universalk9_wlc.17.09.05.SPA.bin
FAILED:

Failed to download file



tftp://10.31.104.72//ayhusain/C9800-L-universalk9_wlc.17.09.05.SPA.bin:

Ti med out

BRF R MRTFTPARBREMBAL A AILGRE , REERAHMERE B U EHFRREREHE

=,
P2 : REEADIEE
MEAKEEERESFEREBUERTMPER

<tfroot>

install_add: START Tue Feb 6 18:54:46 Pacific 2024
FAILED: 1install_add : bootflash:C9800-L-universalk9_wlc.corrupt_17.09.05.SPA.bin

is not valid file

or cannot be handled by install CLI.

R A R - £ Averify md5in T REARREMDSRB M TH ., MREXNBEFMEE , BKRE HHCiscok
RTHMBUBXTHBRG , WiGH EESEHEE, WREMttpRKRES , FEARERUZHEMHIEN
BE , UREERIEHR,

<#root>

WLC#

verify /md5
bootflash:C9800-L-universalk9_wlc.17.09.05.SPA.bin

verify /md5 (bootflash:C9800-L-universalk9_wlc.17.09.05.SPA.bin) =

07ff 2f59787530d2814874ea39416b46



BN ABEGSHREREEYHEAMEESOPNER  FELEINEREHE
C9800tREIFEEEE.

BRE3 : TAFLZEERE,
R E T RAPTE T 2812 Hinstall activate issufs$ , Bl A REA,

<ttroot>

install_activate: START Tue Feb 6 19:09:10 Pacific 2024

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(q) to exit, you may save configuration and re-enter the command. [y/n/q]

y



Building configuration...

[OKIModified configuration has been saved
install_activate: Activating ISSU

NOTE: Going to start Activate ISSU install process
STAGE 0: System Level Sanity Check

--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---

--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---

--- Verifying Platform specific ISSU admission criteria ---

CONSOLE: FAILED: Install operation is not allowed.

Reason -> AP pre-image downl oad is mandatory for hitless software upgrade

Action -> Trigger AP pre-image download.
FAILED: Platform specific ISSU admission criteria
ERROR: install_activate exit(2 ) Tue Feb 6 19:09:43 Pacific 2024

BRAR : FEEBERT , 5 E1Tap image pre-downloadfi ¥ , REEAPTE TH TR E T EERK
A, MRAPTHEHZEIE , FRFBAPHIEHIEE 2 EH R,

<#froot>

WLC#terminal monitor
WLC#

ap i mage predownl oad

*Feb 12 13:26:21.829: %UPGRADE-5-AP_SW_UPDATE_LOG_MSG: Chassis 1 R0/0: wncmgrd: AP SW update PREPARE:

predownl oad is in progress

WLC#

show ap i mage

Total number of APs : 9
Number of APs

Initiated : O

Downloading : O
Predownloading : 0

Completed downloading : 1
Completed predownloading : 1
Not Supported : O

Failed to Predownload : 0O

Predownl oad in progress : Yes

AP Name Primary Image Backup Image Predownload Status Predownload Version Next Retry Time Retry Count M

AP00f6.63c8.6al4 17.9.4.27 17.9.5.47 Complete 17.9.5.47 0 O CAPWAP



AP38ED.18C6.0C60 17.9.4.27 17.9.5.47 None
AP70D3.79D6.0A00 17.9.4.27 17.9.5.47 None
AP7488.BB66.1CF2 17.9.4.27 17.9.5.47 None
AP4C71.0DC8.9D3A 17.9.4.27 17.9.5.47 None
AP6C71.0DF4.29CC 17.9.4.27 17.9.5.47 None
APA4B2.3986.C900 17.9.4.27 17.9.5.47 None
APC828.E56F.6190 17.9.4.27 17.9.5.47 None
APA453.0E5B.3E30 17.9.4.27 17.9.5.47 None

WLC#

*Feb 12 13:36:32.832: %UPGRADE-5-AP_SW_UPDATE

AP SW update Predownl oad i s successfu

<-- AP predownl oad conpl et ed

WLC#

install activate issu

install_activate: START Mon Feb 12 13:26:50 Pacific 2024

install_activate: Activating ISSU

*Feb 12 13:26:50.895: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install ac

NOTE:

Going to start Activate I1SSU install process

EﬁEE4-: §§f§[]5§§§UBLﬁﬁﬁgH&2Fn

ISSUARHIEN —BEREHR , RREARTREBEASBTEREIGIHMRAE, ERRERA
FMGEERHAR K S@EXASPILFEES, NRESEESHFMEZABE , AIRERERE
ik RESEHEHAL A KBREGHN RHRARE,

FORAR  ERRIREE  BRMARE Ninstall activate issus i S HIG/NEF ( TERREER ) A%H T

coococoocooo
cooocoooo
cooocoooo
coococooooo

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

_MSG:

[eNeNeNoNoNeNe Nl

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Chassis 1 R0/0: wncmgrd:

install commity @5 , BRIRFAIURETRIBHRIMLE,

<tfroot>
WLC#

show i ssu state detai

Current ISSU Status: |In Progress

Previous ISSU Operation: N/A

System Check Status
PTatform ISSU Support Yes
Standby Online Yes
Autoboot Enabled Yes

SSO Mode Yes

<-- Then activate | SSU upg



Install Boot Yes
Valid Boot Media Yes
Operational Mode HA-REMOTE

Added Image:
Name Compatible

17.09.05.0.6450 Yes

Operation type: Step-by-step ISSU

Install type : Image installation using ISSU
Current state : Activated state

Last operation: Switchover

Completed operations:
Operation Start time

Activate location standby chassis 2/R0 2024-02-12:13:27:12

Activate location active chassis 1/R0 2024-02-12:13:38:43

Switchover 2024-02-12:13:43:10

State transition: Added -> Standby activated -> Active switched-over

Auto abort tinmer: automatic, remaining tinme before rollback: 04:25:37

Abort Reason: N/A
Running image: bootflash:packages.conf
Operating mode: sso, terminal state reached

WLC#

show install summary

[ Chassis 1/R0 2/R0 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

<- -

Renai ning time before rol

IMG U 17.09. 05. 0. 6450

<-- Systemis activated but uncommted

Auto abort timer: active , tine before rollback - 04:25:52

<-- Remaining tine before rollback

WLC#

install commt

<-- Conmit the new code



install_commit: START Mon Feb 12 15:20:35 Pacific 2024
install_commit: Committing ISSU

*Feb 12 15:20:36.362: %INSTALL-5-INSTALL_START_INFO: Chassis 2 RO/0: install_engine: Started install co

NOTE: Going to start Commit ISSU install process

STAGE 0: System Level Sanity Check

--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---

--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---

--- Verifying Platform specific ISSU admission criteria ---
Finished Initial System Level Sanity Check

STAGE 1: Dispatching the commit command to remote

--- Starting install_commit_remote ---

Performing install_commit_remote on Chassis remote
[1] install_commit_remote package(s) on chassis 1/R0
[1] Finished install_commit_remote on chassis 1/R0O
install_commit_remote: Passed on [1/R0]

Finished install_commit_remote

SUCCESS: install_commit Mn Feb 12 15:21:12 Pacific 2024

WLC#

*Feb 12 15:21:12.367: %INSTALL-5-INSTALL_COMPLETED_INFO: Chassis 2 R0/0:

WLC#

show i ssu state detai

<-- Verify ISSU state is successful

Current ISSU Status: Enabled

Previ ous | SSU Operation: Successful

System Check Status
Platform ISSU Support Yes
Standby Online Yes
Autoboot Enabled Yes

SSO Mode Yes

Install Boot Yes

Valid Boot Media Yes
Operational Mode HA-REMOTE

No | SSU operation is in progress

WLC#

show install summary

install_engine: Completed inst



<-- Verify new code is Activated & Committed

[ Chassis 1/R0 2/R0 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

( T3& ) B2 1tauto-abort-timer , 551# Ainstall auto-abort-timer stop@i$. ESF LI5S
W —R | AREARTEEEREDP LB 2B,

<#froot>
WLC#

install auto-abort-tinmer stop

install_auto_abort_timer: START Mon Feb 12 15:13:59 Pacific 2024
Abort timer cancelled, auto-rollback will not take place

Please use 'install abort issu' to rollback the ISSU upgrade
SUCCESS: 1install_auto_abort_timer Mon Feb 12 15:14:00 Pacific 2024

WLC#

show install sumary

[ Chassis 1/R0 2/R0 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG U 17. 09. 05. 0. 6450

<-- You still need to commit new i mage to persi st

Auto abort timer: inactive <-- Remamining time before rollback. Commit still needed for new inage to per



(T& ) B RBE B ILETEFES | 55 Mactivate issu auto-abort-timerfi . E A UEREIE G2
BI5E Ao

<#root>
WLC#
install activate issu auto-abort-timer

?
<30-1200> Number of minutes the abort-timer is set for

BRE5 : BLEEEM

R RRECERMNIOS-XERAERE , @ EARNEEXBE, ABRESLARESEHR T
2R E AT AN £ = RIa E R &
ERREERE , FRHREREE. BRETISSUARBBHRANEE REEMAHEBELE,



RN AR RAERRERITRATH "HREEREER, BB, UBREERA RN E
ZRNEBEINEERARNEZFMES.

FEENGSRE-SRFRPHHANERE

ISSUARHH—EE RERE , ECI9800-CLWLCERT TRENSTAMNE , #MEHGHEE
(MCL)F LB , #ET#& IEE B 228 ERISSURE,

BRF R MREHNEFRERTENHANE , AT ATREEMISSU, EMMPEERGE , WERE
BRIRIR R AYHAST T ¥ 18 3 170 v {181 422 71 25 R A 0



im 2B (Cisco Catalyst 9800-CLEARIZEHIZRE L BIER) P HYI800-CLAEEE ST [H ¥ AR

<#froot>

WLC#

show redundancy config-sync failures historic ntl

Mismatched Command List

-interface G gabitEthernet3 <-- G3is detected as MCL | eading to config sync failure

| <submode> "interface"
negotiation auto

no mop enabled

no mop sysid

I </submode> "interface"



WLC#

show ronvar

ROMMON variables:
SWITCH_NUMBER = 1
CHASSIS_HA_IFNAME = GigabitEthernet3

<-- HA Interface differs

CHASSIS_HA_IFMAC = XX:XX:XX:XX:XX:XX
SWITCH_PRIORITY = 2

WLC-stby#

show ronvar

ROMMON variables:
SWITCH_NUMBER = 2
CHASSIS_HA_IFNAME = GigabitEthernetl

<-- HA Interface differs

CHASSIS_HA_IFMAC = YY:YY:YY:YY:YY:YY
SWITCH_PRIORITY = 1

FEEANGSIEE-H
W REE T domainti© , BIfEAISSU#ECisco 10S 17.3.xFH ik S {7 ik 2 i #252 41 28 AT RE & 2k B,

BRBE . ERBISSUAR ZEIHEITno domaint T , B Adomainis © 2 #Cisco 10S 17.6.xH fill
BRo

<tfroot>
WLCH

show redundancy config-sync failures nt

Mismatched Command List

-domai n exanple.local. <-- Run "no domain" from configuration

! <submode> "cent_domain"
I </submode> "cent_domain"

B HIEE- HSRPIE M

WMRBEE T snmp-server enable traps hsrpin © , #HI85#ECisco 10S 17.3. xR Z £ A ISSURET
WA AT REE K B



FERFA R : FEBIRISSUFMR 2 BT , #RRELE F M BRsnmp-server enable traps hsrp@© , BAE® T
B #Cisco 10S 17.4.xH fMIBR,

<#froot>
WLCH#

show redundancy confi g-sync failures ntl

Mismatched Command List

-snnp-server enable traps hsrp

<-- Renpbve hsrp trap

H 47 2R E E TR E M HIWPA3 AKM

MREFMWLANEEREEE TWPASERE SO RFELSWEE(AKM) , BIEAISSUH K EICisco I0S
17 9. xR AR 4185 & LB, 2Cisco I0S 17.9.xix 4Bt , R EERBEMNMEE , EERY
WPA3EEAKME| &, 7EISSUBREF , lIRWLCHAZIERNWPAIEE , AIgERHERS &
B

FERA R : FEBIRISSUFRZEI , EAWPASEEBEMNAKM , LU ®EEE T

<ttroot>

WLC#

show redundancy config-sync failures prc

PRC Failed Command List

wlan test 1 test
! <submode> "wlan"

- no shutdown <-- The W an shuts down due to the invalid WPA3 configuration

! </submode> "wlan"



= EEEWPAS , 52/ (Cisco Catalyst 9800 % F| /R i2 4SS SR B igm) PHIEHD
: Wi-FiR EZHRI3

FItEREE L H
Z g 1kissu

& T LA RAinstall abort issumas TEUEERIERE , FEIFILEBMREGNEA , YERAMRER ZE
BB 2 AEITHARAS, F57E 3 Hinstall commitcommand Z Bi{fEA LTS

<tfroot>

WLC#terminal monitor
WLC#

install abort issu



install_abort: START Fri Jan XX 16:50:00 EDT 2024
<5>%INSTALL-5-INSTALL_START_INFO: RO/0: install_engine: Started install abort ISSU

ST , FBEERFEISSUAREE,

<{froot>
WLC#

show i ssu state detai

Current ISSU Status: Enabled

Previous | SSU Operation: Abort Successful

System Check Status
PTatform ISSU Support Yes
Standby Online Yes
Autoboot Enabled Yes

SSO Mode Yes

Install Boot Yes

Valid Boot Media Yes

No | SSU operation is in progress

BREEARE

MR Habortin TR EEFRABEMISSURE , B UFEIBRATLEAMRE,



ER  FREEEALBEE  RABREZEREEREATERFTEERTRA

Ny

1. E2 REEER T A Service Internals

<tfroot>
WLC#

conf t

WLC(config)#

service interna

WLC(config)#

end



2. f# Aclear install statefy £ & BRISSURAREE,

<{froot>
WLC#

clear install state

3. £ Ashow install summary#lshow issu state details 5 & 2 EAREE,

4. T2 REEER T = HService Internal,

<ffroot>
WLC#

conf t

WLC(config)#

no service interna

WLC(config)#

end

i)

BEARBEIBRESTEN G SEE.

#show install summary

#show issu state detail

#show install Tog

#show chassis rmi

#show redundancy

#show ap image

#show redundancy config-sync failures mcl

#show redundancy config-sync failures historic mcl
#show redundancy config-sync failures bem

#show redundancy config-sync failures prc

MEAE A

== 3 oI M =E B
¢ o ﬂil J = 3 /

- EEAM Catalyst 9800 4R LAN #4888 Cisco 10S XE kA~



https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
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